
Data sheet

Capture and analyze packet data
Extend monitoring and troubleshooting to your most important 
network segments with scalable, real-time packet analysis

Network visibility challenges in modern distributed environments
As networks expand from the data center to the WAN edge, remote sites, and cloud, it is increasingly difficult to have 
visibility across the entire network and quickly troubleshoot networked applications. Most enterprises use a host of 
network monitoring tools to analyze operational data. But using multiple tools makes issue resolution time-consuming, 
inɆreǸsinʊ ˰eǸn ʹi˰e ʹo reso˓΃ʹion ՄģƙƙžՅռ

The solution: LiveWire
BlueCat LiveWire is a high-performance packet analysis solution that captures 
and stores detailed packet data for network and application performance and 
forensic insights. By deploying LiveWire physical or virtual appliances in your 
˰osʹ ɆriʹiɆǸ˓ neʹΨorˋ seʊ˰enʹsՕinɆ˓΃ɒinʊ ɒǸʹǸ Ɇenʹersջ SD-ǈAī eɒʊesջ ʹʔe 
cloud, and remote sites—your network and security operations teams have the 
data they need to ensure network performance and security.

LiveWire captures real-time packet data. When you need to examine packets 
for deep forensic analysis, LiveWire offers an easy-to-use interface, advanced 
visualizations, built-in workflows, an expert system, and many types of analysis 
and correlation. LiveWire is built to accelerate troubleshooting and deliver the 
packet data and packet analysis you need for advanced network forensics.

In Ǹɒɒiʹionջ ĘiΤeǈire ɒe˓iΤers enriɆʔeɒ ̻ǸɆˋeʹ ɒǸʹǸ ʹo B˓΃eCǸʹժs ĘiΤeīǏ neʹΨorˋ ̻erʅor˰ǸnɆe ˰ǸnǸʊe˰enʹ so˓΃ʹionռ ƙʔis 
makes it easy to transition from flow-level to forensic-level analysis and back—all on a single platform. LiveWire converts 
packet data into rich flow data and automatically exports it to LiveNX. With LiveNX and LiveWire, it’s easy to quickly 
identify and resolve application issues, such as VoIP and video performance problems, without the need for deep forensic 
analysis.

Key capabilities

Digital transformation
žisinʊ ˰ǸɆʔineՑʹoՑ˰ǸɆʔine ԻeǸsʹՑΨesʹԼ ʹrǸʅʅiɆ in ɒǸʹǸ Ɇenʹers ɆreǸʹes Ɇosʹ˓ζ ȿ˓inɒ s̻oʹsռ ĘiΤeǈire ɒe˓iΤersտ

• Granular insights to quickly detect and resolve issues across physical and virtual networks.
• Fast packet capture to identify issues from Layer 2 to 7 for apps, VoIP, and Wi-Fi.
• Intelligent capture that saves disk space by detecting encrypted traffic and slicing payloads.
• ĘiΤe�˓oΨ Ψeȿ ǸnǸ˓ζʹiɆs Ψiʹʔ ˋeζ ˰eʹriɆs ՄƥžĘՍƥžIջ res̻onse ʹi˰esջ error ɆoɒesԼ ʅor Τisiȿi˓iʹζՕeΤen in enɆrζ̻ʹeɒ

traffic.

Ongoing, end-to-end monitoring
Application performance monitoring is critical for keeping your enterprise running smoothly, yet applications are 
ȿeinʊ Τirʹ΃Ǹ˓iύeɒ Ǹnɒ ˰iʊrǸʹeɒ ʹo ʹʔe Ɇ˓o΃ɒ Ǹʹ ȿreǸˋneɆˋ s̻eeɒռ ƙʔis ɆreǸʹes ȿ˓inɒ s̻oʹsջ ˓eǸΤinʊ Iƙ orʊǸniύǸʹions 
ɒe̻enɒenʹ on ʅ˓oΨ ˓oʊs Ǹnɒ AŶIs ʅor Ǹ̻̻˓iɆǸʹion ̻erʅor˰ǸnɆe ˰oniʹorinʊռ ĘiΤeǈire ʔe˓̻s ζo΃տ

• Gain a holistic view of network and application events by converting packet data into rich flow-based data using



LiveWire Grid
LiveWire Grid is a software 
Ǹs Ǹ serΤiɆe ՄSǸǸSՅ so˓΃ʹion 
that simplifies and scales the 
management and administration 
of LiveWire devices, no matter 
how many are deployed. With 
ĘiΤeǈire �riɒջ ζo΃ ʊeʹտ

բ Centralized management 
for physical, virtual, or cloud 
devices. 

բ Simple installation and low total 
cost of ownership. 

բ Single console for configuration 
and mass updates. 

բ Cloud-based backup and 
restore. 

բ Single sign-on and improved 
user experience. 

ʹe˓e˰eʹrζռ ƙʔe ɒǸʹǸ is Ǹ΃ʹo˰ǸʹiɆǸ˓˓ζ eα̻orʹeɒ ʹo ĘiΤeīǏջ enǸȿ˓inʊ ́΃iɆˋ 
identification and resolution of issues without packet-level analysis.

• Eliminate time wasted reproducing a problem—packets record exactly
what happened.

• Go directly to packet data to see application and network errors in packet
payloads.

Enterprise-grade management
Iƙ orʊǸniύǸʹions sʹr΃ʊʊ˓e ʹo ʅinɒ Ǹ ɆosʹՑeʅʅeɆʹiΤe so˓΃ʹion ʹʔǸʹ ̻roΤiɒes 
visibility across large numbers of branches and remote locations. A solution 
is needed that can be widely distributed and easily managed, providing true 
enɒՑʹoՑenɒ Τisiȿi˓iʹζռ ĘiΤeǈire oʅʅersտ

• Centralized management of LiveWire devices via LiveWire Grid’s web
console.

• Scalable software extending monitoring from data centers to branches
and WAN edges.

• ƥniʅieɒ ʅ˓oΨ Ǹnɒ ̻ǸɆˋeʹ ɆǸ̻ʹ΃re Ǹʹ Ǹnζ neʹΨorˋ s̻eeɒ ʅor ʅǸsʹ iss΃e
resolution.

• _α̻ǸnɒǸȿ˓e ̻ǸɆˋeʹ sʹorǸʊeՕŶoΨerCore s΃̻̻orʹs 2֡ ŶB rǸΨ Ǹnɒ Ԗ֡ ŶB
effective capacity.

Security incident response
When it comes to security incident response, there’s nothing more valuable 
than the packets themselves. You may have the finest intrusion prevention and 
ɒeʹeɆʹion ǸnɒՍor seɆ΃riʹζ eΤenʹ ˰ǸnǸʊe˰enʹ so˓΃ʹion ǸΤǸi˓Ǹȿ˓eջ ȿ΃ʹ onɆe ʹʔe inʹr΃sion is ʅo΃nɒջ ΨʔǸʹժs neαʹԵ Ǖo΃ neeɒ 
a recording of the activity—the network packets—to determine both the fingerprint and extent of the breach. With 
ĘiΤeǈireջ ζo΃ ʊeʹտ

• Network packets that reveal both the fingerprint and extent of breaches.
• Lossless, line-rate capture with scalable hardware and software.
• Forensic searches on terabytes of data without disrupting storage.
• Long-term, scalable retention to meet compliance and protect integrity.

Network-wide visibility
Make the highest-quality flow data 
available from anywhere on your 
network—especially in your most 
critical segments—to increase visibility 
Ǹnɒ ɒeɆreǸse ģƙƙžռ SɆǸ˓Ǹȿ˓e ̻ǸɆˋeʹ 
flow data delivers detailed visibility 
from anywhere across the network, 
including data centers, the WAN edge, 
cloud, and remote sites.

Accelerate troubleshooting
Detailed troubleshooting requires 
detailed data. For network and 
application troubleshooting, the most 
detailed data available is the network 
packets themselves. Workflows and 
automation drive users to the root 
cause of network and application 
iss΃esռ ƙʔe res΃˓ʹ is inɆreǸseɒ 
̻roɒ΃ɆʹiΤiʹζ Ǹnɒ ʅeΨer so˓΃ʹions Իor 
sɆreensԼ neeɒeɒ ʹo so˓Τe ̻roȿ˓e˰sռ

Security and compliance
Standard security and compliance 
investigations require the most 
comprehensive data available—the 
network packets—to effectively 
investigate and report on issues, 
whether for routine reporting, a 
detailed investigation, or unequivocal 
proof.

Features



Version DS-BCIA-030424 ְ 202Ԗ B˓΃eCǸʹ īeʹΨorˋs Ǹ˓˓ riʊʔʹs reserΤeɒռ

Next steps
Discover how you can capture and store 
detailed packet data for network and 
application performance insights.

Learn more

B˓΃eCǸʹժs Inʹe˓˓iʊenʹ īeʹΨorˋ ŀ̻erǸʹions Մīeʹŀ̻sԼ
solutions provide the analytics and intelligence needed
to enable, optimize, and secure the network to achieve
business goals. With an Intelligent NetOps suite,
organizations can more easily change and modernize
the network as business requirements demand.
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Tuned for your specific needs
LiveWire includes physical, virtual, and cloud offerings, and can be deployed based on your network’s specific needs. 
LiveWire physical appliances offer massive scalability and performance to support network operations for the largest 
networks, from branch offices to large data centers to the WAN edge. LiveWire virtual and cloud offerings scale with your 
needs and deliver the flexibility required in these networking environments.

�or orʊǸniύǸʹions Ψiʹʔ ˰Ǹnζ ȿrǸnɆʔ ˓oɆǸʹionsջ s΃Ɇʔ Ǹs ȿǸnˋs Ǹnɒ reʹǸi˓ersջ ĘiΤeAɆʹion oʅʅers ʹʔe ĘiΤeǈire _ɒʊeռ ƙʔe
LiveWire Edge is a small-form-factor appliance with no moving parts, making it simple to install and manage. It is perfect
ʅor orʊǸniύǸʹions Ψiʹʔ Ǹn Ǹ˓reǸɒζՑsʹreʹɆʔeɒ Iƙ ɒe̻Ǹrʹ˰enʹռ

LiveWire device Edge Core PowerCore** Virtual

Use cases
Small or remote 
office

Large branch or 
WAN edge

Data center All

Network ports
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Configurable

Memory 32 GB ԏ2Ԙ ƙB 2ԔԖ ƙB ģinռ Ԙ �B

Raw storage ԏ ƙB SSD 24 ƙB 240 ƙB Configurable

Effective storage* īՍA ԗ2 ƙB ԗ20 ƙB īՍA

LiveFlow export ƥ̻ ʹo ԏ �ȿ̻s ƥ̻ ʹo ԏԔ �ȿ̻s ƥ̻ ʹo ԗԔ �ȿ̻s ƥ̻ ʹo 4 �ȿ̻s

Forensic capture  
(capture-to-disk)

ƥ̻ ʹo ԏ �ȿ̻s ƥ̻ ʹo 40 �ȿ̻s ƥ̻ ʹo ԙԖ �ȿ̻s Depends on 
hardware

Dimensions and weight
ԘռԔ֣Ԕռԗ֣ԏռԗ in
2ռԖ4 ˓ȿs

ԏƥ
3ԙ ˓ȿs

2ƥ
73 lbs

īՍA

Omnipeek for Windows Ǖes Մԏ ˓iɆenseԼ Ǖes Մԏ ˓iɆenseԼ Ǖes Մԏ ˓iɆenseԼ No

֭ Ass΃˰es Ǹ 3րԏ ɒǸʹǸ reɒ΃Ɇʹion rǸʹio ʹʔro΃ʊʔ Ɇo˰̻ression ǸnɒՍor ɒǸʹǸ s˓iɆinʊ 
** Supports 10 Gbps, 40 Gbps, and 100 Gbps

https://www.linkedin.com/company/bluecat-networks/
https://www.youtube.com/user/bluecatvideo
https://bluecatnetworks.com/products/livewire/



