
6 Surprising Things 
You Can Find Inside 
Network Packets



Introduction
In the vast expanse of digital communication, network 
packets are the unsung heroes carrying the data that fuels 
our interconnected world. While most people associate 
packets with the transmission of information, there’s a 
surprising wealth of insights hidden within these seemingly 
mundane data containers. In this guide, we unveil six 
unexpected and fascinating things you can discover when 
you dive into the intricate world of network packets.



#1
Plain Text Passwords
Plain text passwords found in network packets can be a result of insecure 
communication protocols. In some cases, when a user logs into a system or a 
service, their credentials (username and password) are transmitted over the 
network to authenticate and establish a session. If the communication between 
the client and server is not properly secured, these credentials can be sent in 
plain text, making them vulnerable to interception by malicious actors.



#2
Old Protocols
Several protocols, especially older ones, transmit data without encryption, 
making it easier for attackers to capture and read the information passing 
through the network. Examples of such insecure protocols include HTTP (as 
opposed to HTTPS) and FTP (File Transfer Protocol). In these cases, an attacker 
with access to network traffic, either through physical access or through 
techniques like packet sniffing, can capture and view the transmitted data, 
including plain text passwords.



#3
Traffic Between Local Devices 
and Externally Facing Servers
If you’re using an unsecured Wi-Fi network, the data packets traveling between 
your device and the external server can be captured and analyzed by malicious 
actors or unauthorized users. This lack of protection puts sensitive information, 
such as login credentials or personal details, at risk of being exposed.



#4
Unencrypted Data
If the communication between local devices and external servers is not 
encrypted, the data within the packets is transmitted in plain text. This lack of 
encryption makes it susceptible to interception and inspection by anyone with 
access to the network.



#5
SNMP v1
While it’s possible to encounter SNMP v1 packets in network traffic, it’s 
important to note that the use of SNMP v1 is generally discouraged due to 
its security vulnerabilities, as mentioned in previous responses.



#6
ICMP Packets with 
Large Payloads
ICMP messages are typically small and used 
for tasks such as ping requests and responses, 
traceroute, and network error notifications. 
However, seeing ICMP packets with large 
payloads could be indicative of several 
situations:

Fragmentation
Large ICMP payloads could be a result of packet fragmentation. When a packet is too large 
to traverse a network without being fragmented, it gets broken into smaller fragments. The 
ICMP packet may be carrying a large payload that requires fragmentation to be transmitted 
over the network.

Unusual or Non-Standard Behavior
Large ICMP payloads could be a result of packet fragmentation. When a packet is too large 
to traverse a network without being fragmented, it gets broken into smaller fragments. The 
ICMP packet may be carrying a large payload that requires fragmentation to be transmitted 
over the network.

Malicious Activity
Large ICMP payloads might be a result of attempts to exploit vulnerabilities or conduct 
attacks. Some types of attacks involve sending ICMP packets with large payloads to 
overwhelm network resources or hide malicious activities.

Data Exfiltration
In some cases, attackers might use ICMP packets with large payloads to exfiltrate data 
from a compromised network. This is an uncommon method, but it can be used to bypass 
traditional security measures.

Network Testing or Troubleshooting
In certain scenarios, network administrators may deliberately use ICMP packets with large 
payloads for testing or troubleshooting purposes. For example, they might be testing the 
maximum allowable payload size across the network or checking how the network handles 
large ICMP packets.



Moving Forward
The revelations within network packets can shed light on potential vulnerabilities and unexpected 
behaviors in the flow of digital communication. As we navigate the vast expanse of our interconnected 
world, understanding and addressing these discoveries becomes paramount for securing sensitive 
information, maintaining the integrity of communication channels, and fortifying our digital 
landscapes against potential threats.

LiveAction’s Network Intelligence solution transforms complex data into actionable insights, providing 
organizations with a comprehensive view of their network, from network and application performance 
to security. Enterprise teams can rapidly take action to resolve network issues at scale, accelerate 
threat response, increase employee productivity, and reduce business risk.

Want to take it for a test drive?
Start a LiveWire trial today, and you’ll experience unsurpassed support to get you up and running.

https://www.liveaction.com/products/livewire/free-trial/

