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Agenda —Day 1

e LiveNX Overview & Architecture

* The LiveNX WebUI
e Dashboards
 Sites/Devices/Interfaces
* Reports Overview
 System Management
* LiveNX Engineering Console
* Dashboard
* Reports
* Visualizations & Troubleshooting

* Voice, Video, Delays

Add & Manage Devices

e Adding Devices

e Grouping & Objects

* Device Semantics
Flow Collection
Topology Definition

More Dashboards, Reports and Alerts

Custom Filters

Implementation Best Practices

* |nstallation Considerations

Deployment Strategies

© 2022, LiveAction, Inc. All Rights Reserved.

Action



Agenda - Day 2

e Quality of Service * LiveAction SD-WAN
° Concept Overview ® ClSCO/V'ptela SDWAN OverVieW
LiveNX — SDWAN Integration Overview

* Classification & Marking

* Queueing & Shaping Day O: Cisco SD WAN Planning for Deployment

* Policing & WRED * LiveNX - SDWAN Onboarding
Day 1: Cisco SD WAN Policy Validation and Intent

Day 2: Cisco SD WAN Operations

 Buffer Tuning

* QoS Best Practices

Action

© 2022, LiveAction, Inc. All Rights Reserved.



Class Logistics

* Daily Schedule * Equipment
e Start * Laptops
* Breaks * Internet Access
* Finish * elLab Access

Action
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Your Trainer...

Nate Richie
Senior Consulting Engineer, Advanced Services Team

Interim Manager, Advanced Services Team

Action
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Prerequisites

* You already:
* Have a basic knowledge of applications, networking, and protocols...
* Understand TCP/IP, network addressing, and subnet masks
* Know basic router & switching concepts

* Manage NetFlow devices within your environment

Action
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And you are...

* Name ?

* What do you do at your company ?

* Have you used LiveAction Products?

 What Product Certs do you maintain? (Brag if you must;-)

* What was your first car?

Action
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Our Training Infrastructure

e Each attendee will connect to a
dedicated “Training Pod”

* The Instructor will provide credentials

e T ; ... \Branch 1 /
for each attendee = B S AN .
§ » T;;D 133,36 P .652:193-1:3'129'24 ﬁ:h\GEZ: i;'ffm " :
. . . e e i o v  19 18.12 in/l& i 10622‘:; o é
e All Pods are monitoring similar traffic "= = . 5 s pogeles
: ___ S A TP E Ty 2004 |
| == /\ GE3: I
flows. S , =
] s_ O e £4: PC2
0.255.2.. 2.10
Branch 2

* We'll connect over the Internet and run S s Tt

a Browser and Eng Console locally.

* Initial device configuration has been
performed on all Training Pods.

Action
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LiveNX Class Infrastructure

o -

LiveNX Flow Foundation - 2022

() CRIT'ERION

(<] o L ] L ] <
Quewed Spawning Provisioning Stabdzing
o) e o The “Internet”

pC2 restrat Frewstrator 50012345 20204
s @ 198.19.1.0/24
P\ee =
b Naoent2
H g 'GE2:198.18.129.24 H GE2 etho "
: 198.18.133.36 oo | osr0i0
| loeisanan 198181333 \cexes1si02s == Los Angeles

19819.2.0/24

10255.02 ™ GE2: GE2:
1025501 10.255.1.1 100.64.2.2
aves
GE4: 2: tt
100121 100122 1025521 | 1025522 1981921

! Branch2 d
0 New York

SP1MPLS
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Criterion Labs Log On Screen

L CRITERION

NETWORKS
, [
user1 47971562 Design Lgarnting
Passworc Center enter

Experience
Center

Entersyournusername;and
password here

Donitiforgetito,checksthe Terms
ofiService box

Action’
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Click Learn

[ CRITERION

NETV

Design

Experience

Statistics

LiveAction SDCloud Platform

Learning Center. Experience. Design Center

Design Center

Upgrade Your Subscription

Experience Center - Showcases

Upgrade Your Subscription

Click{Kere,on/Learn

® Q @

Learning Center

Available: 8 Subscribed: 2

Goto Active Leamnings

Experience Center - Sandboxes

Upgrade Your Subscription

© 2022, LiveAction, Inc. All Rights Reserved.
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Click Subscribed

Learning Center @ G ‘o trainers@liveaction.com .

[ CRITERION

NETWOR

Available Subscribed Scheduled

A Others

Q

NextiClickioniSubscribed
D —
esan LIVENX AND CISCO SDWAN INTEGRATION V9.3 ©&

th Cisco SDWAN. Though a mix o

Experience

Lab RunTime: 4 Hours Available Tries : 1

LIVENX FLOW FOUNDATIONS 2022 ©
veAction network m
Chrome, Firefox, or Safa

nals in complex net

Statistics

Lab Run Time : 48 Hours Available Tries : 1

LIVEACTION BASIC USER LIVENX V9.3 &

would provide an overview of LiveNX monitoring tool, integrated with a network setup in a LAB environment, from a basic users perspective. Through a mix of s in this lab, wi

e setup and understand how to use the tool for monitoring the enterprise network, readin.

Lab RunTime : 4 Hours Available Tries : 0

LIVENX ADMIN USER LAB - LIVENXV9.3 £
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Select the Correct Lab and Click Launch Now

CRITERION

NETWORKS

Home

Learning Center

Available

Q

Subscribed Active Scheduled

LIVENX AND CISCO SDWAN INTEGRATION V9.3 ©

o0 @

All

klawton@liveaction.com
KK

Others

This lab would provide an overview of LiveNX monitoring tool integration with Cisco SDWAN. Though a mix of exercises in this lab, we would run through the setup, integration and necessary steps to

integrate Cisco SDWAN setup in the LiveNX monitoring tool.
Note: For best results, please use Chrome, Firefox, or Safari to run this lab.

Lab Run Time : 4 Hours Available Tries : 1

LIVENX FLOW FOUNDATIONS &

In this lab we will learn how to use LiveActi
Note: For best results, please use Chrome, Firefox, or Saf

Ensure you Launch the,
LiveNX Flow Foundations Lab

Lab Run Time : 48 Hours Available Tries : 1

\itoring and management tools for NetOps professionals in complex network environments

© 2022, LiveAction, Inc. All Rights Reserved.
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Schedul!

Launch Now

Click

Launch Now
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Click Provision

Launch learning lab

Please fill the details

No,changes ,needed

Name

LiveNX Flow Foundation - 2022

Number of Hours

48

End action

O (@ Terminate @Ile’BILOA\USlOD

Provision

Action
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Your Lab Should Begin Start-Up

Learning Center

P CRIERION

& Back

LiveNX Flow Foundation

Design
= Learning menu

Experience
Lab Introduction
Topology

Access Devices

Statistics

+ Add Hours

ORI TIN 4

trainers@liveaction.com
- T

Overview

The objective of this lab is to introduce you to LiveAction network monitoring anlf management tools

Your Lab will begin the start-up process

Let your instructor know your lab is
starting-up

© 2022, LiveAction, Inc. All Rights Reserved.
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Start-up Takes Around 5 mins

[ J L
Queued Spawning
o o o
Queued Spawning Provisioning
o o o o
Queued Spawning Provisioning Stabilizing
o [ J L o o
Queued Spawning Provisioning Stabilizing Ready

NXOF.ISM.2.0.3
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Sites Used in This Training Course

Student Guide https://www.liveaction.com/support/training- Your copy of the slides to follow the
resources/ presentation/make notes

Lab Workbook Pt 1 https://www.liveaction.com/support/training- Day 1 Lab Workbook: Lab Exercises
resources/

Lab Workbook Pt 2 https://www.liveaction.com/support/training- Day 2 Lab Workbook: Lab Exercises
resources/

LiveNX Engineering https://www.liveaction.com/support/training- Client Access to be installed for

Console resources/ some exercises

(Mac or Windows)

Website for Access to https://portal.criterionnetworks.com/ You will be given your specific login

Hands-On Labs information by the instructor

Action
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https://www.liveaction.com/support/training-resources/
https://www.liveaction.com/support/training-resources/
https://www.liveaction.com/support/training-resources/
https://www.liveaction.com/support/training-resources/
https://portal.criterionnetworks.com/

LAB 0: Setup and Get
Connected

Turn on / Plug-in, and verify network & internet
connectivity.

Note the addressing and credentials provided by
your instructor.

Install and run:
* LiveNX Engineering Console

* https://cloudkeys.liveaction.com/downloads

You may now ping your LiveNX Server...

© 2022, LiveAction, Inc. All Rights Reserved.



https://cloudkeys.liveaction.com/downloads
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Architecture Overview

* Distributed Computing Architecture

High-performance database

Large-scale distributed analytics platform

Capable of handling 1M+ flows/sec

Monitor 40,000+ devices across distributed deployment
Visualize up to 1,000 active interfaces per device

3-layer architecture — client, server, node

* Engineering Console

* Server

Single Pane of Glass (SPOG) over entire network
Limiting user data access by groups per node
Browser, Windows (32/64-bit), or Mac OSX

Central management of nodes

Virtual install - HyperVisor, Hyper-V, KVM

e Collector Node

NXOF.ISM.2.0.3

Hold data store, automatic data management
Node management policy set at server

Virtual install - HyperVisor, Hyper-V, KVM

© 2022,

Platform /
SEINer Client
Central Manager — .
= Single-Pane-of-Glass
DSsnRoRIc s Ao @ ng ,\'Q/j" ”| Enterprise-Wide Visibility
Reports, Topology
H05

Flow, SNMP

Collection and Store
Node
Flow Exporters
SNMP

Flow Exporter & Packet
Capture for Areas without
Flow Support

Action
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SyStem Req u i reme ntS http://www.liveaction.com/support/specifications/

* Server Platform Specifications:

* VMware ESXi v5.0 or higher — VMware Hardware Version 8 (vmx-8)
* Network Hardware — At least two Physical NICS on ESXi

e Support up to 10 Gbps

e Virtual NICs on OVA are utilizing E100

Proof Of Concept Small Medium Large Physical
(POC) Deployment Deployment Deployment Deployment

<= 25 Devices or <= 100 Devices or 100-500 Devices or 500-1000 Devices or  Upto 1000 Devices or
<= 25k Flows/sec. <= 50k Flows/sec. <= 100k Flows/sec. <= 150k Flows/sec. <= 500k Flows/sec.
Min Requirements:
Min Requirements: Min Requirements: Min Requirements: Min Requirements: e 64 vCPU Xeon Gold 5218
e 8 vVCPU Xeon or i7 e 16 vCPU Xeon ori7 e 16 vCPU Xeonori7  * 32 vCPU Xeonori7 * 768 Gb RAM
e 16 Gb RAM * 32 Gb RAM * 64 Gb RAM * 64 Gb RAM ¢ Max Heap Size 384GB
e Max Heap Size 8GB ¢ Max Heap Size 16GB ¢ Max Heap Size 31GB ¢ Max Heap Size 31GB ¢ 32TB Data Disk
e 500GB Data Disk e 2TB Data Disk e ATB Data Disk e 8TB Data Disk (16TB usable with RAID 10)

Action’
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Network Devices Supported
Cisco Device Support—SNMP & Flow

http://www.liveaction.com/specifications/

ASR 9000 Series Router

Cisco AnyConnect Network Visibility Module
on Windows and Mac OS X Platforms

Cisco ASA 5500 Series Firewalls

Cisco Catalyst Series Switches 2900, 3650, 3850 & 4500-X 6500,

6800, 9000 are supported.**
(Limited LiveNX QoS Monitor support on Layer 3-routable interfaces and VLANs
depending upon Cisco hardware capabilities.)

Cisco ISR Series Routers: 800, 900, 1700, 1800, 1900, 2600, 2600XM,
2800, 2900, 3600, 3700, 3800, 3900, 4200, 4300, 4400, 4500, 7200,
7600**, ASR 1001x, 1002x Series Routers, CSR 1000V**

Cisco Meraki MX Security Appliance

Cisco Nexus Switches
(Nexus 3000, 7000, 6000 & 9000 Series)

Cisco NetFlow Generation Appliance

Cisco SD-WAN vEdge, Cisco 10S XE SD-WAN Edge Devices

NXOF.ISM.2.0.3

Adtran NetVanta Series Routers

Alcatel-Lucent Routers

Barracuda Firewall

Brocade Series Routers

Checkpoint Firewall

Citrix NetScaler Load Balancer

Extreme Network Switches

F5 Load-Balancer

Gigamon GigaSMART

Hewlett-Packard Enterprise Procurve Series Switches

Ixia’s Network Visibility Solution

Juniper MX Series Routers

Ntop nProbe

Palo Alto Networks Firewalls

Riverbed SteelHead WAN Optimization Controllers

Silver Peak WAN Optimization Controllers

Sophos Firewall

Ziften ZFlow

Action
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http://www.liveaction.com/specifications/

Bandwidth Overhead — Server/Node

* In case of loss of communication, server may initiate to reestablish communications

Data is stored on the Collector Nodes

Server requests data from Node(s) on demand

* “Keep-alive” (not really... more a “l have new data!”)

Examples of
Node/Server
Bandwidth

Minimal synchronization communication between the Server and Node(s).

Bandwidth is proportional to the number of devices being monitored by each Node

End-user actively monitoring LiveNX also increases bandwidth.

Devices Node to Server Traffic Server to NodeTraffic
Per Node (Avg./Peak) (Avg./Peak)

100 125Kbps/1.2Mbps 5Kbps-25Kbps

500 625Kbps/ 1.75Mbps 25Kbps-125Kbps

1000 1.25Mbps/ 2.25Mbps 50Kbps/ 250Kbps

Note: These are typical bandwidth estimates that LiveAction would expect to see. Each network is different so results may vary.

© 2022, LiveAction, Inc. All Rights Reserved.
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LiveNX Flow Capabilities

LiveNX is a flow collector

 Supports NetFlow V5/V9, FNF, sFlow, jFlow, IPFIX, and other multi-vendor flow
types
* Provides unique end-to-end flow visualization for a holistic view of the network

* Provides hop-by-hop color-coded application and flow path analyses for
network and application performance issues

* Visually shows mis-marked DSCPs for traffic priority

* Easily enables Cisco advanced flow technologies

* Topology can be exported to Visio

» Keep all raw data as long as there is sufficient disk space

Action
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LiveNX Communication with Devices

LiveNX uses SSH or Telnet access to read 10S configurations, as well as
to make desired configuration changes to the device(s);

QoS Configurations

Netflow Configurations

IP SLA Configurations

Policy Based Routing

LiveNX does not save the router configuration in our database!

Action
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LiveNX Communication with Devices

e LiveNX uses SNMP v2 or v3 RO (Read Only) access to devices

* Polling for reading the MIB (Management Information Base)

* CBQoS MIB
* |PSLAMIB
* LAN MIBs

Routing MIBs

» Updates statistics according to
user configured polling intervals

NXOF.ISM.2.0.3

i
File Edit Operations Tools Help

easoning MIB Browser

Address: |192.168.1.1 | Advanced...

> MIBs
(=[5 ADSL-LINE-MIB.iso.org.dod.internet.mamt.mib-2
[=-(& transmission
= adsMIB
= adslLineMib
=& adsiMibObjects
[ adslLineTable
[ adslatucPhysTable
[ adslaturPhysTable
=} adslaturPhysEntry
L adslaturInvSerialNumbs
© adslaturnvvendorD
© adslaturInvy

© adslAturCu[[1.3.6.1.2.1.1

X

© adslaturCurrOutputPwr =
4 »

Node Name  adslaturCurrSnrMgn

OID 10.94.1.1.3.1.4

Access read-only

Status current

Defval

Indexes

Descr MNoise Margin as seen by this ATU with respect to i

received signal in tenth dB.

OID: |.1.3.6.1.2.1.10.94.1.1.3.1.4 |v| Operah'nns:‘Walk

Name/OID Value
adslAtucCurratn.4 175
‘adslatucCurrStatus. 4 {31}
adslatucCurrOutputPwr .4 173
adslatucCurrAttainableRate. 4 1100000

i 4
adslaturnvWendorID. 4 BS00BDCMO000
i 4 d1Sh

adslAturCurrSnrian. 4 302
adslAturCurratn.4 340
adslaturCurrStatus.4 {31}
adslaturCurrOutputPwr .4 118
adslaturCurrattainableRate. 4 10944000
adslaturcl Delay.4 0
adslaturChanCurrTxRate. 4 283000
adslaturChanPrevTxRate.4 2272000
4.1 T3 1a [rcBlockLength 4 612

ofs.4 o
adslaturPerfLoss.4 )

prs.4 0
adslaturPerfESs.4 )
adslaturPerfyalidintervals, 4 1
adslaturPerfInvalidintervals.4 )
adslaturPerfCurr1SMinTimeElapsed.4 580
adslaturPerfCurr1SMinLofs.4 0
adslaturPerfCurr1SMinLoss.4 0
adslaturPerfCurr1SMinLprs.4 o
adslaturPerfCurr1SMInESs.4 0
adslaturPerfCurr1DayTimeElapsed.4 1480
adslaturPerfCurr1DayLofs.4 0
adslaturPerfCurriDayloss. 4 1]
adslaturPerfCurr1DayLprs.4 0

adslaturPerfCurr1DayESs. 4

-

adsIMIB. adslLineMib, adsIMib

.iso.org.dod.internet.mgmt.mib-2.

0
sTable.adslatur... || 10:51:33PM ||

1 of 184 |F3]

© 2022, LiveAction, Inc. All Rights Reserved.
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LiveNX Network Protocol Requirements

Protocol Port Number | Direction Description

TCP 7000 Eng Console to NX Server Erag*[:cgffnring Console Access to
TCP 443 Web Browser to NX Server User Access to Web Ul of Platform
TCP 7026 Server to Node (Bidirectional) Server <-> Node Communication
UDP 2055 Network devices to nodes Netflow Export

UDP 161 NX Node/Server to Network Devices SNMP Polling of Network Devices

Required network protocols for normal operation of the LiveNX platform. This can be used as the basis for any
firewall rules required.

Action
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From Any Browser... from Anywhere!

https://<LiveNXserver|P>
* Create and View Dashboards

* Manage and View:

* User Management

* Devices (accept or reject information
from devices — cannot configure)

e Alerts

* Reports

Visualization Philosophy: Shows what you ask it to show

Action
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Customizable Dashboards

Dashboard

Status

efault:Building Blocks

* (Widgets)

i Site Map All Sites

WAN

p—audio-video
rtp-audio—unknown

:: Top WAN Applications by Bandwidth Inbound/Outbound Bandwidth

7782
2947

statistical-p2p—network-service 249.4

unknown—network-service
ica—unknown
10.21.1.154—u

Jgent—unknown
conferencing—unknown
nntp—nntp-group

\ Overall Status Al

Critical

sites | 0

Devices | O

WAN Apps

60.3

) At-A -_Glgnce Indigatons

Sep 20, 2021 01:35:00 — Sep 20, 2021 01:50:00

System Alerts

BuildYour«®@wn
Dashboards

= Top Interfaces % Changed - Interface Burstable Rate

[— HQ-B2—GigE2—Inbound

Add Widg

HQ—.. 4
Branch1-LA—GigE3—Outbound
HQ-B2—GigE2 und—HQ.
Branch1-LA—GigE3—Inbound—

Branch:

h Branch2-N

Branch1-LA

Y—GigE3—Outbound.
{—~GigE3—Inbound—.
—GigE1—Inbound—.
Branch1-LA—GigE2—Inbound—.
HO-MC—GigE1—Inbound—HQ—-
GigE1—Outbound

#oocoocoooooco»

X it Top Devices Top Devices CPU Usage

Branch1-LA—LA 320

Warning Good

HQ-MC—HQ 30.0

HQ-B1—HQ 30.0

o
w

‘ HQ-B2—HQ 240
Branch2-NY—NY 220

0 ‘ S

#

it Availability Top Devices With Least Availability X Availability Top Interfaces With Least Availability X
LA—Branch1-LA 100.0 LA—Branch1-LA—Branch1 LA... 100.0
NY—Branch2-NY 100.0 LA—Branch1-LA 100.0
HQ—HQ-B1 7100.0 | LA—Branch1-LA—~MPLS—Gig.. 100.0 | —
HQ—HQ-B2 100.0 NY—Branch2-NY—-—GigabitE... 100.0
oo 1000 —— 08— G. 1000
NY—Branch2-NY—MPLS—Gig...100.0
HQ—HQ-B1—-—GigabitEthem... 100.0
HQ—HQ-B1—Intemet—Gigabi... 100.0
HQ—HQ-B2—Default Service .. 100.0
HQ—HQ-B2—MPL bitE...100.0
% %

NXOF.ISM.2.0.3
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Sites Details

Drill into Sites > Devices > Interfaces...

Interfaces
Q
INTERFACENAME O STATUS ¢ smE ¢ DEVICE ¢ 1P ADDRESS ¢ SUBNETMASK < DESCRIPTION ¢ SERVICEPROVIDER <  INPUTCAPACITY ¢ OUTPUTCAPACITY < WANTYPE < TAGS ¢
All All

abitEthernet [ ] Branch2-N 198.19.21 255.255.255.0 Branch2 LAN - 1Gbps 1Gbps - -
et2 [ ] NY Branch2-N 1006422 255.255.255.0 Internet Intemnet 2Mbps 2 Mbps WAN -
G net3 [ ] Branch2-N 10.255.2.2 255.255.255.0 MPLS MPLS 2Mbps 2 Mbps WAN -
GigabitEthemnet [ ] HQ HQ-MC 198.18.129.23 255.255.192.0 - - 1Gbps 1Gbps - -
GigabitEthernet [ ] LA Bra LA 198.19.11 255.255.255.0 Branch1 LAN Branch1 LAN 1Gbps 1Gbps - -
abitEthernet2 [ ] A Bra A 100.64.1.2 255.255.255.0 Internet Internet 2Mbps 2 Mbps WAN -
abitEthernet: [ ] A Branc! A 10.255.1.2 255.255.255.0 MPLS MPLS 2Mbps 2 Mbps WAN -
G L] HQ HQ-B 198.18.129.24 255.255.192.0 HQ-LAN - 1 Gbps 1 Gbps - -
G [ ] HQ HQ-B 100.64.0.2 255.255.255.0 Internet Internet 4 Mbps 4 Mbps WAN -
GigabitEthernet . HQ HQ-B2 198.18.129.25 255.255.1920 - Default Service Pro. 1 Gbps 1Gbps - -
G et2 . HQ HQ 10.255.0.2 255.255.255.0 - MPLS 2Mbps 2Mbps WAN -

Action
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Interfaces

Sites > HQ > Device: HQ-B2 > Interface: GigabitEthernet2

Sep 20,2021 01:45:00 — Sep 20,2021 02:00:00 15Min v |
.~ GigabitEthernet2 o =
Stas:Good 100% 0
IP Address: 10.255.0.2 Availability Active Alerts
Interface Details v
Interface Bandwidth ~
750 _ MPLS
£ x
z
Toas o1as 01:48 01:50 01:56 o1:58
m &
HQ-B2.dcloud cisco.com
Legend &  Name & Average & 95th Percentile Bandwidth & 99th Percentile Bandwidth & Peak Bandwidth &
- Inbound Bandwidth 430.29 Kbps 520.94 Kbps 560.61 Kbps 575.84 Kbps
- Outbound Bandwidth 360.67 Kbps 454.87 Kbps 506.31 Kbps 591.31 Kbps
onfimans
Interface Errors ~
H
g0
H
0145 01:48 0148 01:50 o1:52 o154 0156 o1:58
Q h m &
Legend & Name & Packet Rate & Peak Packet Rate &
- Interface Errors Inbound 0pps 0pps
Critical Warming Good Polling Disabled N/A
- Interface Errors Outbound Opps Opps ® L4 L4 ® L4

NXOF.ISM.2.0.3
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WAN Applications

Sites > HQ > Device: HQ-B2 Sep 20, 01:45:00 — Sep 20, 02:00:00 | 15Min v | Auto T
(®) smm 100% 2 0 .
IP Address: 198.18.129.25 Current Flows Availability Interfaces Active Alerts
Q Search .- X
APPLICATIONNA_ ¢ APPLICATIONGR.. ¢ APPLICATIONST_ ¢ REASON < AVERAGEINPUT_ O  AVERAGEOUTPU. ¢ VOICEVIDEOPER.. O APPLICATIONPE. < &
Application G Al v R Avesege Average Out All v Al v wbLs
10.21.1.154 unknown . 2.30 Kbps 11.03 Kbps . .
bittorrent bittorrent-group . 266 bps 94 bps [ ] .
bittorrent-networ. bittorrent-group . - 169 bps 17bps . .
citrix gotomeeting-gro. O - 1.02Kbps 1.24 Kops ) 0
file-transfer . - 2.14 Kbps 1.50 Kbps . .
ca unknown . 8.62 Kbps 8.94 Kbps . .
network-service ° - 22bps Obps . [
unknown . - 6.13Kbps Obps . . HQ-B2.dcloud.cisco.com
audio-video . - 200 bps 98 bps . .
netbios-group . 0bps 8bps . .
nntp nntp-group . - 1.93 Kbps 861 bps . .
ntp network-service . - 4bps Obps . O
Toniknans
routing . - 73bps 72bps . .
audio-video . - 158.52 Kbps 106.31 Kbps . .
unknown 0 - 80.88 Kbps 78.87 Kbps . .
audio-video . - 9.89 Kbps 5.41 Kbps . .
network-service . - 118.65 Kbps 114.54 Kbps . .
unknown network-service ° - 2.22Kbps 454 Kbps ° L]
il | @ Critical @ Waming @ Good @ PoliingDisabled @ N/A

Action
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WAN Applications>Flows

LiveAction

Sites > Site: LA > Application: ftp

ftp
Status: N/A

!}

BYTES BIT RATE
Inbound 155.24KB
Outbound 200.85KB

Top Conversations (Inbound)

UTILIZATION

1.38 Kbps <1%
1.79 Kbps <1%

Bit Rate (Kbps)

02:46 02:48 02:50 02:52 0254 02:56 0258

Qs

Legend &  SrcIP Addr & Site &  DstIPAddr &
- 198.18.133.36  HQ

DstSite & TotalFlows & TotalBytes &  Total Packets &  Average Bit Rate &

198.19.1.101 LA 16 155.24 KB 3881 1.38 Kbps

Top Conversations (Outbound)
6
:"; 4
5
13
2
&
= 2
E
0
02:46 02:48 02:50 02:52 0254 02:56 0258

03:00
m &

Average Packet Rate
431p

03:00

Sep 20, 2021 02:45:00 — Sep 20, 2021 03:00:00

15Min v | & Auto T

|

g,

weL3

HQ

N
D

<
o

Internet

FTP

MPLS — BRANCH1-LA.DCLOUD.CISCO.COM

- Byte Count
<+ BitRate

Application

15524 KB
1.38 Kbps

fip

s T

@ Critical @ Waming @ Good @ PollingDisabled @ N/A

NXOF.ISM.2.0.3
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Geo Topology
[ = LiveAction

GeoTopology Sep 20, 2021 02:50:00 — Sep 20, 2021 03:05:00 15Min v
o
3
®
)
-
Internet
e
NY
: \
Internet o
! Unknown
. v -
HQ
\ lm."l.l
\
P
LA
Unknown

@ Normal Waning
® Critical @ Polling Disabled
o N/A

Display By

WAN Applications

10.21.1.154 conferencing
o fip ®ica
nntp ® tp
® rtp-audio ® sip
@ statistical-p2p @ unknown
Other o7

Action
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Stories

Device Inventory

Devices
Q
DEVICE < DEVICE SERIAL < IPADDRESS ¢ smE < NODE < TAGS < GROUP ¢ MODEL < OSVERSION < DESCRIPTION ¢
1 198.18.129.23 HQ Local - HQ ciscoCSR1000v 1632 Cisco 10S Software [Den.
HQB 2 198.18.129.24 HQ Local - HQ ciscoCSR1000v 16.3.2 Cisco 10S Software [Den.
h1-LA 101 198.19.11 LA Local - LA ciscoCSR1000v 1632 Cisco 10S Software [Den.
3 198.18.129.25 HQ Local N HQ ciscoCSR1000v 1632 Cisco 10S Software [Den.
B 2-N 0000000021 198.19.21 NY Local - NY ciscoCSR1000v 163.2 Cisco 10S Software [Den.

Mo |15 N

Interfaces
Q
INTERFACEN..C ~ IPADDRESS ¢ SUBNETMASKS  DEVICE ¢ smE ¢  WANTYPE <  SERVICEPR. ¢ INPUTCAPA- ¢  OUTPUTCAP.C  ABBREVIATE- ¢ IF INDEX < DESCRIPTION ¢  SPEED ¢ TwPE < LABEL < TAGs
All

198.18.129.23 255.255.192.0 HQ-M: HQ - - 1Gbps 1Gbps = Gil 1 - 1Gbps = ethernet_cs. - -
198.18.129.24 HQ - - 1Gbps 1Gbps = Gil 1 HQ-LAN 1Gbps = ethernet_cs. HQLAN -
100.64.0.2 HQ-B HQ WAN Internet 4 Mbps 4Mbps | Gi2 2 Internet 1Gbps = ethemet_cs. HQ Internet -
198.19.11 Bra LA LA - Branch1 LAN 1Gbps 1Gbps = Gil 1 Branch1 LAN 1Gbps  ethemet_cs. Branch1-LA
100.64.1.2 nch1-LA LA WAN Intenet 2Mbps 2Mbps = Gi2 2 Internet 2Mbps = ethernet_cs. LA Intemet -
10.255.1.2 Branch1-LA LA WAN MPLS 2Mbps 2Mbps = Gi3 3 MPLS 1Mbps  ethemet_cs. LAMPLS -
198.18.129 HQ-B2 HQ - Default Servi 1Gbps 1Gbps = Gil 1 - 1Gbps = ethemet_cs. HQLAN -

G 10.255.0.2 HQ-B2 HQ WAN MPLS 2Mbps 2Mbps = Gi2 2 - 1Gbps = ethemet_cs. HQ MPLS

Action

© 2022, LiveAction, Inc. All Rights Reserved.



View ANY Report Defined in LiveNX

veActi

View Reports

LiveAction

Section Headers

Favorite Reports

+ Add Report

Application

This Flow-based report will highlight the Top 10 applications’ bandwidth,
based on the selected filter criteria. ft will also list up to 1000 applications.

DSCP

based on the selected filter criteria. It will list up to 64 DSCP values.

Top Class Bandwidths

This SNMP-based report shows a table of all QoS class bandwidths for all
interfaces per the specified filter.

Interface Utilization

This SNMP-based report graphs the interface bandwidth utilization (by
percentage) of a specific interface.

Application DSCP Audit

This Flow-based report will show the DSCP markings of applications
organized by site, based on the selected filter criteria.

Default Templates

Voice Analysis

Qe QCeQCQOQCPQRCQOEOEROEOOEROIREROROR®O®C

This group of reports is useful for understanding enterprise-wide QoS

performance for VoIP: ftincludes DSCP marking validation per site, QoS
, and Voice/Video per data (jitter and

packet loss), based on the Cisco Performance Monitor.

This Flow-based report will highlight the Top 10 DSCP markings' bandwidth,

Top Conversations

This Flow-based report will highlight the Top 10 conversions, based on the
selected filter criteria. It will also list up to 1000 conversations.

Top Interface Bandwidths

This SNMP-based report shows a table of all the interfaces’ bandwidth
wtiization per the specified fiter,

Top Class Drops

This SNMP-based report shows a table of all QoS class drops on all
interfaces per the specified filter.

Interface Errors

This SNMP-based report graphs the number of interface errors (CRC/
Runts/ Overruns/ etc.) of a specific interface.

Interface Bandwidth Summary

This Flow-based report will highlight the ingress and egress interface
bandwidth, based on the selected filter criteria. It will list up to 50 interfaces.

IWAN

This group of reports provides rapid understanding of Cisco IWAN
performance and utilization. It includes an understanding of which service
provider a specific class of traffic is utilizing, delay/loss/jitter measurements
by traffic class, and corrected vs. uncorrected events.

View Schedule

Moyve;Sections Up

SR A Al

Interface Bandwidth

This Flow-based report will highlight the Top 10 interfaces’ bandwidth,
based on the selected filter criteria. It will ist up to 1000 interfaces.

Top Interface Errors

This SNMP-based report shows a table of all interface errors
(CRC/Runts/Overruns, etc.) per the specified filter

Interface Bandwidth

This SNMP-based report graphs bandwidth utilization of a specific interface.

Post-Policy Drops

This SNMP-based report graphs the QoS drops of all classes on a specific
interface.

Favorite Applications

This group of reports provides an understanding of the applications seen at
& specific site, their performance (based on the Cisco Performance
Monitor), traffic class, and business relevance.

NXOF.ISM.2.0.3
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Run Reports...

Top Reports _

Application View Schedule Create Report
| I report the Top 10 ]
bandwidth, based on the selected filter criteria. It will also list up
0 1000 applications. e
Application View Options + Share Download Schedule Copy Close
Application (Flow) s B
RUN OR EDIT REPORT(S) Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Outbound  Flow Type: Basic Flow  Execution Type: Time Series  Sort By: BitRate  Bin Duration: Auto  Start Time: Sep 20, 2021 04:09:10 EDT (GMT-04:00)
End Time: Sep 20, 2021 04:24:10 EDT (GMT-04:00)  Bin Interval: 1 minute
GENERAL SETTINGS. REPORT LIST REPORT DETAILS
Name Application (Fiow) Fast 0 oo 1000 : rp 5 =
Appicaton Ada New Report + | aopicat = 's‘t‘:::m‘;'m
Presentation Mode ReportDescription & : ’u‘:k:‘:jl‘:
s rter ot asart | 3 o e
- [ - ica
Foatnate jcos - -
e 1 AIWAN Devices lanrevagent
@ openvebnet
Time Zone @ osT nterfaces o vl
(6MT-05:00) America/New York AllWaN nterfaces 04:10:00 04:11:00 04:12:00 04:13:00 04:14:00 04:15:00 04:16:00 04:17:00 04:18:00 04:19:00 04:20:00 04:21:00 04:22:00 04:23:00 04:28170
Time Range Flox Search ©
LastFifteen Minutes [T T — Page| 1 |72 5% Q Search it B
FloxSaarch © Display Fittr
Ex: site=Honolulu & wan & flow.app="ttp x No Dispiay Fitering Legend &  Application & Total Flows & Total Bytes & Total Packets & Average Bit Rate & Average Packet Rate & Peak Bit Rate Peak Packet Rate &
Display Fitar pirecion - rp 28 26.41 MB 32,645 234.78 Kbps 36.27 pps 281.38 Kops 42 pps
SelectDsply Fiter Qutbouna
=] rtp-audio 82 18.11 MB 114218 161.00 Kbps 126.91 pps 188.40 Kbps 149 pps
‘Sharing Settings B g
Basic Flow [ statistical-p2p 110 1411 MB 17,832 125.43 Kbps 19.81 pps 154.85 Kbps 23 pps
Emal 3¢
Enter an email adcress or AD enity. - rtp-video 14 1328 MB 16,380 118.03 Kbps 18.20 pps 142.06 Kbps 21pps
- unknown 70 578 MB 27,782 51.36 Kbps 30.87 pps 64.24 Kops 38pps
cancel | | swverstenviae | [T
10.21.1.154 72 3.06 MB 5836 27.21 Kbps 6.48 pps 124.85 Kbps 30pps
- ica 52 216 MB 32,356 19.18 Kbps 35.95 pps 24.13 Kops 44pps
O sip 59 1.34MB 9,768 11.88 Kbps 10.85 pps 15.62 Kbps 15pps
lanrevagent 42 858.78 KB 8,023 7.63 Kbps 8.91pps 8.36 Kbps 9pps
- openwebnet 51 692.08 KB 930 6.15 Kbps 1.03 pps 8.90 Kops 1pps

Action
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WebUI Reporting — Tools

View Reports

Templates
Q By Report Name

@ Voice Analysis

@ Favorite Applications
@ Non-Apple Fastlane A
@ Apple Fastiane Applic.
@ Wireless SSID

@ Non-Apple Fastlane A
@ Apple Fastiane Applic.
@ Wireless SSID

© Apple Fastiane Voice
© Nor-Apple Fastlane V.
@ Wireless SSID

@ Wireless SSID

@ WAN Capacity Planni
@ Site Network Perform.
@ Voice/Video Perform.
@ siteto-Site Traffic Util
@ Application Vs. Netw.
@ Voice/Video Service
@ Service Provider DSC
@ WAN Capacity Planni
@ Voice Analysis

@ Application

@ Wireless SSID

@ Wireless SSID

Reports History,

09/20 04:31

09/20 04:31
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:30
09/20 04:27
09/20 04:26
09/20 04:26
09/20 04:26.
09/20 04:26.
09/20 04:25
09/20 04:24
09/20 04:19
09/20 04:19

View Schedule

Create Report

DSCP (Flow)

Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: ‘Cisco-Voice  Direction: Outbound  Flow Type: Basic Flow  Execution Type: Time Series  SortBy:BitRate  Flex Searchiwan  Bin Duration: Auto  Start Time: Sep 20, 2021 04:16:09 EDT (GMT-04:00)
End Time: Sep 20, 2021 04:31:09 EDT (GMT-04:00)  Bin Interval: 1 minute

1000 34 (AF41)

3 - 24 (cs3)
12 Total
s 500
k1
-
&
o
0417:00 0418:00 0419:00 04:20:00 0421:00 04:22:00 0423:00 04:24:00 042500 04:26:00 0427:00 0428:00 042900 0430:00 04:31:00
Legend &  DSCPC Total Bytes & Total Packets Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
34 (AF41) 54 50.82MB 62,968 451.72 Kbps 69.96 pps. 571.74 Kops
46 (EF) 19 2475MB 142,032 220.02 Kbps 157.81 pps 249.40 Kops
0 (BE) 18 251MB 17,034 22.31 Kbps 18.93 pps 26.32 Kops
605.18 KB 5078 5.38 Kops 5.64pps 6.50 Kbps.

Seléct:Show/Hide”

User Filter DSCP Audit (Flow)

Device: All Devices  Interface: All Interfaces  Display Filter: *Cisco-Voice  Direction: Outbound  Flow Type: Basic Flow  Execution Type: Time Series  SortBy:BitRate  Flex Search:wan  Bin Duration: Auto  Start Time: Sep 20, 2021 04:16:09 EDT (GMT-04:00)
End Time: Sep 20, 2021 04:31:09 EDT (GMT-04:00)  Bin Interval: 1 minute

1000 - LA/RTP/34 (AF41)

HQ/RTP/34 (AF41)
LA/RTP/46 (EF)

2 HQ/RTP/46 (EF)

2 - Nv/RTP/46 (EF)

2 00 LA/SIP/0 (BE)

2 - ny/siP/2 (CS3)

& - HO/SIP/O (8E)
@89 HQ/RTP/0 (BE)
@D LA/RTP/0 (BE)

Total

04:20:00 0421:00 04:22:00 04:23:00 04:24:00 04:25:00 04:26:00 04:27:00 04:28:00 042900 04:30:00 04:31:09

s o

85pps
183pps
21 pps
6pps

SM.2.0.3
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Include Report Elements
Copy URL to Clipboard

Print/Download (opens
new URL)

Re-open Run Report
Dialog

Return to Reports Entry
Page

Action



Report Groups

VOICE ANALYSIS

REPORTS INCLUDED

- DSCP

- User Filter DSCP Audit
- Application DSCP Audit
- Top Class Drops

- Jitter/Loss Outbound

- Jitter/Loss Inbound

TIME ZONE

DST
(GMT-08:00) America/Los Angeles
TIME RANGE
Last Fifteen Minutes
SHARING Send POF
DISPLAY FILTER SITE
*Cisco-Voice All Sites
Duplicate Cancel

NXOF.ISM.2.0.3

Voice Analysis. View Options snare oren Senoaue cony cicse
082F (Flow) s
e Al v Dot P ———, = v e o e 3,

- - =

o) =
-
z et
i
H

2m s e e s an =
Logendd  DSCPO Total Fows & Total Bytea o Total Packts &
- s 108 172smE
- opp a2 12218
- sepEe) 12 ss73vE
Uses Fifter DSCP Audit (Flow)

Zotmpon e

20

Legenas | S0 Fatar ateh Nama oo Totat Flows & Towpps o
- ewven £ ) 1 wnme
- e s» 1) z 12208
 semoc £ P 1 sme
- s e L e 15 a0k
- s e L3 o@n s 2s56k8
Ssn_oze 00 » 1) 15 1seke

Applcsion DSCP At (Flow)

ot ()

Qa m
Logends  St0 Agpicatin & osco o TotalFlows & Total gytes

- ewver 3 “En 1 2N sa0m2 153.02K008 9584002 16498 K0 103008
- Newvor ) o@e) 2 1328 15232 1615K808 1695 002 17.42K008 2008
s om0 o w5 1@ wake 122 o26Km08 020008 n200s oo0s
- s c o serar) 7 a7a7ke = 0a6kv0s 003008 80008 oo0s
- s nmenc unknmn saFe) 7 EEL = aska0s 03008 80808 oo0s

San_sose ¢ unknown o@e) s 286k 7 0zKe0s Ly 96008 oo0s
- seomnc = ore) n 140k " 001 kops 002008 152008 oo0s
- s omnc [rRa— ore) N 172nys n oookmos 0005e 280s oos

an na na o ass 208 e

Qa o

Avarag 81 Rate O Avarags Paskat Rate O PaakenRate O Paak Packt Rata O
15328 Km0 9584008 16525 K208 103 008
1812 K208 1697002 17.59K008 2002
032K008 06008 960 80a oo0s
-

S i i 38,3079 V35208 FOT GAPCE] o Th: M 8,313 120740 U (AR08 B e it

- vk ) =
a m &
se0m2 15302Ke02 9564008 16498 Kz0a 102008
15252 1815 Ke0n 1895 008 17.42K008 2002
Fy o32Ke0n 06008 seok0s ooos
w2 028 Keez 020008 2608 oo0s
7 002Kz 001008 95608 oo0s
. 001 k0n 002008 152002 ooos
s
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WebUI Reporting — Create & Groups of Reports

Schedule Group to run Now, Hourly, Daily,
Weekly, or Monthly

Advanced Report Group can be emailed to one
or multiple users

Advanced Reports allow the creation of
groups of reports

NXOF.ISM.2.0.3

Fast

Fast

Fast

CREATE REPORT
GENERAL SETTINGS REPORT LIST
NAME Application (Flow)
My Report Group DSCP (Flow)
Destination Site Traffic (Flow)
PRESENTATION MODE
Standard
FOOTNOTE
Something insightful here
TIME ZONE & ost MU'tlple
| ————
(GMT-08.00) America/Los AnQeles Reports
R Ve

TIME RANGE

Last Fifteen Minutes

SHARING

DISPLAY FILTER

REPORT DETALS

Al WAN Devices

INTERFACES

All WAN Intecfaces

FLEX SEARCH ©

DISPLAY FILTER

No Display Fitering

Bit Rate

~

Cancel Save As Ternplate

© 2022, LiveAction, Inc. All Rights Reserved.

Action




QoS Class Drop

LiveNX Alerting .

This alert may contribute to status of an Interface, Device, and/or Site.

Severity
® Warning
Alert Management Maintenance Mode View Alerts
Note: Severity for this alert may be reflected as the same severity used in the
o status. When the severity is info, it does not contribute to the status
Thresholds
Ei Q y S
Automatic Resolution Time * €
0
ALERTTYPE & CATEGORY & sevemmy O ENABLED O  THRESHOLDS SHARING o
All All All Catch All Threshold *
Application Multiple Multiple Multiple ‘
Application Multipie Multiple Multiple ‘
PP it " " Drop Rate * Forat Least *
Network A Critical v for at least > 0 minutes Web Ul ‘ 0 0
Network A Critical v for at least > 0 minutes Web Ul ‘
Network A Critical v for at least > 0 minutes Web Ul ‘
Qos Class *
Network Multiple Multiple Muttiple ‘ voice
Network Muttiple Muttiple Muttiple ‘ -
Network Multiple Multiple Multiple i Drop Rate * Forat Least *
Network Multiple Multiple Multiple 2 0
Application A Critical v Response Time >= 5 ms for at least > 0 minutes ~ Web Ul
Device, Interface Muttiple v Multiple Multiple Qos Class *
Device, Interface A Critical v for at least > 0 minutes Web Ul VIDEQ
a
Device, Interface Multipie v Multiple Muttiple Drop Rate * For at Least *
Device Rea ty ©  Device, Interface Multiple v Multiple Multiple 50 1
Network Multiple Muttiple Muttiple
Network Multiple Multiple Muttiple Add Specific QoS Class Alert
Device, Interface Multiple Muttiple Muttiple X
Sharing
@ | Device, Interface Multiple v Muttiple Muttiple
LCDD Q4n Nohunr Mhtbinia Musttinia Muttinia E X
Rows: 44 / 44
erviceNow 3¢
X
Web Ul

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved. Cancel




System Management

Using the WebUI to manage your LiveNX server and nodes
* User Management
e System Health

* System Support

Action
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User Management

e Supports Local, LDAP, SSO, TACACS+, and Radius Authentication
* 3 Levels — Admin, Config, View

Current Logged In Users

User Management

User Management
Add Edit Delete Q

Group Management

¢ User Management
USER NAME {  DISPLAY NAME ¢ DIRECTORY ¢ GROUP ¢ sTaTUS {  SESSION TIMEOUT

Sessions “
—User Man3gement

LDAP Management

WMIC Management admin admin Local Admin Enabled 4 Hours
TACACS+ Authentication
RADIUS Authentication
ADD NEW USER
ADD NEW USER
° Authentication Type o Settings
© Aautnentication Type Settings
Username * Display Name *
Authentication Type
I
— Group Session Timeout *
15 Minutes
LoAP
Admin
RADIUS Cancel Repeat Password *
Config
TACACS*+ ®
View
Back

Action
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User Management

Local or LDAP

e Multiple Roles (privilege levels)

* LDAP Server configuration under LDAP Management tab

e See who is currently logged in and Active under the Sessions tab
| = LiveAction

User Management

User Management

Group Management

A
Sessions v USER NAME ¢ DISPLAY NAME o’ DIRECTORY o} GROUP
LDAP Management
WMIC Management . .

g admin admin Admin

TACACS+ Authentication

RADIUS Authentication

Q
User Management
< STATUS o} SESSION i
User Management
Enabled 4 Hours

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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User Groups

e User Groups can be used to segment, or limit, the access of users in

the group
 Specific Sites
» Specific Devices
» Specific Regions
* Select entity pages can also allowed/omitted
* Select Reports can be allowed/omitted
e Users can be added from the Group Config page

e Users can only be in ONE group

© 2022, LiveAction, Inc. All Rights Reserved.
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System Health

* Under the Settings gear choose System Diagnostics

* Here you can monitor many system health statistics for either the server or
nodes:

* CPU / Memory / Disk Space / Flow Statistics / Etc

EMU Virtual CPU version
Model P osutl. 09 Amount 1564 GB Committed 800 GB Total  499.76 GB Server to Node N/A Total 5 Configurable 5 Loading
N . lastDays ..
8 M til sed v cti O FowRue | 2635fs
em . paaSee  Report Queue
0S CPU USAGE JVM CPU USAGE
0S RAM USAGE JVM RAM USAGE

i = Actionr
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What to do when you need support

e Often the support team will ask for diagnostic information
e Under (1) Settings (top right), you will find (2)Troubleshooting in the Menu

* Here you can collect diagnostic information as well as (3) system logs

LiveAction®

Settings 1 ¥

Q
LOGS
Device Entity Page Reports

Email Configuration LiveNX Log Level

DEBUG
Integrations v
Licensing ~
Manage Logs
tion Notification Get LiveNX Logs

LiveNA Configuration

NODE NAME ¢ source ¢ PuepaTH ¢ COLLECTION STARTTIME ¢ st o sz ¢ DOWNLOAD | UPLOADTOCLOUD
Mounted Data
Nodes
Properties v Local LiveNX /data/livenx-server/data/log-2ip/20.. | TueSep21% oK 37.15M8 * o
- Local LiveNX /data/livenx-server/data/logzip/20.. | TueSep21% oK 3707M8 3 o

Xy

Local LiveNX datallivenx-server/data/log-zip/20..  Mon Sep 20 0K 3282M8 3 o
Reports v

Local LiveNX datallivenx-server/data/log-zip/20..  Mon Sep 20 oK 3056 MB * o
Security v Local LiveNX /data/livenx-server/data/log-ip/20. Mon Sep 20 OK 29.75MB 3 o
Single Sign On R
SNMP Trap

Syslog

Troubleshooting 9 ~

CPU Profiling

Heap

Logs

Packet Capture

[ ]
cAction
Upload History b
User Activity Tracking ‘

Updates

NXOF.ISM.2.C




LAB 1: Using the Web Ul

* View & Create Reports

Look at Stories

User Management

View/Modify Alerts

System Information

© 2022, LiveAction, Inc. All Rights Reserved.




" The LiveNX
Engineering Console

LiveAction’

© 2022, LiveAction, Inc. All Rights Reserved.




The LiveNX Client is... Your Device Configuration Tool

* A Java client application

* Runs on a standard Windows 32/64-bit PC
* LiveAction’s Mac client runs on OSX .9+.

* View & Configure:

* Devices (can access CLI and configure your devices)
* Alerts

* Reports

Visualization Philosophy: Shows all, remove what you don’t need to see

L ]
/Action
NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



The LiveNX Eng Console Can Be A Busy Place...

Al LiveAction - secnxdemo.iveaction.com - x
File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help M O d u I e Ta b s
Dashboard | Manage (3 Expand QoS Flow [ Routing | P
x B/ -| & @ |Tae] € Refreh [MlFon Tragg v [curentTme Ml interval I - o o 5 .
pre, Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = ks
=4 Home . Eal
. | _» =C\s<d.lvd)enu Fllter
Home Tree View i B
H B earc
L2.¢ .
B~ calfornia G C t
W oo roup Container
[ south west
BHe
[ 2east
Z-est
@ APN-CAT_3560_14
=@ c2921€5-13
® FastEthernet0/1/0
@ FastEthernet0/1/1
® Fastithernet0/2/1
© GgabitEtheneto/1
® GigabitEtherneto/2
® Vian1
® Vian12
® Vian2
Color Mapping By DSCP
0 (88)
*2GB / 221 flows
W 18 (AF21)
25 (4F31)
*3MB /1
W 34 (AF41)
=5MB
W 16 (CS2)
W24 (C53)
W 32(Cs9)
W 38 (Cs6)
46 (EF)
*54MB / 17 flows
8 Remaining .
=08/ 14fons D
T Fowoing e evices
B AcL Applied
9, Not configured
=
< S| S

CPy © | Memory © | Flow Buffer © | Advisories © | Nodes © | 2:34:38 PM: 255 flo ‘Showing flow data from 9 of 302 devices. | ed: Admin user | 03:01:37PM PDT.
Alerts & Notifications |

Action
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The Home Tree-view

. LiveNX - ae03a3294c-liveaction.pods.criterionnetworks.com . [m} X
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

[ ] G ro u p S Dashboard | Manage (¥} Expand i QoS | Flow | Routing | 1P SLA [Wl

(3 Enable Poling

Q-
. ‘Name l Name Policy Bandwidth(Kbps) Class drop
* Devices 5 & vone T ® Soinethanat “ .
£ @ Branch14A L output ©
% GigabitEthernet2 El % GigabitEthernet2
% GigabitEthernet3 & Input 60 ]
* |Interfaces Sommermes || Chome 1 ©
TR | < < °
- @ GigabitEthernet1 E| 6 (? C::‘:::: “ <1 ©
. 6 Gi b"fgh t2 3 1gabI ierne
* Select Home to view all S ||t : :
jal ierne!
. . 2@ HQ; _
Groups/Devices in the Topology = g sser
- &5 VLANs

Pane

 Select & Modify Devices &
Interfaces

 Right-click Zoom-to...

NXOF.ISM.2.0.3

<

= @ HQ-B2

% GigabitEthernet2
% GigabitEthernet3

- &5 VLANs

CPU © | Memory © | Flow Buffer © | Alerts © | Advisories © | Nodes © |

© 2022, LiveAction, Inc. All Rights Reserved.

| admin: Admin user | 07:47:20 AM EDT

Action



Immediate Feedback...

Look at the bottom of the screen for information about:
* CPU
* Memory
e Buffer
* Alerts
* Advisories

 Nodes

< >

CPU © | Memory © | Flow Buffer © |- Advisories © | Nodes © |

Action
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Main Configuration Tool

Click Manage to open Device Management window

. LiveNX - ae03a3294c-liveaction.pods.criterionnetworks.com

QoS Flow Routing IPSLA LAN Tools Reports

QoS [ Flow | Routing | IPSLA | LAN

File View Users

Dashboard | Man% [E¥ Expand .
Q- by ] E Enable @
| Manage the devices in the Application |

Name

= Q Home
& @ Branch11A

Policy Band

El 6 GigabitEthernet1

i @ GigabitEthernet2
-~ @ GigabitEthernet3

El 9 GigabitEthernet2
i i 4= Input

NXOF.ISM.2.0.3

We will use the Configuration
capabilities extensively in the class

B Device Management X
Fiter by: Fiter || Clar
Select  Device Name PAddess  Vendor  Model Node  Group Pol QoS Fow IPSLA Roung LAN® Interval Status
M Branchiia 198.19.11  Cisco discoProducts. 3004 Local |2| IZ E| |:| D D 10seco... v | Configured
M Branchay 198.19.21  Cisco discoProducts. 3004 Local 10seco... v | Configured
l:l—nnnl:ll:ll:l s
O Hes2 198.18.129.25 Cisco discoProducts. 3004 Local 10seco... v | Configured
Select:Devices)to,Configure
O®ne,orrMultiple
*LAN polling occurs every 15 minutes Number of Devices: 4
Device C Global Device Settings
QoS, Flow, and IP SLA Edt |  Defouit SNMP Settings
[ conbre | & Select devices in the table and ciick the configure button.
Remove selected device(s). Edit Defauit CLI Monitoring Settings - Not Set Clear
[pememe> | T e— e |
Remove From Group Removes selected devices from their groups
| EdtGows | Editthe groups
Aoply

© 2022, LiveAction, Inc. All Rights Reserved.
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Configuration of Flow

NXOF.ISM.2.0.3

. LiveNX - ae03a3294c-liveaction.pods.criterionnetworks.com - m} X
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

Dashboard | Manage [F¥ Expand __./’ﬁr Flow | Routing ]..IP SLA W]

[a e E - ) Q) A

Name

4=

& @ Branch11A

- @& GigabitEthernet2
- @& GigabitEthernet3
- @ GigabitEthernet4
- B VLANs

= @ Branch2-NY

- @ GigabitEthernet1
- @ GigabitEthernet2
- @& GigabitEthernet3

oo RightiClickDevice

2, Looal —
- & GigabitEthernetd “ Device: HQ-B2
& @ Host Qs 5
- @ GigabitEthernet2
- & GigabitEthernet3 Edit Device Settings
- B VLANs 3 Qos Policy Applied Add or Remove Interfaces
= @ He82 @ Normal Refresh Device P

- @ G?gab?ifﬁ'\emetz @ Drops (See Alerts)
- @ GigabitEthernet3 @ warning

- B VLANs @ Down other

Remove Device

Zoom to Device

@ Al Poling Disabled Device Tools >
A\ QoS Polling Disabled Icon Statistics N
[ ACL Applied
2, Not configured View >
-

< >| | =N Group Management >

CPU © | Memory © | Flow Buffer © | Alerts © | Advisories © | Nodes © | | admin: Admin user | 08:19:12 AM EDT

© 2022, LiveAction, Inc. All Rights Reserved.
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Manage,

* | B LiveNX - 34.135.40.95

File | View Users

QoS Flow R

Add Device
Discover Devices
Import Devices
Export Devices
Manage Devices
Refresh Devices

Remove Network Objects

Exit

*

NXOF.ISM.2.0.3

|A LiveAction - secnxdemo.liveaction.com

File View

| Users | QoS—Fiew—Routing

Dashboard | 1
Q-

Change Password

* Tools ‘ Reports  Help

View Alerts

Configure Alerts

View Advisories

E Use IP Mappings

Edit IP Mappings

[¥] uselp Blackist

Edit IP Blacklist

MSI Endpoints

Use VSOM Mappings
Edit VSOM Mappings

Manage App Groups (DSCP)
Manage Application Groups

Manage Custom Applications
Define Custom Application
Enable DNS Resolution (Global)
Show DNS Names

Create, View, Provision

Device Tools

Statistics

Group Management

Options

—

Manage APl Key

B Flow Configuration

{ Select devices to configure flow

- Flow C ion Table

Q-

Select Device Type 1P Address Descripon  Tags  Traffic.. Applicat.. Voice/Vide.. Traditio... Custom
O @ Branchi-LA Standard v|198.19.1.1 Cisco 105 Sof... WAN, ... @ © © © ©
O @ Branch2-NY Standard v 198.19.2.1 Cisco 105 Sof... WAN, ... @ © © © ©
O @ Ho-B1 Standard v |198.18.129.24 Cisco 105 Sof... WAN, .. @ © © © ©
O @ HoB2 Standard v |198.18.129.25 Cisco 105 Sof... WAN, ... © © © © ©
O @ HoMC Standard | 198.18.129.23 Cisco 105 Sof... HQ © > © © ©

[tz ] [ oo

Also Configurable in the WebUI!

© 2022, LiveAction, Inc. All Rights Reserved.
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LAB 2: LiveNX Engineering
Console

* Launch the LiveNX Engineering Console
e Connect from your Desktop...

* Explore Engineering Console

© 2022, LiveAction, Inc. All Rights Reserved.




Visualizations

LiveAction’
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Flow

= LiveActionw ™

Geo Topology

Site Status
® Normal

® Critical
o N/A

Legend
Display By
WAN Applications

® SkypeApp

® VolP

® netflix

e rtp
unknown

® Other @

NXOF.ISM.2.0.3

® Warning
@ Polling Disabled

® Video

@ citrix-static

® outiook-web-servi.

® rtp-video
youtube

CANADA

Visualization

Unknown

End-to-End Application Flows Through the Network

612 372 ® 39 271575

Apr 19,2022 14:10:00 — Apr 19, 2022 14:25:00 15Min v

ICELAND, RUSSIA
FINLAND °
NORWAY e
Unf)  CENMARK
KINnternet %
RELAND \{\i¥ COLANEARUS
e GIuM
UKRAINE a
. AUSTRIA KAZAKHSTAN MONGOLIA
Unknown = ROMANIA 5 -
ITALYA  BULGARIA
UZREKISTAN NORTH
PORTUGAL KOREA
GREECE!  TURKEY TAJIKISTAN Internet
SOUTH v
KOREA
SYRIA CHINA §
TUNISIA AFGH Ab
UNIS \RAS |RAN AFCHANISTAN T
MOROCCO JORDAN SAKISTAN
ALGERIA NEPAL Unknown
LIBYA  gcypT SAUDI | Neeh
ARABIA BANGLADESH TAIWAN
CUBA M INDIA
MAURITANIA LAOS,
A NIGER # MYANMAR
SENEGAL M CHAD | g pay ERITRER] YEMED THAILAND
BURKINA VIETNAM
INEA  FASO
NIGERIA ETHIOPIA
PANAMA VE VORY SOUTH
VENEZUELA SYORYINA R, SRl ANK
coLomBla  CUYANA CAMEROON
KENYA
ECUADOR GABON DEMOCRATIC
REPUBLIC OF
THE CONGO
PERU
BRAZIL
ANGOLA
ZAMBIA
BOLIVIA 3
ZIMBAI MADAGASCAR
PARAGUAY NAMIBIA
AUSTRALIA
SOUTH
AFRICA
URUGUAY,
ARGENTINA

LiveNX discovers and draws topology based on SNMP
LiveNX imposes end-to-end flows on topology

© 2022, LiveAction, Inc. All Rights Reserved.



Device Entity Pages

= LiveAction~ ™ % =0 e0 Am
Sites > HQ > Device: HQ-B1 E g Mar 20, 2022 14:35:00 —~ Mar 20, 2022 14:50:00 I 15Min v I < Auto I A g
4 e [* @
@ Status: Good 00% 2 18 0 +
|P Address: 198.18.129.24 Current Flows Availability Interfaces WAN Application Active Alerts : : —
" " SP2_MPLS %
Device Details v SP1 “4PLS
SP1_MPLS *
Device CPU/Memory Usage v Service Provider
Top Applications (Inbound) v
Top Applications (Outbound) v
Top DSCP (Inbound) v
Top DSCP (Outbound) v
HQ-B1.dcloud cisco.com
Top Conversations (Inbound) v
Top Conversations (Outbound) v

iz

rarerzaane

@ Critical @ Warning @ Good @ Polling Disabled @ N/A

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Flow Troubleshooting, Decision Making
Start with what you know about the issue

LiveAction

Flow Path Analysis

Application:

p

S

rtp-audio

rtp-video

Basic

NXOF.ISIvi

PEEK ¢  FOWP.C  TIME

=  LiveAction® ™

Path Flow HQ — LA

Device Name
Site Name
Application
CPU Usage
Memory Usage
Innterface
Out Interface
In QoS Policy
Out QoS Policy
BitRate In

Bit Rate Out
Utilization In
Utilization Out
DScP

¢ PROTOCOL ¢ SRCIPADDR ¢ SRCSITE <

A A ettt i !

tartawith Flow/Rath Anal

Voice/Video Performance

Mar 21, 2022 12:45:00 ~ Mar 21, 2022 13:45:00 Hour v

ysis > | A

Application Performance

Explicitiinfo)tojinclude inwview;

Startawith|Basic/Infoye -

NPl et

w Drillito,Specific lo

198.18.128.80 HQ 20100 198.19.1.80

198.18.128.80 HQ 20100 198.19.1.80

>Q

SPIMPLS

Devicexl Info

Branch1-LA.

35.00%

13.00%

Glicksto Brill Down; (@range) ee—m— <

Nullo

No Policy
No Policy
111.56 Kops
111.56 Kops
558%

34 (AF41)

LA
LA

DSCP < APPLICATION < TOTAL FLOWS < TOTAL BYTES < TOTAL PACKETS O AVERAGEBITR.. £ AVERAGE PACK.. T

\N)‘An a |y§ I§4AF41) tp 6 5.20MB 6,444 11.56 Kbps 1.79 pps
20100 34 (AF41) tp 6 5.19MB 6,404 11.52 Kbps 1.78 pps
20100 34 (AF41) tp 6 518MB 6399 11.51 Kbps 1.78 pps

Mar 21,2022 13:45:00 ~ Mar 21,2022 13:50:00

Devicer2{Info

HQ-B2.dcloud om

Status,and
Config/Info,

No Policy

ﬂ No Policy
138.20 Kbps

138.29 Kbps

001%

691%

Action

34 (AF41)




Eliminate the Detractors!

= Live/‘\ctiorf NX 16 0 e0 m
WAN Applications | Enter Fit est Here Apply filt Mar 20, 2022 16:40:00 — Mar 20,2022 16:5500 | 15Min v | & Auto Configure Custom Applications
Rage/Filters Time/Range
APPLICATION NAME & APPLICATION GROUP {  APPLICATION STATUS {  AVERAGE INPUT BIT RATE C  AVERAGE OUTPUT BIT RATE ¢ VOICE VIDEO PERFORMANCE ¢ APPLICATION PERFORMANCE <
T T T ; T ; T
Application Name Application Groug Al v Average t Rate Average Outpu e All v All v '
10.21.1.154 unknown ) - . 15 82 Kbps 755bps ) .
- o . ColumnFKilters, - . .
bittorrent bittorrent-group ° 265 bps 93 bps [ °
bittorrent-networking bittorrent-group ) 169 bps 17 bps Y )
citrix gotomeeting-group ° 4.31 Kbps 3.70 Kbps ) .
dns network-service Y 42 bps 0bps ° °
ftp file-transfer ) 6.53 Kbps 6.59 Kbps Y °
ica unknown ) 6.11 Kbps 6.74 Kbps ) .
ipfix unknown ) 10.83 Kbps 10.92 Kbps ) .
lanrevagent unknown ° 7.63 Kbps 6.57 Kbps e °
openwebnet unknown ) 12.80 Kbps 12.85Kbps Y .
ospf routing ) 320 bps 0bps ) .
rip audio-video ° 530.18 Kbps 585.58 Kbps . °
rtp-audio unknown ) 185.41 Kbps 84.61 Kbps Y )
sip audio-video ) 6.23 Kbps 9.09 Kbps Y )
snmp snmp-group ) 16.83 Kbps 16.33 Kbps Y )
statistical-p2p network-service ° 2.24 Kbps 224 Kbps ° °
trim unknown ) 0bps 0bps Y .
unknown network-service ) 4.49 Kbps 4.62 Kbps ) .
All rows 19

NXOF.ISM.2.0.3
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The Search Field

LiveAction

Dashboard Mar 20, 2022 16:50:00 — Mar 20, 2022 17:05:00 Add Widget 2

Status w1 WAN e 3 System e Alerts T 3

Application:  rtp Device: Add value Press [Tab] to a ew ta filte:
Branch1-LA.dcloud.cisco.com
HQ-B1.dcloud.cisco.com

HQ-B2.dcloud.cisco.com

BIANCI LA UIYES—LA=SLA S I_MFLS TIP-EUUIO=SUNKIIOWT

BIENCH -LA=UIYE4 = UUDOUNU=LA=SE I_VIFLS

FLEX SEARCH HELP
e Flow v
Slte Alert v
Qos v
Service Provider - .
Application SEED .
group group=[value]
Tag device device=[value]
De ACG interface interface=[value]
VI sp sp=[value]
site site=[value]
I nterface regionid regionid=[value]
wan wan
Interface Type
xcon xcon
Reg'on tag tag=[value]
I

Action
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Search Functions and Flex Search

Site: HQ Application: rtp  rip-video  rip-audio Enter Filter Request Here @pply filter
site = "HQ" & (flow.app = "rtp" | flow.app = "rtp-video" | flow.app = “rtp-audio’) )
l - Tag r X
Device
Interface
Interface Type
Region

Create a simple page search, and convert to more powerful Flex-Search
1) Enter Page Filter Terms

2) Click </> to view the equivalent Flex-Search String

[ ]
/Action
NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Filters & Search Retention In Reports

RUN OR EDIT REPORT(S)
GENERAL SETTINGS

Name
DsCP

Presentation Mode
Standard

Footnote

Enter report group description

Time Zone

(GMT-05:00) America/New York

Time Range

Last Fifteen Minutes

Flex Search @

Ex.: site=Honolulu & wan & flow.app=http

Display Filter

Select Display Filter.

Sharing Settings

Email ;¢

Enter an email address or AD entity.

DST

Configure email settings to enable sharing

File Format

Qand PNE Qand e

REPORT LIST REPORT DETAILS
DSCP (Flow) =l | Report Name
Add New Report + P

Report Description

Enter report description.

Devices

All WAN Devices

Interfaces

Al WAN Interfaces

Flex Search ©

CurrentiSearch A"‘_’"

Select from Recent Searches

site = "HQ" & (flow.app = "rtp’ | flow.app = "rtp-vide...
wan & s* A" & flow.ip.src="198.18.128.81" & fl...

Flow Type

Basic Flow

Execution Type

Time Series

Sort By
Bit Rate

Business Hours
Cannot be used with Al Devices

Bin Duration

Auto

Rrevious;Searchilierms
\(flex-,Search)‘
areremembered

Cancel

e As Template

NXOF.ISM.2.0.3

© 2022, LiveAction, Inc. All Rights Reserved.
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Application Performance (AVC Based) Visualization

Start with Flow Path Analysis

Use the Page Filter to display the interesting traffic flows

Use column filter/sort to reveal the specific flows to look at

LiveAction

SERVERIP O

198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36

Flow Path Analysis Application: ~ ftp SourceSite: !=v  HQ Enter Filter Request Here

o Apply, Relevant: Page
I nformatlon
LIHOMIALION)

STATUS ¢ PEEK < FLOWPATHC  TIME < CLIENT IP < SRC SITE <

Al v Ti c P

= [} 21 Mar 2022, 03:30PM 198.19.1.101 LA

= [y 21 Mar 2022, 03:30PM 198.19.1.101 LA

= [y 21 Mar 2022, 03:35PM 198.19.1.101 LA

= [ 21 Mar 2022, 03:35PM 198.19.1.101 LA

= Z 21 Mar 2022, 03:40PM 198.19.1.101 LA

= 198.19.1.101 LA

i
&

21 Mar2022,03:45PM  198.19.1.101

- g awexzo\|gyelto) detalled =
= I 21 Mar 2022, 0FSOPN " >T08T0 TOT D= =
= 7 21Mar2022,0355PM 198191101 | LA

= =z 21Mar2022,0355PM 198191101 | LA

= @ 21Mar2022,0400PM 198191101 | LA

= z 21Mar2022,0400PM 198191101 | LA

= 2 21Mar2022,0405PM 198191101 | LA

= @ 21Mar2022,0405PM 198191101 | LA

= =z 21Mar2022,0410PM 198191101 | LA

= =z 21 Mar 2022, 04:10PM 198.19.1.101 LA

= z 21Mar2022,0415PM 198191101 | LA

= =z 21Mar2022,0415PM | 198191101 | LA

= 7 198191101 | LA

21 Mar 2022, 04:20PM
S

198.18.133.36
198.18.133.36
3.36

198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36
198.18.133.36

DSTSITE ¢ PORT <
HQ 21
HQ 21
HQ 21
HQ 21
HQ 21
HQ 21
HQ 21
HQ 21

HQ
HQ
HQ
HQ
HQ
HQ
HQ
HQ
HQ
HQ
HQ

1 Y] i J ific, ms
Iow.ﬂE_’ath Analysis,ofispecific flowt,’ms

21
21
pal
21
21
21
21
21
21
21
21

Mar 21,2022 15:25:00 ~ Mar 21,2022 162500 | Hour v

Volce/Video Performance 9 ~A\9~9| ication R’s rformance PR
APPLICATION I AD AVG < AD MAX < I CND AVG < CND MAX < ]SND AVG < 'SND MAX < ]ND AVG 4] ND MAX < IRHHANSMI <
ftp I TIC K S s T'[ Retrans
o ppllcatlon‘s Client: om Server: om ,N_ej_V_VAQEK o o
ftp De]ay oms De|ay oms De|ay oms Delay oms | 705
ftip Oms oms Oms oms Oms oms oms Ooms 672
fip oms oms oms oms = i - = i
ftp oms oms oms oms
fiy 0 0 0 0 - - -
“: e — e o Application Delivery Path Network Segment Breakdown
ftp oms oms oms oms Client Server Aoplwanon
oms oms oms g l-g-! Network 108 PA Network
oms oms oms a e a .*.
ftp oms oms 0oms oms ag
ftp oms oms oms oms Lo ek
ftp oms oms oms oms Client Network Server Network Application
Delay (CND) __  Delay(SND) __Delay (AD)
ftp oms oms oms oms € > € >€ >
ftp oms oms oms oms L Network Delay N
fip Oms oms 0Oms oms Y <
ftp oms oms oms oms < Total Delay >
ftp oms oms oms oms
tp oms oms oms oms = PAseparates application delivery path into multiple segments
ftp oms oms oms oms ) .
o oms oms oms oms = Server Network Delay (SND) is typically the WAN Delay

NXOF.ISM.2.0.3
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Flow Visualization

Specific Flow Details — Devices in Flow — Interfaces, Parameters, Status

=  LiveAction

NX

WAN Applications > Application: undefined > PATH TCP 198.19.1.80 - 198.18.128.80

%] >
198191.80
HQ-B2.dcloud.cisco.com
LA HQ

Path Flow LA —HQ

Device Name
Site Name
Application

CPU Usage
Memory Usage
In Interface

Out Interface

In QoS Policy
Out QoS Policy
Network Delay
Application Delay
Retransmission
Connection Lost
Connection Refused
Zero Window
Low Window

DSCP

NXOF.ISM.2.0.3

Flow/Rath

g

SP1_MPLS

& -

1981812850

ranch1-LA dcloud.cisco.com

|

LA HQ

DevicexlInf

Info

HQ-B2.dcloud.cisco.com

Glicksto il Dgwn/ =
(@range),

GigabitEthernet2
GigabitEthernet3
No Policy

No Policy

4.00

0(BE)

© 2022, LiveAction, Inc. All Rights Reserved.

Status;and\Config

\Info —
No Policy

0 45

Mar 20, 2022 19:05:00 —~ Mar 20, 2022 19:10:00

Devicer2/Info
Branch1-LA dcloud.cisco.com
LA
sip
30.00 %
13.00 %

GigabitEthernet4
GigabitEthernet2

No Policy

0.00




Voice/Video Performance (MediaNet Based) Visualization

Start with Flow Path Analysis (If no data — review the Page Information used)
Use the Page Filter to display the interesting traffic flows
Use column filter/sort to reveal the specific flows to look at

= LiveAd:ion* NX 16 0 eo0 m
Flow Path Analysis SrcIP:  198.19.1.84 Enter Filter Request Here < A Mar 21,2022 15:50:00 — Mar 21, 2022 16:50:00 Hour v
o ‘A\P&Bly/ Relévant P@\g/.e’ Application Performance
Information
Q \oice/Video)Rerformance

status ¢ Peek ¢ FLOWP. O TIME ¢ sRCIP ¢ SRCPORT ¢ SRCSITE ST VCMATION ¢ RIPSSRC ¢ scp C | PackeTioss O B UITTERAVG ¢ JTTERMAX < Jmos <

. g [y 21 Mar 2022, 05:20PM 198.19.1.84 31196 LA 198.18.128.84 19420 HQ p 2539225492 46 (EF) ‘EaCket, J Itter( Infoﬂoﬂms

L] =z 21 Mar 2022, 05:25PM 198.19.1.84 31196 LA 198.18.128.84 19420 HQ tp 2539225492 46 (EF) LOSS)% 200 ms 200 ms

. [y 21 Mar 2022, 05:30PM 198.19.1.84 31196 LA 198.18.128.84 19420 HQ tp 2539225492 46 (EF) 0% 200 ms 200 ms

L] [y 21 Mar 2022, 05:35PM 198.19.1.84 31196 LA 198.18.128.84 19420 HQ p 2539225492 46 (EF) 0% 200 ms 200 ms

L] 198.19.1.84 31196 LA 198.18.128.84 19420 HQ tp 2539225492 46 (EF) 0% 200 ms 200 ms

. . 22.10.1.84 31196 LA 198.18.128.84 19420 HQ p 2539225492 46 (EF) 0% 200 ms 200 ms

L] =z 21 Mar 2022, 05:50PM 198 19 1.84 31196 . La 198 12.128 24 19420 HQ e tp 2539225492 46 (EF) 0% 200 ms 200 ms

. = o} 21 Mar 2022, 05:55PM 19£M0,Ve I_Q.d etailed EJQW ‘_-‘alh_z A. na|yS|S Qi"§peC|f|C flow, 2539225492 46 (€F) 0% 200ms 200ms

L] = [y 21 Mar 2022, 06:00PM 198.19.1.84 31196 LA 198.18.128.84 19420 HQ p 2539225492 46 (EF) 0% 200 ms 200 ms

L] = =z 21 Mar 2022, 06:05PM 198.19.1.84 31196 LA 198.18.128.84 19420 HQ tp 2539225492 46 (EF) 0% 200 ms 200ms

. = [y 21 Mar 2022, 06:10PM 198.19.1.84 31196 LA 198.18.128.84 19420 HQ tp 2539225492 46 (EF) 0% 200 ms 200ms

L] = =z 21 Mar 2022, 06:15PM 198.19.1.84 3119 LA 198.18.128.84 19420 HQ rtp 2539225492 46 (EF) 0% 200 ms 200 ms

Action
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Flow Visualization

Specific Flow Details — Devices in Flow — Interfaces, Parameters, Status

@

~{
»

158191.80

Branch1-LA.dcloud.cisco.com

Path Flow LA —HQ

Device Name
Site Name
Application
CPU Usage
Memory Usage
In Interface
Out Interface
In QoS Policy
Out QoS Policy
Bit Rate In

Bit Rate Out
Utilization In
Utilization Out
DscpP

> ~ > Q
> > >
11812850

SP1_MPLS HQ-B2.dcloud.cisco.com

HQ

Devicexl/Info,

Branch1-LA.dcloud.cisco.com
LA
rtp

30.00 %
13.00 %

GigabitEthernet2
X . / GigabitEthernet4
Clicksto, DrilliDown Nopotcy

No Policy

13412 Kbps
13412 Kbps
001%
671%

34 (AF41)

Devicez2iinfo,
HQ-B2.dcloud.cisco.com
HQ
rtp
34.00 %
12.00 %

GigabitEthernet3

Status and GigabitEthernet2

et
No Policy

Config;Info oo
118.58 Kbps

118.58 Kbps

593 %

0.01%

34 (AF41)

NXOF.ISM.2.0.3
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Flow History— Reports and Stories

RUN OR EDIT REPORT(S)
GENERAL SETTINGS REPORT LIST
Name DSCP (Flow) Fast
DSCP Add New Report & ,n_ﬁ Mar 20, 2022 16:30:00 —~ Mar 20, 2022 17:30:00 | Hour v
ce
Presentation Mode SET THE END DATE & TIME INTERVAL
Standard < Apr2021 > Today 5 Mins |
Footnote s M T W T F S 15 Min
I E {  APPLCATION ¢ RIPSSRC ¢ bscp ¢ PAg
Enter ref 1 2 3 “
Time Zone DST te Application Rtp Ssrc Dscp P 4 5 6 7 8 9 10
(GMT-05:00) America/New York rtp 2539225492 6 (EF) M 12 13 14 15 16 17
F
Time Range . N tp 2539225492 46 (€F) 18 19 20 21 22 23 24
Custom lj' istorical R epO[tS tp 2539225492 46 (EF)
‘&"\J 25 26 27 28 29 30
S et, rtp 2539225492 46 (EF)
Start Date Start Time  End Date End Time A tp 2539225492 46 (EF)
03/20/2022 | 1711 03/20/2022 | 17:26 Dat €/ |l| me/j |l| mezone
rtp 2539225492 46 (EF)
Rarameters = 2soomsa0z | 46 (6R) 3 =
Flex Search @ ftp 2539225492 46 (EF) Reset to Now
05 : N PM
rtp 2539225492 46 (EF) m
rtp 2539225492 46 (EF) v v
rtp 2539225492 46 (EF)
p 2539225492 46 (EF) 0% 200 ms 200ms

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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LiveNX WebUI - Perspective

LiveNX through the WebUI acts as a framework to help you visually
monitor and troubleshoot your network devices...
e Structured around three levels:
* Sites (Level 1)
* Devices Level 2)
* Interfaces (Level 3)
* You can view traffic as:
* Site to Site
* By Device

* Flow — by DSCP, Application (or App Group), Source AND/OR Destination (site, IP, Port),
Tag

Tags are your best friend — Let them support your work in LiveNX

L ]
/Action’
NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Understanding LiveNX — Semantic Data

The information in LiveNX is structured in dependent layers — in the same
way you will rely on these layers as you monitor and troubleshoot.

Each layer will use Tags, key words that accumulate similar items on the same layer.
Layers below inherit the tags from above.

Sites
Devices

Interfaces

Best Practice: /\Ction®

NXOF.ISM.2.0.3 Use S prefix for Site level tags, D for Device level tags, | for Interface Level tags.



Adding Devices to LiveNX

* Adding Devices to LiveNX is more than adding devices. It involves
making sure that Sites and Interfaces are configured too.

* By adding devices, we begin the process of adding semantic data,
across the three layers within LiveNX.

Sites

Devices

Interfaces

Action
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Device Management

LiveNX contains many “wizards” to guide you through the process...

File | View Users QoS Flow R
| AddDevice I

Discover Devices

Add Device

Im
B = Device Comecton Information
"+ Device comection Enter the SNMP connection information.
Mg  Information
2. CLI Settings (Configuring)  Node. |Local -
Re|
3. CLI Settings (Monitorin
s MOnS) 1y press I
Re| 4 Selectinterfaces
—| 5. selectvians O Non SNV device such as NetFiow probes.
Exi| & (@ Use the ‘connection settings Edit
P - Eneblepoling O Enter SNMP connection settings for this device
8. Review Configuration SNVP Version [Version 2c | TargetPort
9. Device Updated Community Sting |

Add — Discover — Import

Both on the Eng Console,
and the WebUI

NXOF.ISM.2.0.3

File | View Users QoS Flow R File | View Users QoS Flow R
Add Device Add Device
| Discover Devices Discover Devices
|| Device Discovery X Import Devices
£ | Step 1: Specify what to scan Al P covti
| @ specify o ranges (ex: 192.168.1.1-200) or one I per ine: E mport from a e
A Lookin: ‘-Desk\np V‘ 5l
? ‘@ OneDrive
oS l edonahue
- L= = | .
T Paddess | Recentiems [ ThisPC
i Libraries
— Step 2: Specify SNMP settings — z‘ Network

(@ Use the Defauit SNMP connection settings - & Homegroup

(O Enter SNMP connection settings for this device

o vrson rocetprt [

Community String | ]
[ )
DISCOVER DEVICES I ; ( : O V (
—_— o o - -
- 0~ 1 - 7N N\ 4 1
What t 2:8NMP Settings 3. Node
© SPECIFY IP RANGES
ces HARDCODEDS.. O POLL < [us I QI FLof ¢ Tes C  INTERVAL <
| S e e |
Add More Al v All v Al All v
SPECIFY SEED DEVICE TO SCAN
Cancel

Action

© 2022, LiveAction, Inc. All Rights Reserved.



Device Discovery

Scan and find connected devices

* From within Device

Management, under Configure SecoveR pences
* Use an IP Address range o oo
B— ° SNMP SEttingS & Credentials SP::;::A::EDDEVICETOSCAN

* |s the collection Node Local or...

e Returns a dialog with suggested
devices to add.

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Device Discovery... Simple Steps

Allows you to Devices and Interfaces into LiveNX for gathering Flow data

=  LiveAction ™

Device Management

DISCOVERY LOGS:

Device Management

iveAction®

1 SELECT DEVICES

Add All Devices Edit

DEVICE

Allrows

NXOF.ISM.2.0.3

€SV Import/Export

Scansthe Adddress/Subnet:

0000000021

SERIAL

My Interfaces

Results Listed =.@nly/Devices

S 1P ADDRESS < venoor

1981921 Cisco

= LiveAction ™

Device Management

2/ SELECT INTERFACES

Edit

Back

NAME

My Devices (3)

Devices: 1
SelectiInterfaces
ko] INTERFACE STATE < DEVICE < LINE RATE (Kbps)
Al v All v
up 1000000
Up 1000000
Up 1000000
Up 1000000
up 8000000
up 10000000
up 10000000

My

S mooeL

ciscoProducts.3004

nter

1P ADDRESS

198.19.2.1
100.64.22
192.168.122.161
1025522
10021

16 0 eo0 m

Credential Store View Devices Add Non SNMP Device

@ Successfully started device discoveryjob  x
16 0 e0 m

CSV Import/Export v Credential Store View Devices Add Non SNMP Device

es (1

Q

NoDE S INTERFACES < HARDCODED SAMPLE RATIO ¢

Local/Server 7
16 0 eo0 m

CSV Import/Export ~ Credential Store

Branch2 LAN

WAN_SP2_MPLS2

INPUTCAPACITY (Kbps) O OUTPUTCAPACITY (Kbps) & WAN/XCON & SERVICE PROVIDER

Al v Al
WAN Branch2 LAN
WAN WAN_SP2_MPLS2

View Devices

TaGs

Add Non SNMP Device

DESCRIPTION ¢
Branch2 LAN
WAN_SP2_MPLS2

WAN_SP1_MPLS2

+ Add Selected

iscover Devices.

ush

tion’

79



Working Topology — Device Needs Semantic Data

Device Management CSV Import/Export Credential Store View Devices Add Non SNMP Device

My Devices (4) My Interfaces (10)
/ A i
Retresntist ||| Contwe | | Dette | | Rediscoer mertaces Only/Rart\Way/There....Semantics Q searc
DEVICE ¢  DEVICESTATE O  IPADDRESS ¢ VENDOR ¢ MoDEL ¢ NopE ¢ smE ¢  INTERFACES ¢ HARDCODEDS.. '  POLL ¢  qos ¢ Row ¢ psia ¢ RouTING ¢ N ¢ Taes ¢ INTERVAL <
All v P A s All v Mo N Site All v All v All v All v All v Al v Tag All v

HQ-B1 Up 198.18.129.24 Cisco ciscoProducts.. Local/Server HQ 2 v v v 10 seconds
Branch1-LA Up 198.19.1.1 Cisco ciscoProducts. Local/Server LA 3 v v v 10 seconds
HQ-B2 Up 198.18.129.25 Cisco 10 seconds
Branch2-NY Up 198.19.2.1 Cisco 1 minute

EDIT BRANCH2-NY.DCLOUD.CISCO.COM Add@reate Aemal:ltic Data

.

Site Group Interval
NY NY 10 Seconds
Click on Device name to P Addreser

open config dialogue 1981921 Adding a new site here

creates that site for use

3 PoLL IP SLA 2 qos ROUTING FLOW LAN
Associate Probe at IP Address Hardcode Sample Ratio % | ate r-

Type IP Addre You can also add sites in Site
Tags Management in Configure

w

East X SalesOffice X Branch x

under Main Menu.

concel | [N )
Action

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Devices Belong to Sites — Adding Sites And Semantics

LiveAction®

Site Management . - View Sites
Setting \Up;Sites
—
Add Edit
SITE O DATACENTER O DEVICES C  CONTAINSDEVICES O NO.OF EMPLOYEES ¢ BUSINESS HOURS C  IPRANGES ¢ eeoloc ¢ ADDRESS ¢ REGION C  DESCRIPTION ¢ Taes <
Site All v De All v No. of Employees Business Hours IP Ranges Al v n De:
HQ HQ-B1.dcloud.cisco.co... v Mo - Fr| 8:00 am - 5:00... 198.18.128.0/18 4 San Francisco, CA San Francisco, Califor. Headquarters Data Ce.
LA Branch1-LA.dcloud.cis. v Mo - Fr| 8:00 am - 5:00. 198.19.1.0/24|10.0.1.1 4 Los Angeles, CA Los Angeles, Californi. Branch 1

Branch2-NY.dcloud.cis. None

EDIT 1sime < N >
EDIT 1sme D w 6 Details Address Business hours
Details Address Business hours Address Latitude & Longitude
40.709329
Site Description Site IP Range (CIDR Notation IP's) N 74013120
New York Sales Location. Opened 15 October 1995. 198.19.2.0/24
City Phone Number
New York 555-123-4567
48/1000 State/Province/Region Email
Devices Tags NY nykeycontact@acme.com
Branch2-NY.dcloud.cisco.com x l 1 Dont Confuse Site and Device Tags..... x l 1
Zip Code Region
. 10006 Continent: North America — Country: United States —
Number of Employees State: New York — City: New York
S0 Country
United States
Data Center

More;Semantic, Data =.Greatery Flexibility,

in monitoring/fﬁnoubleshooting

Cancel

NXOF.ISM.2.0.3

© 2022, LiveAction, Inc. All Rights Reserved.
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Making the Device Configurable via CLI — Engineering Console

NXOF.ISM.2.0.3

Add Device Add Device - Branch1-LA.dcloud.ci| Add Device - Branch1-LA.dcloud.cisco.com (198.19.1.1) X |_.
Steps Add Device - Branch1-L Steps Add Device - Branch1-| Steps Add Device - Branch1-LA.dcloud.cisco.com (198.19.1.1) X [.
. Add Device - | Add Device Add Device - Branch1-LA.dcloud.cisco.com (198.19.1.1) X
1 DerK Steps 1. Device| Steps 1. Device| Steps
Infor Infol - ] .
5 aus 1. Dev| Steps MM Devic| Steps Inform 1. Device c| Steps Device Updated
. . Infc ) 2. ClLISe Inforr 2. CLISe
1. Device C 1. Device S 1. Device Connection You have configured this device successfully with the following settings (You may want to save the current
3. ClISe| 2. cu Informaif| 3. CLISe| 2. CLIS Inform| 3. CLISe| 2. CLISetti Information configuration to the device's startup config, so your settings will not be lost when the device is restarted):
Ca
4. Select ( 2. CLISetti|| 4. Selec| 3. CLIS{| 2 cLise| 4 Select| 3. CLISett| 2. CLISettings (Configuring) ) )
5. select| 3+ CU . o Device Settings
. 3. CLI Se 5. Select| 4. Selec| 3, cLIse| 5. Select| 4. SelectIn| 3. CLISettings (Monitoring)
4. Sele Monit i ipti
6. Select ( 6. Select| 5. Seleq| 4, select| 6. Select| 5. SelectVl| 4. Select Interfaces S:.ttng Deaciption i
7. Enable] o Sele| 4. SelectIn Polling Rate 30 seconds
_ 6 seel s sect 7. Enable| 6. Seleci| s, select| 7. Emabl| 6, SelectFe 5. Select VLANs NetFlow Monitoring Manual Configure
8. Reviesf ™ ' 8. Revies| 7. Enabl| 6. Selec| 8. Reviel| 7. EnableP| 6. SelectFeatures NetFlow Polling Enabled
9. Device a| 6. SelectFe 9. Device| 8. Revie| 7. Enable| 9. Device| 8. Review| 7. Enable Poling Mef:inat'ace . Disabled
8. Rev| 7. EnableP Adjacency Polling Enabled
o b ] 9. Devia[ 8, Reviey 9. Device U| 8. Review Configuration Qos Polling Enabled
. Dev[ 8. Review( 9. Devicd 9. Device Updated IP SLA Polling Enabled
9, Device L CEF Manual Configure
Interface Settings
Interface NBAR NetFlow
Ethernet0/2 L] L ]
Ethernet0/1 ) [
Ethernet0/0 ° ®
R
|

© 2021, LiveAction, Inc. All Rights Reserved. 82



Configure Flow Collection - Engineering Console

File View Users QoS

Flow | Routing IPSLA LAN Tools Reports Help

Refresh System View Flows

[Psia | Lan |

Dashboard | Manage [E Exp

A Flow Configuration - a
onfigure Flow | & | Table | €¥Re
[¥] show Merged Flows e Instructions
lulu | site = Chicago) &
Color Mapping ° Configure the type of flow you wish to receive from the interfaces
L Historical Playback Flow Configuration Table
@ Branch14A Data Status \ Q-
g x:; Al Flow Configuration - o x Device Type 1P Address Descripton  Tags  Traffic... Applica... Voice/Vide... Traditio... Custom
Instructions & @ Branch1-1A Standard v 198.19.1.1 CiscoI0SSo... - ] © © © ©
Select devices to configure flow - 198.19.1.1 Branch1LAN - O O O O
Flow C Table - 100.64.1.2 Internet - O O O O
T C-
Q N\, - 10.255.1.2 MPLS - = = = O
Select Device Type wres Descripton  Tags  Traffic... Applic... Voice/Vid... Traditi... Custom - 10.0.1.1 - O O O O
O @ Branch11A Standard v 198811 CiscoI0SS... - © © © © © Standard v 198.19.2.1 CiscoI0SSo... - [~] ] 4] © ©
O @ Branch2-NY Standard v 198.19.2.1 CiscoI0SS... - %] © © © © - 198.19.2.1 Branch2 LAN - O O O O
O @ HQ-s) Standard v 198.18.129.25 CiscoI0SS... - ] © © © - 100.64.2.2 Internet - O O O O
- 10.255.2.2 MPLS - ] [~ ™ O
- 10.0.2.1 - O O O O
=-@ HQ-53 Standard v 198.18.129.25 CiscolOSSo... - ] 5] 5] © ©
‘ = % Ethernet0/0 198.18.129.25 ]
[ contiowe seectet | = Ethemets S S T
TA] Flow Configuration = =) X
Instructons = -
Configure the type of flow you wish to receive from the interfaces |_Save to Devices { ‘ Preview GLI ‘ | Revert | ‘ Back ‘ | Close
Flow Configuration Table
a-
Device Type 1P Address. Description  Tags Traffic ... Awﬂ(a VoweMde Traditio... Custom
=@ Branch 1A Standard v|1s8.19.11 Cisco I0S So..
—--:--:--:--:--:-
® Etherneto/1 100.64.1.2 Al Multiple CLI Viewer X
® Ethernetd/2 10.255.1.2 MPLS E z B [\ . - .
® Loopbacko - 10.0.11 [m] [m] [m] [m] e e s
& @ Branch2Y 198.19.2.1 Cisco 105 So... © ° ° © © P ip acceas-list exvendsd LIVEACTION-ACL-AYC
& Ethemeto/o - 198.19.2.1 Branch2 LAN [m] [m] [m] [m] [pomis op eay any
® Ethemeto/1 100.64.2.2 Internet [m] [m] [m] [m] lpolicy-nap type perfornance-nonicor LIVEACTION-FOLICY-UNIFIED
® Etherneto/2 10.255.2.2 MPLS %] %] [} iass-asp maceiany LIVEACTION-CAS5-A%C
® Loopbackd - 10.0.2.1 - [m} [m] [m} [m} fexse
=@ Hos) Standard v |198.18.: Sendig flow configurations... O] © © © © Ciasommap matcheany LIVEACTION-CLASSMEDIAEL
e : ' oot otn it S
& Loopbacko o o o o R ——
o peovocel —esepeesence-nacia
Setics-sap espe pestormance-sonicox IVEACTIGH-FOLICE-IIFEED
fass LIEACTIONCLASS AEOTANES
———
e
ncertace Exneraesarz
auspar
“ipe Sopr
e —
deseripeion 50 507 HODIPY. 303 BY LIVEACTION.
[z applicasion nase acooumton-resoluvion
acen commecion ciient spod adaress
[acen connecrion server spv8 addeess s
e :::e::::c:m Cranspore port ®
Help SavetoDevices | | PreviewQl Revert || Back [ [ cose ] [< i > I

NXOF.ISM.2.0.3
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View Traffic Flows!

B e 3553197134

——— e e ] Notice the locations, Site Names, Network Names etc.
— B That all comes from semantic data
é%’?“ Eng Console Flow in Devices

Ualaii

o e m
e . M 20,2022 201500 ~ Mor 20, 2022202000 | SMins
-y

/ _\‘Q\ 9 e

) ! '—.,‘»5,»1 Mor

(e f | S

{ e | Z -

e / WebUl Flow/of/Sites iniGeozTopology, s o

\\m 7 A VRS U Y i O
imw it Y Dal |
e
= | LiveAction” 500 ool on S—
Logical Topology /=" vz n o
o somer
: MONTERREY* MIAMI S
g WebUl/F w ‘
“omw = SN
o~ Branch2 LAN
-
HQ LAN
b « ot v Branch1 LAN
ey SP1_MPLS

waN DscP

[ ]
/\Ct )
[ — b C IR )
nc. All Rights Reserved.



Topology Basics — Grouping in Engineering Console

*Grouping only visually applied in LiveNX Eng Console (WebUI Uses :
Sites — You need to use BOTH) Devices a ppear on the topology
*Sites and Groups can be configured in BOTH WebUI and Engineering within their shaded groups.
Console. A - o«
I: View Users QoS Flow Ra\mn?l‘su LAN Tools RepnmslNalp /
Dashboard | Manage (I Expand o5/ Fow | Routng | 1P5A | tAN |\
B LiveNX - 34.135.40.95 a \: f/‘f\‘lﬂ\ﬁ;\q %m\“\ﬂ"mw:c e e A | B | ovnsrawcrns Vs 8 o e vl \Ill

File View Users QoS Flow Routi

Dashboard | Manage [E¥ Expand

= [l e

& @ HoB

B @ HoB

P 6 GigabitEthernetl

‘Color Mapping By Dispiay Fiter Colors

Devices appear collapsed in their Grouping makes device management easier!

groups on the device tree. Action

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.




Topology Basics

Devices reporting issues will change Quickly identify many problem sites
colors to prompt for investigation. visually

pox 1+

Branch1 LAN

— Q - SP1_MPLS
R o e iy

Branch1 LAN
Showing Logical Topology Showing Logical Topology

Action

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Merge Clouds*

A “Merged” cloud is when you combine  Once merged... flows will properly draw
separate networks that logically form through the topology
one cloud, i.e; MPLS

10.255.200.0,/320, 10.255.200.4,/30, 10.255.201.0/30, 10.255.202.0,/30
Inner traffic

10.255.200.4/30

10.255.200.0/30

*Merge Clouds only applied in LiveNX Engineering Console

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Topology Basics — Add Network Object*

Do it the EASY way!

Step 1 Step 2 Step 3
Right-Click on Flow Select the Object Shape Flows now connect
Endpoint

198.18.128.81

*Merge Clouds only applied in LiveNX Engineering Console

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved. 88



LAB 3 & 4: Making
the Topology Work

Add additional device(s)
Enable / Configure Flow collection
Remove an Interface

Device Semantics

Creating / Modify Groups

Merge Clouds

Network Objects

© 2022, LiveAction, Inc. All Rights Reserved.
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Reports & Alerts
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Dashboard

LiveAction = LiveAction® ™ 16 0 e0 m
Mar 21,2022 09:50:00 ~ Mar 21,2022 10:05:00 [EECSRUCEN | -

Status Specific:Rocus Tabs, — wa o System . Alrts ..

A Main Dashboard

Dashboard
ener riterecuest vere| 2G| i ItETS o”
> =
e CreateiCustom;Pashboards
i* Top Sites by WAN Utilization Peak Inbound WAN Interface Utilization X :: Top WAN Applications by Bandwidth Inbound/Outbound Bandwidth X :: Top Interfaces % Changed - Interface Burstable Rate X

LS1 430 rtp—audio-video | sE——— e 42
PLS 280 rtp-audio—unknown 268.4 @ Out
MPLS SNMp—snmp-group 324
HQ-B1—GigE3—HQ—HQ 1 10.21.1.154—unknown  27.7
openwebnet—unknown  25.7
. ipfix—unknown 218 -
Widgets spoaudovdeo 148 Name)to,®pen Report: outbound_Ha -
e e o Damaan
lanrevagent—unknown 148 utbound—HQ—HQ LAN
ftp—file-transfer 129 Inbound—LA—! MP.
ica—unknown 106 ch1-LA—GigE3—Outbound—LA—SP2_
% Kbps %
tus Map All Sites : Overall Status All X :: Top Devices Top Devices CPU Usage X

Critical Warning Good r LA A 340
‘Moyejhiandle : 20
sites | 2 0 0 ‘~ 300

Devices | 2 0 1

Delete W|dge 2 licke (
Click{ltems)to,®pen Report
WANApps | 3 0 0
%
it Availability Top Devices With Least Availability x i Availability Top Interfaces With Least Availability X
LA—Branch1-LA 100.0 LA—Branch1-LA—Branch1 LAN—GigabitEt.. 100.0

HQ—HQ-B1 100.0 LA—Branch1-LA—SP2_MPLS—GigabitEth.. 100.0
HQ—HQ-B2 100.0 LA—Branch1-LA—SP1_MPLS—GigabitEth.. 100.0
HQ—HQ-B1—-—GigabitEthernet2 100.0
HQ—HQ-B1—-SP2_MPLS—GigabitEthernet3 100.0
HQ—HQ-B2—HQ LAN—GigabitEthernet2 100.0

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



WAN Dashboard — One of the Defaults

= LiveActionw ™

Dashboard
Status el WA System
Enter Filte
:: Site Utilization App Group (DSCP) - Outbound X :: App Group (DSCP) Bandwidth Site - Outbound
LA 96 NN @ MULTIMEDIA-C MULTIMEDIA-CONFERENCING 497.3 ¢ eLA
MULTIMEDIA-CONFERENCING
HQ 6.3 I @ VOICE VOICE 184.8 | [0 8t Rate: 245.46 Kbps ® HQ
@ BESTEFFORT BEST-EFFORT 792
NETWORK-CON NETWORK-CONTROL 0.1
Clicksto Remove/Addito,Graph Mouse,®vemnfor/Details
g e AT A TN o e e ~—
:: Site Utilization App Group (DSCP) - Inbound X :: App Group (DSCP) Bandwidth Site - Inbound
LA 8.8 I @ MULTIMEDIA-C. MULTIMEDIA-CONFERENCING 490.5 I e HO
HQ 75 I ® VOICE VOICE 2347 — oA
@ BESTEFFORT BEST-EFFORT 76.9 ]
©® NETWORK-CON NETWORK-CONTROL 04
% Kbps
i Site Utilization Service Provider - Outbound x i App Group (DSCP) Bandwidth Service Provider - Outbound
LA 96 | @ SPI_MPLS MULTIMEDIA-CONFERENCING 497.3 | @ SP1_MPLS
HQ 6.3 @ SP2_MPLS VOICE 1848 | @ SP2_MPLS
BEST-EFFORT 792
NETWORK-CONTROL 0.1

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.

16 0 o0 m
Mar 21, 2022 10:05:00 —~ Mar 21, 2022 10:20:00 Add Widget P
Alerts PR
: Service Provider Bandwidth App Group (DSCP) - Outbound X

SP1_MPLS 761.3 I @ MULTIMEDIA-C.
SP2_MPLS <0.1 @ VOICE
@ BESTEFFORT
@ NETWORK-CON,

Export: Image/CSV

: Service Provider Bandwidth App Group (DSCP) - Inbound X
SP1_MPLS 8023 I ©® MULTIMEDIA-C.
SP2_MPLS 02 @ VOICE

@ BEST-EFFORT
@ NETWORK-CON.
Kbps
i Service Provider Bandwidth Site - Outbound X
SP1_MPLS 7613 I o LA
SP2_MPLS <0.1 @ HQ

tion

92



Drill-Down to Reports

Status

WAN o System

Site Utilization App Group (DSCP) - Outbound x App Group (DSCP) Bandyjdth Site - Outbound
A 06 | o ﬂzbm App Group [O5CP)Baravidr e Oveound o 1

Ha 63 |— 1859 — e

Cllckg_rgJ eport-itlejto,Run Report’:

View Reports View Schedule Create Report
Template: Reports History
App Group (DSCP) Bandwidth View Options Share Print Schedule Copy Close

Default Templates App Group (DSCP) Bandwidth by Site (Flow) s 2
Voice Analysis (i) Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Outbound  Flow Type: Basic Flow  Execution Type: Aggregation  Sort By:BitRate  Bin Duration: SMinutes  Start Time: Mar 21, 2022 10:15:00 EDT (GMT-04:00)  End Time: Mar 21, 2022 10:30:00 EDT (GMT-04:00)
IWAN [i] e A =
Favorite Applications (i) MR
voICE/LA
Apple Fastiane Applications (i} VOIcEAQ
BESTEFFORT/H  ———
Apple Fastiane Voice Analysis (i} BESTEFFORT/LA
NETWORKCONTROL/LA 1
WAN Capacity Planning ) NETWORK.CONTROL/HQ I
S ° 0 10 2 0 © s0 ) ) %0 % 10 10 10 13 ‘ :; 10 60 70 180 10 20 210 220 20 200 20 260 270
Bit Rt (Kbps)
Voice/Video Performance Vs. Network .. @
m &
Site-to-Site Traffic Utilization Audit (i}
Service Provider DSCP Audit ) Legend & App Group (DSCP) & site & Bit Rate & Packet Rate & Flows & Bytes & Packets &
Track Single Site WAN Path Changes o @B MULTIMEDIA-CONFERENCING LA 251.82 Kbps 38.96 pps 34 2833 M8 35,065
Application Vs. Network Performance @ @B MULTIMEDIA-CONFERENCING HQ 246.36 Kbps 38.11pps 32 27.72M8 3429
Voice/Video Service Provider Performan.. €@ @ VOICE LA 93.79 Kbps 69.84 pps 11 10.55 M8 62858
Roplcation Service Provider Performan. © & voicE HQ 92.10 Kbps 68.48 pps 108 10.36 M8 61,635
@S BESTEFFORT HQ 42.23Kbps 4274 pps 544 475M8 38465
SDWAN Application Service Provider Pe.. @
BESTEFFORT LA 36.70 Kbps 24,59 pps 26 413MB 22128
SDWAN Application Vs. Network Perfor.. @
@ NETWORK-CONTROL LA 0.03Kbps 0.08 pps 65 3.44K8 69
DPRNEEENEDFEEEE R ) @B NETWORK-CONTROL HQ 0.03Kbps 0.07 pps. 62 333K 67
SDWAN Voice/Video Service Proy P. (i}
IWAN Application V. Network Performa... €
IWAN Application Service Provider Perfo. i \W\/i
op o Detailed Reportsfrom Dashboard!\Vidget:
IWAN Voice/Video Performance Vs. Net.. @ d
IWAN Voice/Video Service Provider Perf. (i}

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Creating Reports

Multiple Roads Lead to Reports From Any Dashboard Item

statu F VAN System
i Site Utiization App Group (DSCP) - Outbound x e
LA 96 | NN @ \ULTIMEDIAC WEDIA-CONFERENCING APP Goup (DSCP) Bandwidth: Site - Outbound

185.

Report”

Ha 63 | — @ voice

ClickioniReport Titlejto,Run

Drill Down From Entity Pages

= LiveAction® ™ % =0 eo m
Stes > Site:LA > Application: rip 2,022 104500 | 15mn v v
(G E il Erom Enti :
Pe—— C :
Create Report:From Bri I‘E)own From Entity/Rages -
®
Reports - [—— wifhs  s2s *
A WA
. — s ——————
View Reports
ot 176 ) sssions
outmri 3878V8 28531008 i
e ) H
Ha
A9PY198.18.128 81 toSetcn it
A9plySpectcFowtoSescn Fter
ol counon 138181288155 Aplcaton
Ol Gownon 1681812581 Top Conversatios
o1l cown on 1961812851 asntetace sandwian
Ol ownon 19818 128 81 3 D5cP
. ontcmnen 98 1812861 seipsspers O . . . . B 0
T A .Mszfam;,:sblfmrc\K;mI Ave,a?es‘.né‘evllAgagepac;\;lmv PeskatRate S P X
I =Righti€lick\Value in:Ce orrMenu zssks ey ® e
- 1981812880 HQ 198.19.1.80 LA 3 NS TTME i 7 - 3687 pps. 225 Kbps
Top Convesatons (outound) o
” ¢ ) .,?;wu @ Waring @ Good @ PolingDisabled @ N/A

hitps//346638.125/%

Action
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Creating a Report

RUN OR EDIT REPORT(S)

GENERAL SETTINGS REPORT LIST REPORT DETAILS

rApplyﬁlg Al_l ‘B_Spons |_|:]_ Application (Flow) : Report Name Flow Type

thisisingle/multizreport: | ™ eserFon : mesnosce o Editable) | eseron

Interface Bandwidth (Fl i
Presentation Mode request nierface Banawiatn (Fow) _EIe|dS Execution Type
st ittt DSCP (Flow) o

Standard cript Time Series

Application DSCP Audit (Flow) [
Footnote Sort By
Top Interface Bandwidths (SNMP) [ ) )
Enter report group descriptior All WAN Devices Bit Rate
Top Class Bandwidths (SNMP)

Time Zone Interfaces Business Hours
Interface Utilization (SNMP) [
(GMT-05:00) America/New York All WAN Interfaces All H

Interface Errors (SNMP) [ Cannot be used with All Devices
Flex Search @ Bin Duration

Time Range Top Class Drops (SNMP)

Last Fifteen Minutes XS on & wan & flow.a ttp Auto
Add New Report

Caution!
Raw Flow Data

v : 4 : : No Display Filtering
Some re; . LlSt' Of’ R epOI’tS |n ‘thIS ey e Due to the options selected, this report will utilize the
ports do not support Flex Search =t ANAAIRU A AN

. . . Raw Flow datastore (slower),

single/multizreport: Directon
Inbound and Outbound Combined

Smerepors d o upor ey i request:

Sharing Settings . .

Email 3¢ ] |ghl|ghted |_ll

Ent email a r AD entity

Flex Search Display Filter

Configure email settings to enable sharing

File Format

Cancel Save As Template m

Action
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Flow Report - Directionality

Data Volumes can be viewed by ingress, egress,
both on one chart, or combined (single
number)

You can choose between how the data is
presented in reports

Configured in Report Settings

vIspiay Hiter

No Display Filtering

Direction
Select Direction...

Inbound and Outbound Separated

Inbound

Outbound

Inbound and Outbound Combined

NXOF.ISM.2.0.3

Inbound and Outbound Separated

222600
000

222700 222800 222900 223000 2231:00 23200 223300

Bit Rate (Kbps)

223400 223500 223600 223700 223800 223900 2240m

000
22600 22700 22800 22000 23000 23100 23200 23300 23800 223500 23600 23700 23800 223900 240m
Application nbound ‘Application Outbound
Page| 1 | 125» Q Search. o & Page| 1 |/2>» Q Search. m &
Legend G Application C  TotalFlows O TotalBytes G TotalPackets G AverageBitRate & AveragePacketRate & PeakBitF  Legend O Application & TotalFlowsC  TotalBytes G TotalPackets O AverageBitRate O Average PacketRate O Peak Bt
- 32 2871 M8 35546 255.16 Kbps 39.50pps 357.9¢ - 33 2781M8 34391 247.20Kbps 38.21 pps 3358

- rip-audio 63 15.42 MB 90032 137.08 Kbps 100.04 pps

Inbound and Outbound Combined

Application (Flow)

Device: All WAN Devices
Binnterval: 1 minute

Interface: All is FlowType:

2

Bit Rate (Mbps)

Page [ 1 /25>
Legend & Application & Total Flows & Total Bytes & Total Packets &
- 64 5558 MB. 68812
- rpaudio 129 30.65 M8 179033

© 2022, LiveAction, Inc. All Rights Reserved.

182.95 - rip-audio 66 15.46 MB 89,725 137.41 Kbps

Execution Type: Time Series

Q search.

Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate O

494.04 Kbps
272.45 Kbps

76.46 pps.
19893 pps.

589.54 Kbps
35096 Kops

_ive/Action

99.69 pps

S B

92pps
244pps

1813




Automatic Granularity - Report Length / Data Bin

e Granularity is on Flow Data

* Flow Reports are generated
from the RAW Store

—
* Raw Flow Store

Flow Data 2 T

e Short time-range (un-aggregated)

. . Raw Flow
or 1 min Bin

* Long-Term Flow Store

e Longer time-range (aggregated)
or 5 min Bin

Bin Size can be selected — Beware!

NXOF.ISM.2.0.3



Long Term Data Storage

How is Long Term Store populated?

The Flow Source configuration alters what devices/interfaces
are included for Long Term Report Processing.

NXOF.ISM.2.0.3

Settings

Q Searc

Configuration

I Data Source Management |

Data Store Management
Device Entity Page Reports
Email Configuration
Integrations
Licensing

License Configuration

License Expiration Notification

LiveNA Configuration

DATA SOURCE MANAGEMENT

The data source is a flex search which determines what flow data will be pre-aggregated. Modifying this setting may
affect report performance for queries of large time ranges. This setting should be modified with caution as it may
introduce performance issues.

Flex String: wan | xcon

Reset to Default

Action

© 2022, LiveAction, Inc. All Rights Reserved.



Commonly Used Reports

* Application (Flow) * Top Interface Bandwidths (SNMP)
* Top Conversations (Flow) * Interface Bandwidth (SNMP)

* Interface Bandwidth (Flow) * Interface Utilization (SNMP)

e DSCP (Flow) * Interface Errors (SNMP)

* Application DSCP Audit (Flow)  Top Class Drops (SNMP)

Different data sources will provide different perspectives of your network

They can also give you different counts for what might look like the same number

L ]
/Action’
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Application (Flow)

= | LiveAction AL 17 0 eo0 45

View Reports View Schedule Create Report

rr. i M

View Options v Share Print Schedule Copy Close

EditiSettings

Application (Flow) | R, epOI’t<Setti Ngs; i -

Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Outbound ~ Flow Type: Basic Flow  Execution Type: Time Series  Sort By:BitRate  Bin Duration: Auto  Start Time: Mar 21, 2022 02:59:13 EDT (GMT-04:00)  End Time: Mar 21,2022 03:14:13 EDT (GMT-04:00)  Bin Interval: 1 minute

1000 - p
- rtp-audio
i & snmp
2 - 10.21.1.154
H = Create
1 500 sip \M—_—/
4 - ic: \
& - fip :W | d g et’
statistical-p2p ‘&"v"
- citrix
0 Total
03:00:00 03:01:00 03:02:00 03:03:00 03:04:00 03:05:00 03:06:00 03:07:00 03:08:00 03:09:00 03:10:00 03:11:00 03:12:00 03:13:00 03:14:13
) - i A N
1 / Search
Page /25» : Sort’ By[€0|umn Q Ellter Table m &
slable - —- —
Legend & Application & Total Flows £ Total Bytes & Total Packets & Average Bit Rate & Average Packet Rate © Peak Bit Rate & Peak Packet Rate &
[ rtp 34 28.29MB 35,029 251.46 Kbps 38.92 pps 355.10 Kbps 54 pps
[ rtp-audio % 67 15.46 MB 90,096 137.45 Kbps 100.11 pps 167.42 Kbps 116 pps
[ snmp Apply Specific Flow to Search Filter 13,467 35.64 Kbps 14.96 pps 39.92 Kbps 18 pps
- 10.21.1.154 Drill down on Specific Flow as Application 4,168 16.53 Kbps 4.63 pps 82.74 Kbps 23 pps
- ipfix Drill down on Specific Flow as Top Conversations 1,831 11.87 Kbps 2.03 pps 74.98 Kbps 8pps
sip Drill down on Specific Flow as Interface Bandwidth 8,850 11.20 Kbps 9.83 pps 15.28 Kbps 15pps
- Drill down on Specific Flow as DSCP 10440 6.82 Kbps 11.60 pps 6.82 Kbps 11pps
- ftp Drill down on Specific Flow as IPs and Ports 14203 6.80 Kbps 15.88 pps 8.70 Kbps 18 pps
ill ific Fi Fi h Analysi
statistical-p2p Drill down to Specific Flow on Flow Path Analysis Story 979 6.47 Kbps 1.09 pps 8.02 Kbps 1pps
[ ] Citrix 30 372.24KB 6,660 3.31 Kbps 7.40 pps 3.30 Kbps 7pps

RightiClicksto Rrovide Further/Investigation\©Options
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Top Conversations (Flow)

View Reports View Schedule Create Report

Top Conversations View Options v Share Print Schedule Copy Close

Top Conversations (Flow) s B

Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Outbound ~ Flow Type: Basic Flow  Execution Type: Time Series  Sort By:BitRate  Bin Duration: Auto  Should Wait For Dns Resolution: false  Start Time: Mar 21, 2022 03:10:24 EDT (GMT-04:00)  End Time: Mar 21, 2022 03:25:24 EDT (GMT-04:00)  Bin Interval: 1 minute

750 - 198.19.1.81/198.18.128.81

@D 198.19.1.80/198.18.128.80

= @ 198.19.2.88/198.18.128.88

& s00 @ 198.19.1.84/198.18.128.84

& @ 108.19.1.1/198.18.133.34
1 198.19.2.102/198.18.133.36

- - 198.19.2.1/198.18.133.34
a @D 198.19.1.101/198.18.133.36
198.18.133.36/198.19.2.102

@D 198.19.2.82/198.18.128.82

0 Total
03:11:00 03:12:00 03:13:00 03:14:00 03:15:.00 03:16:00 03:17:00 03:18:00 03:19:00 03:20:00 03:21:00 03:22:00 03:23:00 03:24:00 03:25:24
Page | 1 | /2>» m &
Legend & | SrcIP Addr & Site & Dst IP Addr & Dst Site & Total Flows £ Total Bytes Total Packets & Average Bit Rate £ Average Packet Rate & Peak Bit Rate Peak Packet Rate & Src Country & Dst Country &

- 198.19.1.81 LA 198.18.128.81 HQ 120 17.27MB 39,861 153.52 Kbps 44.29 pps 252.76 Kbps 57 pps - -
- 198.19.1.80 LA 198.18.128.80 HQ 120 16.35MB 38,228 145.33 Kbps 42.48 pps 266.42 Kbps 75 pps - -
] 198.19.2.88 NY 198.18.128.88 HQ 16 5.68 MB 28,384 50.46 Kbps 31.54 pps 93.73 Kbps 58 pps - -
- 198.19.1.84 LA 198.18.128.84 HQ 16 5.35MB 26,769 47.59 Kbps 29.74 pps 89.68 Kbps 56 pps - -
[ 198.19.1.1 LA 198.18.133.34 HQ 101 2,67 MB 4,640 23.74 Kbps 5.16 pps 85.13 Kbps 11 pps - -
198.19.2.102 NY 198.18.133.36 HQ 327 2.62MB 11,038 23.29 Kbps 12.26 pps 86.62 Kbps 21 pps - -
- 198.19.2.1 NY 198.18.133.34 HQ 68 2.39MB 4,158 21.28 Kbps 4.62pps 85.92 Kbps 10 pps - -
- 198.19.1.101 LA 198.18.133.36 HQ 33 476.97 KB 7,053 4.24 Kbps 7.84pps 6.18 Kbps 10 pps - -
198.18.133.36 HQ 198.19.2.102 NY 330 437.99KB 10,949 3.89 Kbps 12.17 pps 6.22 Kbps 19 pps - -
- 198.19.2.82 NY 198.18.128.82 HQ 16 347.44KB 2,075 3.09 Kbps 2.31pps 2.98 Kbps 2pps - -

Action
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Interface Bandwidth (Flow)

View Reports View Schedule Create Report

Interface Bandwidth View Options v Share Print Schedule Copy Close
Interface Bandwidth (Flow) s B
Device: All WAN Devices Display Filter: No Display Filtering  Direction: Outbound ~ Flow Type: Basic Flow  Execution Type: Time Series  Sort By: BitRate  Bin Duration: Auto  Start Time: Mar 21, 2022 03:25:31 EDT (GMT-04:00)  End Time: Mar 21, 2022 03:40:31 EDT (GMT-04:00)  Bin Interval: 1 minute
750 @ Branchi-LA/GigabitEthernetd =
@ Branch2-NY/GigabitEthemetd =
I @S HQ-B2/GigabitEthernet3
& s00 @ HQ-B1/GigabitEthemet3
x @B Branch1-LA/GigabitEthemet3
: Branch2-NY/GigabitEthemet3
= 2% Total
&
0
03:26:00 03:27:00 03:28:00 03:29:00 03:30:00 03:31:00 03:32:00 03:33:00 03:34:00 03:35:00 03:36:00 03:37:00 03:38:00 03:39:00 03:40:00  03:40:31
Q Search 11 I
Legend C  Site & Device & Interface Name £ Service Provider & Total Flows & Total Bytes & Total Packets £ Average Bit Rate £ Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
] LA Branch1-LA GigabitEthernet4 SP1_MPLS 419 4286 MB 119,456 380.93 Kbps 132.73 pps 510.55 Kbps 188 pps
[ NY Branch2-NY GigabitEthernet4 SP1_MPLS 456 11.66 MB 46215 103.63 Kbps 51.35pps 218.69 Kbps 75pps
] HQ HQ-B2 GigabitEthernet3 SP1_MPLS 464 143 MB 24787 12.68 Kbps 27.54 pps 18.06 Kbps 40 pps
- HQ HQ-B1 GigabitEthernet3 SP2_MPLS 26 1.76 KB 35 0.02 Kbps 0.04 pps 24bps 0pps
[ ] LA Branch1-LA GigabitEthernet3 SP2_MPLS 28 1.76 KB 35 0.02 Kbps 0.04 pps 16 bps 0pps
NY Branch2-NY GigabitEtheret3 SP2_MPLS 19 1.70KB 34 0.02 Kbps 0.04 pps 16 bps 0pps

Action
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DSCP (Flow)

View Reports

View Schedule Create Report

View Options v Share Print Schedule Copy Close

DSCP

DSCP (Flow)

Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering ~ Direction: Outbound ~ Flow Type: Basic Flow  Execution Type: Time Series  Sort By:BitRate  Bin Duration: Auto  Start Time: Mar 21, 2022 03:26:55 EDT (GMT-04:00)  End Time: Mar 21, 2022 03:41:55 EDT (GMT-04:00)  Bin Interval: 1 minute

750 - 34 (AF41) =
- 45 (EF) =
= = 0(BE)
& o - 43 (CS6)
x Total
2
i1
@
= 250
&
03:27:00 03:28:00 03:29:00 03:30:00 03:31:00 03:32:00 03:33:00 03:34:00 03:35:00 03:36:00 03:37:00 03:38:00 03:39:00 03:40:00 03:41:00 03:41:55
Q Search m &
Legend C | DSCPC Total Flows & Total Bytes & Total Packets & Average Bit Rate £ Average Packet Rate & Peak Bit Rate Peak Packet Rate &
[ ] 34 (AF41) 33 27.38MB 33,907 243.37 Kbps 37.67 pps 328.16 Kbps 50 pps
- 46 (EF) 127 16.28 MB 91,668 144.72 Kbps 101.85pps 193.79 Kbps 136 pps
D 0(BE) 1,125 10.99 MB 64,618 97.66 Kbps 71.80 pps 220.58 Kbps 94 pps
- 48 (CSs) 145 10.12KB 203 0.09 Kbps 0.23 pps 112bps 0pps

[ ]
/Action
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Application DSCP Audit (Flow)

View Reports View Schedule te Report

Application DSCP Audit View Options v Share Print Schedule Copy Close
Application DSCP Audit (Flow) S B
Device: All WAN Devices Interface: All WAN Interfaces  Display Filter: No Display Filtering Direction: Inbound and Outbound Combined Flow Type: Basic Flow Execution Type: Time Series ~ Sort By: Bit Rate  Bin Duration: Auto Start Time: Mar 21, 2022 03:28:32 EDT (GMT-04:00) End Time: Mar 21, 2022 03:43:32 EDT (GMT-04:00) Bin Interval: 1 minute
: - LA/rtp/34 (AF21) -
HQ/rtp/34 (AF41) —
- @ HO/rtp-audio/4s (EF)
5 - . @D LA/rtp-audio/46 (EF)
Z I @ NY/rtp-audio/46 (EF)
e 1 HQ/snmp/0 (BE)
e @ NY/snmp/0 (BE)
P @ HO0/10.21.1.154/0 (BE)
NY/10.21.1.154/0 (BE)
& LA/snmp/0 (BE)
o Total
03:20:00 03:30:00 03:31:00 03:32:00 03:33:00 03:34:00 03:35:00 03:36:00 03:37:00 03:38:00 03:39:00 03:40:00 03:41:00 03:42:00 03:4300 034332
Page | 1 | /5>» Q Search m &
Legend & | Site & Application & DSCP ¢ Total Flows £ Total Bytes & Total Packets & Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
] LA tp 34 (AF41) 32 26.66 MB 33,010 237.01 Kbps 36.68 pps 339.74 Kbps 51 pps
[ HQ rip 34 (AF41) 30 26.65MB 32,994 236.89 Kbps 36.66 pps 369.05 Kbps 56 pps
HQ rtp-audio 46 (EF) 61 15.08 MB 87,458 134.02 Kbps 97.18 pps 177.97 Kbps 124 pps
[ LA rtp-audio 46 (EF) 50 9.74 MB 61,241 86.62 Kbps 68.05 pps 137.87 Kbps 105 pps
] NY rtp-audio 46 (EF) 15 531 MB 26,562 47.22 Kbps 29.51 pps 93.89 Kbps 58 pps
HQ snmp 0(BE) 183 4.04MB 13,698 35.93 Kbps 15.22 pps 48.86 Kbps 20 pps
[ ] NY snmp 0(BE) 113 219 MB 7,030 19.42 Kbps 7.81 pps 25.10 Kbps 10 pps
- HQ 10.21.1.154 0(BE) 74 1.86 MB 4,267 16.58 Kbps 474 pps 82.93 Kbps 23pps
NY 10.21.1.154 0(BE) 70 1.86 MB 4201 16.55 Kbps 4.67 pps 82.78 Kbps 23 pps
] LA snmp 0(BE) 164 1.84 MB 6,642 16.40 Kbps 7.38 pps 17.39 Kbps 7 pps

Action
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Top Interface Bandwidths (SNMP)

LiveActi
View Reports View Schedule

Top Interface Bandwidths View Options Share Print Schedule Copy Close

NX 17 0 45

Top Interface Bandwidths (SNMP) S B

Device: All Devices l Direction: Inbound and Outbound Separated I Execution Type: Aggregation  Start Time: Mar 21, 2022 03:29:40 EDT (GMT-04:00)  End Time: Mar 21, 2022 03:44:40 EDT (GMT-04:00)

HO-B2/G: t2/Outbound
HQ-B2/GigabitEthernet3/Inbound
gabitEthernetd/Outbound

/GigabitEthernet2/Inbound

Branch2-NY/G Outbound
Branch2-NY/GigabitEther b

HO-

GigabitEthernet2/inbound  e———

HQ-B1 utbound
Bzt B et nboond
0 20 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340 360 380 400 420 440 460 480 500 520 540 560 580
Kbps
Page | 1 35» Q Search m &
Legend C  Interface Name & Site & Device Interface Description & Interface Label & Direction & Bit Rate & Peak Bit Rate &
- I GigabitEthernet2 "Ha " HQ-B2 "HQ-LAN "HQLAN " Outbound ' 541.47 Kbps | 1.10 Mbps |
@ | GigabitEthernet3 "Ha ""Ha-B2 " WAN_SP1_MPLS1 ""HQ SP1_MPLS1 " Inbound ! 505.45Kbps | 1.08 Mbps
GigabitEthernet4 LA Branch1-LA WAN_SP1_MPLS2 LA SP1_MPLS Outbound 389.74 Kbps 869.52 Kbps
[ ] GigabitEthernet2 LA Branch1-LA Branch1 LAN Branch1-LA LAN Inbound 371.03 Kbps 567.25 Kbps
] GigabitEthernet4 NY Branch2-NY WAN_SP1_MPLS2 SP1MPLS Outbound 105.44 Kbps 510.88 Kbps
GigabitEthernet2 NY Branch2-NY Branch2 LAN - Inbound 83.79 Kbps 274.26 Kbps
] [ GigabitEthernet2 HQ HQ-B2 HQ-LAN HQ LAN Inbound 38.38 Kbps 109.07 Kbps ]
[ GigabitEthernet2 HQ HQ-B1 HQ-LAN HQLAN Outbound 27.02 Kbps 450.12 Kbps
GigabitEthernet3 HQ HQ-B2 WAN_SP1_MPLS1 HQ SP1_MPLS1 Outbound 15.68 Kbps 26.16 Kbps
] GigabitEthernet4 NY Branch2-NY WAN_SP1_MPLS2 SP1MPLS Inbound 9.27 Kbps 19.87 Kbps

Action
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Interface Bandwidth (SNMP)

Single Interface View - Over Time

View Reports

View Schedule Create Report

View Options v Share Print Schedule Copy Close

Interface Bandwidth

Interface Bandwidth (SNMP)

Device:HQ-B2  Interface: GigabitEthern:

Bin Duration: Auto Bin  Execution Type: Time Series  Start Time: Mar 21, 2022 03:35:00 EDT (GMT-04:00)  End Time: Mar 21, 2022 03:50:00 EDT (GMT-04:00)

Interface Description: HO-LAN  Site: HQ  Service Provider: HQLAN  Interface Label: HQLAN  Input Capacity: 1 Gbps  Output Capacity: 1 Gbps

= Inbound Bandwidth

— Outbound Bandwidth =
T
2
H

e 1
3
g
s
2
03:36:00 03:38:00 03:39:00 03:40:00 03:41:00 03:42:00 03:43:00 03:44:00 03:45:00 03:46:00 03:47:00 03:48:00 03:49:00 03:49:55
Q Searc m &
Legend C  Name Average & 95th Percentile Bandwidth £ 99th Percentile Bandwidth Peak Bandwidth
[ ] Inbound Bandwidth 39.39 Kbps 96.04 Kbps 109.07 Kbps 137.90 Kbps
] Outbound Bandwidth 557.03 Kbps 858.46 Kbps 1.10 Mbps 1.15Mbps

[ ]
/Action
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Interface Utilization (SNMP)

Single Interface View - Over Time

LiveActi b i ®
View Reports View Schedule Create Report
Interface Utilization View Options v Share Print Schedule Copy Close
Interface Utilization (SNMP) s B
I Device: HQ-B2 Interface: GigabitEthernet2 I Bin Duration: Auto Bin Execution Type: Time Series Start Time: Mar 21, 202: 37:57 EDT (GMT-04:00) End Time: Mar 21, 2022 03:52:57 EDT (GMT-04:00] Interface Description: HQ-LAN Site: HQ Service Provider: HQ LAN Interface Label: HQ LAN Input Capacity: 1 Gbps Output Capacity: 1 Gbps
e = Inbound Utilization —
= Inbound Peak Utilization -
Outbound Utilization
# 01 = Outbound Pesk Utilization
r
g
2
2 005
0
03:38:10 03:39:00 03:40:00 03:41:00 03:42:00 03:43:00 03:44:00 03:45:00 03:46:00 03:47:00 03:48:00 03:49:00 03:50:00 03:51:00 03:52:00
Q Sea m &
Legend &  Name £ Average 95th Percentile Utilization & 99th Percentile Utilization £ Peak Utilization &
[ Inbound Utilization 0.00% 0.01% 0.01% 0.01%
] Inbound Peak Utilization 0.00% 0.01% 0.01% 0.01%
Outbound Utilization 0.06% 0.08% 0.11% 0.12%
[ Outbound Peak Utilization 0.06% 0.08% 0.11% 0.12%

[ ]
/Action
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Top Interface Errors (SNMP)

LiveActi NX 7 45
View Reports View Schedule Create Report
Top Interface Errors View Options v Share Print Schedule Copy Close
Top Interface Errors (SNMP) s B
l Device: All Devices  Direction: Inbound and Outbound Separated | Execution Type: Aggregation  Start Time: Mar 21,2022 03:39:16 EDT (GMT-04:00)  End Time: Mar 21, 2022 03:54:16 EDT (GMT-04:00)
GigabitEthemet2/Inbound 1 —
utbound 1 =
13/Inbound
/Outbound 1
Inbound ¥
'
'
gabitEthernetd/Outbound 1
0 05 1
pps
Page 1 35 Q Searc m &N
Legend & Interface Name & Site & Device & Interface Description & Interface Label & Direction & Packet Rate & Peak Packet Rate & Total Errors £
] GigabitEthernet2 HQ HQ-B1 HQ-LAN HQ LAN Inbound 0pps 0pps 0 Packets
[ ] GigabitEthernet2 HQ HQ-B1 HQ-LAN HQ LAN Outbound 0pps 0 pps 0 Packets
GigabitEthernet3 HQ HQ-B1 WAN_SP2_MPLS1 HQ SP2_MPLS1 Inbound 0pps 0pps 0 Packets
[ ] GigabitEthernet3 HQ HQ-B1 WAN_SP2_MPLS1 HQ SP2_MPLS1 Outbound 0 pps 0 pps 0 Packets
] GigabitEthernet2 LA Branch1-LA Branch1 LAN Branch1-LA LAN Inbound 0pps 0pps 0 Packets
GigabitEthernet2 LA Branch1-LA Branch1 LAN Branch1-LA LAN Outbound 0pps 0pps 0 Packets
| GigabitEthernet3 LA Branch1-LA WAN_SP2_MPLS2 LA SP2 MPLS Inbound 0pps 0pps 0 Packets
[ ] GigabitEthernet3 LA Branch1-LA WAN_SP2_MPLS2 LA SP2 MPLS Outbound 0 pps 0 pps 0 Packets
GigabitEthernet4 LA Branch1-LA WAN_SP1_MPLS2 LA SP1_MPLS Inbound 0pps 0pps 0 Packets
] GigabitEthernet4 LA Branch1-LA WAN_SP1_MPLS2 LA SP1_MPLS Outbound 0pps 0pps 0 Packets
[ ]
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Top Class Drops (SNMP)

=  LiveActionw 17 0 e0 45

View Reports View Schedule Create Report

Top Class Drops View Options ~ Share Print Schedule Copy Close

Top Class Drops (SNMP) S B

Device: All Devices  Exclude Class Defaults: false  Unit: Bit Rate  Direction: Inbound and Outbound Separated  Execution Type: Aggregation  Start Time: Mar 21, 2022 03:41:01 EDT (GMT-04:00 End Time: Mar 21, 2022 03:56:01 EDT (GMT-04:00)

No data

Sometimes It's Nice to Get an Empty Report

Action
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LAB 5: Dashboards
and Reporting

e Create and View Dashboards

* Create & View Reports
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Collecting Flows in
LiveNX

LiveAction’
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Flow Collection

* The industry standard for flow type is “IPFIX”
 Cisco uses sflow for certain devices types, such as Nexus 5k Switch

* Netflow is a brand name for Cisco Flow
* Like Jaguar is a brand name for an automobile
* Juniper uses a flow type called “jflow”

* LiveNX can ingest most types of flow
technology

* If a Flow Export is v5, v9, or IPFIX LiveNX
can gather that information!

Action
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Configure NetFlow Monitoring (LiveNX Engineering Console)

* Two types of Cisco Netflow — Traditional and Flexible
 Traditional - an older flow type that uses a set record that cannot be configured

* Flexible - newer flow type that allows for more granular record configuration

B Flow Configuration o O X
Instructions
( Select devices to configure flow ‘
- Flow Configuration Table
Q-
Select Device Type 1P Address Description Tags | Traffic Statistics (FNF) I Application Response Time (AVC)  Voice/Video Performance (Medianet) | Traditional I Custom
O @ Branchi-LA | Standard Vv 198.19.1.1 Cisco 10S Software [Den... WAN, LA, 1000000, 10... © © ©
O @ Branch2-NY | Standard v |198.19.2.1 Cisco 10S Software [Den... WAN, NY, 1000000, 10... ] (%] (%) (%) (%]
O @ Ho-B1 Standard ~ \/|198.18.129.24  Cisco 10S Software [Den... WAN, HQ, 1000000, 10... © © © © ©
O @ Ho-B2 Standard ~ V/|198.18.129.25  Cisco IOS Software [Den... WAN, HQ, 1000000, 10... [ © o © ©
O @ Ho-MC Standard ~ V/|198.18.125.23  Cisco 10S Software [Den... HQ () © © o

* Traditional Netflow should only be used if Flexible is not available!

* LiveNX can discover what type of Netflow is supported and configure it for you!

* LiveNX will not let you configure both Traditional and Flexible on the same interface

L ]
Remember: Configuration of devices is achieved through Engineering Console — or other configuration tools) Act|0n®
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Traditional v. Flexible Netflow - Preview CLI

Device
APN-ASR1001-114

Type
Standard

APN-ASR1001-114

config t

ip
ip
ip
ip
ip

flow-export wersion 9

flow-cache timeout active 1

flow-cache timeout inactive 15
flow-export source GigabitEthernet0/0/3
flow-export destination 172.17.101.81 2055

interface GigabitEthernet0/0/1.100
ip flow ingress
ip flow egress

APN-ASR1001-114

config ©

interface GigabitEthernet0/0/1.100

ip nbar protocol-discovery

exit

flow record LIVEACTION-FLOWRECORD

description DO NOT MODIFY. USED BY LIVEACTION.

This points to your flow collector
(ie; LiveNX Node)

natch
natch
natch
natch
natch
natch
natch
natch

flow direction

interface input

ipv4 destination address
ipv4 protocol

ipv4 source address

ipvd tos

transport destination-port
Lransport Source-port

collect application name

collect counter bytes

collect counter packets

collect flow sampler

collect interface output

collect ipv4 destination mask
collect ipwvd dscp

collect ipvd id

collect ipwv4 source mask

collect ipv4 source prefix

collect routing destination as
collect routing next-hop address ipvd
collect routing source as

collect timestamp sys-uptime first
collect timestamp sys-uptime last
collect transport tcp flags

exit

flow monitor LIVEACTION-FLOWMONITOR
description DO NOT MODIFY. USED BY LIVEACTION.
exporter LIVEACTION-FLOWEXPORTER-IPFIX

cache timeout inactive 10

facha timaont actima AN

NXOF.ISM.2.0.3

Cisco’s Best-Practices Templates
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Enable Flow Collection Within LiveNX Engineering Console

. Flow Configuration

O X

Instructions
Select devices to configure flow
Flow Configuration Table
Q-
Select Device Type IP Address Description Tags Traffic Statisti... Applicaton Re... Voice/Video Perf... Traditional Custom
O @ CS-2960-23-22 Standard 10.100.51.22 Cisco IOS Software... = > > > o >
O @ CS-C3650-23-36 Catalyst 3850 10.100.155.1 Cisco IOS Software... - [~ > (] (%] (%)
@ CS-C3850-23-31 Catalyst 3850 10.100.51.1 Cisco IOS Software... Palo Alto, 38... [~ > (] o (%)
() IWAN-Br1_Sydney Standard 10.100.51.35 Cisco IOS Software... Sydney, Jeff1 > > > > >
@ IWAN-BR_INET Catalyst 95000 10.100.51.32 Cisco IOS Software... WAN, Tokyo,... [~ (] (] (%] (%)
() IWAN-BR_MPLS Standard 10.100.51.31 Cisco I0S Software... Tokyo > > > > >
() IWAN-DC-MC Stgadel@ v 10.100.51.30 Cisco 10S Software... Tokyo > > > > >
O @ IWAN-MPLS-CORE Catalyst 95000 10.100.51.33 Cisco I0S Software...
O @ RTR-DC-MPLS Catalyst 3850 10\100.51.4 Cisco IOS Software... WAN, 10000..
O @ RTR_Austin Catalyst 45°? 10}100.51.6 Cisco 105 Software... WAN, Austin, .. © 5 ° © ©
O @ RTR_Birmingham - 10f100.51.7 Cisco 105 Software... WAN, 200, 2... © © © © ©
() RTR_London Catalyst 9000 .100.51.8 Cisco IOS Software... London > > > > >
O @ RTR_LosAngeles Standard 10.100.51.9 Cisco IOS Software... WAN, 2000, ... © © © © ©
O @ RTR _Louisville Stamterde——" 10.100.51.10 Cisco I0S Software... WAN, Louisvil... [~ (] (] (%] (%]
O @ RTR_Madison Standard 7‘ 10.100.51.11 Cisco IOS Software... WAN, Madiso... © © © © ©
O @ RTR_SanJose Standard / 10.100.51.12 Cisco I0S Software... WAN, San_J... (] (] (] (%] ©
O @B RTR_Seattle Standard / 10.100.51.2 Cisco IOS Software... WAN, Seattle... © © © © ©

Easily Setup Flow Configurations at the Device Level

NXOF.ISM.2.0.3
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Enable Flow Collection on Interfaces

Engineering Console
Configuring device on what to report
And LiveNX to accept the reports

WebUI
Configuring LiveNX to accept reports

B Flow Configuration - a X

Configure the type of flow you wish to receive from the interfaces
Flow Configuration Tabl

Q-
Device Type 1P Address Description Tags Traffic Statistic... Application Res... Voice/Video Perfo... Traditional Custom
& @ Branch14A [catalystooon  v|ms.1e.11 Cisco 108 Software ... WAN, LA, 100... ) ° ° ©
® Gigabitethernet2 - 198.19.1.1 Branch1LAN 1000000, 100... O [m] [m] ] [m]
® GigabitEthernet3 - 100.64.1.2 WAN_SP2_MPLS2  LASP2MPLS, ... = = = . O [m]
® GigabitEthernet - 10.255.1.2 WAN_SP1_MPLS2 LASP1_MPLS,... I “ I O O
& @ Branch2NY [cataystooon w1021 Cisco 10S Software ... WAN, NY, Bra... © © © © ©
® Gigabitethernet2 - 188.19.2.1 Branch2 LAN Branch2LAN, ... O [m] [m] O [m]
© Gigabitethernet3 - 100.64.2.2 WAN_SP2_MPLS2  SP2_MPLS2, ... = = = ] [m]
® Gigabitethernet4 - 10.255.2.2 WAN_SP1MPLS2  SP1MPLS, SP... I = = 7] I O O
& @ HoB1 [catalystooon  v|198.18.120.24 Cisco 105 Software ... WAN, HQ, 10... © © © © ©
® GigabitEthernet2 - 198.18.129.24 HQ-LAN 1000000, 100... O |m} |m} ] |m}
® GigabitEthernet3 - 100.64.0.2 WAN_SP2_MPLST  WAN,HQSP2.. | M [~] [~] 1 O [m]
= @ Hos2 [catalystoooo  v[198.18.120.25 Cisco 105 Software ... WAN, HQ, 10...  © © © - © ©
® GigabitEthernet2 - 198.18.129.26 HQLAN 1000000, 100... [m| [m] [m] O [m]
® GigabitEthernet3. - 10.255.0.2 WAN_SP1MPLS1  SPLMPS,H.. | [ [ [l 1 O [m]
[0 configure Fiow Export Destination
LiveNX node
LiveNX node flow replicator at port
Other at IP address | | andport |

R T

Setup Flow Configurations at the Interface Level

NXOF.ISM.2.0.3

EDIT BRANCH2-NY.DCLOUD.CISCO.COM

Site Group Interval
NY NY 10 Seconds
IP Address*
198.19.2.1
POLL IPSLA Qos ROUTING FLOW LAN

\ ;}erlls‘dﬁflil\'/eN)('@aCCeptf.lnfprmatlon fromthis,device

Tags

Branch X SalesOffice x East x 3

Cancel

Action
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Re-Direct Collected Flows...

* Ability to specify alternate
target for Flow Collectors

* LiveNX Flow Replication

e Other IP / Port
(Gigamon, Samplicator,

NXOF.ISM.2.0.3

LiveNX Node

on Port#

SolorWinds...)

B Flow Configuration - [m}
Instructions
[ Configure the type of flow you wish to receive from the interfaces
rFlow Configuration Table
Q-
Device Type IP Address Description Tags Traffic Sta... Applicatio... Voice/Video P... Traditional Custom
= @ Branch14A 198.19.1.1 Cisco 105 Softw... WAN, LA, ... [} [} 5} © ©
- 6 GigabitEthernet2 - 198.19.1.1 Branch1LAN 1000000, ... O O O O O
- @ GigabitEthernet3 - 100.64.1.2 WAN_SP2_MPLS2 LASP2M... % %] %] O O
" ® GigabitEthernet4 - 10.255.1.2 WAN_SP1_MPLS2 LASP1 M... ™ O O
& @ Branch2-NY 198.19.2.1 Cisco I0S Softw... WAN, NY,...  © [} [} © ©
. @ GigabitEthernet2 - 198.19.2.1 Branch2 LAN Branch2L... O O O O O
- @ GigabitEthernet3 - 100.64.2.2 WAN_SP2_MPLS2 SP2_MPL... %] %] O O
" ® GigabitEthernet4 - 10.255.2.2 WAN_SP1_MPLS2 SP1_MPL... % %] O O
= @ HQB1 198.18.129.24 Cisco I0S Softw... WAN, HQ...  © ) ) © ©
" @ GigabitEthernet2 - 198.18.129.24 HQ-LAN 1000000,... O O O O O
" ® GigabitEthernet3 - 100.64.0.2 WAN_SP2_MPLS1 WAN, HQ... %] O O
= @ HQ-B2 198.18.129.25 Cisco I0S Softw... WAN, HQ... [} [} [} © ©
i GigabitEthernet2 - 198.18.129.26 HQLAN 1000000,... O O O O O
" ® GigabitEthernet3 - 10.255.0.2 WAN_SP1_MPLS1 SP1_MPL... % % O O
| ~Flow Export Destination .
[] Configure Flow Export Destination
(O LiveNX node
(O LiveNX node flow replicator at port
(@ Other at IP address |198.128.34.111 | and port 2055 |
| SavetoDevices | | PreviewCll | | Revert | | Back | | Close

© 2022, LiveAction, Inc. All Rights Reserved.
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NetFlow Collects Statistics on Packets as they pass...

NetFlow Enabled
T Device
EEEEHE
1
r = _Impoct Packetl NetFlow Cache \
« Source IP address g
py v o ey 7 ey Flow Information | Packets thes/packot
NetFIqw « Source port Address, ports.. | 11000 | 1528
Key Fields { | [~ Destination port = To Flow Collector
= Layer 3 protocol
= TOS byte (DSCP)
\ \-lnput Interface 3‘eate a Flow Record from the Packet Attributes j

1. A flow is unidirectional

2. Defined by inspecting a packet’s key fields (common properties) and
identifying the values

3. If the set of key field values is unique, create a flow record or cache
entry

[ ]
/Action
NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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Netflow

By analyzing the data across
interfaces and exporting the Netflow
data to LiveAction, a network
administrator can determine:

* Traffic source and destination
* Class of service

* Protocol

* Ports

e etc...

per device.

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.

IDC] New York - DC

() x 1 +

DSCP: 46 (EF)

Selected segment:
London - MPLS

Bytes: 639.20 KB
Bandwidth: 17.05 Kbps

Louisville  Palo Alto

SIESTATUS

@ Normal ® Warning
Reports v @ Critical @ Polling Disabled
ON/A
LEGEND
DISPLAY
DscP
0 (BE) 0 (Al
. o
@26 (A
@20(css: @46 (EF)
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Netflow Interface View

= LiveAction 4 =m0 e0 0

Sites > HQ > Device: HQ-B2 > Interface: GigabitEthernet2 Sep 20, 2021 06:55:00 — Sep 20,2021 07:10:00  15Min v | Auto

. GigabitEthernet2 o =
@ Status: Good 100% 0 +

View quantity & type

1P Address: 10.255.0.2 Availability Active Alerts f t ff . t .
Interface Details v = g
MPLS + . ° .

’ specitic Intertace

750 —
3 s
-3
£
z

C s . N . . HQ-B2.dcloud.cisco.com
06:55 06:58 07:00 07:02 07.04 07:06 o7:08 07:09
Q Search m &
Legend C  Name & Average & 95th Percentile Bandwidth & 99th Percentile Bandwidth £ Peak Bandwidth &
- Inbound Bandwidth 404.18 Kops 476.78 Kbps 479.72 Kbps 493.07 Kbps
1enfarzmans

- Outbound Bandwidth 329.28 Kbps 389.75 Kbps 519.63 Kbps 593.63 Kbps

Interface Errors ~

Avg pps (pps)

@ Critical @ Warning @ Good @ Poliing Disabled @ N/A

[ ]
/Action
NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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Application Flow View

Logical Topology View

LiveAction™

Single Click Drill-Down
to Details

-------

SP1_MPLS

NXOF.ISM.2.0.3
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Filtering Topologies

Click in Filter Bar — Select Filtering Option from List

=  LiveAction

U Logical Topology &=

Start Typing and Click Filter by Application Name

All

Application: Add value

0OTnet
Q E=S 050plus

%
~sP2_MpLS |

10050net
i 10086¢cn
‘ ] 104com
N
A

1111w

114la

115com

Select: Applications
by, Name,

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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Other types of Flow in LiveNX

 LiveNXcan also ingest the following types of flows:

* NSEL Flow (Network Security Event Logging)
* Cisco ASA firewalls
* Zone Based Firewalls (ASR, ISR4k)
* Wireless Flow (SSID, Wireless Client, Access Point information)

* Wireless Lan Controllers

e Cisco 3850 Switches

e “Unknown” (SFLOW, JFLOW, almost any flow technology using v5, v9, or IPFIX Export protocol)

Action
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Netflow Performance Monitors; AVC & Medianet

* AVC and Medianet use a Netflow Performance Engine that captures
advanced metrics about a flow

* AVC (Application Visibility and Control) is Application Response Time (ART)
for TCP applications

* LiveNX leverages AVC to assist users with troubleshooting TCP performance in the
network such as application delay, application response time, and network delay.

* Medianet is a Media Monitoring (MMON) engine that collects voice and
video performance parameters, such as jitter and loss, in a network

* LiveNX leverages Medianet to assist users with understanding RTP (Video,
Teleconference, VOIP) Performance

Action
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Netflow Performance Monitors; AVC and Medianet

* AVC * and Medianet * are available on:
 Cisco Integrated Services Routers Generation 2 (ISR G2)
 Cisco ASR 1000 Series Aggregation Service Routers (ASR 1000s)
* Cisco ISR 4k routers.

e Cisco Wireless LAN Controllers

* LiveNX’s AVC and Medianet Templates may be pushed to supported
devices through its’ GUI

* Separate License Purchase From Cisco

Action
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Network Based Application Recognition (NBAR2)

NBAR2 uses the Service Control Engine (SCE) with advanced classification techniques
called PDLMs (Packet Description Language Modules). This engine inspects packets
through the actual payload of the traffic.

* Much more accurate classification of traffic rather than only based-upon IP and port number

NBAR?2 is Cisco’s standard cross platform protocol classification mechanism.

* supports <1400 application and sub-application definitions.

Cisco updates NBAR2 protocol packs regularly to match new application definitions.

e LiveNX recommends updating protocol packs as they come out.

http://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/QoS nbar/prot lib/config library/nbar-prot-pack-library.html

Action
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NBAR2

* How does Deep Packet Inspection help?

QoS Flow | Routing | IPSLA | LAN

* For example, Most web traffic is HTTP R Q|| enicroles] G eame Dy [esction v |7 | efmitecran | o ooy

Search Example: (site =Honolulu | site = Chicago) & wan & flow.app = webex-meeting

. Protocol Src IP Addr Src Port Dst IP Addr Dst Port Application ~l
° I A N A PO rt fo r HTT P I S 80 TCP 192.168.15.123 55,436 192.168.12.123 80 http
TCcP 192.168.15.123 4,157 192.168.12.123 80 http
. . . . TCcP 192.168.12,123 80 192.168.15.123 4,267 http
[ ] I | d f h p p I TCP 192,168.12.123 80 192.168.15.123 4,157 http
N BAR2 Ca n Stl e I n e t e A I Cat I O n TCP 192.168.15.123 4,298 192,168.12.123 80 http

LiveNX uses NBAR2 in Flow records for detailed application information

* You can use NBAR2 definitions for granular QoS configuration

If your application is not known, you can set a NBAR application on the CLI

If NBAR2 is supported, LiveNX will push the configuration to the devices
during Netflow configuration

Action
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IANA.Org

* If LiveNX is not able to get the NBAR2 application definitions from the

device:

e Uses the IANA (Internet Assigned Numbers Authority) definitions for

Applications.

= m}
@) Service Name and Transp... X =+
# v B http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml| A 4
Most Visited QoS Flow | Routing | IP SLA | LAN |
®R M@ End:lePoElgIﬁ PauseDiq:layH‘BasicFlow v‘ =] "Defaul!ﬁberGroup v‘ = ’Display
Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting
. Protocol Src IP Addr Src Port Dst IP Addr Dst Port Application ~1
o e oo - gy
Service Name and Transport Protocol Port Numkj;z. e AT AR = =
cp 192.168.12.123 445 192.168.15.123 1,701
Last U d cP 192.168.15.123 1,701 192.168.12.123 445 microsoft-ds*
ast Update cp 192.168.15.123 58,192 192.168.12.123 80 ms-office-365
2016-02-26 CcP 192.168.12.123 80 192.168.15.123 58,192 ms-office-365
Expert(s) cP 192.168.12.123 3,389 192.168.15.123 52,255 ms-wbt
TCP/UDP: Joe Touch; Eliot Lear, Allison Mankin, Markku Koje, Kumiko One, Marf|TCP 192.168.15.123 52,255 192.168.12.123 3,389 ms-wbt
Lars Eggert, Alexey Melnikov, Wes Eddy, and Alexander Zimmermann UDP 10.253.60.14 3,218 10.253.60.255 137 netbios-ns
SCTP: Alliscn Mankin and Michael Tuexen cP 192.168.15.123 3,637 192.168.12.123 1,305 pe-mike™
DCCP: Eddie Kohler and Yoshifumi Nishida cP 192.168.12.123 1,305 192.168.15.123 3,637 pe-mike™
Reference UDP 10.0.0.2 7,777 7.7.7.17 5,555 personal-agent™®
uDP 10.0.12.2 7,777 8.8.8.3 5,555 rsonal-agent™
[RFC6335] pe 2

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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Custom
Application Label

* What if you have your own
custom applications in the
Network?

* You can go into LiveNX and
define applications based on
Protocol, Ports or IP Address
and see the application name
you desire

NXOF.ISM.2.0.3

LiveActionClient

: |This port is used for LiveAction Clients Communication|

IP Address: Spedifiy IP ranges (ex: 192.168. 1. 1-200) or one IP per line

Layer 4 Protocol:

OK

[ ]
®
© 2022, LiveAction, Inc. All Rights Reserved. /\Ctlon




Using Flows for QoS

* Quality of Service (QoS) refers to the capability of a network to prioritize provide
better service to selected network traffic over various applications

* Without QoS policies, each packet is given equal access to network resources.

* For example, Voice and Video applications are delay and jitter sensitive. If a FTP transfer and
a Voice transfer are both being processed through the same interface at the same time, then
the Voice transfer could have to wait until the FTP packets are processed. This could result in
dropped voice packets and complaints by the those utilizing the voice application.

* Using QoS a network administrator could prioritize those Voice packets over the
FTP packets, ensuring good quality for those utilizing the Voice application.

Action
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Differentiated Service Control Point (DSCP)

* Depending on your network, you
would define which traffic needs

Network Control
priority, then mark the traffic with VoIP Telephony
the correct DSCP values. Broadcast Video

Multimedia Conferencing

RealTime Interactive

* These values may then be used to Multimedia Streaming
give priority to traffic throughout the Call Signaling

network, specifying Per-Hop- Low-Latency Data
i OAM
Behaviour. ,. |
High-Troughput Data
Best Effort
Low-Priority Data

AF41

Cs3
AF21
Ccs2

AF11
DF
Cs1

RFC 2474
46  RFC3246
40  RFC2474
34  RFC2597
3%  RFC2474
24  RFC2474
18  RFC2597
16 RFC2474
10 RFC2597

0  RFC2474
8 RFC 3662

© 2022, LiveAction, Inc. All Rights Reserved.
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Packets & DSCP Markings

| « IPv4 Packet Header

® 4 0
Unusefd
DitfSery Code Point (OSCP)| IP[ECN
\ : )\ :
RFC 2474 RFC 3169
DiffServ Extensions I[P ECN Bits

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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QoS
Techniques

» After setting DSCP Markings
in your network you can
easily conform the traffic to
your network needs with:

* Queuing
* Shaping

* Policing

NXOF.ISM.2.0.3

Class-InteractiveVideo
22%

Class-StreamingVideo
12% Class-VYoice

10%

Class-Routing
1%

)

Class-MissionCritical

12%
Class-CallSignaling g
1% Available
Class-Transactional 2o
50 class-default

10%

Class-NetworkManagement

Action’
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LAB 6 & 7: Working With
Flow and Customizing Filters

e Discover Flows
* |dentify Flows

e Create Custom Filters

© 2022, LiveAction, Inc. All Rights Reserved.




LiveNX
Implementation

LiveAction’
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SyStem Req u i reme ntS http://www.liveaction.com/support/specifications/

* Server Platform Specifications:

* VMware ESXi v5.0 or higher — VMware Hardware Version 8 (vmx-8)
* Network Hardware — At least two Physical NICS on ESXi

e Support up to 10 Gbps

e Virtual NICs on OVA are utilizing E100

Proof Of Concept Small Medium Large Physical
(POC) Deployment Deployment Deployment Deployment

<= 25 Devices or <= 100 Devices or 100-500 Devices or 500-1000 Devices or  Upto 1000 Devices or
<= 25k Flows/sec. <= 50k Flows/sec. <= 100k Flows/sec. <= 150k Flows/sec. <= 500k Flows/sec.
Min Requirements:
Min Requirements: Min Requirements: Min Requirements: Min Requirements: e 64 vCPU Xeon Gold 5218
e 8 vVCPU Xeon or i7 e 16 vCPU Xeon ori7 e 16 vCPU Xeonori7  * 32 vCPU Xeonori7 * 768 Gb RAM
e 16 Gb RAM * 32 Gb RAM * 64 Gb RAM * 64 Gb RAM ¢ Max Heap Size 384GB
e Max Heap Size 8GB ¢ Max Heap Size 16GB ¢ Max Heap Size 31GB ¢ Max Heap Size 31GB ¢ 32TB Data Disk
e 500GB Data Disk e 2TB Data Disk e ATB Data Disk e 8TB Data Disk (16TB usable with RAID 10)

Action’
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Disk Sizing- SNMP
SNMP
* QoS, IPSLA, Interface stats, etc.

* Raw data - never averaged on disk

e Poll rates and technology determines : = B
utilization .

nnnnnnn

Hardcode Sample Ratio

LiveAction Recommends ey - R
* Router polling = 30 seconds
e Switch polling = 1 minute or 5 minutes

* Poll fewest technologies required

SITE ¢ INTERFACES HARDCODEDS.. & POLL ¢  aqos ¢ now ¢ Psa ¢ ROUTING ¢ aN ¢ TAGS

All v All v All v All v All v All v T:
HQ 2 v v v 10 seconds
LA 3 v v v 10 seconds
HQ 2 v v v 10 seconds
4 v v v 10 seconds

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Disk Sizing

S N M P o Local d‘riv‘e preferre.d
Minimum equivalent to SATA 6 Gb/s performance

° QOS, |PS LA’ | nte rfa ce, etc. stats 7,200 RPM base or 10,000 RPM for better performance
RAID 10 for better performance

« Raw data - never averaged on disk SSD for better performance

. o SAN and NAS
 Poll rates and technology determines

Meet performance and latency specification of local drive

utilization
Support sustained writes at high speed

RAW FIOW - 90% Of Storage Support sequential reads at high speed for sequential blocks
« Raw data - never averaged on disk
*  Flow/ Sec determines utilization We typically see:
Long Term Flow 1 year SNMP + Long-Term Flow
5 minute averaged on disk <=
e  Capacity Planning data 1 Month of RAW Flow

e  WAN data is default data sent here

Action
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Disk Sizing

SNMP Each LiveNX node supports ~76TB disk space. Recommended way is to add each disk of 10TB

Number o Devices 1000
SNMP/Month 22 -45GB 56 -112GB 112 - 225GB 225 -450GB

Poll rates and technology determines utilization - This is assuming 25% of devices are 30 Second Poll/ 75% 60 Second Poll

RAW Flow

Avg Flow Rate (K flows sec < 100K/sec < 200K/sec < 300K/sec
RAW Flow/Month .75TB

Long Term Flow

Avg Flow Rate (K flows sec < 100K/sec < 200K/sec < 300K/sec
Long Term Flow/Month 30GB 60GB 90GB

Action
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NetFlow Bandwidth Overhead — Someone ALWAYS Asks!

Device Type Flows/Sec
.61

WAN Router

158-309Kbps

2Kbps (1%

Full-Duplex User NetFlow Bandwidth NetFlow Bandwidth
Avg.-Peak
) (4%)

14.8Kbps (4%

WAN Router 34 505K-1.1Mbps 16Kbps (3%) 42.4Kbps (3%)
WAN Router 27 820K-2.6Mbps 22Kbps (2%) 36Kbps (1%)
WAN Router 197 ~21-39Mbps 85Kbps (.04%) 117Kbps (.03%)
WAN Router 366 ~37-72Mbps 161Kbps (.04%) 219Kbps (.03%)
WAN Router 474 ~80-125Mbps 280kbps (.03%) 396Kbps (.03%)
Internet Router 593 ~75-115Mbps 317Kbps (.04%) 418Kbps (.03%)
Core Switch 633 ~146-335Mbps 470Kbps (.03%) 578Kbps (.01%)
Core WAN Router 22,000 ~4-4.2Gbps 11Mbps (.02%) 12Mbps (.02%)

Bandwidth | <768Kbps 1.544Mbps 3Mbps

3%

Overhead

Note: the percentages represent the percent of bandwidth utilized by Flow compared to rest of the end-user bandwidth. Each of these

examples has Flow configured bi-directionally on only the WAN interface.

NXOF.ISM.2.0.3

© 2022, LiveAction, Inc. All Rights Reserved.
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Disk Retention

Settings > Data Store Management > Nodes Data Store:

=  LiveActionw ™

Q searc

Configuration
Data Source Management
Data Store Management A~
Disk Overview
Nodes Dafp, Store
Web Ul Data Store
Device Entity Page Reports
Email Configuration
Integrations v
Licensing v
License Configuration
License Expiration Notification
LiveNA Configuration
Mounted Data
Nodes
Properties v
Proxy
Reports v
Security v
Single Sign On
SNMP Trap
Syslog
Troubleshooting v

Updates

DEFAULT SETTINGS

Are applied for all nodes that do not use custom settings

LOCAL Defauit settings applied
Available Free Space: 482.31GB

@ Other Store Size:17.39GB @ SNMP Store Size:33.11 MB @ Flow Store Size:15.03 MB
@ Engineering Console Alert Store Size:45.66 KB @ Long-Term Store Size:13.38 MB

Total Disk Space: 499.76 GB

Admin can set:

« Data Retention policy
* Manual Purge

« Backup

* Mounting

Disk full = Automatic Purging

Provision Enough Disk Space!

© 2022, LiveAction, Inc. All Rights Reserved.

NXOF.ISM.2.0.3

DEFAULT SETTINGS

SNMP

Display a warning when any database exceeds:

500

Automatically purge data older than:
10

Before purging, archive to:

Flow

[2 Display a warning when any database exceeds:

500

Automatically purge data older than:
10

Before purging, archive to:

Engineering Console Alert
Display a warning when any database exceeds:

500

Automatically purge data older than:
10

Reset now

Purge now

Reset now

Purge now

Reset now

Purge now

Action
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Search — Data Bin

REPORT DETAILS

Report Name

Application

Report Description

Enter report description
Devices

All WAN Devices

Interfaces

Al WAN Interfaces

Flex Search @

Ex.: site=Honolulu & wan & flow.app=http

Display Filter

No Display Filtering
Direction

Outbound

Flow Type

Basic Flow

Execution Type

Time Series

Sort By
Bit Rate

Business Hours
All Hours

Cannot be used with All Devices

| Bin Duration
Auto

1 minute

Raw Flow Data

Due to the options selected, this report will utilize the
Raw Flow datastore (slower).

in Duration: Auto

06:10:00

View Options v

Start Time: Mar 21, 2022 05:59:06 EDT (GMT-04:00)

06:12:00

Share Print Schedule

Copy

Close

s B

>
End Time: Mar 21, 2022 06:14:06 EDT (GMT-04:00)

Bin Interval: 1

minute

@ rtp
@ rtp-audio
@ snmp
@ 10.21.1.154
@ ipfix
sip
- ica
- fip
statistical-p2p
@ citrix
Total
06:13:00

 LiveAction stores all data in the raw in the RAW Flow database
 LiveAction stores all data in the long term database with 5 minute average

« 1 minute bin < 1 hours search

* 5 minute bin >= 1 hours search

© 2022, LiveAction, Inc. All Rights Reserved.
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Have a plan for Semantic Data
Create a three-tier model

Device Semantics...

LiveAction NX 17 . 45

Device Inventory Enter Filter Request Here "

Devices \/erify/\&onsistency;
Q
DEVICE < DEVICE SERIAL < IP ADDRESS < SITE < NODE ¢ TAGS < GROUP < MODEL 0S VERSION < DESCRIPTION <
2 198.18.129.24 HQ Local - - ciscoProducts.3004 17412 Cisco 10S Software [Bengalur..
101 198.19.1.1 LA Local ciscoProducts.3004 17412 Cisco 10S Software [Bengalur...
3 198.18.129.25 HQ Local - ciscoProducts.3004 17412 Cisco 10S Software [Bengalur...
0000000021 198.19.2.1 NY Local - - ciscoProducts.3004 174.1a Cisco 10S Software [Bengalur.
Allrows 4
e A\BB!Y atiSite, Device, Interface
—
(hreezllier«Model) .
\Y /
INTERFACENA.. C  IP ADDRESS { SUBNETMASK ¢ DEVICE SITE ¢ WANTYPE { | SERVICEPROVI.. ' INPUTCAPACITY '  OUTPUTCAPAC..C  ABBREVIATED.. {  IFINDEX ¢  DESCRIPTION {  SPEED ¢ Tvee LABEL O] Tacs <
erface P e e evice Site Al v ervice P a eviate e e e Type Labe T
GigabitEthernet2 198.18.129.24 255.255.192.0 HQ-B1 HQ 1Gbps 1Gbps = Gi2 HQ-LAN 1Gbps = ethernet_csma... HQLAN
GigabitEthernet3 100.64.0.2 255.255.255.0 HQ-B1 HQ WAN SP2_MPLS 4 Mbps 4Mbps | Gi3 WAN_SP2_MP. 1Gbps = ethernet_csma.. HQ SP2_MPLS1
GigabitEther 198.19.1.1 255.255.255.0 LA Branch1 LAN 1Gbps 1Gbps = Gi2 Branch1 LAN 1Gbps  ethernet_csma. Branch1-LALAN
GigabitEthernet3 100.64.1.2 255.255.255.0 Branch1-LA LA WAN SP2_MPLS 2 Mbps 2Mbps = Gi3 WAN_SP2_MP. 1Gbps = ethernet_csma... LA SP2 MPLS
GigabitEthernet4 10.255.1.2 255.255.255.0 Branch1-LA LA WAN SP1_MPLS 2 Mbps 2Mbps = Gi4 WAN_SP1_MP_. 1Gbps = ethernet_csma... LA SP1_MPLS
GigabitEthernet2 198.18.129.26 2655.255.192.0 HQ-B2 HQ HQLAN 1Gbps 1Gbps @ Gi2 HQ-LAN 1Gbps = ethernet_csma... HQLAN
GigabitEthernet3 10.255.0.2 255.255.255.0 HQ-B2 HQ WAN SP1_MPLS 2 Mbps 2Mbps | Gi3 WAN_SP1_MP. 1Gbps  ethernet_csma HQ SP1_MPLS1
GigabitEthernetl 192.168.122.161 255.255.255.0 Branch2-NY NY - 1Gbps 1Gbps = Gil 1Gbps  ethernet_csma. -

NXOF.ISM.2.0.3
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ACUionN



NetFlow Best Practices |

|

N\

LiveAction
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NetFlow Best Practices

» Use LiveAction to deploy NetFlow

« Use Flexible NetFlow when possible*

« Use NBARZ2 and standardized on Protocol Pack

* Use NetFlow v9 or IPFIX

» Enable Flow on the fewest interfaces possible

« Medianet and AVC on WAN interfaces only for routers
« Use good IOS for Medianet and AVC

*with good/modern 10S

Action
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NetFlow — Configuration Management

[ Multiple CLI Viewer = x|

Cisco_1811

config t

policy-map type performance-monitor LIVEACTION-POLICY-MEDIANET

exit

class-map match-any LIVEACTION-CLASS-MEDIANET

exit

class-map LIVEACTION-CLASS-MEDIANET

Imatch protocol telepresence-media

jmatch protocel rtp

exit

policy-map type performance-monitor LIVEACTION-POLICY-MEDIANET

class LIVEACTION-CLASS-MEDIANET

exit

exit

interface Vlan3

service-policy type performance-monitor input LIVEACTION-POLICY-MEDIANET .

service-policy type performance-monitor output LIVEACTION-POLICY-MEDIANET U S e B e St P ra Ctl C e N et F | OW
exit

ip flow-cache timeout inactive 15 . . . .
ip flow-export destination 10.0.50.3 2055

o o e templates built into LiveAction
description DO NOT MODIFY. USED BY LIVEACTION.

destination 10.0.50.3

source FastEthernetl

transport udp 2055

template data timeout 600

option application-table

option interface-table

exit

flow record type performance-monitor LIVEACTION-FLOWRECORD-MEDIANET
description DO NOT MODIFY. USED BY LIVEACTION.

imatch flow direction

match ipv4 destination address

Imatch ipv4 protocol

match ipv4 source address

match transport destination-port

match transport rtp ssrc

imatch transport source-port

collect application media bytes counter

collect application media bytes rate

collect application media event

coliect application media packets coumber S Note: LiveAction Support has configuration guides for enabling flow
Cose for platforms that may not be part of this configuration wizard.

Action
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NetFlow — Flexible NetFlow

LiveAction

View Reports

NX

Top Analysis, Last Fifteen Minutes

Top Analysis (Flow)

Top Analysis

Device: HO-B1  Interface: All Interfaces

Page | 1 | /12 >»

Time &

Mon, 21 Mar 2022 10:13:42 GMT
Mon, 21 Mar 2022 10:13:43 GMT
Mon, 21 Mar 2022 10:13:56 GMT
Mon, 21 Mar 2022 10:14:04 GMT
Mon, 21 Mar 2022 10:14:22 GMT
Mon, 21 Mar 2022 10:14:41 GMT
Mon, 21 Mar 2022 10:14:41 GMT
Mon, 21 Mar 2022 10:14:42 GMT
Mon, 21 Mar 2022 10:14:53 GMT
Mon, 21 Mar 2022 10:15:00 GMT

1Pv4 Ident &
51,053
55816
52,757
12,701
12,709
12714
55818
51,055
52,775
12,724

Display Filter: No Display Filtering

Src IP Addr &
100.64.0.1
100.64.0.2
100.64.0.1
100.64.0.1
100.64.0.1
100.64.0.1
100.64.0.2
100.64.0.1
100.64.0.1
100.64.0.1

Dst IP Addr &
100.64.0.2
100.64.0.1
198.18.133.34
224005
224005
224005
100.64.0.1
100.64.0.2
198.18.133.34
224005

Direction: Inbound and Outbound Combined

DSCP &
48 (CS6)
48 (CS6)
0(8E)

48 (CS6)
48 (CS6)
48 (CS6)
48 (CS6)
48 (CS6)
0(BE)

48 (CS6)

Protocol &
TCP

TCP

ubpP
OSPFIGP
OSPFIGP
OSPFIGP
TCP

TCP

ubpP
OSPFIGP

Flow Type:

wAA

Basic Flow

Src Port &
179
44486
53426

0

0

0

44486
179
53426

A

Top Analysis Display Type: Time Sorted - Raw Flows

pplication/

N\

AN

NBAR2/Data

Dst Port &
44486
179
2055
0

0

0

179
44486
2055
0

TCP Flags
ACK
ACK PSH

ACK
ACK PSH

1Pv4 Src Prefix &
100.64.0.0
100.64.0.2
100.64.0.0
100.64.0.0
100.64.0.0
100.64.0.0
100.64.0.2
100.64.0.0
100.64.0.0
100.64.0.0

Execution Type: Aggregation

Src Prefix Len
24
32
24
24
24
24
32
24
24
24

Should Wait For Dns Resolution: false

InIF ¢
GigabitEthernet3
Nullo
GigabitEthernet3
GigabitEthernet3
GigabitEthernet3
GigabitEthernet3
Nullo
GigabitEthernet3
GigabitEthernet3
GigabitEthernet3

Top Analysis Limit: 5000

Application(NBAR)
bap

bap

netflow

ospf

ospf

ospf

bgp

bgp

netflow

ospf

NXOF.ISM.2.0.3
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View Options v Share

Next Hop IP Addr &
0.0.0.0
100.64.0.1
198.18.133.34
0.0.0.0
0.0.00
0.0.0.0
100.64.0.1
0.0.0.0
198.18.133.34
0.0.0.0

Start Time: Mar 21, 2022 06:13:36 EDT (GMT-04:00)

Q

Dst Prefix Len &
32
24
18
0
0
0
24
32
18
0

45

Print

OutIF &

Nulio
GigabitEthernet3
GigabitEthernet2
Nullo

Nullo

Nullo
GigabitEthernet3
Nullo
GigabitEthernet2
Nullo

View Schedule

Schedule

Direction &
Ingress
Egress
Ingress
Ingress
Ingress
Ingress
Egress
Ingress
Ingress

Ingress

Create Report

Copy

HTTP Host &

Close

End Time: Mar 21, 2022 06:28:36 EDT (GMT-04:00)

SSL(

&
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NetFlow —

audio-over-http
internet-audio-streaming
internet-video-streaming
skype
msn-messenger
netflix

linkedin
pandora
rhapsody
dropbox
call-of-duty
twitter

youtube
facebook
espn-browsing
espn-video
skydrive
salesforce
wikipedia

http

hulu

instagram
yahoo-mail

NXOF.ISM.2.0.3

NBAR2

apple-app-store
apple-ios-updates
apple-services
mac-os-x-updates
itunes
itunes-audio
itunes-video
facetime

gmail
google-docs
google-earth
google-play
google-plus
google-services
gtalk
gtalk-video
gtalk-voip
gtalk-chat

cisco-jabber-audio
cisco-jabber-control
cisco-jabber-im
cisco-phone
cisco-phone-audio
h323

mgcp

ms-lync
ms-lync-audio
ms-lync-video

rtp

Sip

skinny
telepresence-control
webex-media
webex-meeting
webex-app-sharing

This is a sample of the applications found on a
LiveAction Customer’s Network via NBAR2

© 2022, LiveAction, Inc. All Rights Reserved.
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NetFlow — NetFlow v9 or IPFIX

IPFIX = IP Flow Information Export

You can think of IPFIX as IETF Standard NetFlow v10

NetFlow v9 and IPFIX are template based — Allows extensions for inserting extra data
into the Flow records

IPFIX allows for more fields and that can be variable in length

IPFIX allows a vendor proprietary information

Example IPFIX variable fields:
URL

827:2 ads:2 248:3 829:2 pixel;r=1608579339;fpan=0;fpa=P0-322201277-
1287906563231;ns=0;url=http%3A%2F%2Fw:2 quant.swf:2 981:3 crossdomain.xml:3 913:2 914:2 461:2
cgi-bin:6 915:2 ad:2 462:2 adcedge:2 839:2 quant.js:2 api:3 761:2 notice.do:2 _vti_bin:2 jaction:2
images:10 pixel;r=1182204851;fpan=0;fpa=P0-322201277-
1287906563231;ns=0;url=http%3A%2F%2Fw:2 features:4 shows:6 adServer:2 captions.xml:3 pagead:9
499:3 live-streams:2 b:3

us.bc.yahoo.com B:1

thumbnails.huluim.com

NetFlow v9 - RFC3954
IPFIX — RFC5101

Action
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NetFlow — Where to Enable Flow?

The Fewest Interfaces Possible!
Why?
* Most Efficient
* Lowers CPU, bandwidth consumption, disk space

Routers
» Usually WAN Interfaces Only

Switches

« Watch CPU if lots of interfaces are enabled with Flow

« If switch only supports ingress Flow, use fewest interfaces that
provides required visibility

« If switch support ingress/egress Flow, typically only uplinks
required

Action
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NetFlow - AVC/Medianet

« AVC/Medianet enabled on fewest interfaces possible
o Enable only on WAN interfaces for routers
o L2/L3 uplinks only on switches

« Modify Interesting traffic class-maps where applicable

class-map match-any LIVEACTION-CLASS-AVC
match access-group name LIVEACTION-ACL-AVC

class-map match-any LIVEACTION-CLASS-MEDIANET
match protocol rtp

match protocol telepresence-media

Note: LiveAction Support can provide additional details and 10S data.

Action
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ANALYSIS
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1A
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Other Best Practices
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LiveAction
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LiveAction Provide QoS for:

A « SNMP Flow, SSH/Telnet to devices
* Nodes Communicate on TCP 7026

Action
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Have a plan for Semantic Data
Create a three-tier model

Device Semantics...

=  LiveAction

Device Inventory

Devices \/erify/Consistency,
Q
DEVICE ¢ DEVICE SERIAL ¢ IP ADDRESS | smE ¢ | Nooe ¢ | TAes < | GrOUP ¢ MODEL {  OSVERSION C  DESCRIPTION ¢
2 198.18.129.24 HQ Local - ciscoProducts.3004 174.1a Cisco 10S Software [Bengalur.
101 198.19.1.1 LA Local - ciscoProducts.3004 174.1a Cisco I0S Software [Bengalur.
3 198.18.129.25 HQ Local ciscoProducts.3004 17413 Cisco 10S Software [Bengalur.
0000000021 198.19.21 NY Local ciscoProducts.3004 174.1a Cisco 10S Software [Bengalur...
All rows 4
Inertaces ApplysatiSite, Device, Interface
WA AN/ St —
(MhreezlierrModel) .
\\ ——
INTERFACENA.. ¢ IP ADDRESS { SUBNETMASK ¢  DEVICE C] smE C  WANTYPE C | SERVICEPROVI. & INPUTCAPACITY {  OUTPUTCAPAC..C  ABBREVIATED.. O IFINDEX C  DESCRIPTION ¢ SPEED ¢ TYee ¢ LaBEL o) Tacs ¢
PA C All v P -
198.18.129.24 255.255.192.0 HQ-B1 HQ - - 1Gbps 1Gbps Gi2 2 HQ-LAN 1Gbps = ethernet_csma HQ LAN
GigabitEthernet3 100.64.0.2 255.255.255.0 HQ-B1 HQ WAN SP2_MPLS 4 Mbps 4Mbps  Gi3 3 WAN_SP2_MP_. 1Gbps  ethernet_csma HQ SP2_MPLS1
GigabitEthernet2 198.19.1.1 255.255.255.0 LA Branch1 LAN 1Gbps 1Gbps Gi2 Branch1 LAN 1Gbps  ethernet_csma Branch1-LA LAN
100.64.1.2 255.255.255.0 LA WAN SP2_MPLS 2 Mbps 2Mbps = Gi3 WAN_SP2_MP. 1Gbps  ethernet_csma... LA SP2 MPLS
10.255.1.2 255.255.255.0 LA WAN SP1_MPLS 2 Mbps 2Mbps = Gi4 WAN_SP1_MP. 1Gbps | ethernet_csma LA SP1_MPLS
198.18.129.26 255.255.192.0 HQ HQLAN 1Gbps 1Gbps Gi2 HQ-LAN 1Gbps ethernet_csma HQ LAN
GigabitEthe 10.255.0.2 255.255.255.0 HQ WAN SP1_MPLS 2 Mbps 2Mbps = Gi3 WAN_SP1_MP_. 1Gbps = ethernet_csma HQ SP1_MPLS1
GigabitEthernet 192.168.122.161 = 255.255.255.0 Branch2-NY NY - 1Gbps 1Gbps = Gil 1Gbps | ethernet_csma
NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.




Semantic Data — In Reporting Example 1

Flex Search ©

flow.ip=198.18.128.80 | flow.app="TRAINING Configure Reports with Flex-Search using Tags
BITTORRENT" . (Semantic Data)

= LiveActionn ™ 7 mo eo 45
View Reports View Schedule
Templates Reports History
DSCP View Options v Share Print Schedule Copy Close

Q By Template Name

Patuut Tampiates DSCP vs Application (Flow) Flex-Searches used in reports are also shown on Report 4

Voice Analysis (i ] DSCP
RN L] Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Outbound  Flow Type: Basic Flow  Execution Type: Time Series ~ Sort By: Bit Rate lFIex Search: flow.ip=198.18.128.80 | flow.app="TRAINING BITTORRENT" I Bin Duration: Auto ~ Start Time: Mar 21, 2022 07:19:00 EDT (GMT-04:00)
Favorite Applications ) End Time: Mar 21, 2022 07:34:00 EDT (GMT-04:00)  Bin Interval: 1 minute
_ 300 - 34 (AF41)
Apple Fastlane Applications [i] \AFat) —
- 6 (EF) -
A Fa & Voic y — - 0 (8E)
Apple Fastlane Voice Analysis (i ] 0
£ 200 Total
3
WAN Capacity Planning (i) o
5
<
Site Network Performance Audit (i ] & 100
Voice/Video Performance Vs. Network [i]
0
Site-to-Site Traffic Utilization Audit [i ] 07:20 07:21 07:22 07:23 0724 07:25 07:26 07: 07:28 07:29 07:30 073 07:3: 07:33 07:34

Show me Custom Application Training Bittorrent data to or from 198.18.128.80

Action
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Semantic Data — In Reporting Example 2

Flex Search &
wan & tag=West &flow.app=rtp X

Application View Options v Share Print Schedule Copy Close

Application (Flow)

Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Outbound  Flow Type: Basic Flow  Execution Type: Time Series  Sort By: Bit Rate | Flex Search: wan & tag=West &flow.app=rtp

Bin Duration: Auto  Start Time: Mar 21, 2022 06:33:32 EDT (GMT-04:00)
End Time: Mar 21, 2022 06:48:32 EDT (GMT-04:00)  Bin Interval: 1 minute

400 - =
Total —
2
x
v 200
5
[ 3
&
0
06:34:00 06:35:00 06:36:00 06:37:00 06:38:00 06:39:00 06:40:00 06:41:00 06:42:00 06:43:00 06:44:00 06:45:00 06:46:00 06:47:00 06:48:32
Q Search m &
Legend C  Application & Total Flows Total Bytes & Total Packets £ Average Bit Rate £ Average Packet Rate Peak Bit Rate & Peak Packet Rate £
] rtp 34 28.37MB 35,085 252.18 Kbps 38.98 pps 342.78 Kbps 52 pps

Show me RTP data from WAN interfaces, that have West as a tag

LiveActionr
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Semantic Data — In Reporting Example 3

= LiveAction® ™ 7 om0 e0 B4
View Reports View Schedule
Templates Reports History
Destination Site Traffic, Last Fifteen Minutes View Options v Share Print Schedule Copy Close

Q By Template Name

Default Templates Destination Site Traffic (Flow) s B
Voice Analysis (i} Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Outbound ~ Flow Type: Basic Flow  Execution Type: Time Series  Sort By:BitRate  Bin Duration: Auto  Start Time: Mar 21, 2022 06:35:26 EDT (GMT-04:00)  End Time: Mar 21, 2022 06:50:26 EDT (GMT-04:00)  Bin Interval: 1 minute
IWAN (i} 750 - Ho =
- N =

Favorite Applications (i ] . - L:

& so0 @ Unknown
Apple Fastlane Applications [i] 4 @ Internet

b Total
Apple Fastlane Voice Analysis (i ] Z 0

§ 2
WAN Capacity Planning [i]
Site Network Performance Audit [i] 0

06:36:00 06:37:00 06:38:00 06:39:00 06:40:00 06:41:00 06:42:00 06:43:00 06:44:00 06:45:00 06:46:00 06:47:00 06:48:00 06:49:00 06:50:26
Voice/Video Performance Vs. Network [i]
Search 1,
Site-to-Site Traffic Utilization Audit [i ] Q Searc m &
Service Provider DSCP Audit (i) Legend O | Site & Total Flows & De- F' actoSemanti Ct PatallUtilizations Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
Track Single Site WAN Path Changes [i] - HQ 821 5425 MB 164,722 482.19 Kbps 183.02 pps 613.86 Kbps 201 pps
Application Vs. Network Performance [i ] - NY 362 782.05KB 14,181 6.95 Kbps 15.76 pps 11.30 Kbps 27 pps
Voice/Video Service Provider Performan.. @ LN B 77 601.52KB 10,242 5.35Kbps 11.38 pps 9.59 Kbps 21pps
T T
Application Service Provider Performan e - Unknown 7 5.03KB 101 0.04 Kbps 0.11 pps 48 bps Opps
[ ] Internet 88 499KB 100 0.04 Kbps 0.11 pps 48 bps 0pps

SDWAN Application Service Provider Pe. [i ]

Unknown and Internet are created from address ranges without a site:
Public addresses not assigned to a site will show up as Internet
Private Addresses not assigned to a site will show up as unknown
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Semantic Data - Sites

EDIT 1sie < W >
. . Details Address Business hours
*D t f the Sit
escriptors o e dSlte
Site Description Site IP Range (CIDR Notation IP's)
Headquarters Data Center 10.0.0.102
192.168.122.0/24
198.18.128.0/18
T
a S 10.255.0.0/24
24/1000
e D C pevess
a ta e n te r HQ-B1.dcloud.cisco.com x 2 West x HQ x Admin x 3
HO-B? deloud ciseo com s
Number of Employees
* [P Address Ranges o
Details Address Business hours
. G h . I L . . Address Latitude & Longitude
eographical Location (Region,
Address Line 2 -122.419415
.
Country, City, etc)
’ ’ San Francisco Phone Number
State/Province/Region Email
CA Email
Zip Code Region
Zip Code Continent: North America— Country: United States —
S State: California — City: San Francisco
Country
Country
Cancel m
NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved. -
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/| End of Day 1...
//5%3’/» What’s Next?

LiveAction’




Agenda - Day 2

e Quality of Service * LiveAction SD-WAN
° Concept Overview ® ClSCO/V'ptela SDWAN OverVieW
LiveNX — SDWAN Integration Overview

* Classification & Marking

* Queueing & Shaping Day O: Cisco SD WAN Planning for Deployment

* Policing & WRED * LiveNX - SDWAN Onboarding
Day 1: Cisco SD WAN Policy Validation and Intent

Day 2: Cisco SD WAN Operations

 Buffer Tuning

* QoS Best Practices

Action
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Agenda - Day 2

e Quality of Service * LiveAction SD-WAN
° Concept Overview ® ClSCO/V'ptela SDWAN OverVieW
LiveNX — SDWAN Integration Overview

* Classification & Marking

* Queueing & Shaping Day O: Cisco SD WAN Planning for Deployment

* Policing & WRED * LiveNX - SDWAN Onboarding
Day 1: Cisco SD WAN Policy Validation and Intent

Day 2: Cisco SD WAN Operations

 Buffer Tuning

* QoS Best Practices

Action
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| Quality of Service
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How to Implement QoS

Step 1 - Recognize Application Traffic (Classification and Marking)
Step 2 - Prioritize (Queuing and Shaping)
Step 3 - Throttle Traffic (Policing and WRED)

Step 4 - Buffer Tuning

Action
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Step 1 - Recognize Application Traffic

Classification and Marking

* ACL - Match SRC/DST IP addresses & port numbers

* DSCP - TOS byte QoS markings

* NBAR — Protocol discovery by Cisco devices

Action
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Step 2 — Prioritize

Queuing and Shaping

* Priority Queuing — LLQ

* CBWFQ - Guaranteed bandwidth

* Shaping - Transmit data to software set limit,
buffer and queue overage

Action
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Shaping (or Scaling)

40% Realtime
40%
10Gbs m
100Mbs
SHAPED
BANDWIDTH
ORIGINAL LINK SHAPING
BANDWIDTH
Live/\ction’
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Step 3 —Throttle Traffic

Policing and WRED

* Policing - Transmit data to software set limit, drop overage

* WRED - Selectively drop specific data before congestion occurs

Action
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Step 4-Buffer Tuning (advanced)

Limits / Priorities

Queue-limit — Buffer size that stores queue data during
congestion

Priority queue BC — Token bucket interval that schedules
the releases data in priority

[ ]
/Action
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QoS Monitoring & "l

Configuration
3 l/ I
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LiveNX QoS Baseline

* Configuring QoS Control on the network is very important, but if you
do not have a good understanding of your current network traffic...
implementing QoS could cause issues.

* You can baseline your network performance with NBAR2 reports or
Netflow reports before implementing QoS Control

* Baselining allows you to see current traffic trends and understand if
your policy will meet your network needs.

Action
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Historical QoS Class View/Reports

Dashboard | Manage

Q-

(& Enable Polling | Application / Class ~ Inputand Output ~ | 15m thr 1d 1w

Name

=9 Home
o [l He
@ Ho-e1

GigabitEthernet1

% GigabitEthernet2
@ Ho-e2
@ Ho-MC

[

File View Users

&

QoS Flow Routing

01:33:13 A

IPSLA LAN Tools

Reports | Hflp

GigabitEthernetl Input: No Policy
Before QoS - by Application (NBAR)

Historical reports from these options

01:34:13 A

— 1 ~Site Bandwidth
Dashboard | Manage _/ QoS [ Flow [ Routing [ Ipl QoS ~Interface Burstable Rate
Enable Polli Applicatio FI ~Site WAN Interface Utilizatig
le w ow Site Alert
& GigabitEthernet1 Routing Site Alert Detail
Name 1P SLA Custom Reports
Before QoS - by Application (NBA
5 9 Home LAN
& [l He = ] 0
H [—3 @ S hedul Sep 21,01:19 AM Sep 21,01:24 AM Sep 21,01:29 AM
i HQ-B1 chedule
< > i
Custom Das| Post-Polic
- @& GigabitEthernet2 Y
Report Actions 500 |-
Save
. . Save As 400
Historical reports from A
2 300
7 R " O . Schedule §
eports” Option
Export to CSV
Help 100
0

NXOF.ISM.2.0.3

QoS Reports

i

Type here to fiter reports.

Reports
~~Device CPU/Memory Usage
+~Interface Bandwidth
~~Interface Utilization
~~Interface Bandwidth Compal|
-~ Interface/Interface Drops
~NBAR Comparison

[BNBAR and Post-Policy

NBAR and Post-Policy

09/21/21, 01:15:00 AM to 09/21/21, 01:30:00 A"

Data bin: none

Custom

Y n GigabitEthernet1

Execute Report

+Pre-Policy and Post-Policy
~Pre-Policy and Post-Policy
~Pre-Policy and Post-Policy D
+~Top CPU Usage 700

NBAR

~Top Memory Usage

-~ Top Interface Bandwidths
~Top Interface Drops
~Top Class Bandwidths
+~Top Class Drops

Sep 21,01:19 AM Sep 21,01:24 AM

Sep 21,01:20 AM

© 2022, LiveAction, Inc. All Rights Reserved.

Before QoS - by Application (NBAR) in Kbps

Options ¥

Name Average

somp
ftp

conferencing

[ statistical-conf-video
statistical-p2p

ms-services

Pesk

e nowow o R

a

After QoS - by Class in Kbps

Options ¥

v

Average

Pezk

172



Discover QoS Policy Enforcement Points

Amber output Interface Policy:

e = Has Drops
LiveNX discovers the topology & connectivity, and shows QoS Policies 0K
applied to Interfaces & status Vi1

2921-Demo-67_111 1941-WAN-67_113 '/ ay
172.16.67.111 172.16.67.113 oo
Apr 05,2013 2:01 PM .\ ’ .
GiOrt
3
Eamm A
Gio/1 W
RS LM, Other  Loca
S S 10K
1920, Fa0/1/1 )
192.0.1.0/24 a 10.
Amber device: Device
Green device: Input Interface Policy: has drops

Device has NO drops No Drops

Action
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QoS ACL

* What is an ACL (access control list)?

* In the Cisco I0OS, an access control list is a record that can be used to identify
traffic, which can even be used to manage traffic.

» After identifying that traffic, an administrator can specify various actions that can
happen to that traffic.

* You can use an ACL as a packet sniffer to list packets that meet a certain
requirement. For example, if there is specific traffic on your network that you
want to match for a QoS policy, you can use an ACL to identify that traffic to
better control it

Action
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QoS Policy Detail Display

Sl T
N 2.5M

A
\ "~ 4

Llocat Branch2-NY
198.19.2.1 -

Sep 20,2021 12:58 AM e

ACL applied in this direction
to this interface - could deny some traffic!

ool Tip Contains -

- Interface Details
- Policy Name

- ACL Applied?
- Bandwidth

IputACL: ACL-onWAN
Output ACL:

Tput bandwidth: 20
Ouput bandwickh: T84

From the CBQoS MIB!

Action
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QoS Device View

| /A LiveAction - 72.234.37.51

File View Users QoS Flow Routing

D&boad|lk|age Expmd

NXOF.ISM.2.0.3

@B APN-CAT_3560_10
-G APN-CAT_3560_14

- @ GigabitEthernet0/1
@ GigabitEthernet0/14
@ GigabitEthernetd/2
@& Port-channell
0 Vian1

@ Vlan14

£-@ Cisco_1811

@ FastEthernetd

- Vlan3

=-@ Cisco_1941

5 GigabitEthernet0/0
@ GigabitEthernet0f1
@& Vlan101

@ Vlan168

FastEthernet0/1/0
& FastEthernet0/1/1

% GigabitEthernet0/1

- % GigabitEthernet0/2
@ Vian1

- & Vian12

- @ Vlan2

-8 VLANs

- [l HsL

- [l L2_Campus

3} . North East

o 2

@
G
&[] . california
G
G

IPSLA LAN Tools Reports Window Dev Help

Qo5 [ Flow | Routing | LA | LaN |

(@ Enable Poling
Name Policy Bandwidth(Kbps) Class drop
(- FastEthernet0/1/0
| lée Input 2,316 ©
. .3 Output <1 ©
EJO FastEthernet0/1/1
| il Input 949 ©
- 13 output 1,420 ©
£ % GigabitEthernet0/1
| eléInput 5,755 ©
1 output 2,906 ©
=) % GigabitEthernet0/2
| il Input 0 ©
- 13 output TRAFFIC_SHAPING_&_QUEUEING 1,454 ©
- % Vian1
. 1& Input BaselngressPolicy 6,069 ]
- Output 5,647 ]
Vlan12
14 Input 2,289 (%]
+ Output 0 ©
Vian2
i ¢ Input 0 [~}
- Output 0 ]

Policies applied on interfaces

© 2022, LiveAction, Inc. All Rights Reserved.
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QoS Interface Policy Performance

5 " H H ” H
Fie View Lhers QoS Flow Rosing PSA LAN Tooh hpodngW Select Appllcatlon/CIass View

Dsoover Marmge [ Gapsd

NXOF.I!

Moy
= Home
= .L.nh
P @ Ba-wWAET11
Derss-67_
v pbi HE ey
§ Goubittaran):
9 Ture)
B @ 23210em067_112
7 @ @13 E7_107
0 cToar 114
i @ 15067_9
=Wl R Gsow
o@ 8113
o @® Bumw
5 @ cN2S000E_3-16
B @ c921500%E_1-17
& @ 20081
= [l Q2-Canpus
& @ ascocarmenzm
o @ CISCOCATI9237
© @ LX2I0TOPT-AS-152
£ @ LX2I60SCOPE-AS-153
& @ L2%0SToPE06-190
¥ @ L3SEOSCOPEDS-151
@ 3¥25ARN-10)
B @ 4503145
o @ B05_143
o @ was510-2Q
& @ o 10015RC5-50
& @ c2921Fow-250

& () Pod_Osto_232147_201

+ @ SCOPE_c450357-210
D SkTest120

o @ SLXTEST2-197
Sy

o @ wtch

P @ Swach

& @ Wirsdeas_Device

\

1983 | Hom N

e
(3 Eratie g | Asicabon { Glaen + 12 « (OB
¢ GigabitEthernet0/ t: BaselngressPelicy

Before QS - by Apphcstion (WBaR)

Ingress Policy Name on Interface

05 002 %3 Ay D5 P [ R 50310 e

Hrer QoS - by Oess

After QoS - Class View, CBQoS MIB

—

0501 At

000
¥ 00

e

o

3
05129 A

niw

mowm Lo AL O30 A 02030 A

LR

Kbps

Kbps

Detected Applications (Before QoS)

v Ratw »

Bafore QoS - by Appheaton (EOR) n thes

Nrve Cur ek

) Brest 0
i @ @uinamn w0
i Y/ Mem 0
i V| I derabar-aro.... .
i ¥ Weor <
- WMt <1
- W @osmene n
il L n
b W B 4
! 7 W share-pare =
L @) Etateerere 1,155
L @ &0

QoS Classes

ToTaT 5
«
ey QS - by Gass 0 ks
e Curet
ol L] “
s
0
=
2
b7 It Mg o
¥ W Mesiod il 59
1 ) W reeractivet deo 6,534
= T F<)
;- ¥ Ocsndng «
] YT 0

e
<t
E
<
=1
n
n
4
a1
1,25
15,40

e

Swiruke fvy

896

Lhowr g

£l
<l

8337

1-hawr dwyg
13
tes

%

2

2]
pAL

<l

Options ¥

QOptions ~
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QoS Troubleshooting

e Real-Time QoS Issues

NXOF.ISM.2.0.3

s [ ow | Rauteg | Pta | U]

Amber QoS class color shows class drops

[@ Enable Poling || Application /Class ~ Output + | 15m thr 1d 1 [0@
" FastEthernet0/1/1 Output: CZ_SHAPING&QUEUEING
Before QoS - by Application (NBAR)

09:06:30 PM 09:07:30 PM 09:08:30 PM

Top40 ~

Before QoS - by Application (NBAR) ir > Options

Current Peak S-minute Avg  1-hour Avg

1,028 1,046 987 994

385 386 385 385

o000 153 185 101 101
1 1 <1 <1

4,800 0 <1 <1 <1
0 <1 <1 <1

1,052 1,929 1,263 1,358

Khps

0
09:09:30 PM 09:10:30 PM 09:11:30 PM

|Al Class Statistics -

CZ_VOIP (Qutput: CZ_QUEUEING)

Total:

After QoS - by Class

9:06:30 PM
9:07:30

30 PM 9:09:30 PM 9:11:30 PM

After QoS - by Class in Kbps

1,500
2,754
1,557 2,753 1,439 1,966

1,000

©
2 Matchi... 15 183 36 2%
o0 < 0 0
0 0 0 0
0 0 0 0
9:08:30 PM 9:10:30 PM *...[V] B HIGH_DATA_.. 0 0 0 0

09:06:30 PM 09:07:30 PM 09:08:30 PM

QoS Class
Drop

0
09:09:30 PM 09:10:30 PM 09:11:30 PM

© 2022, LiveAction, Inc. All Rights Reserved.
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Track QoS Performance & Policy Validation

Visualize QoS Performance

Dashboard | Manage [ Expand QoS Flow | Routing | P SLA | LAN |

Show Impact of QoS Policy

| Gos [ Flow | Routng | wsia | tan |
. [#/1® # Q- & @ Table| € Refresh AllFlowTypes | CurrentTime | current Poling Interval | 7 ~DefaultFitterGroup E‘T.@f o "“"]‘n"’:‘;‘ oD
Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting

S ceatneoemo Congestion
@ cat2960xAPN-211 .
5@ cat3750APN-213 |nd|cat0r
() cat3850APN-214 b | 18.000
p@dscoz2iaen22 || (amber color) B g oo
it Jemriise (amber color)

=[] Enterprise

H @ APN-CAT_3560_10
@ APN-CAT_3560_14
@ Cisco_1811

[ @ Cisco_1941

[ @ Cisco_2921

=Ml HsL .0.12.2 10.0.12.0/30
@ CiscoASR1k-49
L2_Campus

H @ APN-AS-17

@® APN-AS-18

@® APN-DS-15

i@ APN-DS-16

@ 7609_143

+ @ cat2960SCOPE_1-14
@ cat2960SCOPE_1-15
[ @ Cisco6509_140

a.000

01:50:56 Pht 01:52:56 Pha

o
01:54:56 0 01:56:56 Pht o1:58:56 Pht 02:00:56 Pht

After Qos - by Class

Color Mapping By DSCP
0 (8€)
=3 GB / 264 flows
W18 (AF21)
26 (AF31)
=4 M8 / 1 flow
34 (AF41)
=28 MB / 1 flow
W 16 (CS2)
W24 (C53)
32 (Cs4)
=5 GB / 6 flows
W 48 (CS6)
=917 KB / 8 flows
46 (EF

01:50:56 Pht 01:52:56 Pn 01:54:56 0 01:86:56 Pht

Policy applied to Police Interactive
Video to 512 Kbps

[ ]
/Action
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QoS Dashboard

A Dashboard = | o [
System | Application | QoS | Flow | TP SLA | WAN-PR |
{Main 2 | QoS Alerts - 24 Hours [«
Alerts 45
Reports 40 Class dropped rate
35 Class-default dropped rate
‘g 301 Interface dropped packets 834
Set ~ o] Class post-policy data rate 283
= 8 _2)5 Class pre-policy data rate
Discover Devices 5 20 | 1 J i Class dropped packets
X I 15 NBAR protocol data rate
Manage Devices 10
Define Sites S
Configure Alerts 08:00 PM  10:00 PM  12:00 AM  02:00 AM  04:00 AM 06:00 AM 08:00 AM  10:00 AM  12:00 PM  02:00 PM  04:00 PM  06:00 PM
£
QoS Policy S 15m 30m 1hr 4hr
QoS System Audit QoS Status 12/01/14, 06:45:00 PM to 12/01/14, 07:00:00 PM
Top 10 Class Input Bandwidth [7] Exdlude dass-default Top 10 Class Output Bandwidth [7] Exdlude dass-default
Class Interface Device Input BW (Kbps) Class Interface Device Output BW (Kbps)
dass-default GigabitEthernetd/0 Cisco_1941 5,059| |(WAN i -def... Gigabi 1 Cisco_2921 4,840
dlass-default Vian1 Cisco_2921 4,841| [(dass-default GigabitEthernet0/0 Cisco_1941 2,155
dass-default GigabitEthernetd/1 Cisco_1941 2,143|  [TRAFFIC_SHAPING_&_... GigabitEthernet0/2 Cisco_2921 2,153
Camera2vsM GigabitEthernetd/0 Cisco_1941 1,666| |CZ_SHAPING&QUELEIN... FastEthernetd/1/1 Cisco_2921 2,103
cInteractiveVideo Vian1 Cisco_2921 621| [TRAFFIC_SHAPING_&_... GigabitEthernetd/2 Cisco_2921 701
INBAR _Voice-Video GigabitEthernetd/1 Cisco_1941 443|  |CZ_SHAPING&QUEUEIN... FastEthernetd/1/1 Cisco_2921 701
INBAR _Internet GigabitEthernet0/1 Cisco_1941 289 (WAN i -def... Gigabil 1 Cisco_2921 621 =
cVoice Vian1 Cisco_2921 267| NBAR_Voice-Video GigabitEthernet0/0 Cisco_1941 442
cScavenger Vlan1 Cisco_2921 43 INBAR _Internet GigabitEthernet0/0 Cisco_1941 289
cMissionCritical Vian1 Cisco_2921 47| \WAN i -def... Gigabil 1 Cisco_2921 267
Top 10 Class Input Drops By Bitrate Exdlude dass-default Top 10 Class Output Drops By Bitrate Exdude dass-default
~1 ~1
Class Interface Device Input BW (Kbps) Class Interface Device Output BW (Kbps)
Camera2VsM GigabitEthernet0/0 Cisco_1941 672 \WAN i -def... Gigabil /1 Cisco_2921 2,875
cdass-default GigabitEthernet0/1 Cisco_1941 0| [TRAFFIC_SHAPING . GigabitEthernet0/2 Cisco_2921 696
dass-default GigabitEthernet0/0 Cisco_1941 0| [TRAFFIC_SHAPING_&_... GigabitEthernetd/2 Cisco_2921 678
dass-default Vlan1 Cisco_2921 0| |CZ_SHAPINGSQUEUEIN... FastEthernetd/1/1 Cisco_2921 676
cVoice Vian1 Cisco_2921 0 (CZ_SHAPING&QUEUEIN... FastEthernet0/1/1 Cisco_2921 648
cTransactional Vlan1 Cisco_2921 0 \WAN-Shaping/class-def... GigabitEthernetd/1 Cisco_2921 66 B
= —————— ———

Driven from MIB-II, NBAR, and CBQoS MIBs

Action
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Troubleshooting - Real-Time QoS Alerts

= LiveAction

S Class Dr
Alert Management QoS Class Drop

A Main #
[ P - %r:: slert may contribute to status of an Interface. Device, and/or Site.
‘k Topdoqy ALERT TYPE ENABLED  AFFECT STATUS  CATEGORY 2 . orep e 0 g for st st 0 it P :‘;i:;’;;' i vy berefcadsch e sty i
. v s R R - =
v v Application Automatic Resolution Time * ©
v Network °
Network Catch All Threshold *
Network
. User-defined thresholds| =
v Network .
: can be configured to | ==
e create QoS alerts when | = = ;
~Click-on an Alert Type tow--
v [ voscncrrit AT thresholds
C on fl g ure Device, Interface oo e —— N
Alert Management - 3 Lo are exceeded 1
v v v Device, Interface ‘Add Specific QoS Class Alert
v Network Sharing
v Network
v Device, Interface
v v v Device, Interface %
v Network
ore, Abort Device, Interface Web Ul
v v Device, Interface

Action
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Troubleshooting — Auditing QoS Policies

7

/A QoS Policy and Performance Audit Report

| Main | Performance | Issues | Policies |

Single-click!

= raeepeasn il QoS Policy and Performance Audit Report

d | Manage [ oo AL

| Create Policy from Applications (NBAR)

| t Inout Qo Tuesday, Seplember 21, 2021 | 2:00 AM EST
I Issues
@ Ho-B1
® Gigab
® Goab A Device Issues
® vam Audit
Ui —

ﬂo; Hame N System CLASS MISMATCH: 7 classes that have the same name have different match statements. Classes across multiple devices with the

[ statements.
System EXCESS CLASS: The system contains 138 distinct class names. Excessive number of class definitions across the system.
7609_143 referentia.com NO CLASS MATCH: 4 classes have no match statements. Classes were defined with no match statements.
APN-CAT_3560_14 SWITCH REMARK: Enabling QoS on switches will remark DSCP/COS values to zero by default unless trust is enabled.
APN-DS-16.actionpacked.com NO CLASS MATCH: 4 classes have no match statements. Classes were defined with no match statements.
cat2960SCOPE_1-14 NO CLASS MATCH: 12 classes have no match statements. Classes were defined with no match statements.
cat2960SCOPE_1-14 SWITCH REMARK: Enabling QoS on switches will remark DSCP/COS values to zero by default unless trust is enabled.
cat2960SCOPE_1-15 NO CLASS MATCH: 1 classes have no match statements. Classes were defined with no match statements.
cat2960SCOPE_1-15 SWITCH REMARK: Enabling QoS on switches will remark DSCP/COS values to zero by default unless trust is enabled.
cat2960xAPN- NO CLASS MATCH: 2 classes have no match statements. Classes were defined with no match statements.

NXOF.ISM.2.0.3

211.actionpacked.com

Action
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LiveNX QoS Configure

* Full MQC (Modular QoS Configuration) support including WRED, CBWFQ, Priority
Queuing, Shaping

* Read pre-existing QoS policies already configured on devices

* Take snapshots of current QoS configuration for future use

Apply or remove QoS configurations quickly and easily across multiple interfaces

Copy QoS policies across multiple devices, including associated ACLs (Access Lists)

Hierarchical policy creation for advanced configurations

CLI command preview before applying policy

Rollback to previous policies at any time*

Built-in rules for QoS settings that highlight violations

Action
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ANALYSIS

INTERNATIONAL

T COMNECT
1A

Step 1: - AL: P T 8
Classification & o .nmvﬁ“ﬁ'ﬁﬁ"ﬁﬁNEsssqu |
Marking MAHKETING » ,:

ummu; PARTRERSHP n[v[u]m[n —

AHAI_YSIS,,.,,, CONMECT %s V|S|[]N

“=[NEAS z &

LiveAction
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Recognize Application Traffic

NXOF.ISM.2.0.3

This may be the hardest & most important part

Step 1 — Day 0: Application Landscape

Step 2 - Use Filters/Search to identify traffic in LiveNX

Step 3 - Use visualization & reports to confirm traffic

Step 4 - Standardize on DSCP values

Step 5 - Use visualization & reports to validate DSCP

Step 6 - Update QoS policies on routers/switches/etc.

Step 7 - Confirm QoS policies via visualization & reports in LiveNX

Action
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Classification: Day 0: Application Landscape
» Step 1: Review customer’s critical applications

* Step 2: Review LiveNX Flow Reports to understand application usage:

o
* Application Report S

Site Traffic, Last Fifteen Minutes View Options Share Print

* Interface Bandwidth Summary

Schedule Copy Close

s G
Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: Inbound  Flow Type: Basic Flow  Execution Type: Time Serles  Sort By: Bit Rate  Bin Duration: Auto  Start Time: Jun 28, 2022 14:30:22 EDT (GMT-04:00)
End Time: Jun 28, 2022 15:30:22 EDT (GMT-04.00)  Bin Interval: 5 minutes
* |Ps & Ports =
To
ite Traffic ;
Q search m &
e Destination Site Traffic lgmde Smcesteo  Dmmmnsie  TowAowso  TowoC  Toseakewo  Awedhaed  Aeoeedeted  Pekitfed PP
- HQ LA 1436 159.71 MB 454179 354.91 Kbps 126.16 pps 374.10 Kbps 131 pps
b= HQ NY 6,502 1412 MB 126,798 31.38 Kbps 35.22pps 39.62 Kbps 55pps
. . Internet Internet 921 128.59KB 1529 0.29 Kbps 0.42pps 296 bps 0pps
[ ; O l l rC e ; I t e I ra ffl C - Unknown Intenet 877 107.80KB 1280 0.24 Kbps 0.36 pps 248 bps 0pps
[=:] Unknown Unknown 229 13.07KB 264 0.03 Kbps 0.07 pps 24 bps. 0pps

/Action’
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Classification: Create Custom Filter (WebUI)

EDIT FILTER

ooooooooooo

eeeeeeeeeeeeeeeeeeeee

Applyingithisifilterjin|LogicaljTopology;should/show/only,these
applications

ve/ction
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Classification: Create Custom Filter (Eng Console)

B Flow Display Filters Setup X
. Creste Fiter Wy Copy g Delete N Rename  Filter Entry Details
Filter: l Dok Vl Filter Entry Action: Show or Hide the following
1P Type: 1Pv4 Only () IPv6 Only () Both IPv4 & IPv6
Filter Entries
*DefaultFitterGroup v ;
& Colo Happing Label & Coor: . v
“ ‘ @.AddEmry |}Add0lhefﬁer [&Rmveﬂderem:e‘lb
Basic
Y *DefautFiterGroup L
u a b - || Match Protocol/Ports =
[internet] Referenced Fier: Internet ke frran e pecieutee] it o Aty sy calics e e ety e e icH
[Netviork Management] Referenced Fiter: Netwiork Management
[Enterprise Applications] Referenced Filter: Enterprise Applications “| o Create / Edt B Copy
[Voice] Referenced Filter: Voice
W [Video] Referenced Fiter: Video
[§ show 1Pv4 Only (Prot/App=h323)
[8 Show 1Pv4 Only (Prot/App=cuseeme)
[ Show 1Pv4 Only (Prot/App=ventri tcp)
D Show IPv4 Only (Prot/App=ventrilo udp)
[Network Mail Services] Referenced Fiter: Network Mail Services
[ [Directory] Referenced Filter: Directory
[Routing] Refe Fiter: ing Match IP, Range, Subnet
[Peer-to-Peer/Non-essential] Referenced Fiter: Peer-to-Peer/Non-es{ -
W [Al-Remaining] Show Both IPv4 & IPvE
Source: | |18
Destination: | /I8
Enter IP addresses, ranges, and/or subnets separated by spaces (2.g., 172.120.0.1
152.168.0.0/24 10.0.0.1-10.100.0.1)
r | Match DSCP
v
r || Match Device Interface
Match flows traversing through a particular device's interface
v v
< > Inbound and Outbound Combined Inbound Outbound
Note: Other filters added as entries are not editable here, but can be edited Note: Ttems marked with 2 (*) are non-historical v
by selecting them in the Filter drop-down box.
Aoty

Action”
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Classification: Copy Voice Filter

 Find pre-canned Voice filter
« Copy and rename it

NXOF.ISM.2.0.3

. Flow Display Filters Setup

| sttt T e

Filter: [voice Y v

[B AddEntry [Bp Add Other Fiter [ Delete Entry [y (B

Y Veice

|_][MGCP] Show 1Pv4 Only (Prot/Ap i,

M [Skinny] Show IPv4 Only (Prot/App=skinny)

I [Ventrilo TCP] Show 1Pv4 Only (Prot/ App=ventrilo tcp)

I [Ventrio UDP] Show: IPv4 Only (Prot/App=ventrio udp)
[H323] Show 1Pv4 Only (Prot/App=h323)

M [RTP] Show IPv4 Only (Prot/App=rtp)

M [SIP] Show IPv4 Only (Prot/App=sip)

Note: Other fiiters added as entries are not editable here, but can be edited by selecting them in the Fiter drop-down
box.

Cre ]

[ Filter Entry Details
Filter Entry Action: (@) Show or (J) Hide the following
IP Type: (@ 1Pv4 Only (J) IPv6 Only (J) Both IPv4 & IPv6

Color Mapping Label & Color: [Mscv | | V‘
Basic  Advanced
[ (2 Match 1/

Select from a pre-dsfined st of protocols/applications or create new defintions
[voi V| € creste 2 Edt [y Copy
Y voip

[8 (14 Protocol=UDP) AND (Src OR Dst=13958 OR 16384)

1 [] Match IP, Range, Subnet

Match 1P Addresses Regardless of Source or Destination v

— B

Destination: }

Enter 1P addresses, ranges, and/or subnets separated by spaces (2.g., 172.120.0.1
152.168.0.0/24 10.0.0.1-10.100.0.1)

[ Match pscp
0(eE) v

[ Match Device
Match flows traversing through a particular device's interface
*Branchi-LA.dcloud.cisco.com | | *GigabitEthernet1 v
Inbound and Outbound Combined () Inbound () Outbound

Note: Ttems marked vith 2 (*) are non-historical

© 2022, LiveAction, Inc. All Rights Reserved.
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Classification: Delete Unused Entries

Delete unused Entries
« \VolIP

+ Ventrilo TCP
* Ventrilo UDP

NXOF.ISM.2.0.3

. Flow Display Filters Setup

& Creste Fiter Wy Copy ) Delete {§ff Rename

Filter: [voice <

Filter Entries
D}M‘ B

] 4 Only (Ps
inny] Shov: 1Pv4 Only (Prot/App
I [Ventrio TCP] Show 1Pv4 Only (Prot/App=ventric tcp)
Ml [Ventrilo UDP] Show IPv4 Only (Prot/App=ventrilo udp)
[H323] Show 1Pv4 Only (Prot/App=h323)
M [RTP] Show IPv4 Only (Prot/App=rtp)
M [S1P] Show IPv4 Only (Prot/App=sip)

Note: Other filters added as entries are not editable here, but can be edited by selecting them in the Fiter drop-down
box.

[ hee |

X
[ Filter Entry Details
Filter Entry Action: (@) Show or (_) Hide the following
IP Type: (@ IPv4 Only () IPv6 Only (O) Both IPv4 & IPvE
Color Mapping Label & Color: ‘ mece u v|
Basic  Advanced
Match / &
Select from a pre-defined lst of protocols/applications or creste new definitions
[vop v| b Creste |7 Edt [y Copy
Y voir
[@ (14 Protocol=UDP) AND (Src OR Dst=13958 OR 16384)
i [[] Match IP, Range, Subnet
Match IP Addresses Regardless of Source or Destination v
Source: | |
Destination: | |
Enter IP addresses, ranges, and/or subnets separated by spaces (e.g., 172.120.0.1
192.168.0.0/24 10.0.0.1-10.100.0.1)
[] Match DscP
0(8E) v
[] Match Device
Match flows traversing through a particular device's interface
*Branch1-LA.dcloud.cisco.com | | *GigabitEthernett v
Inbound and Outbound Combined () Inbound (_) Qutbound
Note: Ttems marked with a (*) are non-historical
v

ok [ concel ][ aemy |

© 2022, LiveAction, Inc. All Rights Reserved.
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Classification: Add/Edit Entries

. Flow Display Filters Setup

Edit Entries:
e h323

% Create Fiter %7 Copy Yk Delete i Rename

Filter: [voics

Filter Entries

[B. AddEntry [Bp Add Other Fiter [B¢ Delete Entry By B

M [Skinny] Show IPv4 Only (Prot/App=skinny)

I [Ventrilo TCP] Show IPv4 Only (Prot/App=ventrilo tcp)

Il [Ventrilo UDP] Show IPv4 Only (Prot/App=ventrilo udp)
[H323] Show 1Pv4 Only (Prot/App=h323)

M [RTP] Show IPv4 Only (Prot/App=rtp)

M [51P] Show 1Pv4 Only (oo

Filter Entry Details

Filter Entry Action: (@) Show or () Hide the following

IP Type: (@) 1Pv4 Only () 1Pv6 Only (C) Both IPvd & IPv6

Match /
Selact from = pre-dsfined fit of protocols/spplications or creste new definitions \

voip v| & create 2 Edt Iy Copy
Y voir ‘
D (L4 Protocol=UDP) AND (Src OR Dst=13958 OR 16384)

. Protocols/Applications Setup

- RTP
. SIP

Add Entry:
« MGCP

NXOF.ISM.2.0.3

Note: Other fiters added 3
box.

P Create Defintion [ Copy $¢ Delete Rename

Defined Protocols/Applications:

Entries
[B. Add Entry W Add Defined Prot/App [3¢ Delete

latch IP, Range, Sul

Y h323

- [8 (L4 Protocol=UDP) AND (Src OR Dst=1300 OR 1718 OR 1719 OR 1

<

(5] (L4 Protocol=TCP) AND (Src OR Dst=1300 OR 1718 OR 1715 OR 172( wy

3 | [1P addresses, ranges, andfor subnets separated by spacss (=.g., 172:120.0.1

th IP Adds rdless of Source or Destination v

[68.0.0/24 10.0.0.1-10.100.0.1)

Note: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above.

fatch DSCP

- Entry Details

tover  protoct

Ports

Match Ports Regardless of Source or Destination

v
Source: | 1300 1718 1719 1720 11000-11999 =

D

Enter port numbers or ranges separated by spaces (e.g., 80
88-443)

fatch Device
flows traversing through a particular device's interface
hch1-LA.dcloud.cisco.com | | *GigabitEthernett v
bound and Outbound Combined Inbound Outbound

Items marked vith a (%) are non-historical

v

[t | Ok ][ oo ]

© 2022, LiveAction, Inc. All Rights Reserved.
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Classification: Edit Entries e oo oo o %

5P Create Definition l-_h Copy x Delete 4] Rename

MGCP Defined Protocols/Applications: ’rtp AV
TCP/UDP = Src or Dst = 2427 2727

TCP = Src or Dst = 2428 B Add Entry W Add Defined Prot/app [B Deee

H323 SN (L4 Protocol=UDP) AND ((Src=16384-32767) AND (Dst=16384-32767)

TCP/UDP = Srcor Dst = 1718 1719 1720

< >

Note: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above,

SIP - Entry Details

TCP/UDP = Src or Dst = 5060 5061 5062 . vl

~Ports

Source: | 16384-32767

Destination: | 16384-32767 J =]
numbers or ranges separated by e.g., 80

RTP
UDP = Src AND Dst = 16384-32767

5| o |
/\CCION
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Classification: Voice Filter is ~95 accurate

« MGCP
« Skinny
« h323
- RTP

« SIP

Note: There will likely be a false positive or two with this Filter

NXOF.ISM.2.0.3

. Flow Display Filters Setup

. Create Fiter Ry Copy Y Delete Jfi Rename

Filter: | Voicehkil

Filter Entri
m

Y VoiceMkil
-l [MGCP] Show IPv4 Only (Prot/App=voip)
Ml [Skinny] Show 1Pv4 Only (Prot/App=skinny)

i [H323] Show IPv4 Only (Prot/App=h323)
|_}[RTP] Show: 1Pv4 Only (Prot/App=rtp)

-l [SIP] Show IPv4 Only (Prot/App=sip)

box.

e ]

Note: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter drop-down

X
[ Filter Entry Details
Filter Entry Action: (@) Show or () Hide the following
IP Type: (@ IPv4 Only (() IPv6 Only () Both IPv4 & IPvE
Color Mapping Label & Color: | R ~ \/|
Basic  Advanced
- [7] Match |/ ~
Select from 2 pre-defined st of protocols/applications or create new definttions
\ p ~| P Creste /7 Edt [y Copy
p
“[3 (L4 Protocol=UDP) AND ((Src=16384-32767) AND (Dst=16384-32767))
i [] Match IP, Range, Subnet
Match IP Add of Source or Destinat v
Source: 1B
Destination: | IB
Enter IP addresses, ranges, and/or subnets separated by spaces (e.g., 172.120.0.1
192.168.0.0/24 10.0.0.1-10.100.0.1)
i [] Match DSCP
0 (BE) v
1 [] Match Device rfa
Match flows traversing through a particular device's interface
*Branch1-LA.dcloud.cisco.com | | *GigabitEthernet1 v
Inbound and Outbound Combined () Inbound () Outbound
Note: Ttems marked viith a (*) are non-historical
v

[ o [ cancel ][ oety |

© 2022, LiveAction, Inc. All Rights Reserved.
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Classification: Voice Filter is ~99 accurate

Add CallManager Server(s) IP
address to Filter For:

« MGCP
 Skinny
« h323
- SIP

If feasible, add voice subnets to:
« RTP

NXOF.ISM.2.0.3

. Flow Display Filters Setup

. Create Fiter 7 Copy N Delete Sfg Rename

Filter: | VoiceMkil

Filter Entries
[B. AddEntry [5p Add Other Fiter [B¢ Delete Entry (R Wy

Y VoiceMkII
Ml [MGCP] Show IPv4 Only (Prot/App=voip)
-l [Skinny] Show IPv4 Only (Prot/App=skinny)
[H323] Show IPv4 Only (Prot/App=h323)
M [RTP] Show IPv4 Only (Prot/App=rtp)

Src OR Dst=)

sip
[0 (14 Protocol=TCP) AND (Src OR Dst=5050 OR 5061 OR 5062 OR 5060 OR 50
“[§ (L4 Protocol=UDP) AND (Src OR Dst=5050 OR 5051 OR 50562 OR 5060 OR 50

g . 2l
- [] Match 1P, Range, Subnet :
Match IP Addresses Regardless of Source or Destination \
s | =
Enter IP addresses, ranges, and/or subnets separated by spaces (=.g., 172.120.0,

152.168.0.0/24 10.0.0.1-10.100.0.1)

Note: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter drop-down

box.

[ree ]

- [ mal

0 (BE) v

~ [[] Match Device Interface
Match flows traversing through a particular device's interface

*Branch1-LA.ddoud.cisco.com | | *GigabitEthernet1
Inbound and Outbound Combined Inbound Outbound

Note: Ttems marked with 2 (*) are non-historical

X
[ Filter Entry Detais ——— — — — —
Filter Entry Action: (@ Show or (_) Hide the folloving
IP Type: (@ IPv4Only () IPv6 Only (C) Both IPv4 & IPv6
Color Mapping Label & Color: | sIP | | v|
Basic  Advanced
7] Match \/P ~
Select from a pre-defined list of p ions or create new definit
[s»p v| 45 creste 2 Edt [y Copy

v

[[ox ]| cancel || apply

© 2022, LiveAction, Inc. All Rights Reserved.
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Classification: Display Filter Colors

| v 1L N SR

" P / / L
| ©198.18.1 | ‘ w | HQB1 .. |
\ = [© uam \ |, 1981812024 |
| =198.18.12823 | -
\ et % .
X / " e -]
- ~— =~
- vaul

Color Mapping By Display Filter Colors e
W MGeP = N
u z';'z";y [ Branch1-LAT |
B rrp [ = 198.19.1.1= |

=21 MB / 14 flows \ -

M sip e -

*634 KB / 8 flows e

A\ Flovi Poling Disabled Icon

O AcL Applied
‘. Not configured

= vian Selective Views

Always be aware of what you are viewing! /\Ction®

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.




Classification: IPs & Ports Report

View Reports View Schedule

IPs and Ports, Last Fifteen Minutes View Options v Share Print Schedule

1Ps and Ports (Flow)

Copy

Use this report
to validate
Filter’s

~ Accuracy.

Close

Device: All WAN Devices  Interface: All WAN Interf: play 9 Flow Type: Basic Flow  Execution Type: Time Serles  Sort By: Bit Rate  Flex Search: wan  Bin Duration: Auto  Should Walt For Dns Resolution: false  Start Time: Jun 28, 2022 16:01:00 EDT (GMT-04:00)  End Time: Jun 28, 2022 16:16:00 EDT (GMT-04:00)  Bin Interval: 1 minute
1500 - 198.19.1.81/198.18.128.81/UDP/.. ==
- 198.19.1.80/198.18.128.80/U0P/ =
B 198.18.128.80/198.19.1.80/UDP.
£ 000 - 196.18.128.81/198.15.1.81/UDP/
£ 198.19.1.84/198.18.128.84/UDP.
1 198.18.128.84/198.19.1.84/UDP.
g - 195.19.2.88/195.18.128.88/UDF.
£ w0 - 195.18.128.81/198.19.1.81/UDP/.
198.19.1.81/198.18.128.81/UDP/. .
- 195.19.1.80/198.18.128.80/UDP.
° Total
1602 1603 1604 1605 1606 1607 1608 1609 1610 1611 1612 1613 1614 165 1616
page (1] 175> o & . I
legend O SrcUserName & DstUserNamel  SrclPAddrC  SrcSite§  SrcPorts  BstiPAddro  DstSited]  DstPort<  Mrotocol . DSCPC | Application & fTotalFlows & TotalBytes & TotalPackets O Average BitRate O AveragePacketRate O PeakBitRate O Peak Packet Rate O I r I e l l d .
- = 198.19.1.81 LA 20100 98.18.128.81 HQ 20100 DP 46 (EF) np 17 14.26 MB 17,663 126.76 Kbps 19.63 pps 223.70 Kbps 34pps
== - 19819180 LA 20100 98.1812880  HQ 20100 op a6EF) | mp 7 14.22MB 17,608 126.41 Kbps 19.56 pps 241.77 Kbps 36pps
- 1981812880  HQ 20100 98.19.1.80 LA 20100 op 46 F) | np 14 13.97 MB 17,286 124.20 Kbps 19.21pps 153.63 Kbps 22pps
- - 1981812881  HQ 20100 98.19.1.81 LA 20100 op 46 €F) | np 13 12.97 MB 16,071 115.26 Kbps 17.86 pps 154.16 Kbps 23pps
="} - 19819184 LA 3119 98.18.128.84  HQ 19420 op 46 €F) | np 17 572MB 28,576 50.80 Kbps 31.75pps 89.76 Kbps 56 pps
- 198.18.128.84 HQ 31196 98.19.1.84 LA 19420 DP 46 (EF) rtp-audio 14 5.63MB 28,163 50.07 Kbps 31.29 pps 55.52 Kbps 34pps ’
L==1 - 198.19.2.88 NY 31196 98.18.128.88 HQ 19420 DP 46 (EF) rtp-audio 16 5.60 MB 27993 49.77 Kbps. 31.10 pps 93.54 Kbps. 58 pps O e S n t
- & 198.18.128.81 HQ 20004 98.19.1.81 LA 20004 DP 46 (EF) rtp-audio 14 2.07 MB 16,703 18.38 Kbps 18.56 pps 22.74 Kbps 22pps
- 198.19.1.81 LA 20004 98.18.128.81 HQ 20004 DP 46 (EF) np 16 197 MB 15,894 17.48 Kbps 17.66 pps 36.85 Kbps 37 pps .
- - 19819180 LA 20004 981812880  HQ 20004 op 46€F) | rp 16 1.94MB 15679 17.24 Kbps 17.42 pps 31.74Kbps 32pps f' l I fI | yo l I r n e e d S

NXOF.ISM.2.0.3

© 2022, LiveAction, Inc. All Rights Reserved.
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Marking: Selecting DSCP Values

Cisco Name/ RFC4594 Name Class Class Class

Voice / IP Telephony EF (46) EF (46)
Interactive Video / CS5 (40)
Multimedia Conferencing EF (46) CS4 (32) AF41(34) AF42(36) AFA3(38)
. . CS5(40)
Streaming Video Cs4.(32) AF31 (26) AF32 (28) AF33(30)
Real-Time Interactive AFL e AFZ ) AR (et CS4 (32)
Broadcast Video CS5(40)
|p - 'CaII ?\;gnallni - | CS6 (48) CS3 (24) Eé: (iégl)
outing / Network Control Cs3 (24) Cs2 (16) (48)
Network Management CS2 (16) CS6 (48) CS2 (16)
Transactional Data / Low-Latency Data AF21 (18) AF22 (20) AF23(22)
1 2
22 . 82; ﬁ;‘ ; g:i 2;‘: gg; AF41(34) AF42 (36) AF43(38)
AF21 (18) AF22(20) AF23 (22) AF21 (18) AF22 (20) AF23(22)
Bulk Data / High Th hput Dat AF11 (10) AF12(12) AF13(14
ulk Data / High Throughput Data AF11(10) AF12 (12) AF13(14) AF11 (10) AF12(12) AF13(14) (10) (12) 3 (14)
Scavenger / Low-Priority Data BE (0) CS1 (8) CS1(8)
BE (0) BE (0)

These are just Cisco's recommendations - all values are arbitrary!
You can use any of the 64 values, but you will see these most often.

Action
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Marking: DSCP Visualization

= LiveActionw ™ 7 om0 eo0 204
Logical Topology "= Jun 28,2022 16:30:00 — Jun 28,2022 16:35:00 | 5Mins v = & Refresh
New Tab

New Tab (2) .-
Selected sites and devices shown on — Custom:  TRG Voice <> | Apply filter
topology

MGCP, SIP, RTP, H323
Entryour request here Configuredin Filter, *
Management: =
Sortby: Name \— — P
o HQ C J %
v oc
SP2_MPLS a
p(1OitA ¥
Branch1-LA.dcloud.cisco.com
v O NY
- Branch1 LAN
HQ-B1.dcloud.cisco.com
DSCP: 0 (BE)
Q Selected segment:
- HQ-B2.dcloud.cisco.com — SP1_MPLS
HQLAN Bytes: 832.67 KB Bandwidth: 22.20 Kbps
/%‘\ Reports [
HQ-B2.dcloud.cisco.com
100010232 \
[DCl HQ —
@ N
Site Status N anz i
o oot S oo | Branch2-NY. dg%ud cisco.com A‘
® Critical @ Polling Disabled e et i in, X LAl = g /
S )(BE) Traffic;still appearing|inithe;TRG \
) . \Voice Filter
e B
WANDSCP Is there traffic incorrectlyymarked? ——
m Show other sites . é:rgrsa) 45 ()
yl

Look for BE traffic, Why is there any BE VolP traffic? . .
NXOF.ISM.2.0.3 y © 2022, LiveAction, Inc. Alights Reserved. ACtIOn
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NXO|

Marking: DSCP Report

Flow Reports

Q.- Type here to filter reports.

Dscp

Is there any BE VolIP traffic?

[El-Reports -
~Interface Bandwidth
~Top Analysis

IPs and Ports
~IPs and Application
[#-Address
[=-Applications
~Protocol
~+Protocol Port
~Application Group
~-Application
~Application Flow Dura

00:32 AM to 09/21/21 32 AM

RIelll(W=Y All Devices

JliEd *DefaultFilterGroup

Data bin: 1 minute

v - All Interfaces ™

Inbound and Outbound Combined

Execute Report

Number of flows: 27 M Utilize Long Term Cache

~Top Wan Applications

~~Top Wan Appilcation ~
~~Raw Application Topo
~Raw Application Path

800 Kbps

~-Application Projection 700 Kbps
- Site to Site Applicatio
~DSCP vs Application 600 Kbps
3 'Busn_:ess Relevance 9 500 Kbps
~Traffic Class g

QoS += 400 Kbps
~+User Filter DSCP Audi [=1]
--Application DSCP Auc 300 Kbps
~Site to Site User Filter
--Site to Site Applicatio 200 Kbps
~Type of Service
. = 100 Kbps

0 bps

Sep 22,10:18 AM Sep 22,10:20 AM

Report Actions
S -
ave [V Show Total Bit Rate

Save As
v Number of datasets: 2

Sep 22,10:22 AM

Sep 22,10:24 AM
Date

Sep 22,10:26 AM Sep 22,10:28 AM Sep 22,10:30 AM

&

Create I

DSCP Total Flows Total Bytes

Total Packets | Average Bit Rate | Average Packet Rate |  Peak BitRate | Peak Packet Rate

Edit 0 (BE) 124

Delete W% €F) ®

Schedule
PDF
Export to CSV

Help

74MB
17 MB

721,758
275,372

660.11Kbps 801.95pps
146.87 Kbps 305.97 pps

672.35Kbps
153.53 Kbps

814pps
319 pps.

on’
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Marking: User Filter DSCP Audit Where is the BE VolP traffic?

Q- Type here to filter reports.  User Filter DSCP Audit =

[=-Reports ~
Interface Bandwidth - L
“Top Anaiysi User Filter DSCP Audit
‘IPs and Ports

1Ps and Application 21, 05:03:41 AM to 00/21/21, 05:18:41 AM  Data bin: 1 minute
[#-Address

2 App;':;:zgls WY All Devices v . Al interfaces v Number of flows: 26 M utilize Long Term Cache

~Application Group
~Application
Application Flow Dura
Top Wan Applications
~~Top Wan Appilcation ~
~Raw Application Topo
~~Raw Application Path
Application Projection 700 Kbps 1-
Site to Site Applicatio

Inbound and Outbound Combined

ETETE.

800 Kbps

DSCP vs Application 600 Kbps 1 T
~~Business Relevance )
~Traffic Class T 500 Kbps
QoS _Z 400 Kbps
User Filter DSCP Aud m
Application DSCP Auc 300 Kbps
~Site to Site User Filter
--Site to Site Applicatio 200 Kbps
~Type of Service
DSCP = 100 Kbps
< 4 0 bps
P Sep 22, 10:19 AM Sep 22, 10:21 AM Sep 22, 10:23 AM Sep 22, 10:25 AM Sep 22, 10:27 AM Sep 22, 10:29 AM Sep 22, 10:31 AM
Report Actions Date h - h I f I
Seargh is helpful!
Save i
[V Show Total Bit Rate
Save As Number of datasets: 8
Create Site Filter Match Na... | DSCP Total Flows Total Bytes I Total Packets | Average Bit Rate | Average Packe...
Edit Jv | CHI All-Remaining 0 (BE) 30 26 MB 221,926 235.49 Kbps 246.58 pps 238. ps 243 pps
Delete v BOS All-Remaining 0 (BE) 15 22MB 179,793 192,03 Kbps 199.77 pps 194,31 Kbps 201pps
v lLax All-Remaining 0 (BE) 14 10 MB 86,828 89.33 Kbps 96.48 pps 96.79 Kbps 104 pps
Schedule Jv cHI Voice 46 (EF) 15 9MB 142,569 76.04 Kbps 158.41 pps 76.70 Kbps 159 pps i
v ljsos Voice 46 (EF) 15 3MB 142,202 75.84Kbps 158.00 pps 76.82Kbps 160 pps
PDF o Voice 0 (88) 15 8MB 136,434 72.76 Kbps 151,59 pps 73.85 Kbps 153 pps .
Export to CSV 1 [t Voice 0 (8E) 15 4MB 60,270 32.14Kbps 66.97 pps 33.12Kbps 69 pps - ®
hel 37]:] RPT All-Remaining 0 (BE) 34 4MB 30,016 31.54Kbps 33.35pps 41,24 Kbps 43 pps -
elp
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Marking: Application DSCP Audit

Flow Reports :

Qv Type here to filter reports.

" Application DSCP Audit

Where is the BE VolIP traffic?

=10l

|»

=-Reports Al
- Interface Bandwidth
~Top Analysis

-IPs and Ports

~~1Ps and Application
+-Address

[EHApplications

Protocol

Protocol Port
Application Group
Application
Application Flow Dura

Application DSCP Audit

09/21/21, 05:05:00 AM to 09/ 1,05:20:00 AM Data bin: 1 minute

- All Interfaces N

Inbound and Outbound Combined v

SIlI(=Y All Devices

Filter =

Execute Report

Number of flows: 27

M Utilize Long Term Cache

“Top Wan Applications

~Top Wan Appilcation ~

~Raw Application Topo 800 Kbps

~Raw Application Path

~Application Projection 700 Kbps

~Site to Site Applicatio

“DSCP vs Application 600 Kbps
Busir_:ess Relevance 8 500 Kbps
Traffic Class T

QoS 5 400 Kbps

User Filter DSCP Audi 1]
/ 300 Kbps
-Site to Site User Filter

-Site to Site Applicatio 200 Kbps

~Type of Service

-DSCP = 100 Kbps

4 »

0 bps

Sep 22,10:23 AM Sep 22,10:25 AM Sep 22,10:27 AM Sep 22,10:20 AM

Sep 22,10:31 AM Sep 22,10:33 AM Sep 22,10:35 AM

L3
Report Actions Search|is helpful!
S
ave [V show Total Bit Rate
Save As
ave Number of datasets: 6
Create = — 7
I Site I Application I DSCP Total Flows Total Bytes I Total Packets | Average Bit Rate | Average Packe...
Edit v cHI RTP 0 (B6) 45 30 MB 281,471 267.05 Kbps 312.75 pps :
. v 8Os RTP 0 (BE) 14 20 MB 167,679 179.06 Kbps 186.31pps 194.31Kbps 201pps
v PLAx RTP 0 (B8 30 19MB 229,494 168.43 Kbps 254,99 pps 169.88 Kbps 257 pps
Schedule v BOS RTP 46 (EF) 15 9MB 142,452 75.97 Kbps 158.28 pps 76.82 Kbps 160 pps e
o (o RTP 46 (EF) 15 9MB 142,334 75.91Kbps 158.15 pps 76.70 Kbps 159 pps
PDF 2 Gl RTP 0 88) 35 aMB 31,120 32.76 Kbps 34.58 pps 42.91Kbps 45 pps ®
Export to CSV OI I
NXOF.IS[|| e © 2022, LiveAction, Inc. All Rights Reserved. B 201




Marking: IPs & Ports Report

NXOF.ISM.2.0.3

Q.- Type here to filter reports.

[=-Reports -~
Interface Bandwidth

Top Analysis

IPs and
IPs and Application
[#-Address

[=-Applications

Protocol

Protocol Port
‘Application Group
‘Application
‘Application Flow Dura
Top Wan Applications
Top Wan Appilcation ~
Raw Application Topo

ion Sat!
adrehoén
Site to Site Applicatio
DSCP vs Application
Business Relevance
Traffic Class
QoS
User Filter DSCP Audi
‘Application DSCP Auc
Site to Site User Filter
Site to Site Applicatio
Type of Service
DSCP
[#-Network

wnn
()

#-Medianet 2
4 l I »

Report Actions

Save

Save As
Create

Edit

Delete
Schedule

PDF

Export to CSV

Help

=101 x|
/" Ps and Ports =
P and PO
0 05:0 00 0 A Data b e Execute Report
0 All Devices v - All Interfaces v be o a
*DefaultFilterGri ™ Outbound ™ Basic Flow v | Time Series | Bit Rate ™
Search wian & flow.app=EF X v [ ?

AN

1 Mbps

Bit Rate

0 bps

&

Sep 22, 10:40 AM

[V Show Total Bit Rate

Number of datasets: 15

Sep 22,10:42 AM Sep

22,10:44 AM

Sep 22, 10:46 AM

Date

Sep 22,10:48 AM

Sep 22, 10:50 AM

Sep 22,10:52 AM

—_—— e e ——y

—_——

I Protocol ISrc 1P AddrI Src Port

[Dst 1P Addr| Dst Port |

pscp fappli... /

\Total FIowsI Total BytslTotaI Pac... I Average ... I Average I Peak Bit | Peak Pac...

UDP
UDP
UDP
v uop
ubP

Kl

10.0.0.2 7,648
192.168.12.2 7,648
10.0.0.2 16,384
192.168.15... 24,404
192.168.12.2 55,542
10.254.20.88 24,404
192.168.12.2 55,542

10.0.0.2 16,388
10.0.0.2 16,390
10.0.0.2 16,386

192.168.12.2 13,958

7.7.7.18 7,648
11.11.11.11 7,648
7.7.7.11 16,384

192.168.12.2 24,576
192.168.15... 23,030
10.254.100.2 24,576

192.168.15... 23,030
7.7.7.130 16,384
7.7.7.10 16,384
7.7.7.129 16,384
11.11.11.12 13,958

46 (EF) CriticalApp
46 (EF) cuseeme

46 (EF) HSA-TESTing
46 (EF) RTP

46 (EF) rtp

46 (EF) RTP-CAMPU...
46 (EF) undclassified
46 (EF) undclassified
46 (EF) undclassified
46 (EF) undclassified
46 (EF) undclassified

40 MB 63,613
4MB 18,202
9MB 38,167

17MB 284,039

752KB 6,900
999 KB 16,643

21MB 112,925

10MB 42,408
8MB 33,926
6MB 27,989

228B 1

355.10 Kbps.
36.89 Kbps
77.35 Kbps

151.49 Kbps:

6.68 Kbps
8.88 Kbps

185.45 Kbps:
85.95Kbps:
68.76 Kbps
56.72 Kbps.

2.03bps.

70.68 pps
20.22 pps
42.41pps
315.60 pps
7.67 pps
18.50 pps
125.47 pps
47.12 pps
37.70 pps
31.10 pps
0.00 pps

384,42 Kbps
83.75Kbps:
153.00 Kbps:

187.17 Kbps
93.05Kbps
74.45 Kbps
61.43Kbps

N—

76 pps.
45 pps
318 pps

126 pps-

51pps
40 pps
33 pps

Is there any Rogue EF traffic?

© 2022, LiveAction, Inc. All Rights Reserved.
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Marking: How to Mark

Manage QoS Settings - c2921-ES-13.test.com (10.0.50.13)

daalalal e

Policies | Classes | Interfaces |

DI_INGRESS
HQ-branchQOS
LIVEACTION-POLICY-MEDIANET
mace_global
MonitorUsingNbar_GI01_In
MonitorUsingNbar_VL12_In
MonitorUsingNbar_VL12_In_0
NTest
QUELEING
SET_DSCP

J
VOIP_SIGNALING
HIGH_DATA_QUEUE
MEDIUM_DATA_QUEUE

| VIDEO

=] dass-default

;’_3% TRAFFIC_SHAPING_& QUEUEING

1@

Match on: Any

Match not : Unknown : match ip rtp 16384 16383
Match : DSCP : 46 (EF)
[Match : Protocol - using NBAR : cuseeme

Reference

Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must
meet all criteria to be a
member of the class.

Policies Classes
gle|lo|n| s« 1L AEAIEY
| 11C-BL_App-Match_Mark_FA010_In = Class Name Classify Marking Queueing Policing Shaping Compression WRED DBL Unknown
[ 3_ 11C-BL_App-Match_VL12_In_ch_0
g_ 11C-BL_App-Match_VL12_In_pa_0 VOIP_SIGNALING L DSCP: CS3
3] 11C-BL_Complete_FA010_In_ch HIGH_DATA_QUEUE ° DSCP: CS2
# 3_ 11C-BL_Complete_FA010_In_pa MEDIUM_DATA_QUEUE L DSCP: AF21
o 3C-BL_App-Match_Mark_FA010_In VIDEO ® DSCP: AF41
;_ 3C-BL_DSCP-Match_FA010_In dass-default ®
&% | 3C-BL_DSCP-Match_GIO1_In
gl 4C-BL_App-Match_Mark_FA010_In
[+ gl 4C-BL_App-Match_Mark_VL12_In
-;_ 4C-BL_Empty_DSCP-Mark_FA010_In
: | 5C-BL_Empty_DSCP-Mark Mapped Class Detail
o
[+ | BaseEgressPolicy-NoMarking I Drop all traffic for dlass
33 BaseIngressPolicy
%CZ_QUEUEING Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DBL | Unsupported |
3} CZ_SHAPING&QUEUEING
|
#
#
B4

Save to Device I

Preview GLT I Close

To Classify: Use ACLS, DSCP, & NBAR2. Then mark with appropriate DSCP.

NXOF.ISM.2.0.3
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Classifv: Where to Mark
N@’leﬁ: Best Practice

- —
& 2%
= & .
o - M"“ , G
S =
. 2921-ES- pi SR n
<@ 5 0.05 = . -~ "-_2_9#5-“':
o - e &2 0.50.12 .
" ' e‘
& =
-

Mark on LAN Ingress, - - P / \ =
o ) P

Flow marked end-toen

ety = e A
.
- =
x e -
e . L .
- - = i =
== [ it
KPN-CAT_SSSO_L?E, | APM:CAT_3560_17 ) = aman
1005014 ] {e 10.050.10 =
- o ' . = E:::
Sl S -
o . P
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Classify: Where to Mark Note: Try not to do this!

o
&
2 : &
E as e, \ B
________ =) o
&= ° . o, c1g11-ESAT
If you mark on WAN Egress, Flow will look i -
like this and will not ggport well In LiveNX. N
. . — o = " o
This is due to 10S order of operation - m
\ =
. % . - —~
RPNCATT%??J.:F ‘ fnﬁp\or_jasﬁgJ? - —
o e - -
H ®
ction”
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Classify: Where to Mark

Policing can be used to mark traffic, it is best to do this type of configuration on LAN ingress too

nage QoS Settings - c2921-ES-13.test.com (10.0.50.13)

Aalalala] els

Policies | Classes | Interfaces |
Policies Mapped Classes
= IR ETEY L AIENIE]
3 | 11C-BL_App-Match_Mark_FA010_In - Class Name Classify Marking Queueing Policing Shaping Compression WRED DBL Unknown

11C-BL_App-Match_VL12_In_ch_0
11C-BL_App-Match_VL12_In_pa_0
11C-BL_Complete_FA010_In_ch
11C-BL_Complete_FA010_In_pa
3C-BL_App-Match_Mark_FA010_In
3C-BL_DSCP-Match_FA010_In
3C-BL_DSCP-Match_GI01_In
4C-BL_App-Match_Mark_FA010_In
4C-BL_App-Match_Mark_VL12_In
4C-BL_Empty_DSCP-Mark_FA010_In
5C-BL_Empty_DSCP-Mark
BaseEgressPolicy-NoMarking
BaselIngressPolicy
CZ_QUELEING
CZ_SHAPING&QUEUEING
DI_INGRESS
HQ-branchQOS
LIVEACTION-POLICY-MEDIANET
mace_global
MonitorUsingNbar_GI01_In
MonitorUsingNbar_VL12_In
MonitorUsingNbar_VL12_In_0
NTest
QUEUEING
SET_DSCP

|

| VOIP_SIGNALING

| HIGH_DATA_QUEUE

| MEDIUM_DATA_QUEUE

VOIP_SIGNALING L DSCP: CS3
HIGH_DATA_QUEUE L ] DSCP: CS2
IMEDIUM_DATA_QUEUE L ] DSCP: AF21
VIDEO L] DSCP: AF41
dlass-default o

Mapped Class Detail

I~ Drop all traffic for dass
Classify | Marking | Queueing Policing | Shaping | Compression | WRED | DBL | Unsupported |

I~ Committedburst: [L000  bytes
I~ | Excess burst: 1,000 bytes
Conform action: |Transmit vI
T
Violate action: |(Default) vI

Reference

Limits the bandwidth
utilized by a class of
traffic by specifying
bandwidth thresholds
and the response when
thresholds have been
exceeded.

Rate

bps: average rate in bits
per second.

percent: average rate
as percent of total

| VIDEO bandwidth.
| dass-default
[+ % TRAFFIC_SHAPING_&_QUEUEING ;I Rurct Ciza LI
0 T 1inaean
Help | Save to Device | Preview CLI Cancel |

NXOF.ISM.2.0.3
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Classify: Next Steps?

1. Use same visualization & reports to validate polices
2. Repeat these steps for all important applications

Action
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Lab: 1 & 2 Config &
Classify / Mark

* Run Reports

* Recognize application traffic
* Mark

* Validate DSCP values

© 2022, LiveAction, Inc. All Rights Reserved.




Step 2:
Queueing & Shaping

LiveAction

© 2022, LiveAction, Inc. All Rights Reserved.




Shaping: Throttle Traffic via software & Queue

40% Realtime |

SHAPED
BANDWIDTH

ORIGINAL LINK SHAPING
BANDWIDTH

LiveActionr

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



NXOF.ISM.2.0.3

Shaping: Throttle Traffic via software & Queue

Conform to Provider’s CIR

1Gb Interface 1Gb Interface

| .

No Shaping

100Mb CIR 100Mb Shaping 100Mb CIR

Conform to Network Limitations
1Gb Interface

eJ—M 2 °357—§

100Mb Shaping

100Mb Interface

L ]
/Action’
© 2022, LiveAction, Inc. All Rights Reserved.
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Shaping: Configuration

Mapped Classes
oo | |
"I TRAFFIC_SHAPING_&_QUEUEING

4 class-default

’ class-default
» QUEUEING

Mapped Class Detail
[~ Drop all traffic for dass

Classify | Marking

ghape using: IAverage vl

Rate: [1,544 [kbps =]

ing | Poliing Shaping | Compression | WRED | DBL | Unsupported |

Best Practice is to set CIR, BC, & BE:

Shape average <CIR> <Bc> <Be> \
Bc= 1/100 of CIR

Be=0
Shape average 1544000 15440 0

[V Committed burst: ||15440 bits

|V Excess burst: IO o

Action
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Shaping: Configuration

10Mb / @
(==} mé Y =
1.544Mb W %

This design requires a Multi-Class Hierarchical Policy
Since the provider doesn’t have QOS, you must do it

\a et
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Shaping: Configuration
E_E_rqgéﬁs?&?mcmmsmpm 'C,mf'ylwl e | (s
PoL gu QUEL-JEING Match on: Any

E}[ =l IMatch : ACL Name : REMOTE_3Mb_ACL
- bds QUEUEING

=}|/=] REMOTE_1.544Mb

3o QUEUEING

~|=] dass-default

Access Rule Entries
|permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255

[ %
&=l

—
- Action
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Queueing: Selecting Bandwidth Allocations

These are Clscols SRND

i | | ass .

Cisco Name/ RFC4594 Name Class Class recommendatlons, these are
10% 10% d . int
Interactive Video / 7 G . g0.0 sta rtlng pO".‘ S. .
Multimedia Conferencing ° ’ LiveNX is great at helplng with
Streaming Video 233% 10% this!

10%

Call Signaling 2% 2%
IP Routing / Network Control 2%

Network Management / 5% 59
Operations,Administration,Management (OAM ) Remaining °

10%

Transactional Data / Low-Latency Data

24%

Bulk Data / High Throughput Data g 5%
<57
Scavenger / Low-Priority Data 1% 1%

Action
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Queueing: Understanding Traffic

This is how one voice call looks:

After QoS - by Class After QoS -byClassinkbps ~ Options i

1x G.711 Call is ~82 Kbps
1x G.729 callis ~ 24.6 Kbps

Consistent pps = no burst

Action
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Queueing: Understanding Traffic

This is how 3 voice calls look:

1x G.711 Call is ~82 Kbps
2x G.711 Call is ~164 Kbps
3x G.711 Call is ~246 Kbps

Etc...
No Burst = No Buffer Tuning

Action
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Queueing: Understanding Traffic

This is how one video conference call looks:

After Qos -by Class Options ~

Resolution 1080p 720p

Quality Best Better Good Best Better Good
Frame Rate 30 30 30 30 30 30
Bandwidth 4Mb 3.5Mb 3Mb 2.25Mb 1.5Mb 1Mp

Max Burst (ior+Aux) 128K 128K 128K 128K 128K 128K

Overprovision Video Queues by 20% & Tune Buffers

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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Queueing: Understanding Traffic

Know critical apps SLA Targets!

Parameter VOIP Traditional Video HD / Immersive Video
Bandwidth 8-90Kbps 384 -768 kbps + 1.5-12.6 Mbps + network
network overhead

Latency 400-450ms
Jitter 30-50ms
Loss 1%

T
Treat with Care!

Action
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Queueing: Understanding Traffic

Voice = LLQ /Priority Queue

Video =?

s

Bulk Data

Dual-
Classifier LLQ/CBWFQ FIFO Tx-Ring

Action
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Queueing: Understanding Traffic

NXOF.ISM.2.0.3

Voice = Priority Queue/LLQ
Video = Priority Queue/LLQ

o

Critical Data

Bulk Data

Dual-
Classifier LLQ/CBWFQ FIFO Tx-Ring

**Always put Video in its own unique queue**

© 2022, LiveAction, Inc. All Rights Reserved.
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Queueing: Sizing/Capacity Planning

Network > Interface Bandwidth Summary Report

B Flow Reports - X

Q.- Type here to fier reports. | Interface Bandwidth Summary | ~
[=)-Reports ~
7 nophentons nterface Bandwidth Summary
E ﬁ:tswork 21/21, 08:07:31 AM to 09/21/21, 08:22:31 AM  Data bin: 1 minute
h Sourre T - = Number of flows: 14 M utilize Long Term Cache

Traffic Volume Pair
Fiter [ A O cocicrow | Time series | sitRote v

Outbound Bandwi:
Search wan & flow.dscp=EF

Bidirectional Netwrk
Source or Destina
Network Pair
Source Network
Destination Network
Bidirectional AS Pair
Source or Destination
AS Pair

Source AS
Destination AS
Interface Bandwidth
Exporter Site Band!
[#-Voice/Video Perforr

HQ-B2.dcloud.cisco.com - GigabitEthernet2

100 Kbps

Bit Rate

Slell[(®=] All Devices

Ps:08 AM Sep 21,08:10 AM Sep21,08:12 AM Sep21,08:14 AM Sep 21,08:16 AM Sep21,08:18 AM Sep21,08:20 AM Sep21,08:22 AM
Date

Q-

erface Name Service Provider Direction Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate

bitEthernet? ~ MPLS INGRESS 57 15MB 82,650 13097 Kbps 1.83 pps 159.48 Kbps 114 pps|
bitEthernet2  MPLS EGRESS & 9MB 54,561 £1.85 Kbps 60.62 pps 98.42 Kbps 74 pps|

If Classification & Marking are in place, Flow is a great way to do queue sizing

Action
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Queueing: Sizing/Capacity Planning

Pre-Policy QoS Report is a Great QoS Sizing Report

Before QoS - by Class Before QoS - by Class in Kbps Options ¥
Name | curent | Peak [ S5-minute Avg [ 1-hourAvg | |
B[V dass-default 3,003 4,239 3,065 2,829
..V [0 dass-default 2,317 3,212 2,306 2,117
5,000 [ 2 IS 686 1,026 760 712
[V [ VOIP_SIGNAL... 0 0 0 0
4000 ¥ HlVDEO 0 0 0 0
¥ [ MEDIUM_DAT... 0 0 0 0
‘... [¥ [ HIGH_DATA_... 0 0 0 0
3,000
w
Qo
o
4
2,000
1,000
]
11:57:03 A 11:58:03 A 11:50:03 A 12:00:03 PM 12:01:03 PM 12:02:03 PM
Total: 3,003 4,239 3,065 2,829

This report shows the volume of bandwidth of each queue before QoS is actually applied

/Action’
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Queueing: Capacity Planning

QoS Drop Report can also be a QoS Capacity Report

Drops - by Class Drops - by Class in Kbps Options ¥
Name | curent | Pesk [ S-minute Avg| 1hourAvg |
(- ¥ dass-default 1,316 1,947 1,404 1,310
... ¥ [ dass-default 798 1,416 702 1,087
5,000 MO 668 967 692 232
. [¥ [OVOIP_SIGNAL... 0 0 0 0
4000 ¥ HVIDEO 0 0 0 0
.|V [ MEDIUM_DAT... 0 0 0 0
‘.. ¥ [ HIGH_DATA_... 0 0 0 0
3,000
w
o
fw)
_______________________________________________________________________ ¥
s o = 2,000
‘ - . "»7 --------- . - .. T
‘ . }“7 Ry - B o .. J— P L S _—- -
I e BADTTY i 1000
1]
12:13:31 PM 12:14:31 PM 12:15:31 PM 12:16:31 PM 12:17:31 PM 12:18:31 PM

Total: 1,466 2,114 1,394 1,318

This report shows the volume of traffic dropped after QoS is applied. This can be good for finding
gross sizing errors. But is not the whole story, fixing drops may also required buffer tuning too!

Action
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Queueing: Configuration NN

Priority: 768 Kbps

\VOIP_SIGNALING © Class-based: 60 Kbps
HIGH_DATA_QUEUE ° Class-based: 50 Kbps
MEDIUM_DATA_QUEUE ° Class-based: 75 Kbps
VIDEO ° Class-based: 50 Kbps
class-default © Fair

Mapped Class Detail

Match on DSCP I~ Orop al affcfor class

Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DBL | Unsupported |

Match : DSCP : 46 (EF) ,

Edit

Action
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Queueing: Configuration

”~ Class Name Classify Marking Queueing Policing Shapi

Class-based: 756 Kbps

VOIP_SIGNALING o Class-based: 60 Kbps
HIGH_DATA_QUEUE L] Class-based: 50 Kbps
MEDIUM_DATA_QUEUE ° Class-based: 75 Kbps
VIDEO ° Class-based: 50 Kbps
class-default o Fair

Order Queues based on priority. e e e

Queues are match in a top-down order, so [ Prepalaffcforcess
. L. L. Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DBL | Unsupported |
this helps ensure priority traffic is matched  von sy
by the appropriate queue if there are R
configuration mistakes. It does not change

the priority of traffic transmission.

Edit

Action
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Mapped Classes

Queueing: Configuration =[s[3]s|

Class Name Classify Marking Queueing Policing

Priority: 768 Kbps

VOIP_SIGNALING L] Class-based: 60 Kbps
HIGH_DATA_QUEUE ° Class-based: 50 Kbps
MEDIUM_DATA_QUEUE © Class-based: 75 Kbps
VIDEO ° Class-based: 50 Kbps
class-default ® Fair

Mapped Class Detail

[~ Drop all traffic for dass
Classify | Marking Queueing | policing | Shaping | Compression | WRED | DBL | Unsupported |

Queueing type:
Rate: [768 [kbps |

Burst size: |32

Unknown elements:

Voice = Priority Queue

Video = Priority Queue (usually)

Everything else = Class based

Default = Fair Queue (optional™*)
*There will be more drops with fair-queue

Action
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Lab: 3 & 4 Queueing and
Shaping

* Prioritization (Queueing & Shaping)
* Capacity Planning Reports
* Configure Queueing
* Configure Shaping

* Create Validating Policy

© 2022, LiveAction, Inc. All Rights Reserved.
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Step 3:
Throttle Traffic
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™
IveAction
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Step 3 —Throttle Traffic (Policing and WRED)

* Policing - Transmit data to software set limit, drop overage

 WRED - Selectively drop specific data before congestion occurs

Action
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Policing

Classify | Marking | Queueing Policing | Shaping | Compression | WRED |

wout -~ | D B3 @

[V Enable policing
nput: BaselngressPolicy
Committed Information Rate: |512 [kps  ~|

[~ Peak Information Rate: I
[~ Committed burst: |1,000 bytes
[~ Excess burst: I1,000 bytes

Conform action: |Transmit ZI
Exceed acton: -
Violate action: | (Defavit) ~|

52:56 Pra

Kops

Kbps

Best done on LAN ingress close to source

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



WRED - Weighted Random Early Detection

WRED allows you to randomly start dropping data before the queue is full, to try to avoid congestion (tail drop).
Min Thresholds is when random drops begin. Max Threshold = Tail Drop.

What is a Queue? It’s a “holding tank” for when there is too much data to be sent

Default queue depth is 64 packet. When queue is full, “tail drop” begins

Can provide “queue-in-queue” like functionality

Mapped Class Detail
[~ Drop all traffic for dass
Classifyl Markmgl Queuemgl Policingl Shap'ngl Compression WRED IDBLl Unsupporl:edl
RED Drop Ranges
Probability Full Dropping Calculate drop probability using: IDSCP v I
of Discard
100% femecemmnnsesesesnteseaseeeseessseeeentaseaa—ne——— [~ Explicit congestion notification
The probability of discard at the I Exponential weighted constant: |1
maximum threshold equals 1/MPD
In this instance, the probability of [V Override default settings = \
dscard with an average queue E}' @
depth of 45 packet = 1/5 = 20 percent
Value Min Threshold | Max Threshold | Mark Probability Denominator
-
Random Dropping 12 (AF12) j 100 196 1
No - A MPD =5
20% Sreeenen b s R S AP 14 (AF13) R £ 64 1

Average Queue

L ]
®
/Action
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WRED - Warning!

e Will cause more drops (harm) than normal, if not tuned correctly
* Typically, only effective if multiple DSCP values are in a Queue

RED Drop Ranges
Probability
of Discard

Full Dropping

A

maximum threshold equals 1/MPD
In this instance, the probability of

depth of 45 packet = 1/5 = 20 percent

Average Queue

Depth

100% deccccccccccccccccccscccscocsccscssccccscsnscscscnsssns
The probability of discard at the
dscard with an average queue

Random Dropping
No Dropping A MPD =5
Pty R IOShkiel 4 skl PSSO
A
NXOF.ISM.2.0.3

© 2022, LiveAction,

Mapped Class Detail
[~ Drop all traffic for dass

Classify | Marking | Queueing | Policing | Shaping | Compression WRED IDBL| Unsupported |

Calculate drop probability using: IDSCP v I

| Explicit congestion notification
|~ Exponential weighted constant: |1

v Override default settings

Inc. All Rights Reserved.

Value Min Threshold | Max Threshold | Mark Probability Denominator
:
12 (AF12) >0 196 1
14 (AF13) RaES 64 1

Action
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Lab: 5 Throttling & Policing

* Throttling Traffic (Policing & WRED)
* Implement Scavenger Queue

* Police Queue

© 2022, LiveAction, Inc. All Rights Reserved.




Step 4:
Buffer Tuning

LiveAction’
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Step 4-Buffer Tuning
(Advanced)

Queue-limit — Buffer size that stores queue data during
congestion

Priority queue BC — Token bucket interval that schedules
the releases data in priority

[ ]
/Action
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Buffer Tuning

* Only really needed for critical, but bursty queues — VIDEO, Citrix(VDI), etc.

* Queue bandwidth is adequate, but drops still occurring...

QoS | Flow | Routing | IPSLA | LAN

@ Enable Poling || Class { Class Drops + Output ~ | 15m thr 1d 1w ] (@
<  Ethernet0/1 Output: SHAPING
Before QoS - by Class

Before QoS - by Class in Kbps
Name

08:26:45 PM 08:27:13 PM

08:26:13 PM

08:25:51 PM

Draps - by Class

Ad]usl Nested Output Policy "SHAPING / QUEUEING' on HQ s3.dcloud.cisco.com (198.18.129.25) EN G
Bandwidth Allocation by Class 1 v W VIDEO
Class Name | Queue Setting | Reserved Bandwidth | e e

VOICE [Priority Queueing > foes kops x|

VIDEO |priority Queueing |40 kops > | "

SIGNALING |Class-based Queueing ~|[64 bps | E

class-defauk INone 3 .
—m:n:m;,_',M

08:27:40 PM

08:00 PM

Sep 23,08:04 PM Sep 23,08:086 PM Sep 23,08:08 PM

Sep 23,08:02 PM
Date

.ISM.2.0.3
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e
q I C2 113 Total Packets Average Bit Rate I Average Packet Rate I Peak Bit Rate | Peak Packet Rate
Draps - by Class in Kbps 54,613 387 Kbps 61 pps 450.5 Kbps 68 pps.
Name: Current | Peak |
E8 5 162
VO 4 156 L3
© Wvoice 0 <t VIDEO Queue Conf|g=640K
W vIDEO 0 53
M o Flow Reports=450.5K Peak
- .

SNMP Reports=539K Peak
But there are Video Drops???
We need to tune the Video
Queues buffer size

Action
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Lab: 6 Buffer Tuning

Interface’s hold-queue >= total of all queues queue-limit
Show interface shows the size of the hold-queue
Output queue: 72/1000/1732089236 (size/max total/drops)

policy-map CZ_QUEUEING

Queueing type: |Priority v

class CZ_VOIP
priority 8 128000
exit

class VOIP_SIGNALING
bandwidth 60
queue-limit 512

Rate: |8 IKbps d

|v Burst size: |128000 bytes

Classify | Marking _Queueing | Policing | Shaping | Compression |
ing type: |Class-based »

NXOF.ISM.2.0.3

Rate: IGO Ikbps d
[V Queue depth: |b12 IPackets
Fair Queueing

© 2022, LiveAction, Inc. All Rights Reserved.
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Lab: 6 Buffer Tuning

* Buffer Tuning

* Video Queue Performance Tuning

© 2022, LiveAction, Inc. All Rights Reserved.
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QoS Déployment
Strategies

REVIEW

LiveAction’
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QoS Deployment Strategies

Step 1 - Deploy QoS in Phases

Step 2 - Use NetFlow Tools to Understand Bandwidth Usage
Step 3 - Understand Application Details

Step 4 - Get Business’ Buy-In

Step 5 - Understand the Network

Step 6 - Have a Plan

Step 7 - Use QoS Management Tools

Step 8 - K.I.S.S.

Action
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Step 1 : Implement QoS in Phases!

Do the WAN

THEN do the LAN

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.



Step 2 - Use NetFlow Tools to Understand Bandwidth Usage

Application (Flow) S B

Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Fitering  Direction: Inbound and Outbound Combined  Flow Type: Basic Flow  Execution Type: Time Series  SortBy:BitRate  Bin Duration: 1 Minute  Start Time: Sep 21, 2021 08:13:59 EDT (GMT-04:00)
End Time: Sep 21, 2021 08:28:59 EDT (GMT-04:00)  Bin Interval: 1 minute

- rpaudio -
- urinown -
= - statisticalp2p
g - rip-video
2 - p
é 1 ca
- 10.21.1.154
b4 - ip
@ cpenwebret
@D larrevagent
Total
08:14:00 08:15:00 08:16:00 08:17:00 0e:1e:00 08:19:00 08:20:00 08:21:00 082200 08:23:00 08:24:00 08:25:00 08:26:00 082700 08:28:00 08:28:59
Page 1 [ /3>® Q Search... m &
LegendC  Application & Total Flows & Total Bytes & Total Packets & Average Bit Rate Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
- rtp-audio 7 41.10MB 251325 365.33 Kbps 279.25pps 425.70 Kbps 324 pps
- uknoun 145 31.56 MB 60,349 280.56 Kbps 67.05 pps 342.34 Kbps 79 pps
- statisticalp2p 161 27.07 MB 33981 240,62 Kbps 37.76 pps 298.98 Kbps 46 pps
s rtpideo 2 25.77 MB 31879 229.08 Kbps 35.42 pps 285.93 Kbps 43pps
- 26 2520 MB 31100 224,00 Kbps 3457 pps 300.25 Kbps 45pps
ica 104 438 MB 65,725 38.94 Kbps 73.03 pps 46.22 Kbps 86 pps
- 10.21.1.154 160 422 MB 11,946 37.54 Kbps 13.27 pps 173.26 Kbps 59 pps
- sp 148 3.40MB 26,226 30.22 Kbps 2914 pps 37.11 Kbps 37 pps
- openwebnet 103 1.37MB 1.836 1214 Kbps 204 pps 16.85 Kbps 2pps
@B lenrevagent a4 921.01 KB 8712 2.19 Kbps 9.63 pps 11.62 Kbps 14pps

*Use minute by minute reporting (no Averaging)

LiveActionr
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Step 3 - Understand Applications Details

After QoS -by Class Afier Qos -by Class i Kops Options ~

Sminute Avg Lhour Avg

o
ey 10082 P P 100200 74 P 102420 P

After QoS -by Class: After QoS -by Class i Kops Options |

Grrent_ pesk Sminute Avg Lhour Avg
—— m F 20 Ed

- v W0 23 355 2z 26
) I I I

£ Cl_DaTA s e ) a3

0] Eldessdefouit ' 1 s s

€
o
108823 P T0s733 st 1003 P 10033 e v
Before Qos -by Appicaton (€AR) efure QoS -by Appicaton (NBAR) n Kops Options ~
Name Coment peak Smoute Avg Lhowr Avg
@I W rtvpe £ m
YEw 2 s 26 I
o 9] Mibitorent 19 2 m -
(VW 153 0 0 -
o @ koo 25 1= = —
7 Wsearentn = @ o
Tamo @0 = 1863 s &
5 | @B w b @
€ | -@@s % » 6
o @ Ese 6 9 6
I Msomp 4 s 4
™ 9] W suwpe 1 2 2 ~
9] M nethos s < < < -
. v/ @eor <t < < —
G212 13127 e G512 16127 w1 v/ Bong < <t < -
) W youtibe o set 62 -
Total: 5% 3235 1563 o

Action
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Step 4 - Get Business’ Buy-In

© 2022, LiveAction, Inc. All Rights Reserved.



NXOF.ISM.2.0.3

ISR,
ISRG2,
ASR1000

Catalyst

o4 2960,3560,
[ ]

3750, 3850

Catalyst
4500

Catalyst
6500

Nexus
7000

Step 5 - Understand the Network

www.cisco.com/go/srnd

{Overview

Medianet Campus QoS Design 4.0

CHAPTER2

The case for Quality of Service (QoS) in WANs/VPN is largely self-evident because of the relatively
low-speed bandwidth links at these Places-in-the-Network (PINs), as compared to Gigabit/Ten Gigabit
ccampus networks, where the need for QoS is sometimes overlooked or even challenged. This is
sometimes due to network administrators equating QoS with queuing policies only; whereas, the QoS
toolset extends considerably beyond just queuing tools. Classification, marking, and policing are all
important QoS functions that are optimally performed within the campus network, particularly at the

access layer ingress edge (access edge).

Five strategic QoS design principles discussed in Chapter 1. “Enterprise Medianet Quality of Service
Design 4.0—Overview” are relevant when deploying QoS in the campus:

« Always perform QoS in hardware rather than software when a choice exists. Cisco I0S routers
perform QoS in software. This places additional demands on the CPU, depending on the complexity
and functionality of the policy. Cisco Catalyst switches, on the other hand, perform QoS in dedicated
hardware Application-Specific Integrated Circuits (ASICs) and as such do not tax their main CPUs
to administer QoS policies. You can therefore apply complex QoS policies at Gigabit/Ten Gigabit

With switches, start with SRND4 Auto-QoS where possible

© 2022, LiveAction, Inc. All Rights Reserved.
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Step 6 - Have a plan

B C D E F

H

Site

Device Name Device Type IP Address 10S Version Line Card

ATET CIR

Louisville

WIC-1DSU-T1-V2
WIC-1ADSL
NM-HDV
VWIC-IMFT-T1
PVDM-12
PVDM-12

PGS-LOUISVILLE-RTR Cisco2821 10.255.253.52 |C2800NM-IPVOICE-MZ.124-8A

1.5Mbps

1.5Mbps

Louisville

PGS-LOUISVILLE-RTR C1SC02921 10.255.253.52 |C2900-UNIVERSALKS-MZ.SPA.152-4 M4 |HWIC-4T1/E1

3Mbps

3Mbps | 20% (600K) |60%

Lexington

WIC-1DSU-T1-V2
WIC-1ADSL
NM-HDV
VWIC-IMFT-T1
PVDM-12
PVDM-12

PGS-LEXINGTON-RTR CISCo2821 10.255.253.54 |C2800NM-IPVOICE-MZ.124-8A

15Mbps

15Mbps

Lexington

PGS-Lexington-RTR CIsco2s21 10.255.253.54 |C2500-UNIVERSALKS-MZ.SPA.152-4. M4 |HWIC-4T1/E1

3Mbps

3Mbps

London

WIC-1DSU-T1-V2
WIC-1ADSL
NM-HDV
VWIC-IMFT-T1
PVDM-12
PVDM-12

PGS-LONDON-RTR Cisco2821 10.255.253.50 |C2800NM-IPVOICE-MZ.124-8A

1.5Mbps

1.5Mbps

London

PGS-LONDON-RTR CI1SC02921 10.255.253.50 |C2900-UNIVERSALKS-MZ.SPA.152-4 M4 |HWIC-4T1/E1

3Mbps

3Mbps _ [20% (600K) |60% {

Manchester

WIC-1DSU-T1-V2
WIC-1DSU-T1-V2
WIC-1DSU-T1-V2
NM-HDV
VWIC-1IMFT-T1
PGS-MANCHESTER-3825-R CISCO3825 10.255.253.65 |C3825-IPVOICE-MZ.124-8A PVDM-12
PVDM-12
NM-HDV
VWIC-IMFT-T1
PVDM-12
PVDM-12

3Mbps

3Mbps

Manchester

PGS-MACHESTER-RTR C1SC02921 10.255.253.65 |C2900-UNIVERSALKS-MZ.SPA.152-4.M4 |HWIC-4T1/E1

4.5Mbps

4.5Mbps

Jacksonville

WIC-1DSU-T1-V2
WIC-1ADSL
NM-HDV

PGS-JACKS-2821-RTR CIsCo2821 10.255.253.55 |C2800NM-IPVOICE-MZ.124-8A VWIC-IMFT-TL

1.5Mbps

1.5Mbps

© 2022, LiveAction, Inc. All Rights Reserved.
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NXOF.ISM.2.0.3

Step 6 - Have a plan

MPLS Network R
i { ) 10.255.175.4

2851
124(i5)TS

|Data -

10.255.10.105

[

SiteH
10.2551015\

2851
2.419)

2851
15042

MPLS QoS Policy
COs | cos | cos | COS | cos
1 2 3 4 5

EF |AF41|AF31| CS3 | AF21| BE
25% | 15% | 10% | 5% | 20%| 25%

cos
8

ACME - Qo Policy |

Drawn By: Clark Zoeller Date: 10/14/2013 I

© 2022, LiveAction, Inc. All Rights Reserved.
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Step 6 - Have a plan

View Clipboard Font 5] Schedule Tasks
8:00 AM E 10:00 AM
Start
%4 Tue 10/1/13
g
=
Task
%Complete v+ @ Mode + | Task Name | Durat v  Start +  Finish +  Predeces|

1 |10% =5 |4 ACME High Qos Project liday Tue10/1/13 Tue10/1/13
2 61% » 4 Data Collection 1day Tue10/1/13 Tue 10/1/13
3 100% v’ - > Collect AT&T Documentation 1day Tue10/1/13 Tue 10/1/13
6 100% v’ » > Collect Avaya Documentation 1day Tue10/1/13 Tue10/1/13
10 100% v’ » » Create QoS Spreadsheets 1day Tue10/1/13 Tue10/1/13
14 135% » 4 Create QoS Network Diagram 1day Tue10/1/13 Tue 10/1/13
15 |100% v » MPLS WAN Overview lday Tue10/1/13 Tue10/1/13
16 |90% » MPLS Head-End Details 1day Tue10/1/13 Tue10/1/13
17 |90% » MPLS Remote-Site Details 1day Tue10/1/13 Tue10/1/13

E 18 0% » ACME High Bandwidth WAN Overview 1day Tue10/1/13 Tue10/1/13

5 19 0% » ACME High Bandwidth WAN Details - 6500 1day Tue10/1/13 Tue10/1/13

E 20 0% » ACME High Bandwidth WAN Details - 4500 lday Tue10/1/13 Tue10/1/13

5 21 0% » ACME High Bandwidth WAN Details - 2960 lday Tue10/1/13 Tue10/1/13
2 0% » ACME High Bandwidth WAN Details - 3560/3750 lday Tue10/1/13 Tue10/1/13
23 |50% » 4 Collect Bandwidth Statistics 1day Tue10/1/13 Tue 10/1/13
24 1100% v » Deploy Monitor only QoS Policies lday Tue10/1/13 Tue10/1/13
25 0% » Review Monitor Only QoS Statistics lday Tue10/1/13 Tue 10/1/13
26 |33% » 4 Collect Business' Input 1day Tue10/1/13 Tue 10/1/13
27 |100% v » Talk to Branches lday Tue10/1/13 Tue10/1/13
2 0% » Talk to IT App owners to get IP/Port info lday Tue10/1/13 Tue10/1/13
29 0% » Review bandwidth reports for critical Apps lday Tue10/1/13 Tue10/1/13
30 3% » 4 Design 1day Tue10/1/13 Tue 10/1/13
31 50% » 4 Define Application Recognition Policy 1day Tue10/1/13 Tue10/1/13

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.
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NXOF.ISM.2.0.3

Step 7 - Use QoS management Tools

IR RYR R T

Policies | Classes | Interfaces

Policies Mapped Classes

R E R IR X R
3CBL_DSCPMatch_GI01_In | | class Name Classify  Marking  Queueing jBolcing i iShoinojiy | Compresslon iy | WHED i | CEUgg | Unkniowny
BaseEgressPolicy-NoMarking || [Classbaseditodkbps | | [ | | | |

BaselngressPolicy

child VOIP_SIGNALING L] Class-bases
ama emase g s 002
CZ_SHAPINGEQUELEING VIDEO ° Class-based: 50 Kbps
DIINGRESS dass-default e Fair
LIVEACTION-POLICY-MEDIANET

mace_global

MonitorUsingNbar_FA010_In

MonitorUsingNbar_FA010_In_0

MonitorUsingNbar_FA010_In_1 Mapped Class Detail

MonitorUsingNbar_FA010_Out Drop all traffic for dass

MonitorUsingNbar_FA010_Out_0
MonitorUsingNbar_FA010_Out_1

| Classify | Marking | Queueing | policing | Shaping | Compression | WRED | DBL | Unsupported|

MonitorUsingNbar_FA010_Out_2 . RefeTence
MonitorUsingNbar_GI00_In Queueing type: Distibute the avalable. I
" e istribute the avail
MonitorUsingNbar_GI01_In Rate: ‘ 1,024 ‘ [kbps = ] bandwidth between —
MonitorUsingNbar_GI01_In_0 a b o
MonitorUsingNbar_GI01_In_1 Quevedepth: 1| casses by ::ecixnu a
3 N - imul w
MOﬂIMfUSﬂng_GIO 1In2 Enable Fair Queueing guarantee to each class.
MonitorUsingNbar_VL1_In
B 3 T« Unknown el
MonitorUsingNbar_VL1_Out Queueing Type
parent —_—
QUELEING Class-based: utiizes
: VOIP Class-based weighted fair
VOIP_SIGNALING queueing (CBWFQ) using
< o derived weight for packets
< :{E(I;J";L_JIEIA.I;AA'_&LEJL;UE L from the bandwidth
| oo - allocated to the class.
- dass-default ¥
I SET_pscp I « i »
ok

SavetoDevice | [ Previewcl | | Close ]

Action
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Step 7 - Use QoS management Tools

QoS | Flow | Routing | TP SLA | LAN |
@ Enable Poling || Application /Class ~ Output + | 15m 1hr 1d 1w [ @@ Top 40 <]
<)  GigabitEthernet0/1 Output: WAN-Shaping
Before QoS - by Application (NBAR) Before QoS - by Appiication (NBAR) in Kbps Opt
Name Current Peak S-minute Avg  L-hour Avg
1,2% 1,254 1244 1,245
852 10 869 84
& 795 1,003 635 527
584 %91 691 694
6400 516 518 516 516
513 1,355 86 691
gm0 438 872 436 485
8 286 1,046 272 289
g 232 233 232 232
00 85 118 102 %
3 3 3 £
1500 19 19 19 19
19 19 19 1
0 4 5 3 3
10:58:00 A 11:00:09 A 11:02:00 Ad 11:04:00 A 11:06:09 A 11:08:00 A 1 1 1 1
<1 <1 <1 <1
Total: 5,673 6752 5,715 5,716
‘4
After QoS by Class After QoS - by Class in Kbps Opt
Current Peak S-minute Avg L-hour Avg
1,873 2,834 1,851 1,93
1,433 2,013 1,404 1,395
e 273 202 273 271
132 188 129 128
6400 87 154 103 %
8 39 3
4,800 5 3 3
8 <1 <1 <1 <1
2 [ cTransactional 0 0 — —
3.200 [ cStreamingVi... 0 0 - -
cScavenger 0 0 — —
M csukData o 0 - -
0
10:58:00 A 11:00:09 A 11:02:00 Ad 11:04:00 A 11:06:00 A 11:08:00 A

[ ]
/Action
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Step 7 - Use QoS management Tools

Resolve Ignore Acknowledge Refresh Alerts Q qos
SEVERITY {  DESCRIPTION {  TIME OPENED { ACTIVEFOR £  CATEGORY $  TYPE {  THIRD PARTY..
All v All v All v
A Critical RTR_SanJose QoS Class Default Drop Rate was 157.16 Kbps 29 Mar 2019, 02:32PM a few seconds Device, Interface QoS Class D...
m Warning GigabitEthernet2 on RTR_Louisville had a drop rate of 49.55 pps in the Output direction. 29 Mar 2019, 02:32PM a few seconds Device, Interface QoS Interfac...
A Critical RTR_Austin.liveaction.com QoS Class Default Drop Rate was 122.80 Kbps 29 Mar 2019, 02:31PM aminute Device, Interface QoS Class D...
A Critical RTR_Louisville QoS Class Default Drop Rate was 64.71 Kbps 29 Mar 2019, 02:30PM 2 minutes Device, Interface QoS ClassD...
m Warning GigabitEthernet2 on RTR_Austin.liveaction.com had a drop rate of 43.24 pps in the Output direction 29 Mar 2019, 02:29PM 3 minutes Device, Interface QoS Interfac...
A Critical RTR_Birmingham.liveaction.com QoS Class Default Drop Rate was 56.16 Kbps 29 Mar 2019, 02:27PM 5 minutes Device, Interface QoS Class D...
A Critical RTR_Seattle QoS Class Default Drop Rate was 107.86 Kbps 29 Mar 2019, 12:19PM 2 hours Device, Interface QoS Class D...
A Critical RTR_Madison QoS Class Default Drop Rate was 255.93 Kbps 29 Mar 2019, 12:28AM 14 hours Device, Interface QoS ClassD...
m Warning RTR_Louisville QoS Class VOICE Drop Rate was 73.79 Kbps 27 Mar 2019, 12:17PM 2 days Device, Interface QoS Class Dr...
m Warning RTR_Birmingham.liveaction.com QoS Class VOICE Drop Rate was 74.47 Kbps 27 Mar 2019, 12:17PM 2 days Device, Interface QoS Class Dr...
m Warning RTR_Madison QoS Class VOICE Drop Rate was 74.57 Kbps 25 Mar 2019, 10:00AM 4 days Device, Interface QoS Class Dr...
m Warning RTR_Seattle QoS Class VOICE Drop Rate was 71.55 Kbps 24 Mar 2019, 09:01AM 5days Device, Interface QoS Class Dr...
< >
[
Action’
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SNMP Polling Interval

LiveAction Recommends

« Router polling
 Switch polling

 Poll fewest technologies required

B IO TR S T N

[0 seranch2-nY
[0 +Heet
[0 wee2
O

HQ-MC

NXOF.ISM.2.0.3

= 30 seconds

= T minute or 5 minutes

198.19.2.1 Cisco
198.18.129.24 Cisco
198.18.129.25 Cisco
158.18.129.23 Cisco

EH

HQ
HQ
HQ

B Device Management

Configure QoS, Flow, and IP SLA

Sl Select devices in the table and cick the configure button.
Remove Remove seected device(s).
Add To Group Group:
Remove
Edt Groups Edt the groups

Edt

Defauk SNMP Settings

Fiter by: Fiter Cear
Node  Group Pol QoS  Fow IPSLA Routing LAN®  Interval Status
T T C N N N R W N - - S
< ol NY %] %] =] (=) [0 |30seconds v Configured
O Hesar 196.18.12924  Csco <iscoCSR1000v ol HQ ] ] a I:l [0 |30seconds v Configured
0O wHee 196.18.12925  Caco ciscoCSRI000v ol  HQ =8 |~} [~} [m} (] [0 |30seconds v Configured
0O wewMc 196.18.1293  Csco CiscoCSRI000V al W 8 @8 @ m] ] [ |30seconds | Configured
* LAN poliing occurs every 1S minutes Number of Devices: S
Device Configurations. Global Device Settings

g

4

KERE

© 2022, LiveAction, Inc. All Rights Reserved.

oooao

Ooo00o0o

oooo

s |

:!)seoonds
iBOuoonds
130 seconds

V: Configured
V| Configured
V: Configured
V: Configured
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° ° ° QoS Class Drop
Alertin Customize Triggers i
-—

ENABLED

SEVERITY
ALERT TYPE £  CATEGORY ¢ SEVERMY ¢  ENABLED {  THRESHOLDS SHARING ® Wamning

Note: Severity for this alert will be reflected as the same severity used in the

All v All v All v status. When the severity is info, it does not contribute to the status.
e v P THRESHOLDS
Interface Reachability Device, Interface A Critical v for at least > 0 mjndtes ServiceNow, Web Ul
QOS CLASS
IPSLA Test Network A Critical v Total TestErrors > 3 Errors for at least > 0 m.. Web Ul VOICE
IPSLA Voice/Jitter Test Network A Critical tal Test Errors > 3 Errors for at least>0m..  Web Ul DROP RATE FOR AT LEAST -]
LiveNX CPU Utilization System A Critical v Local/Server >= 40 % for at least > 0 minutes ServiceNow, Web Ul 20 0
LiveNX Disk Utilization System A Critical v Local/Server >= 60 % for at least > 0 minutes  ServiceNow, Web Ul
LiveNX Memory Utilization System A Critical v Local/Server >= 40 % for at least > 0 minutes ServiceNow, Web Ul CECVES
VIDEO
LiveNX Node Connectivity System A Critical v for at least > 0 minutes ServiceNow, Web Ul
) n DROP RATE FOR AT LEAST .
Media Jitter Max Application Critical v Jitter Max >= 10 ms for at least > 0 minutes ServiceNow, Web Ul
50 1

Media Jitter Min Application A Critical v Jitter Min >= 10 ms for at least > 0 minutes ServiceNow, Web Ul
Media Packet Loss Application A Critical v Packet Loss >= 10 % for at least > 0 minutes Web Ul )
Network Delay Per Connection Network A Critical v Delay Time >= 50 ms for at least > 1 minutes ServiceNow, Web Ul

SHARING
QoS Class Default Drop © Devi A Critical v Drop Rate > 40 kbps for at least > 0 minutes ServiceNow, Web Ul

. Email ServiceNow
QoS Class Drop € " Device, Interface m Warning Qos Class VOICE Drop Rate > 40 kbps for at ... ServiceNow, Web Ul I
support@ X 1 rap
QoS Interface Drop €  Device, Interface m Warning v Drop Rate > 40 pps for at least > 0 minutes ServiceNow, Web Ul Web Ul
- Syslog

Routing Adjacency State Change Network A Critical v for at least > 0 minutes Web Ul

(@ This alert may contribute to status of an Interface, Device, and/or Site.

Cancel

Action
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Lab 6: Finish The Labs

* Including Lab 7: QoS Alerts
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% What’s Next?

/) SDWAN

LiveAction’




Agenda

* Cisco/Viptela SDWAN Overview

* LiveNX — SDWAN Integration Overview

* Day 0O: Cisco SD WAN Planning for Deployment

e LiveNX - SDWAN Onboarding

* Day 1: Cisco SD WAN Policy Validation and Intent
* Day 2: Cisco SD WAN Operations

© 2022, LiveAction, Inc. All Rights Reserved.
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SDWAN Basics

E vEdge — SDWAN Edge
Router
vManage — SDWAN
Manager
P B = vBond — SDWAN
;m I N | Coud Data Orchestrator
e enter
Small Office m::
Home [Ea= @ vSmart — SDWAN
Office
Campus Controller

Action
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SDWAN BRasics

Management Plane
vManage

= «—
3 Party

@ VAIVOCS 2 Aufomation
- 200

vSmart Controllers

ﬁ vEdge Routers
EEESES R EE

Action

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved. 260

Control Plane




SDWAN BRasics

Management Plane SN
vManage Integration

o «—)
3 Party

@ VAnalytics ™. Automation
=~ 000

vSmart Controllers

/-f\ I_\
@ MPLS 4G
vEdge Routers

Action
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i

/]
. i

%; SDWAN Integration

/a Overview

LiveAction’
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LiveNX and Cisco SD-WAN Viptela Overview

©
o | LiveNX
L1
Inventory
Flow BFD
SNMP Alarms

vManage

‘OO vSmart

-o vEdge

Cisco SD-WAN Viptela

[1] Bidirectional Forwarding Detection
NXOF.ISM.2.0.3

LiveNX receives data from the vEdges and vManage
* vManage

* Inventory information is pulled to onboard the SDWAN devices
* Other information like routing tables is used to populate site info
* Tunnel health (BFD) loss, delay, and jitter measurements are pulled
* vManage alarms are pulled every 5 minutes
 vEdge
* LiveNX polls vEdges via SNMPv2 or v3 for device statistics (interface,
cpu, memory, etc)
* vEdges export cflowd to LiveNX collection nodes which includes:
* source & destination address and port info for each flow
* Byte and packet counts per flow

* Each flow also includes an App ID which is the application identified by the deep
packet inspection engine on the vEdge

L ]
/Action’
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Network Preparation - Summary

Required Tasks

 Collect management IP range for the Cisco SD-WAN (Viptela) vEdge routers
* Enable SNMP v2/v3 RO access for LiveNX monitoring

* Collect SNMP v2/v3 community/password

e Configure centralized data policy to enable Flow on LAN Interfaces

* Set Flow active timeout = 60 sec

* Set Flow inactive timeout = 15 sec

* Collect vManage hostname/IP address, username and password

* Used for polling northbound API’s from vManage (Inventory, BFD, Alarms, etc)

L ]
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Day 0: Design Baseline performance for policy design

Site to site traffic performance App group behavior Service Provider analysis

Application Performance: Site to Site View Options v Share  print Schedule copy  Close

Favorite Applications Vewoptions v Shwe Pt Schedule copy  Cose i i ider Top 10 WAN Applicati View Options v Shre Pt Schedule

* Site to site traffic type and paths * App Group behavior e Service Provider
* Provides data for: * Policy design inputs: * Path design inputs:
» Selection of initial pilot sites * App consumption patterns — *  Which telco infrastructure path they
bandwidth, class should apps take, site by site.
* Usage patterns
. . i . * Performance baseline — know * Picking application to include in app
* Site to site traffic behaviors targets for SLAs route policies

* How SD-WAN enabled vs non SD-
WAN traffic maybe handled during
deployment

L ]
®
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LiveNX SD-WAN On-Boarding

Required Tasks

* Onboard SD-WAN devices via LiveNX
integration with vManage (via REST API). e
This simplifies:

nnnnnnnnnnnnnn

* vEdge router discovery
* Monitoring of WAN and LAN interfaces

Connection Settings

Additional HTTP Header

* Automatically sets network semantics
including sites, WAN links, service providers,
site IP prefixes, etc

e Confirm reception of Flow on vEdge
Routers '

Syslog

Troublashooting

* Confirm BFD data from integration with ~ —
vManage

L ]
®
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Day 1: Verify

Policy verification at scale

Overlay performance Policy performance

* Transport view e Virtual overlay view
* Geomap * Site to Site diagram - Verify legacy and SD-
* Quickly verify site to site behavior during WAN controlled traffic behavior
deployment

* Verify the overlay performance: * Verify policy enforcement:

*  Verify service VPN topology matches the * Verify application and user traffic is
intent set via policy associated to correct service VPN

* Verify service provider performance « Verify split handling of legacy traffic

* Traffic engineering / paths and SD-WAN traffic

NXOF.ISM.2.0.3 © 2022, LiveAction, Inc. All Rights Reserved.

Application performance

Custom Reports

Verify vEdge or cEdge transport VPN connecting
to SP network and performance

In/Out bound resource allocation
* Bandwidth
e Latency, jitter, packet drops

Action
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Verify that your control policy is working as
intended

e Full Mesh or Hub&Spoke?

e Use the Geo Topology map to
visualize your data plane topology

* Apply a VRF filter to see the data o r ------------------------
tunnels only for that VPN - T - /s
SR "i;_'_' _______________________________________________________________________________ ‘\‘\ =
~~~:;‘;'__\\\ .-...-.--...-.--_-_-_[;ai?m

L ]
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* Use the Sankey Diagram to visualize which

Ve rify Application traffic is going over which WAN transport
Awa re RO uti ng POI icy * Launch from Site-toSite story or from the Geo

Topology Map

- -

Site To Site Analysis > DC1-San-Jose - Branch2-Chicago < Nov 13,2020 08:35:00 — Nov 13, 2020 09:35:00 Hour v
- N - — - -
Tunnel: Branch2 cm“ﬂo = DC1-San-Jose Switch Direction Enter Filter Request Here ApPly filt IWAN Control Fitter 0ff m Details
Application VRF DScP Service Provider Status
DC1-San-Jose —+ Branch2-Chicago [ Top 10 Al Al Al Al
-u N citrix _-all_tunnels__
SERVICE PROVIDER - = hitp mpls WebSLA

itri
SLA Classes
biz-internet mpls B tu
—ovsoose_ | R
o vieeiio [
e

]
I SAP
Branch2-Chicago —» DC1-San-Jose [ .
P
SERVICE PROVIDER I unknown
SLA Classes
biz-internet mpls - B youtube
-
—oaoves | W
o
¢ = —
I. ¢ >l > ) 08;35 08:40 08:45 08:50 08:55 09:00 09:05 09:10 09:15 09:20 09:25 09:30 09:35
Nov 1320

L ]
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Use the Playback feature to verify traffic steering

Site To Site Analysis > DC1-San-Jose - Branch2-Chicago

* Does critical traffic get steered T
to the alternate WAN transport e e e
when the preferred tunnel -
suffers an outage or brownout

* Set the time interval at the top
of the diagram to capture the
problem event

* Use the playback at the bottom
to visualize the traffic moving
between transports

L ]
®
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Day 2: Scale and Operate

Performance insights for optimization and rapid troubleshooting

Flow Path analysis

Enterprise visibility

15751 & & 1] e [ O e Eovtra o s

o e .‘\;\;\‘iﬁ( v
— wfw/” -
g~
— =y ¢ o
° Enterprise VISIbIIIty - multi-vendor ° Visual path analytics

* NOC Operation workflows * \Verification of policy changes at

¢ alerting, dashboards, reports, capacity  scale
planning, integrations

« Situational awareness: * Understand app path switching

* Sites * site to site tunnel
performance correlated to
service provider and policy
* Service Providers thresholds

© 2022, LiveAction, Inc. All Rights Reserved.

* Applications

NXOF.ISM.2.0.3

Deep packet analysis

LiveWire and Omnipliance packet capture
and analysis appliance

Packet drill down

Delivers intuitive visualization and robust
forensics for faster incident resolution of
network issues

application performance issues and security

investigations. /\Ction®
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Use the Geo Topology to monitor tunnel status

e Here we see all tunnels are red

e LiveNX s using the
loss/latency/jitter statistics to

cHicA)

show SLA violations o o} e
13 \‘ »\_ __________ ‘\ ‘s P HEWYHY
--------- ‘l \\ ol L u
__V‘;;_;'-ff _______ & ~\ riladelphia
o e
San JoOE = = m e e :
Y R ey o ——
Sy J e T NS
..... [oc] DC2-RTH
...... :
~~__ .
........ :
HOUSTON: 1" S4ug
...............
ranch1-Miami
tatus
Waming . Cancins
Unk
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Use the Geo Topology to monitor tunnel status

* Here we see all tunnels are red
* LiveNX is using the = .
loss/latency/jitter statistics to —— TSR T
ShOW SLA Vlolatlons S S e e St rnch ch icago = DC1-San-Jose S
e [
. . . ™ e A d T —— = T [ o g
* Click on a data tunnel to drill into = NN TRy =
the tunnel status for each SLAclass o T R—— j
. - '
| e
""""" b

ssssssssss

lllllllll
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Cisco SDWAN Performance The SDWAN Dashboard has
many widgets that put site

Dashboard health at your fingertips

Dashboard Nov 13,2020 09:25:00 — Nov 13, 2020 10:25:00 "
Status e WAN e System e Cisco SDWAN Performance e | =
Site:  Branch2-Chicago € > <>

:: Cisco SD-WAN Performance Top Site Pairs by Peak Jitter :: Cisco SD-WAN Performance Top Site Pairs by Peak Loss :* Cisco SD-WAN Performance Top Site Pairs by Peak Delay
Src Site—Dst Site Avg Jitter  Peak Jitter € Src Site—Dst Site Avg Loss Rate  Peak Loss Rate € Src Site—Dst Site Avg Round Trip Delay  Peak Round Trip Delay @
Branch2-Chicago—DC1-San-Jose 111 ms 1457ms e Branch2-Chicago—DC1-San-Jose 23.84% 100% e Branch2-Chicago—DC1 2.26 ms 22.56 ms A
Branch2-Chicago—DC2-RTP 2.39ms 37ms e Branch2-Chicago—Branch1-Miami 292% 70% e Branch2-Chicago—Bran 77.4ms 321ms a
Branch2-Chicago—Branch1-Miami 242 ms 36ms e Branch2-Chicago—DC2-RTP 032% 60% e Branch2-Chicago—DC2 52.79 ms 221ms A

:: Cisco SD-WAN Performance Top Service Providers by Peak Jitter :: Cisco SD-WAN Performance Top Service Providers by Peak Loss :* Cisco SD-WAN Performance Top Service Providers by Peak Delay
Service Provider Avg Jitter  Peak Jitter € Service Provider Avg Loss Rate  Peak Loss Rate € Service Provider Avg Round Trip Delay  Peak Round Trip Delay €
biz-internet 393.96 ms 1457ms e mpls 10.07 % 100% e biz-internet 780.98 ms 22.56 ms a
mpls 349.85ms 97ms e biz-internet 798 % 100% e mpls 810.14 ms 20.45ms A



Voice Analysis
IWAN
Favorite Applications

Apple Fastlane Applications

There are also pre- =00

WAN Capacity Planning

[ ]
configured SDWAN
Voice/Video Performance Vs. Network Performance
I Site-to-Site Traffic Utilization Audit

w
(]

rvice Provider DSCP Audit

Track Single Site WAN Path Changes
Application Vs. Network Performance
Voice/Video Service Provider Performance Audit

Application Service Provider Performance Audit

SDWAN Application Service Provider Performance Audit
SDWAN Application Vs. Network Performance
SDWAN Voice/Video Performance Vs. Network Performance

SDWAN Voice/Video Service Provider Performance Audit

IWAN Application Vs. Network Performance

(- J T - I - J - T - - T - - T - I - I - - I - - T - - -

IWAN Application Service Provider Performance Audit

L ]
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SDWAN Application Vs. Network Performance

* These reports will draw on all
data sources:

* vManage API
* SNMP

* Flow

* These reports put operational
details at your fingertips

NXOF.ISM.2.0.3

SDWAN Application Vs. Network Performance View Options v Share Download Schedule Copy
Top CPU Usage (SNMP)
Device: All Devices  Execution Type: Aggregation  Start Time: Nov 13, 2020 10:27:38 EST (GMT-05:00)  End Time: Nov 13, 2020 10:42:38 EST (GMT-05:00)
DC2-VEDGE2
BR1-VEDGE1
DC2-VEDGE1
DC1-VEDGE2
BR1-VEDGE2
BR2-VEDGE1
DC1-VEDGE1
0 10 15 20 25 30 35 40 45 50
%
| Q  Ssearch
Legend C  Device & Site & CPUAvg & CPU Peak &
] DC2-VEDGE2 DC2-RTP 52%
] BR1-VEDGE1 Branch1-Miami 52%
- DC2-VEDGE1 DC2-RTP 52%
- DC1-VEDGE2 DC1-San-Jose 51%
[} BR1-VEDGE2 Branch1-Miami 51%
BR2-VEDGE1 Branch2-Chicago 51%
] DC1-VEDGE1 DC1-San-Jose 50%

Top Memory Usage (SNMP)

Device: All Devices

BR1-VEDGE1

Execution Type: Aggregation

Start Time: Nov 13, 2020 10:27:38 EST (GMT-05:00)

End Time: Nov 13, 2020 10:42:38 EST (GMT-05:00)

DC1-VEDGE2

NC2-VFNGF?

© 2022, LiveAction, Inc. All Rights Reserved.

Close

A
9

55

=]
5]

54%
54%
54%
53%
54%
52%
51%
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Site To Site Analysis Story

Quick view of traffic between = LiveAction
Sites Site To Site Analysis Enter Filter Request Here Aoty f Nov 13, 2020 09:5000  Nov 13, 2020 10:50:00 | Hour ~
Table
. §
frs g 4
g

VIEW FILTER
DIRECTION
METRIC

/

L ]
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Site To Site Analysis Story

Mousing over any one of the sites allows to see site specific stats

Clicking on a site will launch the Sankey Diagram of all traffic for that site

I
isg f 4
§.§§§‘5~'

S £
/| ’{7‘;

SOURCE SITE UTILIZATIONOUT DESTINATION SITE UTILIZATIONIN

DC1-San-Jose 20.76 %  Branch1-Miami 20.76 %
'IEW FILTE!  Branch1-Miami 7.39%  DC1-San-Jose 7.39%

Action”
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Alerting

In addition to the

standard LiveNX alerts
there are specific SDWAN

Alerts

* LiveNX imports vManage

Alarms via the API

NXOF.ISM.2.0.3

Alerts ter Filter R

Active

Resolve gn

SEVERITY

All

A Critical
A Critical
W Warning
A Critical
® Warning
w Warning
W Warning
® Warning
® Warning
m Warning
W Warning
u Warning

W Warning

All rows 294

v

Refresh Alerts

DESCRIPTION

View Options v

<>

ge0/0 on DC1-VEDGE2 had a drop rate of 93.06 pps in the Input direction.

@ All control connections to the node are down

@ Al BFD sessions for the tloc are down

ge0/0 on DC1-VEDGE1 had a drop rate of 204.00 pps in the Output direction.

D All BFD sessions for the tloc are down

® All BFD sessions for the tloc are down

) All BFD sessions for the tloc are down

D Atloc went down

D All BFD sessions for the tloc are down

® All BFD sessions for the tloc are down

) All BFD sessions for the tloc are down

D Atloc went down

D All BFD sessions for the tloc are down

© 2022, LiveAction, Inc. All Rights Reserved.

TIME OPENED

13 Nov 2020, 11:05AM
13 Nov 2020, 10:59AM
13 Nov 2020, 10:59AM
13 Nov 2020, 10:56AM
13 Nov 2020, 10:43AM
13 Nov 2020, 10:28AM
13 Nov 2020, 10:23AM
13 Nov 2020, 10:13AM
13 Nov 2020, 09:58AM
13 Nov 2020, 09:48AM
13 Nov 2020, 09:23AM
13 Nov 2020, 08:53AM

13 Nov 2020, 08:53AM

ACTIVE FOR

v

afew seconds

7 minutes

7 minutes

9 minutes

22 minutes

37 minutes

42 minutes

an hour

an hour

an hour

2 hours

2 hours

2 hours

CATEGORY

All

Device, Interface

vManage

vManage

Device, Interface

vManage
vManage
vManage
vManage
vManage
vManage
vManage
vManage

vManage

History

<>

v All v

QoS Interface Drop

Configure Alerts

{  THIRD PARTY INTEGRA.. {

vManage: Control No...

vManage: BFD TLOC ...

QoS Interface Drop

vManage: BFD TLOC ...

vManage: BFD TLOC ...

vManage: BFD TLOC ...

vManage: Control TL...

vManage: BFD TLOC ...

vManage: BFD TLOC ...

vManage: BFD TLOC ...

vManage: Control TL...

vManage: BFD TLOC ...

Action
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Alert Configuration

iveAction” ™

Alert Management

Enable Disable

* All the Cisco SD-WAN
Integrations alerts are the ones
imported from the vManage
a | arms BFD Between Sites Down

BFD Between Sites Up

ALERTTYPE

BFD Node Down

* Any vManage alarms to be
displayed must me enabled
here BFD Site Up

BFD TLOC Down

BFD Node Up

BFD TLOC Up

* Itis recommended to only o
enable the vManage alarms
that are of particular interest

Cloned Vedge Detected

LiveNX Alerts

ENABLED

All

IR SR N VR SR R SR SR N S S N

SHARING

Web Ul

Web UI

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Web UI

© 2022, LiveAction, Inc. All Rights Reserved.
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Maintenance Mode View Alerts

Cisco SD-WAN Integrations

DESCRIPTION

The password for the AAA user admin changed on a router or controller

All BFD sessions on all routers between two sites are in the Down state. This means that no data traffic can be sent to or transmitted bet...
A BFD session on a router between two sites transitioned to the Up state

AlI BFD sessions for a router are in the Down state. This means that no data traffic can be sent to or transmitted from that router

A BFD session for a router transitioned to the Up state

AlI BFD sessions on all vEdge routers in a site are in the Down state. This means that no data traffic can be sent to or transmitted from t...

A BFD session on a router in a site transitioned to the Up state

AlI BFD sessions for a TLOC (transport tunnel identified by a color) are in the Down state. This means that no data traffic can be sentto ...

A BFD session for a TLOC transitioned to the Up state

All BGP sessions on a router are in the Down state

A BGP session on a router transitioned to the Up state

All certificates on a controller or device, including the public and private keys and the root certificate, have been cleared, and the device h...

A duplicate router that has the same chassis and serial numbers and the same system IP address has been detected

Action
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Cisco SD-WAN SLA Class Path Change Alert

* SDWAN specific alert generated by LiveNX based on the loss/latency/jitter measurements (NOT imported from vManage

* Should be fired when a tunnel has an SLA class change

Alert Management

Cisco SD-WAN SLA Class Path Change

LiveNX Alerts

Monitor Cisco SD-WAN SLA Class out-of-policy / in-policy events

Enable D
Enabled
ALERT TYPE {  CATEGORY {  SEVERMY {  ENABLED {  THRESHOLDS m
Severity
Al v Al v Al v Threst N
A Critical
BGP Peer Connection Change Network A Critical for at least > 0 minutes
THRESHOLDS
Cisco IWAN Path Change Network A Critical for at least > 0 minutes
For at Least
Cisco IWAN Threshold Crossing Network A Critical for at least > 0 minutes
0
Cisco SD-WAN SLA Class Path Change Network A Critical v for at least > 0 minutes
Critical Traffic Response Time Application A Critical Response Time >= 5ms for at le
SHARING
Device CPU Utilization €  Device, Interface Multiple v Multiple
Device Flow Stop Device, Interface A Critical for at least > 0 minutes Email
Device Memory Utilization ©  Device, Interface Multiple v Multiple Type email
Device Reachability €  Device, Interface Multiple v Multiple
ServiceNow
Interface Errors (CRC, Frame, Overruns, Device, Interface A Critical Number of Errors >= 40 Errors fo
Interface Reachability Device, Interface Multiple Multiple SNMP trap
IPSLA Test Network A Critical Total Test Errors > 3 Errors for at
Web Ul
IPSLA Voice/Jitter Test Network A Critical Total Test Errors > 3 Errors for at
Svsloa

- = 2ACEiON’
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Launch the
SDWAN
Learning Labs...
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LiveAction Support

* Global support
* Contact support@liveaction.com
* Call: 408-217-6501

*  Monday-Friday 6am -7pm Pacific Time

* 24x7 Priority One support

 “Resources” website

* www.liveaction.com/support/resources/

* Product Downloads - Release notes
* Knowledge base

* Documentation

* Training Videos

* Professional Services has many offerings to assist you in your deployment and network
maintenance

¢ Contact sales@liveaction.com

Action
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Training Resources

You will get these resources in an email

Videos: https://www.liveaction.com/resources/#category-video

Tips and Tricks: https://www.liveaction.com/tips-and-tricks

White Papers: https://www.liveaction.com/resources/#category-white-papers-solution-briefs

Documentation: https://docs.liveaction.com/

Action
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Course Evaluation

We'll use this information to improve our courses and teaching methods. Please
enter as much comment material as you'd like... the more info you add, the better
we’ll get!

Point your browser to: (This is also in the email!)

https://survey.alchemer.com/s3/6997006/LiveAction-Training-Survey

Thank You in advance for your participation!

Action
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