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ThreatEye How-To Guide: Casebook

How do you Create a Casebook or Add a finding to an existing Casebook?

You can accomplish this through the findings area
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TIMESTAMP FLOW COUNT

2022:0915T143301.0 threatindicator 141981090 141981090 216197.73.65 Command and Control
2022:0915T14:3248.0 thveat indicator 14198.11.54 141.98.11.54 2161977376 Command and Control
2022:0915T14:3245.0. thveat indicator 9263197131 9263197131 21619773163 Command and Control
20220915T14:3208.0. tveat indicator 9263197131 9263197131 216197.7382 Command and Control
20220915T1431520. o threat indicator 9263197131 9263197131 21619773172 Command and Control
20220915T14:3048.0. theat indicator 9263197131 9263197131 216197.73163 Command and Control

915T1427.44.0 tveat indicator 9263197131 Q19713 216197.73.186 Command and Control
20220915T1427:26.0. theat indicator 9263197131 9263197131 216197.73227 Command and Control
20220315T1427:10.0. tveatindicator 179.43.156.143 17943156143 216197.73.43 Command and Control

2022-09-15T14:26:34.0. threat indicator 92.63197.131 92.63.197.131 21619773134 Command and Control

The tabe is limited to show 5000 of 392024 total results. Use column filtering to see more targeted results.

OR you can also go into the analyst dashboard then click into a message of interest. This will take you to
findings

Sep 15,2022 1426 ~ Sep22,20221426 A egraham@iveaction.com

Mitre Attack

Recomeissance @ ResoucsDewiopment 8 lntal Acoess ®  Crodentl Access ® @  Luteai ovement @  Detense rasion % Cotecton @ oo

Number of tachriques used: # 13+

2022:09-20T15:01:01.630Z
2022:09-21T17:33:05.9272
202209-20T14:46:42.043Z
2022:09-21T16:42:49.0872
2022:09-20T14:57.59.4032

1-80f8 1-100f 5461

Community Feed

RISK SCORE THREAT SCORE 92.204.160.120
38100333 890436 821021645
23009248 33129 #h23.com

22958681 nvoaeicweston.com

22958628 slalomdrivevrsto today

22957814 r52y00.10p

22942384 b8 1hdvernon.com

14879341 okinawajame0 today
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Select a finding that you want to add to a casebook or create a new case book by clicking “Add to
existing” OR “Add to new.”
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2022-0915T14:33.01.0. threat indicator 141981090 141.98.10.90 216197.73.65 Command and Control
2022-0915T14:32:48.0. c threat indicator 14198.11.54 141.98.11.54 216.197.73.76 Command and Control
2022-0915T14:32.45.0. c threat indicator 92.63197.131 92.63.197.131 216197.73.163 Command and Control
2022-0915T14:3208.0. c threat indicator 92.63.197.131 92.63.197.131 216.197.73.82 Command and Control
2022-09-15T14:31:52.0. c threat indicator 9263197.131 92.63.197.131 216197.73.172 Command and Control
2022-0915T14:30:48.0. threat indicator 92.63.197.131 92.63.197.131 216.197.73.163 Command and Control
202209-15T14:27:44.0. c threat indicator 9263.197.131 92.63.197.131 216197.73.185 Command and Control
022-09-15T14:27:26.0.. thveat indicator 92.63.197.131 92.63.197.131 216197.73227 Command and Control
thveat indicator 179.43.156.143 179.43.156.143 216.197.73.43 Command and Control

theeat indicator 9263197.131 92.63197.131 216197.73.134 Command and Control

1-100f 5000

The table is limited to show 5000 of 392024 total results. Use colum filtering to see more targeted results

If you select “Add to existing” select the casebook you want to add the finding to. A green confirmation
box will let you know the finding has been added.
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If you select “Add to new case book,” you are prompted to create a name, assign a security analyst, a
priority level, and a status. in this example, we are using “Testing_EDG" as the name and giving it the
status of “Assigned.” This is typically the first status given in a workflow.

/\ Findings Explorer X\ Findings Explorer x| + v

Now, in the casebook section my casebook example, “Testing_EDG" is here with the alert.
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