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IMPORTANT INFORMATION - Please Read!

The step-by-step Labs in this Workbook have been written specifically for the LiveAction
Training Student Pod, documented herein. All “Pods” have been pre-configured with the
appropriate software and generated traffic to successfully perform these labs. Pay attention to
any notes presented as:

Note: This is a note example which gives additional information to the specific context.

The Diagrams, or screen shots, throughout this Workbook are examples for demonstration
purposes and may not reflect the appropriate parameters for the classroom and/or your specific
subnet. Unless specifically directed to do so, do not attempt to match the settings displayed in
the screen shots to your configuration.

Traffic collected by your assigned Pod may not be synchronized with other Student Pods, and in
some cases... due to specific application traffic timing, may not display the exact result specified
in the Labs. The main intent is to know HOW to access the information... not to attain specific
lab results.

Throughout this document jtalics, bold fonts, and words in CAPS, are used to place emphasis
on specific procedures or results.

© Copyright LiveAction 2022 4
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Lab .0

Lab 0: Setup and Get Connected

Lab 0: Setup and Get Connected © Copyright LiveAction 2022 5
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Lab 0.1: Connect to the Lab Network

For this class, each attendee or Student will connect to and manage their own LiveNX
installation hosted by Criterion Networks. In this lab you will login to the hosting portal and
connect to the lab environment.

You have been assigned a dedicated environment or “Pod”, and this document provides you
with information to help you login and run the hands-on labs. Your Username and Password
should have been sent to you ahead of the course.

To login, go to https://portal.criterionnetworks.com/ and enter the username and password that
the instructor has shared with you. (Make sure to click the Terms and Conditions Check Box).

Each Student will manage:

Local:

1 x PC Workstation to be used as a Management PC (Your Laptop)
1 x Installed LiveNX Client (installation performed in the class)

1 x Browser (Chrome or Firefox recommended)

Remote Student Pod
1 x LiveNX OVA Linux install
1 LiveNX Server
1 LiveNX Node (installed on LiveNX Server)
1 x Network topology (shown below)
1 x Windows Workstation (May be accessed via RDC but not required) and Browser
2 x Remote PC’s located in Branches (may be accessed via RDC but not required)
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Figure 1 — Training Pod Topology
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Lab Steps:
1. Connect your computer to the Internet.

2. Verify connectivity to the Internet by opening a browser to www.liveaction.com.

Note: Make sure to consult the Infrastructure Diagram and worksheets, as well as
specific classroom instructions for names, IP addresses, and other parameters. The
screen shots in this Lab Workbook are examples which may not reflect the appropriate
parameters for the classroom and/or your specific subnet.

Lab 0.1: Connect to the Lab Network © Copyright LiveAction 2022
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Lab 0.2: Connecting to Your Training Pod

Throughout this Lab Workbook, you will be directed to connect to your Pod resources... use the
IP Address & Port information provided by the Access Devices page in the Training Lab Portal.

The instructor will have emailed credentials/login information to you prior to the start of the
Training Session... like that below...

B9290 . LwelNX Trining - Credentiaks for Hard's an Labs  Messsge (HTMI) = - (W]

File Message nsert Options Format Text Review Help Q  Tell me what you want tc do

] A qalibd v <A A SIS B -'.9‘. )il EL e B H,:. L!;
s 1 P = "' ot B2 Attach e + “‘“—7 | e
paste B 7 U AL == = aress Chad sgn dctate
-9 = A-B==== Book Nemes | ¥ Signaturs~ Policy L -
Cloboard = Basic Teat [} Names Indlude Tags G Voice My Templates | =~
Livedtion Tianne.
K ]
(~ Cu.,
Send

Subjeet | LK Traming - Sredentials for Hand s-on [abs

Here are YOUR credentials for today’s Training session, Click on the link, belows... and use the Username & Password provided to
connect Lo your Training Pod resources:

Username Password  Admin URL
hllps flenterpnse cntenonnetworks. conventenondeanmgs'oourse-delails-asccessicanng kabs?
LA__Sludentd Slgdopd w-iveacbondearmnyuuid-a /o0 fagb2cib945acb20beb F3ecalb 1 1&user-Iveadionuser

Click the URL above to open your Training Pod Admin page.

You may wish to check this link to get the latest versions of Student Guide, Lab Workbook, and LiveNX Client Installer. Updated 1
April 2019: hitpa:/fravee liveaction.comfsupport lraining resources/

¥ you are unabla to connect to our wab-basad Training Pod, you will not be able to participata in the hand’s-on | abs throughout the
course. We will be using LiyeNX Cllent v. 8.1.1 during this sesslon.

Figure 2
Lab Steps:
1. Click the URL provided in the email.

Note: If clicking-on the URL does not automatically launch your default

browser you may need to copy the URL to your browser address bar.

2. Enter the Username & Password as provided in the email.
3. Tick the “Terms of Service” box.
4. Click Enter.

Lab 0.2: Connecting to Your Training Pod © Copyright LiveAction 2022
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5. You will be taken to the Home Screen, where you will see Learning Options. Your Labs will
be found in the Learning Center tile on the right.

. CﬁITFRION

Design Center Learning Center

Avalable: 8

Experience Center - Showcases Experlence Center - Sandboxes

Figure 3
6. To find your Labs, click on the Subscribed option in the Learning Center tile.
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Figure 4

7. The Lab Pod may or may not be running already. You can check this status by looking to
the right of the panel of the LiveNX Flow Foundations lab. If it says Launch Now, you
should launch the lab by clicking Launch Now. If it says Access Lab, then it is already
launched, and you can access it by clicking the Access Lab link.

8. Once in the lab menu click Access Devices.

Lab 0.2: Connecting to Your Training Pod © Copyright LiveAction 2022
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9. Here you have two tabs: Topology, which is a live Topology map (click devices to access
them), and Lab Details, which lists the IP addresses and ports of the devices. You can
Remote Desktop Connect to the workstation and PC'’s in the labs.

. CRITERION LiveNX Flow Foundation - 2022

.....

Figure §

Lab 0.2: Connecting to Your Training Pod © Copyright LiveAction 2022
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Lab 0.3: Install the LiveNX Client

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect with the Engineering Console. You'll install the LiveNX Client now, so it is
ready for use in future labs.

Note: The Instructor will provide version information prior to the training session
(via facilitation email). Make sure to download & install the appropriate version of
the LiveNX Client as directed.

To install the LiveNX Client:

10. Download the appropriate Client version from the LiveAction Web Pages, or from the
Training Resources page.

e https://cloudkeys.liveaction.com/downloads

e http://www.liveaction.com/support/training-resources/

11. Launch the installer.
12. Accept all the defaults, as appropriate.

Note: At this point we will NOT login to the LiveNX Server... instructions for connecting
& login are provided in a subsequent Lab.

Lab 0.3: Install the LiveNX Client © Copyright LiveAction 2022 11
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Lab

Lab 1: The LiveNX Web Ul

Lab 1: The LiveNX Web Ul © Copyright LiveAction 2022 12
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Lab 1.1: Explore the Web Ul

These Labs uses the WebUI exclusively.

The LiveNX WebUI provides an easy, convenient way to view the data collected by LiveNX.
You may create custom Dashboards to give visibility across your entire Enterprise, perform
LiveNX configuration, view & troubleshoot topology & devices, as well as view/run/schedule
reports. Dashboard settings are saved per-user login but may be initially based-upon the admin
users’ setup.

Note: The displays in these Ul labs will vary, depending upon how long your Pod has
been running, as well as the variety of traffic. These labs are meant to illustrate how to
get at the information... results are not important. Diagrams are for illustration purposes
and may not reflect the data you may view on your Training Pod.

In this, and all subsequent Labs, utilize the addressing <ipaddress> and TCP ports <port>
provided on the Access Devices web page. In this Lab you will view the different features of the
LiveNX WebUI.

Lab Steps:
13. Open your Browser and navigate to the LiveNX Server at https://<ipaddress>
14. Login to the WebUI using: Username: admin Password: Student

LiveNX

By clicking "Login", | agree to the terms of LiveAction's

Figure 6

The Overview screen will appear.

Lab 1.1: Explore the Web Ul © Copyright LiveAction 2022 13
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Note: The contents of this screen may change dependent upon the version of LiveNX
being run.

15. Hover over and/or click the various icons at the Top-Right of the screen to see what they do!

Figure 7
16. Click the Menu icon at the Top-Left and explore the menus.

Figure 8
17. Select Sites.

Figure 9

Note that the sites, and their associated statistics, are listed in columnar format.

Note: Detailed site information is discussed in the Device Semantics Lab.

Lab 1.1: Explore the Web Ul © Copyright LiveAction 2022 14
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18. Note: Status, Utilization, Drops, Errors, etc....

19. Toggle the Auto Update to ON.
20. Click on the link to LA to see additional site info.

Anytime you wish to return to a prior level, or the WebUIl home, you can click the Breadcrumbs
(A) or Menu icon (B).

= B jveAction

o B 0% | LA 13 .8 :

Sedatal ﬁ m *
SRS S0 8

[ I - . . I B! LA dckaud cisco.com
a

aa @ Cibcw @ Warig @ G000 @ PoingDses @ NA

Figure 10
21. Select Topology > Geo Topology

100% 1 3 13 8 .
SO 1 ,
s S
Q aa
L Pecats & L L Pacow Rale ©
- s

@
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Figure 11

22. Click on a Site to see additional information & pivot points to other views/details.
Lab 1.1: Explore the Web Ul © Copyright LiveAction 2022 15
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Figure 12

23. Click on the Menu button in the upper left, then select Configure at the bottom.
24. Select Device Management.

Figure 13

See that you can add devices, and run Device Discovery, from the WebUl. We’'ll run Discover
Devices in a subsequent Lab.

Lab 1.1: Explore the Web Ul © Copyright LiveAction 2022 16
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Lab 1.2: Dashboard Overview

Note: Diagrams are for illustration purposes and may not reflect the data you may view
on the Training Pod.

In this Lab you will Create and Modify your own Custom Dashboard.
Lab Steps:

25. From the Main menu, click on Dashboard (1), then click on the + icon (2) to create a new
tab in the dashboard space Dashboard. This will appear as “New Tab”.

Figure 14
26. Click Custom Dashboard (marked in Red in the screenshot).

You have no shases dashboards on this Bst yet

Figure 15

Lab 1.2: Dashboard Overview © Copyright LiveAction 2022 17
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27. Some options can be expanded to show more details, while others can be directly dragged
to the dashboard. Drag-and-drop (A) or click + to add Widgets to your custom dashboard.

= LiveAction ~
Dashbosrd Add widget
Dragjand|Drop
widgets from;this
" panel
_0@ »
Figure 16

Note: For the purposes of this Lab, you may choose any combination of widgets to add
to your custom dashboard. You can add up to 9 widgets on a single Dashboard.

28. Delete un-wanted Widgets by clicking the X at top right of the widget.

29. To give the dashboard tab a more appropriate name, simply select the New Tab text and
rename your dashboard.

30. You can also change the order. Click the 6-Dots and drag to the location you wish to move
it too — much like a browser tab.

Figure 17
You may edit or add to your Dashboard by using the Add Widget icon at the Top-Right.

Note: Since LiveNX stores breadcrumbs it will retain a trail of the last page you've
visited in the WebUI, based-upon your individual login credentials. Unless shared...
Your custom Dashboard will not be visible to others.

Lab 1.2: Dashboard Overview © Copyright LiveAction 2022 18
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Lab 1.3: Pre-Configured Stories

The LiveNX WebUI has several pre-configured walk-thrus, or Stories, built-in. These Stories
may help you easily find specific workflows and statistical information regarding your monitored
devices.

Lab Steps:
31. Click the Menu icon.
32. Select Stories, and Site-to-Site Analysis.

Site to Site Analysis “

Figure 18

Lab 1.3: Pre-Configured Stories © Copyright LiveAction 2022 19
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Note: Diagrams are for illustration purposes and may not reflect the data in your
Training Pod. These labs are meant to illustrate how to get at the information.

33. Select Direction > Inbound.

Figure 19

34. Hover-over for Utilization info or select an area of the chart to display a Sankey Flow
Diagram.

Figure 20

View the other pre-configured Stories to discover how they may help you with Capacity
Planning, Inventory, and Network Management.

Lab 1.3: Pre-Configured Stories © Copyright LiveAction 2022 20
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Lab 1.4: WebUI| Reports

You may access any of the default reports in the WebUI, as well as utilize as a template any
Dynamic Reports created in the LiveNX Client.

Lab Steps:
35. Click the Menu icon.

Figure 21
36. Select Reports, and View Reports.
37. From the Top Reports section, select Application

Lab 1.4: WebUI Reports © Copyright LiveAction 2022
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View Reports
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Figure 22

RUN OR EDIT REPORT(S)
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Figure 2
38. Select Options.

39. Click Execute.
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Name: My Application
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Direction: Inbound and Outbound Combined
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Figure 24

This report displays all the applications transiting the network in the past hour, in table format,
with color references for the top 10 items by Total Bytes. All reports display 10 metrics per
display page.

Note the Report Options on the image.

Device: All WAN Devices  Interface: All WAN Interfaces  Display Filter: No Display Filtering  Direction: inbound and Outbound Combined  Flow Type: Basic Flow  Execution Type: Time Series  Sort By: Bit Rate
Bin Duration: 1 Minute  Start Time: Mar 28, 2019 11:44:50 PDT (GMT-07:00)  End Time: Mar 28, 2019 12:44:59 POT (GMT-07:00)  Bin Interval: 1 minute

Figure 25

40. Hide a metric by clicking on the Legend (in the table, or on right of chart).
41. Re-sort by clicking on the Sort Arrows.

42. Zoom-in by Left-click-drag a portion of the chart.

43. Reset Zoom to normal.

Lab 1.4: WebUI Reports © Copyright LiveAction 2022 23
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Figure 26
44. Schedule the Report to run Hourly.

SCHEDULE REPORT

Name

MY Application

Run Report
Hourly

(1) Reports will e created on the hour for the previous nour

Schedule Ends

Never

Time Zone B ost
(GMT-05.00) America/New York

Figure 27
45. Verify that the report is now scheduled by navigating to View Schedule.

Figure 28

Lab 1.4: WebUI Reports © Copyright LiveAction 2022 24
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46. Within this list you can see any report previously scheduled.

sssssss

Figure 29

Lets have a look at creating a Custom Report

47. Navigate back to reports by clicking Reports > View Reports.
48. Click Create Report (top right of screen)

49. Expand (A) Flow and then expand (B) QoS.

CREATE REPORT

GENERAL SETTINGS REPORTUST  _ REPORTDETAIL s

Name - - Q © Flow
Addrens.
Presentation Mode Analysis
S AnyConnect
Footnote Application Parformance (AVC)
Applicatons
Firewall

LiveAgent

Figure 30

50. Select Application DSCP Audit.

51. Click Execute.

52. Verify the Application to DSCP values

Lab 1.4: WebUI Reports © Copyright LiveAction 2022 25
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Figure 31
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Lab 1.5: Enable / Customize Alerts

The LiveNX Alert System is able to visually, or via email, inform you if there is any anomolous

behavior or issues with your monitored devices. A wide variety of issues may be brought to the

attention of users with LiveNX Alerts.

Note: By default, no alerts are enabled during initial LiveNX installation. It is up to the
administrator to turn on alerts & notifications.

In this Lab you'll enable and customize alerting for Voice or Video packet drops.

Lab Steps:
53. Click the Menu icon.

54. Select Configure, and Alert Management.

twork A Cntical

etwork A Cntical

jetwork nto

z z z %
T 5 %

jetwork A Critical

©  Device, Interface m Warning

©  Device, Inferface m Warning

Qus Class VOICE Drop Rate > 20 kbps forat . Web Ul
Drop Rate > 2300 pps for st least > O minutes ~ Web Ul
for at least » 0 minutes Web Ul
for at least » 0 mnutes Web Ul
for at least » 5 mnutes Web Ul

tor at least » 0 mnutes webul

Figure 32
55. Click on QoS Class Drop.
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QoS Class Drop

Enabled

o

[ This alert may contribute to status of an Interface, Device, and/or Site

Severity
= Waming

Note: Severity for this alert may be reflected as the same severity used in the
status. When the severity is info, it does not contribute to the status

Thresholds
Automatic Resolution Time * €

0

Catch All Threshold *

Drop Rate * For at Least *

0 0

Qos Class *
VOICE

Drop Rate * For at Least *
20 0

Qos Class *
VIDEO

Drop Rate * For at Least *

50 1

Add Specific QoS Class Alert

Sharing

Figure 33

56. Select to Enable this alert.

57. Change the Severity if desired.
58. Enter QoS Class “VOICE".

59. Define a DROP RATE of 20.
60. Leave FOR AT LEAST of “0".

Note: The effect of 0 mins means ANY occurrence will trigger the alert.

61. Click Add More

62. Enter QoS Class “VIDEQ”.
63. Define a DROP RATE of “50”.
64. Define the interval of “1” min.
65. Click Save.

Lab 1.5: Enable / Customize Alerts © Copyright LiveAction 2022

28



NXOF-1.LWA.2.0.1 LiveNX Foundations Workbook 1

Although you may not see immediate alerts based-upon this customization... future QoS Labs
will activate this alert... depending upon traffic reply on the Training Pod. Alerts notification is at
the top of the WebUI.

Figure 34
66. Enable ALL alerts (This is for use in a later Lab).
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Figure 35
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Lab 1.6: Add a User Account

One of the first things to do after installing LiveNX is to grant additional user access, as well as
to ensure that if you lose the credentials for the initial admin account, you will be able to login
with appropriate privileges with a backup account.

Lab Steps:

67. In the Browser interface, click on the gear icon to configure, select Users Management

Figure 36

68. Click Add User.
69. For this exercise we will add a Local user.

ADD NEW USER
0 Authentication Type Settings

Authentication Type

LOCAL @

LDAP

RADIUS Cancel
TACACS+

$SO

Figure 37

70. Enter a username and a Display Name (something you’ll remember).
71. Select the Admin role from the Group drop-down, and a Session Timeout value.

72. Enter a password (again, something you’ll remember or write down). Re-enter the
password for confirmation.

Note: On first login the user will be prompted to change the initial password.
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73. Click Add User.

Note: You now have a backup login in case you forget the administrator credentials.
Throughout the remainder of this class, we will use the credentials associated with the
admin login.

Lab 1.6: Add a User Account © Copyright LiveAction 2022
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Lab 1.7: View and Navigate System Diagnostics

Within System Diagnostics, System health, Data store and report queue are viewable.

Lab Steps:
74. In the Browser interface, click on the gear icon to configure, select System Diagnostics.
75. Click anywhere in the Local/Server to expand the details of the server.

2 R UEAGE VR DS S WUVIIER OF DOWN DEVICES.

PROCESSED PLOW RECORSS ICKETS RECEIVED VS IRCKETS COPIED ALERTING PLOW PROCESSING OROP RETE

Figure 38

Note: If you have additional nodes, there will be multiple entries for each additional node
and the details for those nodes can be seen as well.

76. Within the expanded server information are three tabs.

77. System tab will show you CPU usage, RAM usage, Disk Space, Down Devices and Flow
details.
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Figure 39
78. Data Store tab will allow viewing the storage details applicable to the server.
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System dagrostes » Nosa Isematon

Figure 40
79. Report Queue tab will allow viewing any reports currently running on the server.

Figure 41
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Lab 1.8: Support and Troubleshooting

If support is needed, logs will need to be generated and collected.

80. Navigate to the Settings menu.

Figure 42

81. Navigate and expand Troubleshooting and then click Logs.

Figure 43
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Note: Most cases, will just require the default setting INFO Log Level. The support team
will indicate if a different level is needed.

82. Click Get LiveNX Logs.

GET LOGS

Would you like to download logs of the LiveNX Server or nodes? Once ZIP
archive is generated, you may download the file from the table on the page.

Choose nodes you want to download/upload. Customer portal will have
your recent 5 uploads only. All others will be deleted automatically.

Select All Select None

Local/Server

Cancel

Figure 44

Note: If there are multiple nodes installed within the environment, there will be additional

items selectable.

83. Once logs are generated, you can Download the zip file. Once downloaded locally, the logs

can be shared with the LiveAction support team.
84. Navigate to Packet Capture under Troubleshooting.

Lab 1.8: Support and Troubleshooting © Copyright LiveAction 2022
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Figure 45
85. Click Capture Packets.

PACKET CAPTURE

Would you like to capture packets into downloadable file? Once capture
completed, you may download the file from the table on the page.

Maximum duration for capture is 1200 seconds and minimum duration is
60 seconds. Customer portal will have your recent 5 uploads only. All
others will be deleted automatically.

Interface* Device
eth0 Other

Node Protocol
Local/Server None

Figure 46

86. This allows you to capture packets on a specific device, protocol, port, and a specific
duration.
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Note: If directed by support to capture packets, they will indicate the duration and other
applicable details needed.

87. As in Logs, you can download the zip file. Once downloaded locally, the logs can be shared
with the LiveAction support team.
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Lab 2

Lab 2: The LiveNX Client
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Lab 2.1: Launch the LiveNX Client

These Labs uses the Engineering Console exclusively.

The LiveNX Client is a Java application which may be loaded and launched on your local
workstation. In this class you may alternatively run the Client on the virtual workstation
connected via Remote Desktop Connection. The Client may be downloaded at
https://cloudkeys.liveaction.com/downloads, and installation is straight-forward

A Mac version is also available for install if needed.

Lab Steps:
88. Launch the LiveNX Client.

DIAGRAM

Client Login X

LiveNX

Username:

Password:

For first time use:
Username and password are "admin”
Click "Configure” to setup server address

Configure OK Cancel

Figure 47

89. Click Configure to verify server settings.

Note: A single client installation may connect to multiple LiveNX Servers simply by
modifying the Server IP and Port. In this class we will always connect to the LiveNX
Server in our Training Pod. Use the <ipaddress> from your Lab Access Worksheet. The
“For first time use” instructions only apply to an un-configured Server.

90. Enter the LiveNX information (IP address and Port) from your Lab Access worksheet
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Client Login

Server Configuration

Server Settings

Server:| .

Port: |7000

Figure 48

91. Click Save

92. Enter the Username & Password.

Username: admin

Password: Student (note the capital S)

Client Login

LiveNX %

X

[ 3

Username: ladnm

|

Password: |eeseses

|

For first time use:
Username and password are “admin”

Click "Configure” to sstup server address

| Configure |

[ ox 1]

Cancel

Figure 49
93. Click OK
The Client will launch...

Lab 2.1: Launch the LiveNX Client
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LiveAction
Loading... [N
I
Loaded Current User emote_Site 21.3.1

LiveNX

© 2008-2021 LiveAction, Inc. All Right Reserved.
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Figure 50
... and will open showing the current configured Topology.
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Figure 51

Note: Your topology may be different from the screenshot above. Some of the items may

be stacked directly on top of each other, requiring you to click and drag to make them

more visible
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Lab 2.2. Explore
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the LiveNX Client

Although we’ve already pre-configured one or more devices... LiveNX may not be collecting any
flow data. In a subsequent Lab we will verify & complete the configuration of our class network

by adding more devices and enabling flow collection, as needed. For now, let’s look at some of
the menus and feature availability of the LiveNX Client.

Lab Steps:

94. Right-click on device HQ-B2 and select Zoom to Device to zoom into the HQ-B2 Device,

and center it on the screen.

uing IDSLA LA Tosk Fepus Hek
Qe | Aw Ay PaA AN
L) Ar-Pal= gl W N

AI - L4
e — Local
Vi1 "*’-9.96
! HQ-B2
198.18.129.25
\ Mar 20, 2022 1:57 AM
4K |
Gi3
~“Other

10.255.0.0/24

o3 Adwn Leer | 33 €182 M EDT

Figure 52

Note: Your topology may be different from the screenshot above.

95. Left click anywhere in the white area and move the mouse to re-position the device(s) in the

window.

96. Use the mouse scroll-wheel to zoom in & out.
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97. Note the 5 Module Tabs to the top-left of the Topology Pane.
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Figure 53

Note: Once we confirm the collection Flow and SNMP data these tabs will be a lot more
useful!

98. Click on Flow tab and then on Refresh. This will bring up all the flows that LiveNX is seeing
from the router.
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Figure 54

99. Expand the HQ-B2 device in the Home Tree View.

100. Click on one of the interfaces... note how the information displayed in the Topology
Pane changes.
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Note: You are welcome to poke around the LiveNX Client... don’t worry, you won’t break
anything... but we will get some real usage, and see real data, in the coming labs!
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Lab 3

Lab 3: Configuring Devices
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Lab 3.1: Add Device

This Lab uses the WebUI.

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.

In this Lab we’ll go to the WebUI to Discover & Add a device to our LiveNX Server.

Lab Steps:
101. Login to the LiveNX WebUI
102. Select Configure > Device Management

Figure 56
103. Click Discover Devices.

DISCOVER DEVICES

@ SNMP Settings @ 3. Node

© SPECIFY IP RANGES

01981921

Add More

SPECIFY SEED DEVICE TO SCAN

Save & Next

Cancel Discover

16

Figure 57
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104. Enter 198.19.2.1, in the IP Address field.

105. Select the SNMP Settings tab.

106. Click “Default SNMP connection settings”.
107. Select the Node tab.

108. Select Local/Server.

109. Click Discover.

Figure 58

Note: Discovery may take a minute or two. If you’ve specified a large subnet to scan,
and Discovery seems to take too long... click Stop.

Figure 59
110. Tick the box next to Branch2-NY.
111. Click Select Interfaces.

Figure 60
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112. Select GigabitEthernet2, GigabitEthernet3 & GigabitEthernet4.

113. Click Add Selected.

LiveNX displays the available configured interface on the device(s) that were discovered.
Notice that LiveNX also discovers additional device semantic information such as Line Rate,
Capacities, Labels, etc....

Note: LiveNX’s Rapid Device Discovery feature will automatically select the Top 4
interfaces based-upon interface utilization. It is important that you confirm, or select, the
interfaces you wish to monitor. LiveNX may monitor up to 1000 interfaces on a single
device.

Figure 61

114. In the Devices Tab, click on the newly added Branch2-NY device. This will bring up the
configuration page.

Figure 62

115. In the Site box, click and type NY assign the device to the site NY and do the same for
Group (We will meet Groups in the Engineering Console).

116. Set the polling Interval to 10 seconds
117. Uncheck the IPSLA check box (this is not covered in this course)

118. Add Tags into the Tag box. Use something creative and descriptive for this site. We
have used East, Sales Office, and Branch.

You now see we've added Branch2-NY for monitoring by LiveNX. Notice that there is a “not-
configured” symbol next to the link. This means we still have some configuration to complete.
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119. Next we must give the site some additional information to ensure our reporting and
monitoring work correctly. We must define the Site geographically. To do this, go to Site
Management from the Main Menu.

Figure 63

120. You will notice that NY does not have some of its Site Semantic Info. Here we can add
what's missing.

Figure 64
121. To open the Site Configuration pop-up, click on NY in the left column.
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EDIT 1sime < NY >
Details Address Business hours
Site Description Site IP Range (CIDR Notation IP's)
Enter site description 198.19.2.0/24
0/1000
Devices Tags
Branch2-NY.dcloud.cisco.com x I 1 Branch x East x Sales x Research x ' R

Number of Employees

Number of Employees

Data Center

Figure 65

122. Inthe Tags box, enter East, Branch, and any others you want to add. We've added
Sales and Research.

EDIT 1sme < W
Details Address Business hours
Address Latitude & Longitude
P Phoos s

New York P
Stale/Province, Region Email

New York
Zip Code Reglon

10006 Input valid address and press ‘Goo Coordinate Lookup' 1o

pepulate region

& Lockup
Lookup geccode using address

Figure 66
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123. Enter some information in the City/State/Zip Code/Country fields (We have used zip
code 10006 for central New York City). Then, click on the Geo Coordinate Lookup.

Figure 67

124. This calculates the position (as accurately as possible — if you put a street address too it
improves the accuracy) and enters that information in the Longitude and Latitude cells.
This is used to place the site on the Geo Topology Map.

Figure 68

125. Next, click on the Business Hours tab, and complete the days of the week, and typical
start and end times of people’s workday. This is used on the WAN Capacity Planning and
WAN Utilization calculations.

126. Then Click Save.

Figure 69
Lab 3.1: Add Device © Copyright LiveAction 2022 52



NXOF-1.LWA.2.0.1 LiveNX Foundations Workbook 1

127. You'll see the table now completed with the new information for the Site New York.
(Note, if you added information in the Description box, you would see that here too.
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Lab 3.2: Manage & Configure Devices

This Lab uses the Engineering Console.

You may perform many management tasks via the WebUI... but since we’ll need to go to the
LiveNX Client to configure Flow Collection in the next lab... let's complete our Device
Configuration in the Console.

Note: You can find instructions for Adding Devices via the Client in the Appendix of this
Lab Workbook.

Lab Steps:
128. Login to the LiveNX Client.
129. Right-click on Home and Expand All.

130. The NY site now appears as we configured it from the WebUI. In the Engineering
Console this is referred to as a Group. To use Sites in the WebUI and Groups in the
Engineering Console you must configure both.

v Ot Pulrg et | B Detaiieen

Figure 70

Double click on the NY Group to expand it, then right click on white space to reveal the
View Options dialog, hover over View, and select Fit to View.

Notice that the Topology Pane contains all the devices listed in the Home Tree
view. Also note that the Branch2-NY device needs to be configured, indicated by
the wrench image.
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131. Click Manage (Above the Home Tree). A Device Management dialogue will open.

132. Select only Branch2-NY

B Device Management X
Filter by: Filter Clear
Select  Device Name IP Address Vendor Model Node  Group Poll QoS Flow IPSLA  Routing LAN*  Interval Status
Branch1-1A 198.19.1.1 Cisco ciscoProducts. 3004 Local ] %) O O 0O w» Configured
pronrztr————Jisa. .21 Joso Jescprodcs 904 ol | (= [ = | m [ [ m | 42 foicoio. |
[ HQee1 198.18.129.24 Cisco ciscoProducts. 3004 Local M %] O ] [[] | 10sec0.™ %  Configured
] Hes2 198.18.129.25 (Cisco cdscoProducts. 3004 Local %) %) %) O O [ |10seco... v Configured
*LAN polling occurs every 15 minutes Number of Devices: 4
vice Configurations Global Device Settings
Configure QoS, Flow, and IP SLA Edit Default SNMP Settings
@ Configure Select devices in the table and dick the configure button.
Remove Remove selected device(s). Edit Defauit CLI Monitoring Settings - Not Set Clear
Add To G <New Group>
Lep - N Edit Defauit CLI Configuraton Settings Clear
Remove From Group Removes selected devices from their groups
Edit Groups Edit the groups

Figure 71

133. Here you will see the Group that we have already created for our new device.
134. Check ONLY Poll, QoS and Flow.

135. Verify the Interval on the device is 10 seconds.

136. Click Apply.

137. Click Configure.

LiveNX starts the Add Device wizard... we will select to use whatever defaults are already
configured...

138. Step1: Use the Default SNMP... Click Next
139. Step2: Use My Default Configuration CLI... Click Next
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Configure Cisco Features for - Branch2-NY.dcloud.cisco.com (198,19.2.7)

Steps Device Connection
1. Device Connection |  Cnter the SWMP connection Information.
Information
2. CL1Settings HNade Local v
(Configuring)
. 1P Address 163.19.2.1
3, CLI Settings
(Monitoring) (0 Non SKMP devic such as NelFlaw prabes
4. Select Interfaces O LiveSansor
5. SelectVLANS ot I
6. Select Features
7. Enable Paling SNMP Version Version 2¢ I 1
ersion 2¢  TargetPort 151
8. Review Configuraticn
9. Device Updated Commanty string < oud

Figure 72

Carfigure Cisco Features for - Branch2-NY.dcloud cisco.com (136.19.2.%)

these devices. Required lelds

Steps LI Setungs (Configuring)
1. Device Connetion Specify the €L used for
Informaaon ora indicated with an astensk (*).
Conl. ion QLT Connection Sellings
3. (QM-'“ SI::WF) Enter Command {ine Tterface (C17) sannectian seltings wsed Lo configare these devi
miloring
() Add as monitor enly cevice for nea Cisco and uns ted Qisco OS (105, 105-XE
4. Select Interfoces - nlf s (e
. Select VLANS
6. Soloct Foatures () Enter connection settings for this cevice
7. Enable Pulling . Type [s5 JBl Port= [22
8. Review Configuration
Usar namea an Davice
9. Device Updatad
Password on Device™
Encble Fassword
Al s these exedenlials for mandor mode.

Figure 73

140.
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Configure Cisco Features for - Branch2-NY.deloud.cisco.com (180.19.2.1) X

Steps CLI Settings (Monitoring)

1. Device Connection Spedfy the C1LT connection Information shared by all users. This information will only be
Information usad to monitor this device. Required fields ars indicated with an asterisk (*).

2. CLISettings
(Configuring} Monitor-only CLT Connection Seéttings

3. ;le 52“"‘99) Enter Command Line Interfaca (CLL) connection settings used to monitor this device.

() Use the default Monitor-only CLI connection settings ~— Ld®
4. Select Interfaces :

5. Select VLANS |@® Use the previous pags connecton seffinas |
6. Select Feetures () Enter connedion settings for this device

7. Enable Polling Connection Type | 55H Port™ (22

8. Review Configuration
9. Device Updated

User name on Device

Password on Device™

Enable Password
< Back Finich Cancel Help

Figure 74
Validation Details X
Validation resuts for the current device:
Test Status Description
SNMP connection v Succeeded ~
SNMP access e Succeeded
CLI configure connection Skipped
CLI configure login Skipped
CLI configure enable password Skipped
ICLI monitor connection ] Skipped
CLI monitor login ) Skipped
CLI monitor enable password ) Skipped
Serial number validation ) Skipped
iModel supported ¢ Succeeded
10S supported [ Succeeded
INBAR capable [ Succeeded
INDAR2 capable e Succeeded
INetFlow collector configure supported ¢ Succeeded
Flexible NetFlow supported ° Succeeded
Unified Perfmon (AVC/Medianet) Supported ° Succeeded
|Medianet Performance Monitoring supported ) Succeeded
MACE AVC Supported ) Not supported
MLS NetFlow configure supported ) Not supported
IMediatrace configure supported o Succeeded

Figure 75

Note: Any changes to the Select Features dialog will generate a CLI push to update the
current configuration. Before sending a new configuration to the device, you can verify
the configurations that LiveNX created.

141. Step 5: Ensure the correct interfaces are selected...GigabitEthernet2, Gigabit
Ethernet3, and GigabitEthernet4. Click Next

e You can include Loopback, but not necessary. The point is to understand you can
choose both logical and physical interfaces.
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Steps Select Interfaces
1. Device Connection Select the interfaces you want to monitor on this device (maximum 1000 interfaces).
Information

Note: IP addresses and subnet masks are editable on the table for devices that do not provide them. See

2. CLI Settings (Configuring) the user guide for more detalls.
3. CLI Settings (Monitoring)
I 4, Select Interfaces I Selected Interface Trunk IP Address Subnet Mask Description
5. Select VLANs GigabitEthernet1 192.168.122.161 255.255.255.0
6. SelectFeatures B  cotans mosaz2 25252550
7. Enable Poling [ ] GigabitEthernet4 10,255.2.2 255.255.255.0
8. Review Configuration T loopbadd 10.0.2.1 255.255.255.255
9. Device Updated 8 ’\‘I‘:F?-NMO

Selected interface(s): 3

Figure 76

142. Step 5: Since there are no active VLANs configured on this exercise, skip past this
option if one is shown. You may monitor up to 25 configured VLANs on each device. Click

Next.

143. Step 6: The Select Features dialog allows you to turn-on specific Cisco technologies

Cancel

per device interface using the templates included in LiveNX. This dialog displays the current

IOS configuration of the device you are currently viewing. Match the settings for
GigabitEthernet3 and GigabitEthernet4 (WAN interfaces only). Click Next.
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[Conﬁgure Cisco Features for - Branch2-NY.dcloud.cisco.com (198.19.2.1) X »
Steps Select Features
1. Device Connection Select the features you want to enable on each interface. Learn more about each feature in the Help
Information section.
2. CLI Setti Configuring
tings { ) ~Features on device
3. CLI Settings (Monitoring)
4. Select Interf. (] Assodiate Probe at IP Address:
5. Select LANs Interface NBAR NetFlow
| 6. SelectFeatures | | GigabitEthernet2 O O
7. Enable Poling /] . ]
itEthernet4 [] i . ]

8. Review Configuration
9. Device Updated

<Back Finish Cancel Help

Figure 77

144. Step 7: Verify

Polling is set for 10 Seconds and ensure Flows and QoS are selected.

These should be selected from our previous work for the NY Branch Router.
145. Click Continue

andisgues Cise o Fratures foe - Brare h2-NY.dde laud cise .t on

Steps Enable Poling

1. Devdce Conrection Seiect the featuras you wark to acthely monitor 2nd the polirg reze for all the features cn
Infarmaton this cenaca. | sam more abait palirg in tha Help sacion.

2. CLI Sellings
(Contiguring}

4. €11 Satnes
(Mamtoring)

4. Select Interfoces

Poling Rata 10 secends -

5. Selart \1ANS
6. Scled Fualures

B Reaew Corfguranon

Pol the fallavang features
A FHows
A qes

9. Device Lpdaled

Figure 78

[ema [Eet=] IF [t |

Orsia
T Rauting
T)ian

* LAN paling omurs every 15 minules.
* For SHMP v3, please see the User Guide on configuring LAN pelling.
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IConbguvt Cisco Features for - Branch2-NY dcloud.cisco.com (198.19.2.1)

Swos Review Configration
L. Device Connection The folowing commands vl be sent 1o the device. Or you an chocse to manually configure the device
Informaten yoursedf.

2. QLI Settngs (Configuring)

3. QI Settrgs (Morttoring) colleer timeatawp sys-upcime last
4. Selact tarfaces collect transport top flags

ex1t
5. Select VLANs

flow monitor LIVEACTION-FLORMONITOR
6. Select Featres descripescn DO NOT MODIFY. USED BY LIVEACTION.
7. Enaée Poling exportes

LIVEACTION-FLOWEXPORTER-IPFIX

cache Timeoutr fnactive 10
8. Review Conliguration

cache timeout active €0

9. Devie Updated record LIVEACTION-FLOWRECORD

exit

interface GigabitEthernsts

ip flow peaiter LIVEAMCTION-FLOWMCRITOR laput
1p flow moniTor LIVEACTTON FLOWMOKTTOR oarpur

exit

interface Gigabitk
ip flow meaiter LI

‘.

CTION-FLOWMCHITCR input
| 1p flow mentvor LIVEACTION-FLOWMONITOR output

LiveNX Foundations Workbook 1

B2

© Serc the config.ration commards to devee. |

O Twdl manuslly zonfigure the device myself.

Figure 79

s (]

146. Step 8: Review the code of the changes that have been made. For this lab select “Send
the configuration commands to device” radio button. You may not want to do this in your

actual deployment — it can depend on your configuration management processes. Just

know, LiveNX can send the config instructions if you wish.

147. Click Next. Wait for the configuration process to finish.

148. Click Finish.

[Conhgure Cisco Features for - Branch2-NY.dcloud.cisco.com (198,19.2.1) x |
Staps Device Undated
1. Device Comection You have configures this device successfuly with the following settngs (You may want to save the curent

Information

2. O settngs (Configuring)

3. Q. settngs (Monitoring)

4. Sdlect [nterfaces

5. Select LANs

6. Select Features

7. Enabie Paling

8. Revew Configuration
[t |

Figure 80

149. Step 9: You will see the summary of the changes made. Click Finish.

Lab 3.2: Manage & Configure Devices

configuration to the device's startup cenfig, so your settings wil not be lost when the device is restar ted):

Oevice Settngs

Setting Description
v L]
NetFon Monitorng NetFow cdllecto
NetFow Poling Enadled
Medatrace NfA
Routng Polng Disabled
Qo Poling Enabled

1P 5LA Poling Disabled
CGEF Enadled
Interface Settings

Interface NBAR NetFow
GigabitF thernet? * *
GoabEthernet3 . .
GasbitEthernets L] L4

© Copyright LiveAction 2022
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Save Startup Config - Branch2-NY.dcloud.cisco.com (198,19.2,1) X

Would you like to save the current running configuration to the device's startup config, i.e., "copy run
start™?

() Do not show again (current configuration will not be saved to startup configuration on further use)

(w )| w
N

Figure 81

150. You will be prompted to save the current config to the startup config. For our exercise
click Yes.

The device will be added to the Topology Pane in LiveNX. You will notice it no longer shows
the Wrench icon, meaning it has been configured in the LiveNX system.

161. Click Close to close the dialog box.

Note: Your new device may not be immediately visible. Use the View > Fit to View
command to include all devices in the main view. Arrange as required.
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Lab 3.3: Configure Flow on Devices

This Lab uses the Engineering Console.

Before removing unwanted interfaces, you should remove any existing flow configurations those
interfaces have been configured with... this will avoid any issues when writing new configuration

data to the device. In this lab, we will turn on flow for Branch2-NY.

Lab Steps:
162. Select Flow from the Menu Bar, choose Configure Flow.

File View Users QoS | Flow | Routing IPSLA LAN Tools Reports Help

Dashboard | Manage [V Exo‘ 2L < , ,:Ip SLA | LAN |

| Configure Fl ‘
Q- ’m on lgtfre ow l} ‘f Q\ Audit
Name ‘

= 4% Home

. - @ Branch14A ’ Data Status
: @ GigabitEthernet2 I
& GigabitEthernet3
@ GigabitEthernet4
- B3 VLANs
= @ HQB1
i &% GigabitEthernet2
@ GigabitEthernet3
‘ “ VLANs
= @ HQ-B2
‘@ GigabitEthernet2
& GigabitEthernet3

% VLANs

Figure 82

163. Select Branch2-NY, click Configure Selected.
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B Flow Configuration - m] X
Instructions
Select devices to configure flow
Flow Configuration Table
Select Device Type 1P Address Description  Tags  Traffic... Applic... Voke/MNid... Tradti... Custom
UJ @ Branch14A Standard v 198.19.1.1 Cisco I0SS... WAN,... L] e @ (¥ ©
@ Branch2-NY Standard v 198.19.2.1 Cisco I0SS... WAN,... L] ¥ C
O @ HQ-B1 Standard v 198.18.129.24 C(CiscoI0SS... WAN,... L] L © ©
: @ HQ-B2 Standard v 198.18.129.25 CiscoIOSS... WAN,... [ e C C
T o - T e TN N N N N N

hese areunconfigured
e S’ _A_w_._\./_,\.&.

Heb Configure Selected Close

Figure 83

Note: If the device is grayed-out you must return to the Home tree, right-click on the
appropriate device, and select Refresh, before continuing.

Guidance: Best Practices dictate the following for deciding which interfaces to monitor for flow.

e WAN interfaces (rule of thumb, all WAN interfaces on a device, unless there is a
reason to not monitor).

e Only Interface for Router-On-A-Stick.

e Data Center Devices that are running East-West traffic.

Note: Your settings may be different from the screenshot above. Diagrams are for
illustration purposes and may not reflect the data you see in your Training Pod.

154. Select Traffic Statistics (FNF), Application Performance (AVC), and Voice/Video
(Medianet) on Branch2-NY interfaces GigabitEthernet2, GigabitEthernet3 and
GigabitEthernet4.

Note: Semantics are important. Note that we have a WAN interface tag on a LAN interface
- GigabitEthernet2. This needs to be corrected later..
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Figure 84

B Flow Configuration

LiveNX Foundations Workbook 1

| Configure the type of flow you wish to recene from the Interfaces

Flow Configur Table

Click Preview CLI.

Figure 85

Lab 3.3: Configure Flow on Devices

Sranch24er

config ¢
ip access-list extended LIVEACTION-ACL-AVC

PRInil LGP any say

exit

policy-zap type performance-zcaitor LIVEACTION-ECLICY-UNIFIED
it

class-zap match-any LIVEACTIOR-CIASS-AVT

exit

class-sap match-any LIVEACTICOR-CIASS-MEDIANET

exit

Class-sap LIVEATION-CLASS-AVC

Datch access-group name LIVEACTION-ACL-AVC

exit

class-sap LIVEACTION-CLASS-MEDIANET

patch pIotccol telepresence-medie

natch protecol rtp

exit

policy-zap type performance-mcoizor LIVEACTION-EOLICY-UNIFIED
class LIVEACTION-CLASS-MEDIANET

exit

class LIVEACTION-CLASS-AVC
exit
exit
intarface Gigabitichernetd
policy type 1nput LIVEACTION-POLIC
a-policy type . outpat LIVEACTION-POLI
exit
intertace Gigadbitithernetd
policy type p ror outpat LIVEACTION-POLT
policy type 1nput LIVEACTION-POLIC
exit

flow record type performance-monitor LIVEACTTON-FLOWRECORD-AVC
description DO NOT MODIFY. USED BY LIVEACTION.
2158 name Account-or-resslution

[ ]
Device Type 1P Address Cesmpton Tags TrafficSta... Aopication... VoxefdzoP... Tradtonad  Custom
i ® Gozbitthamet2 - 198.19.2.1 o 0 [m] [m] (m] (@)
- ® Ggebittthemets = 100.64.2.2 g & =8 0 @
- ® Ggzbrethemets - 10.255.2.2 a ] a O (@)
Semantics;are
important: &
e DA A et
Flow Export Destnaton
() Configure Fiow Export Destnation
) LiveliX node
LiveNX node flow replicator at port (5991
Other at IP address I | and port I
Heb Save to Devices Preview QLT Revert Back Close

If you are working on more than
one device, the configuration for
each will be available to view
here. Select a device in the list
to view individual CLI file.
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B oo - 0
Tetuctons
Conficure the trpe c¥fiow you wish to receve from the intarfaces
~Fum Conliration Tade
a-
Devee Type IF Acdess Desarpbon  Tags  TraFc.. Appka. VokslWde.. Tracte. Custom
= @ By Stawiat w|198.:9.2.1 Cow [08 Sa.0, ViMN, ... @ © © c c
| 9 GiocbEneme2 - 193.9.2.1 Erarch2LAN VAN, .. L L (] 4 |
] - 100.64.2.2 WANSZ ML AN [ ] _| |
ancirg flew cenfiurazons.
e
=
Tox DportUestneson
] Cantig e Fow Expeet Dessnation
Lveix rode
VoK vk S revbcates o el A1
Other st IF addrass e ot
e oo ]| e e = e

Figure 86
155. Click Close.
156. Click Save to Devices.

157. Again, save the current running config to the startup config.
158. Click Close.

Note: Now that we’ve configured Flow Collection on Branch2-NY... we’ll be able to view
flows on all devices in the Topology Pane!

159. Don't forget to click Refresh in the Filter Bar.

Bttt 3520 w5 LR
Be Vew Un CuS Few Poding PSUA LAN Toet Repomi Heb
Cabbsad anan (P Exud St [ 224

5 Lt.ab/m.-qq~.m.m-u - Gmerime - Cmeeghes . G Teseeee B i
— Serch P o =P o = = s

Donit:Forget-To yaE )
o Click:Refresh yaw :
ClickRefresh L/

=
e

Cokn Moynany by gl s Cobrs

Noces © Iiskerned 5t LZVZ HAEBIME T Sows farsed) dasared Srowrs fom sats Fan 2o 4 devees

Figure 85
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Lab 3.4: Add/Remove Interfaces

This Lab uses the Engineering Console. Results can also be achieved in the WebUI.

You can add or remove any interfaces as your network evolves. This action removes the
interface from LiveNX, not from the router configuration.

Note: Your Instructor may have already performed this process when they configured
your Training Pod.

Lab Steps:
160. Right-click on the Branch1-LA device and select Add or Remove Interfaces.

[

k dew um Gl llew Bemng WA LN fsen e liep
[ p— 5 Tow [ R | $74A [ LA
BB R A e Cren Ml | e Gawrbsmras o §) Sewmrmeas ) A cony v e

198.19.1.0/24

Figure 86
161. Deselect GigabitEthernet3.
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Add/Edit Interfaces for Cisco - Branch1-LA.dcloud.cisco.com (198.19.1.1 X
Steps Sclect Interfaces
1. Select Interfaces Select the interfaces you want to monitor on this device (maximum 1000 interfaces).
2. SelectMANG Note: IP addresses and subnet masks are editable on the tabie for devices that do not provide them. See
3. SelectFeatures the user guide for more details.
4. Enable Polling .
5. Review Configuration Selected Interface Trunk IP Address Subnet Mask Description
[)  GigebitEthernet1 192.168.122.160 255.255.255.0
6. Device Updated igabitEthernet2 166.19.1.1 255.255.255.0 _ Branch1 LAN
GigabitEthernets 100.64.1.2 255.255.255.0  WAN_SP2_MPLS2 ’
10.255.1.2 255,255, SP1
[J  Loopbacko 10.0.1.1 255.255,255,255

Figure 87

162. Select Next until the Device Updated window is displayed. Save the config to the
device and save to startup config.

163. Select Finish to update the device.

Notice that the device now has 2 active interfaces, represented by GigabitEthernet2 and
GigabtEthernet4

Fle Viw Uven D6 Fow Roding PRA LAN Toch Repots beb

Catcand Mo T Expad 0 e | Rsaeg [ PR
a HOB/R - &R ke Duhon [Mrmie v crenine © cnetrsiomed | 6 dueoss vms o o ]
— P e P re—— x-lr
y—
® Gobifrerwts
B Goubfrerws
® Gabrraree
B
o @ beites
8 Cebeveni
& Gortremert . . .
s@Ra GigabitEthernet3is
!gabitethernetojis,
® GemEremen
@ comanenn no longer:shown
L Lo
S Gorreners
W Gowtremen)
5w

198.19.1.0/24

Figure 88
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164. Repeat from Lab Step 1 above to perform interface addition/removal on Branch2-NY (as
needed).

Note: You may also remove multiple interfaces at a time from multiple devices. See the
Appendix for instructions to Export/Import Devices.
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Lab 4

Lab 4: Making the Topology Work
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Lab 4.1: Setting Semantics

This Labs uses the Web UL.

Note: Semantics may have already been configured on most of the devices in this Lab.
You need to ensure that all the devices have their semantics entered.

Device semantics are very useful for getting the most out of your LiveNX deployment. Whether
it's grouping devices according to region, or identifying high priority links, setting semantics will
help you in your day-to-day operations.

Your task in this Lab will be to identify WAN links and tag them to populate dashboard data, set
bandwidth rates for these links, group devices, and merge clouds.

Lab Steps:

165. Device Semantic Settings can be viewed in the WebUI using the Story Device
Inventory. You can also verify that all devices have their semantic information configured.

Figure 89

166. To configure semantics for Sites, Devices, and Interfaces you will need to visit the
relevant Configuration pages. Configuration pages can be found under the Main Menu.
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Figure 90
167. Let's start with Site semantics. Which will be in Site Management.

Semantic, Information

Figure 91

Within the Site Semantics page, you will begin to see the importance of Semantic Data. Each
of the blocks of information highlighted in the boxes above are examples of Semantic Data.
Semantic data allows you to view, or create views, of your network and its activity to help you
understand, monitor, and troubleshoot more effectively.

H0.80 drkout ceon eom
Notrboer of Employwes
70

Figure 92
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To edit the semantic data for a site, click on the site name, or select the check box and click
Edit. The Edit Site pop-up window will appear and offers three tabs for editing the semantic
information. These are Details, Address, and Business Hours. You can move between sites
by clicking the arrows wither side of the site name in the middle top of the window.

Make sure you configure the NY site added earlier to complete the semantic data entries. You
might even want to give it some tags that you can use later for creating a report, or in the Geo-

Topology view.

Check the Site Semantics against this table, especially the NY branch settings:

Data # Hrs

Sites Tags Site IP Range Description Center Employees Operation City State
West, Admin, Headquarters 8am - San

HQ HQ, 198.18.128.0/18 | Data Center Yes 200 | 5pm Francisco | CA
West, Sales, Los Angeles 8am - Los

LA Branch 198.19.1.0/24 Branch No 75 | 5pm Angeles | CA
East,
Manufacturing, New York 3am - New

NY Branch 198.19.2.0/24 Branch No 125 | 10pm York NY

Let's now look at Device Semantics, found under Device Management in the Configure menu.

# Configure

Figure 93

Adding semantic information to an interface allows you to more easily filter information to see
exactly what you are looking for. Clicking an interface or a device will bring up the Semantic
config panel on the right of the screen.

Lab 4.1: Setting Semantics
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Figure 94
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This screen shows the devices that LiveNX is monitoring, along with important semantic data.
You can edit this information by clicking on the device name or selecting it with the check box

and clicking Edit.

As discussed previously, these devices inherit semantic information from above (Site level), and
will cascade their accumulated semantic information down to the interfaces.

Check the Device Semantics against this table, especially the NY branch settings:

Device IP Address Tags Site Group
HQ-B1 198.18.129.24 | Router, SP2 MPLS, Secondary, DeviceTypeA | HQ HQ
HQ-B2 198.18.129.25 | Router, SP1 MPLS, Primary, DeviceTypeB HQ HQ
Branch1-LA 198.19.1.1 Router, SP1 MPLS, SP2 MPLS, DeviceTypeB | LA LA
Branch2-NY 198.19.2.1 Router, SP1 MPLS, SP2 MPLS, DeviceTypeB | NY NY

Finally, let's check the Interface Semantics that will make using LiveNX more accurate, and

seamless.
Service
Interface Device Site  Provider Label WAN/X-Con Tags
GigabitEthernet2 | HQ-B1 HQ HQ LAN HQ LAN None GE
GigabitEthernet3 | HQ-B1 HQ SP2_MPLS SP2_MPLS WAN ATT, MPLS
GigabitEthernet2 | HQ-B2 HQ HQ LAN HQ LAN None GE
Verizon,
GigabitEthernet3 | HQ-B2 HQ SP1_MPLS SP1_MPLS WAN MPLS
GigabitEthernet2 | Branchl-LA | LA Branchl LAN | Branchl LAN | None GE
GigabitEthernet3 | Branchl-LA | LA SP2_MPLS SP2_MPLS WAN ATT, MPLS
Verizon,
GigabitEthernet4 | Branchl-LA | LA SP1_MPLS SP1_MPLS WAN MPLS
GigabitEthernet2 | Branch2-NY | NY Branch2 LAN | Branch2 LAN | None GE
ATT,
GigabitEthernet3 | Branch2-NY | NY SP2_MPLS SP2_MPLS WAN MPLS
Verizon,
GigabitEthernet4 | Branch2-NY | NY SP1_MPLS SP1_MPLS WAN MPLS
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Note: Tags such as WAN and Labels can be used in conjunction with the search string
for the topology and in reports.

Now, when you look at the Device Inventory Story you should see a full complement of
semantic data for the devices (including the Sites they belong to) as well as the interfaces.
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Lab 4.2: Adding Devices to Groups

This Labs uses the Engineering Console.

Within the Engineering Console, having devices in groups makes it easier to manage the
topology. You can also use group tags in reports and topology searches.

As you have created the groups in the WebUI lab earlier, this is a review of how the same result
can be achieved in the Engineering Console. In this Lab you will create three groups, one
called LA, one called NY, one called HQ.

Lab Steps:

168. Open the Device Management window by selecting Manage.

B LiveNX - -liveaction.pods.criterionnetworks.com

File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

Dashboard ME Expand QoS Flow | Routing | IPSLA [ LAN
a K "I"“" @/D. - Q Q Table | ¥ Refresh

|Managethe devices in the Appligatic_)n]tt% = Honokiu [ e =

Name

=l He
£ @B HQ-B1
% GigabitEthernet1
& GigabitEthernet2
= @D HQ-B2
% GigabitEthernet1
% GigabitEthernet2
= @ HQ-MC
% GigabitEthernet1
o [l v
= @ Branch2-NY
% GigabitEthernet1

Figure 95
On the Device Management window note that you can modify many settings for the device,

such as polling technologies, polling intervals, manage CLI configuration settings, etc.
169. Select “Edit Groups”
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Figure 96

B Device Management X
Filter by: l [ Filter I | Clear
Select  Device Name IP Address Vendor Model Node  Group Poll QoS Flow IPSLA Routng LAN* Interval Status
[0 sranchiiA 198.19.1.1 Cisco ciscoProducts.3004 Local %] %) ~ O O [ |10seco... v Configwred
[ sranch2ny 198.19.2.1 Csco ciscoProducts.3004 Loca  NY M ™ %] O O [ |10seco... v Configured
] HQs1 198.18.129.24 Csco ciscoProducts.3004 Local ™M ™ M O O [] |10seco... w Configred
[ HQ82 198.18.120.25 Cisco ciscoProducts.3004 Local M M ™ O O [] |10seco... | Configured
* LAN polling occurs every 15 minutes Number of Devices: 4
~Device Configurations Global Device Settings
Configure QoS, Flow, and IP SLA Edit Default SNMP Setti
it Select devices n the table and cick the configure button. e
Remove Remove selected device(s). £dit | Default CLI Monitoring Settings - Not Set Gear
Add To Group <New Group> v = ’ Default CLI Configuraton Sett | = ‘
Remove From Group Removes selected devices from their groups
Edt the groups

As we have only configured NY to be a group, we need to create Groups for the other sites in
the Engineering Console (This can be achieved in the WebUI, but we've already seen how

that's done)

170. Click Add to create a new group.

Lab 4.2: Adding Devices to Groups
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| (@ edit Groups X

Groups.

Name A Size Add
NY 1

Figure 97

171. Enter LA in the Name field.

172. Select Branch1-LA from the All Other Devices list
173. click the green Right arrow (or double click the device)
174. Click Add.

175. Repeat the steps above to create the HQ group.

(NY) Branch2-NY @® |Branch11A
HQ-B1
HQ-B2

Asterisks (*) indicate required fields.

awumuw

Figure 98
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176. Once all groups have been created and devices correctly added, select Done.

Once completed your groups should look like the one below.
177. Click OK and return to the topology pane to see the changes.

B cdit Groups X
Groups
Name ~ sz
HQ 2 Edit
LA 1
NY 1 Remove

Figure 99

178. You may need to exit out of the previous windows to return to the Device Management

window.
179. Double-click on the group to expand.
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Lab 4.3: Merge Clouds in Topology

This Lab uses the Engineering Console.

Now that the LiveNX topology has discovered devices, and you've defined the correct interfaces
and NetFlow configurations, you may Refresh your Flow Tab to view any network flows
collected in the Current Polling Interval.

L © Mooy ©| Fowdufle © Aets © | Asvearies © | Noces © | Aebashes ot JZU2Z 56 20 AV: 9t fows (vaged) dackaved. Sreowio v dala Yom 4of 4 devoes, oo A uses | T 06125 A EDT

Figure 101

Notice on your topology that the network clouds are not connecting between devices. Since
these clouds are across a service provider it is necessary to merge the clouds so that NetFlow
can be properly visualized across the topology.

Note: You must be in the Topology Pane to perform these steps. Click Home to ensure.

Lab Steps:

180. Right-click on the HQ-B2 Device’s GigabitEthernet2 10.255.0.0/24 network cloud and
select Merge Clouds.
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Figure 102

181. On the Create Network Object dialog and configure the Network Name (This could be
your Service Provider, or Transport ID) We have used MPLS1.

182. Select the Object/Shape as appropriate and useful for simple visual recognition.

Note: You may also give the tooltip a name of WAN Cloud.

183. Select “Find” to add more networks.

‘e0 @ Create Network Object

Name * MPLS1

Type * | Merged clouds (2]

A merged cloud replaces the member clouds in the topology with a single object. When used with flows, the
merged cloud serves as a bridge between different clouds where the same flows traversing those clouds are
connected via the merged cloud network object.

Clouds * Click on clouds in the topology...
10.255.1.0/24

Find
Click on clouds in the topology, or use the "Find" button, or type in space separated subnets
using CIDR notation (e.g., 192.168.0.0/24).
Object/Shape Network Cloud
Size
Tooltip WAN Cloud
* Required Field oK Cancel

Figure 103

Lab 4.3: Merge Clouds in Topology © Copyright LiveAction 2022 81



NXOF-1.LWA.2.0.1 LiveNX Foundations Workbook 1

184. Select the following networks and then select ok:
10.255.0.0/24
10.255.1.0/24
10.255.2.0/24

10.0.0.102/32
10.0.1.1/32

10.255.0.0/24
10.255.1.0/24

100.64.1.0/24
100.64.2.0/24
192.168.122.0/24
198.18.128.0/18

198.19.1.0/24
198.19.2.0/24

Figure 104
185. Click OK.
186. Click OK to finish.

Create Network Object

Name * MPLS1
Type* Merged clouds <
A merged cloud replaces the member clouds in the topology with a single object. When used with flows, the
merged cloud serves as a bridge between different clouds where the same flows traversing those clouds are
connected via the merged cloud network object,

Clouds * Click on clouds In the topology...
10.255.0.0/24 10.255.1.0/24 10.255.2.0/24

Find
Click on clouds in the tepology, or use the 'Find" button, or type in space separated subnets
using CIDR notation (e.g., 192.168.0.0/24).
Object/Shape  Network Cloud N
Size
Tooltip WAN Cloud
* Required Fleld oK Cancel

Figure 105
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Now all three devices should have a link to the WAN Merged cloud. Try moving the devices
around to create a topology view which makes sense for you.

187. Click the Refresh button in the Flow tab to query flows from the devices and draw them
on the topology.

Figure 106

188. Now complete this for the second cloud, using IP addresses 100.64.0.1, 100.64.1.0, and
100.64.2.0.
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Lab 4.4: Creating Network Objects

Network objects can be used to better visualize and understand how traffic traverses the
topology. LiveNX allows you to assign various icons to flow endpoints, such as laptop or server
icons for those host-types, as well as phone set or camera icons, to denote appropriate
infrastructure.

In this Lab we’ll identify several specific flows and assign appropriate end-point objects.

Lab Steps:

189. Make sure that there is no filter being applied (No Display Filtering)

190. Inthe Flow tab, Enter the flex-search string: flow.dstip=198.19.1.101

191. Click on the Flow line that appears to select it.... And note the IP endpoints.

192. Right click on the IP Address endpoint 198.19.1.101 and select Create Network Object
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Figure 107

193. Select an Object/Shape as “PC".
194. Click OK.
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B cdit Network Object X
Name * |LA PC |
Type‘llPaddrusc\dpoi* vl

Represents an 1P end point in the topology. The IP end point must be connected to/associated with an interface, subnet, or merged cloud in order for
flows to be drawn to the network object.

1P Address *

156.159.1.101

Type in an IP address, or select 3 device interface or IP address end point in the topology.

Figure 108
195. Click Refresh.

You will now see the flows to your new network object.
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Figure 109

Note: Assigning representative icons to the flow endpoints makes it easier to locate
potential trouble spots!

196. Enter the search string: flow.srcip=198.19.2.102

197. Select the flow (it will be near the NY router), right click on the IP Address endpoint.
198. Select Create Network Object
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B Create Network Object X

Name * |NY Server
Type * |IP address end point v

Represents an IP end point in the topology. The IP end point must be connected to/associated with an interface, subnet, or merged doud in
order for flows to be drawn to the network object.

IP Address *
198.19.2.102

Type in an IP address, or select a device interface or IP address end point in the topology.

Size Generic Circle

Generic Square

IP Phone

. ' ) Laptop
Required Fielyetwork Cloud OK | Cancel

INetwork Cloud (blue)

PC

Object/Shape |File Server v
: %

Tooltip

Figure 110
199. Select an Object/Shape as “File Server”.
200. Click OK. This will add the device to the diagram

201. Next, add a Laptop in HQ.
202. Enter the search string: flow.srcip=198.18.133.36

203. Select the flow (it will be near the HQ-B1 and HQ-B2 routers), right click on the IP
Address endpoint.

204. Select Create Network Object.

205. Select an Object/Shape as “Laptop”.
206. Click OK.

207. Click Refresh.

You will now see the flows to your new network objects.
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Advisories © Nodes © Refreshed at 6/22/22, 11:54:55 AM: 136 flows (mergec) displayed. Showing flow data from 4 of & devices.

admin: Admin user 11:55:52 AM EDT

Note: It is always good practice to save your best laid out topology as Master Layout (if
you are an administrator) so that if you accidentally move devices on your topology, or
would like to share your layout with others, you may then Sync to Master Layout.

208. To save the current layout as the master layout, right click anywhere on the white
background, click View, and Save as Master Layout.

Flow

Create Network Object

View

Save Image

Group Management

Fit To View

Figure 112
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Reset View
Reset Layout

Sync to Master Layout

Save as Master Layout

Show Bandwidths
Show ACLs
Show Legends

EEEE

Scale Names

Force Subnet Display for All Interfaces
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Lab 5

Lab 5: Dashboards & Reports
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Lab 5.1: The Dashboard

This Lab uses the WebUI.

The LiveNX Dashboard is your first stop to view overall network health. There are some Default
Templates already available, and you have the option to add more dashboards, delete any you
don’t want, or change them too.

In this Lab you'll examine the data provided within the Dashboard views and learn how to create

your intelligence center for key views and information that LiveNX provides.

Lab Steps:
209. Click the Main Menu hamburger, and then click on Dashboard

Figure 113
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The Dashboard display is laid out with Tabs (2), and “Widgets”, also called Display panels (3).

x Top WAN ADplcation by BIndMan nzounsiDutsoumn: S3awkth

ANBIRY Top Dedzes With Least Aslnity

Figure 114

210. You can click any Widget heading, or orange text in the widgets for further drilldowns.
Many of the charts and graphs will reveal more insight when you mouse-over them.

211.  When you click these items, a new browser tab will open.

- Top Sites by WAN Utilization Peak Inbound WAN Interface Utilization

HQ-B2—Gige3—HQ—HQ SP1_MPLS1 47 (
HQ-B1—Gige3—HQ—HQ SP2_MPLS1 11.0

igE3—LA—LA SP2 MPLS

igE4—LA—LA SP1_MPLS

HQ-B2—GigE3—HQ—HQ SP1_MPLS1
» Input Peak: 47.00 %

Branch1-LA—(

) Q)

Branch1-LA—G
Branch2-NY—GigE3—NY—SP2_MPLS |
Branch2-NY—GigE4—NY—SP1 MPLS |

Figure 115
Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.

212. Click on the WAN tab.
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Dashboard

i1 Site Utllization App Group (DSCP) - Outbound x * App Group (DSCP) Banawldth Site - Outbound x

MULTIMEDIA-CONFERENCING 3 [ ®LA
VOICE 1438

Figure 116

213. We are going to use this dashboard that shows all data in each of its widgets, and
change it to only rtp data.In the Search Bar (5), click and select Application (6) from the
dropdown options.

214. This will bring the Application Pick list (7), where you can specify which application you
want to filter. Type rtp, and click on rtp from the list that appears.

215. Finally, click Apply to enact the filter.

Dashboard

Application: rip

i Site Utilization App Group (USCP) - Outbound x > App Group (DSCP) Bandwidth Site - Outbound

® MULTIMEDIA-C MULTIMEDIA-CONFERENCING 2525 ® LA

Widgets nowsonlysshow/RillRicounts/numbers

Kops
Figure 117

216. Next, we will create a new Dashboard, and populate it with specific reports.

217. Clickonthe sign on the right side of the Dashboard Tab Bar.
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p (DSCP) Bandwidth Site - Dulbound it Service Provider Bandwidih App Group (DSCP) - Outboune

Figure 118

218. This will bring up a New Tab, which can be renamed by clicking in the text in the tab. We
called our TRAINING TAB. Use any name you wish for your tab.

You're about to create a new dashboard

e of pre-defined widget groups or create a new dashboard by adding a single widget

Figure 119

219. Inthe main body of the page, you'll find options of standard Dashboard layouts that can
be modified, or the choice to build a custom dashboard. Click on Custom Dashboard.

You're about to create a new dashboard
a-defined widget groups of create A new tashboard by adding A sing'e winget

Default templates Shared dashboards

You have no shared dashboards on this list yet

1N  Custom Dashboard e Status he reason for that is no one shared any dashb u cal
- ) | . nide hared dasnboards’ list until shared dashboard wiil be
ll“ ‘g 1stom widgets \ Detault widget g added
LY e

LIveNX provides Insights Into muttipie aimensions 1o This dasnboard reveals the averall status of the

nelp users understand anc
Using cuslom dashooards, LiveNX users can creale
their own network views thal provice them with the

1 network behavio network, monitored by LveNX

most value
Vs
{7 J‘g \ L\r
\YJ / get group :
\\~ I,/ Jet

This sed 0 WAN, indicates which sites y into the overall health

s , and application groups are the most of the LiveNX deployment, visuaiizing whether the

they consume the most WAN tem is normal or needs immediate attention

No WMIC or Cisco ISF Configuration No Cisco SD-WAN

Found Configuration Found

Figure 120
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220. This will open a panel on the right where you can select standard reports to use as a
standard widget or create your own widget from a custom report.

Add widget
. Curent dashboard: TRAINING TAR
= Added 0 out of 9 widget

Create)\Widgets >
v | et
-f-rNO-DJ Standard Current Active Alert Count v
.R.—e\_m Avaliabliity
Availabity v
Applications
Top Application Performance Summary
Top Voice/Vigeo Ferformance Summary
Address
Source Address v
Destination Aodress v
[N Source or Destination Address v
Site Traffc v
Source Site Tramc v
Destination Site Traffic v
Bidirectional Source/ Destination Pair
Network
Source Network v
Destination Netwark v
Source or Destinaticn Network v
Status
ereate Gustom Top Sites by WAN Ulilization v

Wldget * [ Create New Widgel

Figure 121
221. To add standard widgets to the Dashboard, either drag and drop items with the Drag

Handle ~ or open the category stacks to reveal options

Address
! Source Address A
N\ pen Gategon‘/ Average Inbound
St ac k, Average Outbound
D Average Inbound & Outbound Separated
Destination Address v
Source or Destination Address v
Site Traffic v
Source Site Traffic v
Destination Site Traffic v

Figure 122
222. Drag any combination (up to 9 in total) onto a Custom Dashboard.
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T—

Report

Figure 123

223. Congratulations. You've created a Custom Dashboard, and learned how to filter data
within the view, as well as drilldown to detailed information.
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Lab 5.2: Viewing Reports

This Lab uses the WebUI.

We'll run 3 of the most used reports, based-upon available data in our Training Pods. Reports
work the same with any installation... only the data is changed (... to protect the innocent? ;-).

Lab Steps:

Run an Applications Report

224. You will be using the WebUI for this part of the lab.
225. Select View Reports from the menu on the left.

Figure 124
226. Select the Application report from Top Reports.

227. Enter a meaningful name for your report and select other options that are relevant to
your task. Here | have chosen 1hour for the Time Range. You may want to view just a site,
or a device. Be aware of what is needed.

228. Select the Inbound and Outbound Combined filter.
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RUN OR EDIT REPORT(S)

CPNFRAL SFTTINGS REPORTLIST REPORT DETAILS

Veus reference lnfoumation foc thia repon Applicanie (Flow
Naee o Aee Repert Nome

Applicanion 404 New Regont Vour roferencs in“ormation far this ropart

Presemation Mode Repert Description

Standerd

Foanatn Devices

ATVGAN Devices

Interfaces

AT VAN Interfaces

Flex Search ©

Display Fier
No Divglay Fiteting

Dircction

rlound and Outiouny Secarsted
Sharing Settings reound

Fmad 3% Ouezcund

riound and Dueaounc Comtined &

Fie Format

POF Row Linita

Figure 125
229. Click Execute.

cecoccece
¢ H
I
‘ Ié
i
¥ z
nmm

Figure 126

Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.

The default Application report is displayed when you select Reports, and after you clicked
Execute Report the system filled-in the report template with current 15-minute data. Notice the
report parameters (A), the various applications (B), view options (C), export options (D) and the
actual data in the report (E).
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When you run a report... try to do filtering and searching so the system only needs to pull
appropriate data to answer your question. LEAVE THE REPORT OPEN!

Run a Top Talkers Report

230. Click on the Pen icon near the top-right side of the report to load the current report
parameters.

View Options v Share Download Schedule Copy Cloge
by
123 2021132813 EDT (GMT04:00)  End Time: Jul 23, 2021 1422313 EDT (GMT-04:00/ Bin Interval: 5 mirutes Load Parameters |
waudio

Q m&
Average Packet Rate Peak Bit Rate Peak Packet Rate &
1833 Kops 30.20 pps §1.98 Kbps 32pps
9.92 Kbps 18.59 pps 11.16 Kbps 0 pps
3.56 Kops 3.05pps 4.14Kbps 4pps
238Kbps 7.43pps 2.63Kbps 8pps
1.75 Koo 252
.
Figure 127

231. Click Add New Report, and then select Top Conversations.

232. You will be able to configure parameters that will affect both reports, and certain
parameters specifically for the Top Conversations report. These parameters are
independent of the original Applications report.

RUN OR EDIT REPORT(S)

Commonytoall |
=Reports in\View/a o

(GG verea Vi Vo

Tove Rage

ic)toithe ReportiSelected

oI, S L

Figure 128
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233. Click Execute.

Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.
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Figure 129

This Top Conversations report has been appended to the Applications report. in the selected
time-range including Source address, Destination address, total flows, etc.... a good way to see
who is using the bandwidth, and what for... All that BitTorrent may not be good for business!
Right-clicking to open a New Report leaves the prior reports open, in a tabbed manner, for
comparison purposes. Bin Duration has been singled out as different.

Flow Identification
234. Close the report view. Next, we will look at QoS information by DSCP value.
235. On the report menu, click DSCP.

202006000

Figure 130
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236. For this exercise, do not alter any default parameters, but review the options available.

RUN OR EDIT REPORT(S)
GENFRAL SETTINGS

Name
psce

Prosentation Mode.

Srandard

Time Zone
(GMT-05:00) America/New York

Time Range
Lazt Day

Flox Soarch @

Display Fier

Sharing Sentings

Email &

Figure 131

237. Click Execute.

Detault Templates 0SCP (Fow)

ecoce

eocececeoo0e

Figure 132

oscP

REPORT LIST
DSCP (Flow)

Akl Noow e

REPORT DFTAILS

Dizplay Filter
No Dieplay Fisering

Direction
Cubound

Flow Type
Basc Flow

Frecusion Type
Tims Sarien

Son By

Bit Rate

Dusmess Hours

Carrot be used with Al Devicss

Cose

Look at the distribution of discovered traffic across the DSCP values. What does the amount of
traffic marked O (BE) tell you?

0 (BE) traffic has not been recognized as a certain type by the router and it will use BEST

EFFORT to route it. This may be a candidate for marking so that QoS may use priority routing.

Bandwidth by Flow Type
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238. Let's add some more information to our page.

239. Click the Load Parameters pen icon and add Interface Bandwidth Summary from the
Top Reports section.

RUN OR EDIT REPORT(S)
GENERAL SETTINGS REPORT LIST REPORT DETAILS
— DSCP (Fow Nomel O @ a
osce Please choose recort tvoe * Gy Tre Ranse rsert trpes dasared
Prosemtatien Mode B Top Reports.
standard Apgication (Flow)
Foomese Top Corverastions (Flow)
e e mom Rarwbarichh (Flow)
Time Zone B3 osT OSCP (Flow)
(GMT-05:00) America/New York Top Irterfac Barddnidhhs (SNMP)
Time Ranga Top Intarface Ervors (SNMF)
Custom Top Claxs Barsbaidhs (SNMP)
Start Date StartTime  End Date &nd Time Top Class Dreps (SNMP)
oI | 1510 o220 | 1510 rreriace Bandwidth (SNIP)
merface Utikzation (SNMP)
Flex Search ©
merfece Errors (SNIMP)
PostPolicy Drops (SNMF)
Dusplay Filter Applicetion DSCP Audt (Flow)
Imerfacs Randwidth Summary (Flow) [m
Sharing Settings = LiveNA —
Email 3¢ ) Flow
= SNMP
File Format. 11} Cisca SD-WAN
’ & Alerts
POF Row Lamits
Custom Logo ©
(SR .- |

Figure 133

240. Enter a Search String: wan & flow.dscp=EF (note upper-case).
241. Select All devices.

242. Click Execute.
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Interface Bandwidth Summary (Flow ’
HO-B2 cekousd ciaco com - Bigati tharmet)

Detou Templatea

e ceo

2ceo0ce
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2eo0e
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Figure 134

This report shows the INGRESS & EGRESS flows for each relevant interface, for all marked EF
traffic flows. This is a Quick way to see how much traffic “stays inside” and how much transits
the device.

Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.
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Lab 5.3: Create a Custom Report

This Lab uses the WebUI.

In this Lab you'll create a Custom Report to display the last of the most popular reports.
Although the IPs and Ports are now an included report, due to its popularity, we’ll create a
similar Custom report to visualize the process.

Lab Steps:
243. Inthe View Reports page, click on Create Report at the top-right of the screen.
244. Click on Flow, then Analysis, and select IPs and Ports.
e Name your report. (Do not use “&”)
245. Select HQ-B2 device.
246. Enter wan & flow.dscp=EF in the Flex Search field.

247. Set the Direction as Inbound and Outbound Combined. the Fields as indicated in the
diagram, below.

248. Click Execute Report.

RUN OR EDIT REPORT(S)
GENERAL SETTINGS REPORT LIST REPORT DETAILS
Neme Ps and Perts (Fiow, Fet T B ® Neme o Tt

Presetaton Mode Report Description Execution Type

Stardad Time Series

Footnate Devioes SortBy

Time Zone B ost Intsefaces Business Hours

Time Range Flox Search © Bin Duration

StartDste  StartTame  CndDate End Time Dinplay Fter
07/23/202 529 07/232021 | 1544 No Disoley Fitering

Flex Search ©

Olaplay Fiter Fakse

Figure 135
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Figure 136

You now have a report which, at-a-glance, shows all the flows that are using Best Effort. You
can select which columns to show or hide simply by selecting and deselecting them in the Filter
Columns dropdown.
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Lab ©

Lab 6: Traffic Flows
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Lab 6.1: Discover Flows

These Labs uses the WebUI exclusively.

One of the strongest features of LiveNX is its ability to differentiate traffic flows by collecting
NetFlow & SNMP from devices and mapping the flows visually in the LiveNX Logical Topology
and Geo-Topology Pane.

In this Lab we need to find the address pair which has been generating FTP traffic over the past
few hours. We can make it easy to find with the application of just a few Filter Bar selections!

Lap Steps:
249. Select Logical Topology from the Main Menu.

Figure 137
250. You should see all sites in the view, but if NY is missing add it to the view.

251. On the left side of the screen, if you see just HQ and LA listed, click the Edit button at
the top of the panel.

252. Select NY so all three sites are checked.
253. Click Save.

254. To arrange the entities as you'd like to see them, unlock the view using the View Lock
button on the right.

“_l Locked
J Unlocked

Figure 138
255. Click in the Filter Bar.
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s Click in Filter,Bar,

Filter«®Options

~SP2_MPLS

Figure 139

256. For this exercise, we are going to look for FTP, which is an application. Click on
Application. This will bring up the applications to choose from.

257. You can select the application by scrolling down the list (only the top 50 are shown), or
type in the application name. As FTP is far down the list, type the letters slowly to see the list
change. Click FTP when you see it in the list.

258. Click Apply Filter.

Logical Topology 7=

Application: Add value
Olnet

050plus

=2 Beginrlyping A(g)}pllcatlon Name

-

Select:Fromithe, List:

104com .

Mnw

14la

115com

Figure 140
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You'll see all FTP traffic flowing across the network, but even referring to the legend at the
bottom-left corner may not help identify the specific flows!

o

Branch1 LAN

rd >
e O
NY Branch2 LAN

SP1_MPLS

Figure 141

259. To getinto the specific flows, down to the IP addresses of source and destination, click
on one of the flow lines now visible. This brings up an information window that details the
Application Name, the segment and direction of the flows, as well as bytes and bandwidth

stats. There is also a Pivot Point ( ' )that will take you to a Report of the flow lines you
have selected.

260. Click the Pivot Point.

—
N -
[DC] HQ et te

Selected segment:

HQ = SP1_MPLS
Bytes: 92.00 KB Bandwidth: 2.45 Kbps

N\

Application: ftp

N

Figure 142
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261. You will be taken to the report page where details of the application, including source
and destination IP addresses and DSCP Mapping are available.

= Lieitor = v ea As
e P ]
Luniad Sapsia ke o Aepbben Crlisne Wmitann -~

¥ Bandwidth{Utilization|

DSER Marking;Information

w b b Teas b o b o Paketn

Figure 143

262. You can further drill down into detailed reports by right clicking on various cells. A pop-
up box of detailed search filters and drill-downs will appear.

Legend & SrcIP Addr O Site & Dst IP Addr
- 198.18.133.36h N 1021019101
Apply 198.18.133.36 to Search Filter I
DSCP (Flow) Apply Specific Flow to Search Filter
| Drill down on 198.18.133.36 as Application

Device: All Devices  Interfac= A% prij down on 198.18.133.36 as Top Conversations Fow Type: BasicFow  Execation

Drill down on 198.18.133.36 as Interface Bandwidth
Drill down on 198.18.133.36 as DSCP

- Drill down on 198.18.133.36 as IPs and Ports
(2E)
Drill down to Specific Flow on Flow Path Analysis Story

Figure 144

263. In this exercise, right click the SRC IP Address and select Drill Down on 198.18.133.36
as IPs and Ports.
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264. This will bring up a report of the IP’s and Ports being used. This can be further used to
drill down to troubleshoot further if needed.

Figure 145
See how easy that was?

Using the Logical Topology, what other applications can you identify across our network?
Hint: By selecting FTP you are looking at ONLY FTP. What do you see if you remove that filter?

Application Port# IP Pairs
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Lab 6.2: Discover Specific Flows

Note: This exercise will use the Flow Path Analysis story.

265. From the Main Menu, click on Stories, and then Flow Path Analysis.

Figure 146

266. Inthe Flow Path Analysis home page, you are offered three Tabs: Basic (A),
Voice/Video Performance (B), and Application Performance (C). Voice/Video
Performance provides specific information on RTP/streaming media, such as packet loss
and jitter. Application Performance provides information on bandwidth use, response time
and latency for TCP data flows. For this exercise we will use the basic tab.

e 1

267. Note also that you can look back in time by adjusting the date/time (D) and duration of
view in the upper right corner. The display (E) remains clear until you provide filter
parameters in the Page Filter (F).

268. Click in the Page Filter and from the drop down, scroll and find Src IP, and click it. Note
the other options here as there are many and can be used according to your need at any
time. In the Src IP field type the IP address of the PC in Los Angeles 198.19.1.101.

269. Inthe screen that populates you will see all traffic that originated at the Los Angeles PC
(198.19.1.101), regardless of protocol, application, DSCP marking, or destination. You can
add elements to the filter bar to refine your search.
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270.

Fow Path Aralysis SrciP: 19819000

Figure 147

271. You can use column filters to further clarify/find the flow you are interested in. In our
exercise the flows are very consistent, so click the Flow Path Analysis pivot point of the
first flow on the list

M Eolumn Kilters
A i’

98.19.1.10 7}

%8.19.1.10 w

alysis Pivot/Roint
T T o

98.19.1.10 w nm e o H 9116 KE s

%8.19.1.10 w

Figure 148

In this exercise you have located many flows relevant to a specific parameter — Source IP
Address, 198.19.1.101. You can use this method to find flows relevant to other parameters even
combining different parameters to
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Lab 6.3: Examine Specific Traffic

Let's look at how to find a specific flow amongst the data on the network. Let’'s see how the
Voice Signaling (SIP) traffic is performing in our NY Branch.

272. Navigate to the Flow Path Analysis page and clear out any page filters that may be left
there. Make sure you are looking at the Basic tab too.

273. Let's now add site NY, and the Voice Signaling application, SIP.

Figure 149

274. You'll see that for each identified flow the information provided relates to basic
information — source/destination information, as well as DSCP/Application, network
utilization. But we want to see more to understand the performance.

275. Now click on the Application Performance tab.

Figure 150

276. In this view you will see more detailed information related to TCP performance —
including Application Delay (AD), Network Delay (ND), as well as retransmissions.

277. You can sort the results by clicking on a column heading. Each subsequent click on the
same column heading reveres the sort order of the sort (smallest to largest vs largest to
smallest)

278. You can also filter the table further by entering values in the column filters underneath
the headings. This can be faster and more easily reversible than adding to the page filter at
the top.

279. While we now have details on many flows that fit the parameters we searched for, and
can single out subsets, we still want to drill-down on a specific flow to identify potential areas
of trouble.

280. Click on the Flow Path Analysis pivot point on one of the flows.
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Figure 151

281. Inthe table that appears you will see the path through the network that this flow takes
(A). You will see ingress and egress ports on each device through which it traverses, along
with any applied In or Out Policies that are applied (B). The CPU and memory usage of the
devices is shown for reference to aid in troubleshooting (C).

282. As we arrived at this page from the Application Performance overview, you will also see
the TCP statistics that were seen at each device in the flow (D). This can be very valuable
information when troubleshooting.

Almost too easy, wasn't it? What other information can you gather on other applications
through the network? Try gathering the following information on other applications.

Bittorrent-Networking

Src Site Src IP Dst Site Dst IP Port
Bittorrent

Src Site Src IP Dst Site Dst IP Port
Src Site Src IP Dst Site Dst IP Port
Src Site Src IP Dst Site Dst IP Port
Src Site Src IP Dst Site Dst IP Port
Src Site Src IP Dst Site Dst IP Port
Src Site SrcIP Dst Site Dst IP Port
Src Site Src IP Dst Site Dst IP Port
Src Site SrcIP Dst Site Dst IP Port

There is some other traffic, such as rtp, sip, and Citrix... but there are 2 IPs that are generating
Bittorrent traffic. Make sure there isn’'t a ghost server in your network serving movies and such!
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Lab 6.4: Troubleshooting Issues

Scenario: Users in the Marketing Department at our New York site have been complaining
that their workstations seem to be “slowing down” numerous times a day. This only happens
when they are connected to the intranet. A pattern is developing where this happens
approximately every 5 minutes. We need to investigate.

The user is on 198.19.2.128, which is in the New York Office. First, let’'s see what traffic is
hitting our user. We will use the Analysis report that shows IP and Applications.

283. Go to Reports and create a new report.

Favoriie Reports

ant Fingrant

Top Reparts

rapzet il N gIIGHE the Tep 10 sepiicat 02’ DTk, baz

- - -

e e

Figure 152

284. Inthe Report Details section (A), type IP, and click the IP and Application report in the

Analysis section (B).

CREATE REPORT

GENERAL SETTINGS 5 REPORT DETALS

-
i e
rep—

POF Rz Limits

Figure 153
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285. There are three key parameters that we want to review to give us the best view of the
problem. These are characterized by:

e When are we looking? (Recently, and for 1 hour) (1)
e What are we looking for? (IP addresses and Applications) (2)
e Where are we looking? (NY site) (3)

286. The problem occurs approximately every 5 minutes. As we want to view all the traffic
hitting 198.19.2.128, we will use Flex Search to focus on that destination IP address.

o flow.ip.dst=198.19.2.128 (4)

Flex Search can be entered in the Report Details section, or in the General
Settings section. When used in General Settings for with a Report Template
(multiple reports in one) the Flex Search affects ALL reports equally.

287. The traffic we are looking for happens every 5 minutes (approx.). It helps if you have the
No Display Filtering (5) and Flow Filter set to Basic Flow (6).

288. To see as much resolution on this time frame as possible we will force the Bin Duration
(granularity of data) to 1 minute (7).

Beware: Forcing the Bin Duration to 1 minute for large time ranges can
cause report slowness. We should be OK in this case as our search is quite
simple.

289. Click Execute.

CREATE REPORT
ssssssssssssssss oeTa
-

PresestationMode . Report Description Execution Type
- aor | T e ke

Fhex Swarch B Dy

Cisplay Filter

o' D Tow Data
Nisplay Uirection o
ould Wart Fer DNS Resontion
Sharing Settings
i
..... -
.
Figure 154

290. The report will provide a view of traffic with a destination IP address of 198.19.2.128. As
you should see, there are clear peaks of data coming in, with TWO bursts separated by 2
minutes, followed by a 5-minute pause (8).

291. If you look in the table below you will see all the traffic is coming from 198.18.133.36 (9)
and that it is sending a variety of applications (10).
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Figure 155

292. It would be recommended to check out the 198.18.133.36 device (the Workstation on
HQ) and determine if it is infected with a virus looking for vulnerabilities.
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Lab /

Lab 7: Custom Filters
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Lab 7.1: Creating Custom Display Filters

This Lab uses the Engineering Console.

Customizing LiveNX makes it more relevant. Creating and using Custom Display Filters will
help you in your day-to-day use of LiveNX. Custom Display Filters allow you to quickly see a
specific view of your network traffic as defined by the filter which includes Application (or group),
IP Addresses (src, dst, either, or both), DSCP settings, Site (src, dst, either, or both), or Service
Provider. Custom applications can also be used to define a Display Filter.

It is recommended that you create custom filters for common or frequently used views of your
network to help monitor or troubleshoot.

In this lab you'’ll create a custom filter based-upon SIP and RTP traffic and verify their markings.
Ports being used for the filters in this lab are:

e SIP Ports: 5060 5061 5062
e RTP Ports: 16384-32767

Lab Steps:

293. Select HQ-B2, and then click the Filter icon (looks like a funnel) to Open the Flow
Display Filters Set-Up.

ting IPSLA LAN Tools Reports Help

QoS Flow | Routing | IPSLA | LAN
@ @ |3 enablepoling [jj pause Display || Basic Flow 7 | foefautFiterGroup V| P Display Fiter Colors /| End Points: IP Address v/
Search Example: (site = Honolulu | site = Chicago) & wan & flow.app =

Figure 156

294. Click Create Filter on the top right of the Flow Display Filters Set-Up.

. Create Filter | Ry Copy Nk Delete 3%

Filter: "Defaull Create New Filter|...............

Filter Entries

[2. AddEntry [5p Add Other Filter [5¢ Re,

Figure 157

295. Enter a Name label: Use something that you will easily recognize. We have used TRG-
VolP.
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Create Flow Display Filter

Type in the name of the new flow display filter:

TRG-VoIP|

o ]| cone |

Figure 158

296.

297.
Protocol/Ports and select the SIP Protocol.

[ NN )
¥ Create Filter | % Copy ‘ % Delete l 3% Rename
Fiker:  TRG-VoIP

Filter Entries
[2 Add Entry | [ Add Other Filter | [§ Delete Entry [ [

LiveNX Foundations Workbook 1

Give the label color a meaningful name — in this case SIP.
With the filter selected, look at the left of the window, and in the Basic Tab, check Match

Flow Display Filters Setup

Filter Entry Details
Filter Entry Action: () Show or  Hide the following
P Type: O IPv4 Only IPv6 Only Both IPv4 & IPV6
Color Mapping Label & Color:  SIP

Y TRG-VolP
|_](SIP] Show IPv4 Only (Prot/App=sip)

Note: Other filters added as entries are not editable here, but can be edited by selecting them in
the Filter drop-down box.

Help

Figure 159
298. Click Edit to the right of the SIP selection.

Basic  Advanced

% Match Protocol/Ports
Select from a pre-defined list of protocols/applications or create new
definitions

4 Create | 7 Edit | [y Copy

e i

sip-tls
skinny
smb
smtp
snmp
socks -
salnet

“MatchIP, Range, Subnet

Match IP Addresses Regardless of Source or Destination
Source

Destination

Enter IP addresses, ranges, and/or subnets separated by spaces (e.g.,
172.120.0.1 192.168.0.0/24 10.0.0.1-10.100.0.1)

Match DSCP

0 (BE)

Match Device Interface

Match flows traversing through a particular device's interface

)60 OR 5061 OR 5062 OR 5060
DE0 OR 5061 OR 5062 OR 5060

Cancel
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Basic | Advanced

| [v] Match Protocol/Ports |
Select from a pre-defined list of protocols/applications or create new

definitions
I'S'p v‘ d}Creat{ ./ Edit |y Copy

|

Figure 160
299. Edit both entries, for TCP and UDP, to match the ports provided.

300. Select to “Match Ports Regardless of Source and Destination” for both TCP and
UDP.

. Protocols/Applications Setup X
b Create Definiton [y Copy $¢ Delete %] Rename
Defined Protocols/Applications: sip v

Entries
[} AddEntry 7 Add Defined Prot/App [§ Delete

Note: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above.

-~ Entry Details
Layer 4 TCP (6) v

~ Ports

Source: 5060 5061 5062

Enter port numbers or ranges separated by spaces (e.g., 80
88-443)
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Figure 161

301. Click OK.
302. Then click Apply.
303. Create a new filter entry by clicking Add Entry under Filter Entries.

. Create Filter W7 Copy & Delete
Filter: VOIPFilter

Filter Entries
[2. Add Entry | [ Add Other Filter [3 Dele

Y VOIPFil

Figure 162
304. Select the “rtp” Protocol and Edit the ports.

Basic | Advanced
| [v] Match Protocol/Ports | A
Select from a pre-defined list of protocols/applications or create new
definitions
o {w| 9° Crea Copy
Yt

[ (L4 Protocol=UDP) AND ((Src=16384-32767) AND (Dst=16384-32767))

Figure 163
305. Name the color label again, this time RTP.

306. Edit the UDP Entry to “Match Source and Destination Ports” to 16384-32767 for both
source and destination.
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<> Create Definiton [y Copy 3¢ Delete %%[ Rename

Defined Protocols/Applications: @

Entries
[2. AddEntry 7 Add Defined Prot/App [5¢ Delete
Ve

. (L4 Protocol=UDP) AND ((Src=16384-32767) AND (Dst=16384-32767)|

< >
Note: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above.
Entry Details
Layer 4 Protocol: UDP (17)

Ports
Match Source and Destination Ports vl

Source: |16384-32767 =

Destination: | 16384-32767 [Z]
Enter port numbers or ranges separated by spaces (e.q., 80 88-443)

Figure 164
307. Click OK.
308. Click Apply to save the custom filter, then Click OK.

‘ov e Flow Display Filters Setup
|V Create Filer | % Copy | T Oelete | 57 Rename | Filter Entry Details
Fiter: | TRG-VoIP a Filter Entry Action: ) Show or Hide the following

wType: O IPv4 Only 1Pv6 Only Both IPv4 & IPv6

Filter Entries
Color Mapping Label & Color:  SIP me

[ Add entry | [ Add Other Fiter | (5 Delete Py | B | (|
Basic  Advanced

¥ TRG-VoIP

Show IPva Only (Prat/App=s

Match Protocol/Ports
Select from a pre-defined list of protocols /applications or create new
definitions
sip 4 Create | 7 kit | Iy Copy
T sip
[ (L4 Protocol=TCP) AND (Src OR Dst=5060 OR 5061 OR 5062 OR 5060
[ (14 Protocol=UDP) AND (Src OR Dst=5060 OR 5061 OR 5062 OR 5060

W [RTP] Show IPv4 Only (Prot/App=rp}

Match IP,
Match IP Addresses Regardless of Source or Destination
Source:

Destination:

Enter IP addresses, ranges, and/or subnets separated by spaces (e.g.,
172.120.0.1 192.168.0.0/24 10.0.0.1-10.100.0.1)

‘Match DSCP
0 (BE)

Match flows traversing through a particular device's interface

Note: Other filters added as entries are not editable here, but can be edited by them in
the Filter drop-down box. q
Help Cancel pply

Figure 165
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309. Select your new filter, select “DSCP” and select “Refresh” to verify the DSCP markings
for your SIP and RTP traffic.

‘ane LiveNx - Iveactlon.pods.
Dashbaard | Manage » Fxpand L]
IQ T8 L - | @ & Table € Refresh|  Basic Flow B CurentTime B CurrentPollinginterval B & TRG-VolP B8 Twso B ® osce a
Name 1?]] Search Example: tsite = Honolulu | 5 hicago) & wan & Now.app = webex-meeting ?
NY
@ Branch2 -y 19
B Guabritherrwt? 19
® GgabrEhemerd 10
B Guubttiherrets 1
@ Branchl-1a 19 v =N =
@ Ho-sL 19 - L 5 <
@ HO-R2 19 ) L ) P -
¥ Crgabtitharets 19 - . % \
[ “
? 8::"“»'"!\ ) ; ) " -~ ’ mt:ir‘
= VLANs e f
o sam = -
i e e - -2, =
= ! F, (AN pe
£ -
o
p
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" B
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‘
o . )
Color Mapping By DSCP B = 4
0eg) - ad
500 K8 ¢ 12 flows Wiz o -
W18 A1) - 00
26 1AF31) = -
34 AFAL) = w
12 MB / 4 flows Y PR
W 16 (CS2 =z -~
W24 (C5) - il
32 (CS4) orany ]
W48 (CSE) e
46 EF -3 L7 -~
<7 ME/ L1 flows - A
1 Remaining
-
A\ Flaw Palling Disabled lcan
ACL Applied
2, Nt configured
VAN
admin; Admin user | 03.33:47 P EDT

CPU & Memury © Flow Bulfer ©  Alerts ©  Advisories ©  Nodes © Refreshed al 6/22/22, 3:32:18 PM: 27 MNows imerged) displayed. Showing Mow data from 3 of 4 devices.

Figure 166

All the traffic should be Voice Traffic. Do you notice any traffic that is being treated incorrectly?
Look for traffic marked with DSCP 0 (BE).
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Lab 7.2: Creating Custom Applications

This Lab uses the WebUI.

Many times, either the network devices are not able to provide application recognition, or the
application definitions provided by NetFlow don’t always match the needs of your monitoring
and troubleshooting. For this reason, LiveNX allows you to define Custom Applications and
Custom Application Groups. Being able to create customized applications and groups
provides for much clearer segmentation of traffic flows, and more powerful insights without
manually filtering. Custom Applications and Application Groups can be applied in many
places in LiveNX and are useful to provide flexibility and precision when monitoring and
troubleshooting. Let’s look at Custom Applications and Custom Application Groups and
how to create them. This is a way of giving “unknown” applications a name.

310. To create a Custom Application, go to Main Menu > Configure > Application
Management.

Topology

= Stories

Reports

Configure

Application Management

Figure 167

The Application management screen has three major areas. Custom Applications (1) where
you can configure custom applications, Application Groups (2) where you configure multiple
applications into a group, and the option to View WAN Applications (3).
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pplication Manageme: o Wew WaH Apsicatore

0 Cusmem isplestions e sopicatin Grops

You have not acded sy custom applications yet

Figure 168

311. Click on View WAN Applications to list the applications that LiveNX is seeing in the
network.

Figure 169

Here we reveal an application called Unknown running on our network. Let's give it a real
name; but to do that, we must know exactly what we are naming so we don’t accidentally name
anything else.
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312. Let's run a report to find out more about it. Go to View Reports and find IPs and Ports
in the search bar.

RUN OR EDIT REPORT(S)

GENERAL SETTINGS REPORT LIST REPORT DETAILS
—

1Ps and Ports (Flow) ey

13 and Apglication, Last Ffieen Min.tes 7 New Report

Presentation Mode Report Description

Standans

Footnote Devices.

Tima Zena 51 tacfaces
(GMT05:00) Americas New Verk AIWAN Interfacea

Time Renge Flex Search © Bin Duration
Cumom Do ipp-umkrown « | wae

Start Dute SanTime  End Date End Time Display Filter

Raw Flow Data
oan2002 | 630 oN172022 1648 MNo Display Fitering

Due 10 he cptions selected, this report will ublize the
Raw Flow datastore (slower)
Oirecton

Flex Search © Oubound
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Figure 170

313. Inthe Flex Search field lets specify the application unknown using the flex search term:
e flow.app=unknown
e Click Execute.

1Ps and Application, Last Fifteen Minutes View Optiong Shere #rim Schedule ooy Clooe

175 ans Ports (Flow) 4

Lagwd S SrcUserName s  DstlserName s  SriPAdars  Seste s | Seron o fostiPacero  omstec] DstPons  Protcolo | 0808 o | Appication o | Totl Flows O TotalBytes O TotalPackes O Average BRF
- 1581812852 HQ 20101 981912 LA 2me LoF o) | wknown 5 24K 682 27
- 1621918 LA 20161 1981812881 HQ 20100 Lor o) | whecwn 25 1222248 34¢ 193

19819180 LA 20101 1981212880 G 20100 or 0es)  J whmown 24 12621 KB 342 142

2902 QC 9P QSCSOSTONOPTSTOISTOESTSEISTESDR

Figure 171
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In the resulting report, you should see information regarding the application unknown listed.

314. We can see that this application has specific attributes that help define it

The information regarding application unknown is:

Protocol: UDP

Port: 20201

Now we know how to define unknown, we can ask LiveNX to give it a more useful name.
315.  Jump back to the Application Management page in Configure.

316. In Custom Application, click Add Custom Application.

317. A pop-up window will appear asking for the parameters that are needed to define the
custom application.

Figure 172

318. Give the application a new name and description (1) — usually something meaningful but
you can get creative here.

319. Complete fields as necessary. The only mandatory field is the Name field. In our
example you should focus on Include Application (2), Layer 4 Protocol (3), and Port
Ranges (4).

320. Note that you can define a custom application by URL or URI strings (5).
321. Click Save (6) when you have completed the above steps.
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Apglication Manageme-r: View WA Apsicatons

Roms: 141

Figure 173

322. Looking at the Geo-Topology to verify the custom application will allow you to see the
previously unknown traffic as the name you selected for it.

Before Applyipg@g
Custom Application|Filter;

...........

Figure 174
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Appendix 1: Add Device

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.

Lab Steps:
1. Select File, Add Device

[:5 198.18.133.34 - Remote Desktop

LiveAction - localhost

File | Yiew Users QoS Flow Rou

J}\dd Device

dﬂ&:over Devices B
Import Devices =
Export Devices I

Manage Devices
Refresh Devices

Remove Network Objects

Exit

Al
2. Enter 198.19.1.1 in the IP Address field.
3. Select “Use the Default SNMP connection settings”.
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Add Device

&E - Device Connection Information

1. Device Connection Enter the SNMP connection information.

Information

2. CLI Settings (Configuring) Node Local v
3: :;I::::;(T:m) IP Address 198.19.1.1]

5. Select VLANS (O Non SNMP device such as NetFlow probes

6. Select Features (O LiveSensor

7. Enable Poling (®) Use the Default SNMP connection settings Edit
8. Review Configuration (O Enter SNMP connection settings for this device

9. Device Updated SNMP Version |Version 2c | TargetPort 161

Community String

A2

4. Click Next.

5. Select “Use my default Configuration CLI connection settings”.

Add Device - HQ-S).dcloud.cisco.com (198.18.129.25)

Steps CLI Settings (Configuring)
1. Device Connection Specify the CLI connection information used for configuring these devices. Required fields are indicated with
Information an asterisk (*),
2. CLI Settings
(Configuring) - Configuration CLI Connection Settings
3. CLI Settings (Monitoring) Enter C: d Line Interface (CLT) settings used to configure these devices,
4. Select Interfaces ¢ Add as monitor only device for non Cisco and unsupported Cisco 05 (105, I0S-XE and NX-OS supp
5. Select VLANS (% Use my default Configuration CLI connection settings | i Edit
6, Select Features
7. Enable Poling " Enker connection settings For this device
3. Review Configuration Connection Type |55+ ~ | Port* IZZ
9. Device Updated User name on Device |
Password on Device* I
Enable Password |
I~ &0 use these credentials for monitor. mode,

<ack | mext> | Frn |

(ancell Help I

A3
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6. Click Next.

Add Device - HQ-S).dcloud.cisco.com (198.18.129.25)

Steps CLI Settings (f
1. Device Connection Specify the CLI connection information shared by all users, This information will only be used to monitor this
Information device. Required fields are indicated with an asterisk (*).
2. CLI Settings (Configuring)
3. CLI Settings Menitor-only CLI Connection Settings
(Monitoring)

Enter Command Line Interface (CLI) connection settings used to monitor this device.

4. Select Interfeces ¢ Usetie defa Morieor-only CLI corection sstings ot |
S, Select VLANS . o >
(% Use the previous page connection settings
6. Select Features
7. Enable Poling " Enter connection settings for this device
8. Review Configuration Connection Type |SSH v | Port* |22
9, Device Updated User name on Device I

Password on Device™® I
Enable Password |

< Back I Next > I Firishy Cancel | Help I

A4

7. Select “Use the previous page connection settings”.
8. Click Next.
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You can verify what capabilities LiveAction is able to interact with the device.

9. Click Continue.

validation Details [ X|

Yalidation results For the current device:

Test | Status | Description |

SNMP connection v Succeeded =
SNMP access v Succeeded

CLI configure connection Skipped

CLI configure login Skipped

CLI configure enable password Skipped

CLI monitor connection Skipped

CLI monitor login Skipped

CLI monitor enable password Skipped

Serial number validation e Succeeded

Model supported ° Succeeded

10S supported ° Succeeded

MNBAR capable ° Succeeded

NBAR2 capable ¢ Succeeded

NetFlow collector configure supported ¢ Succeeded

Flexible NetFlow supported ¢ Succeeded

Unified Perfmon supported ¢ Succeeded

Medianet Performance Monitoring supported © Succeeded

AYC supported © Succeeded

MLS NetFlow configure supported Not supported |
Mediatrace configure supported ¢ Succeeded

IP SLA Supported [ Succeeded

HQF Supported [ Succeeded

MAC Table Supported Mot supported j

AS

On the select interfaces window you may notice 3 interfaces are already selected. LiveAction
automatically selects the interfaces based on the highest bit rate.
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Add Device - HQ-S).dcloud.cisco.com {198.18.129.25)

Steps Select Interfaces
1. Device Connection Select the interfaces you want to monitor on this device (maximum 1000 interfaces).
Information

2, CLI Settings (Configuring) Selected I Interface | Trunk. I 1P Address I Description

3, CLI Settings (Monitoring) v Ethernet0/0 198,18,129.25
W Ethernet0/1 10.255.0.2

4. Select Interfaces [ Loopbackd 10.0.0.102

5. Select VLANs r Nullo

6. Select Features r Tunneld PFR auto-tunnel for YRF default
r YoIP-Nullo

7. Enable Poling

8. Review Configuration

9, Device Updated

Selected interface(s): 3

Finish I

A6
10. Click Next.
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Note: Since there are no VLANs configured on this device, none will be displayed. You
may monitor up to 25 configured VLANs on each device.

Add Device - HQ-S).dcloud.cisco.com (198.18.129.25)

Steps Select VLANS

1. Device Connection Select the YLANS you want to monitor on this device (maximum 25 YLANS).
Information

. CLI Settings (Configuring) ! No YLANs were Found on the ﬁvice. Mo YLANS will be managed.
. CLI Settings (Monitoring) >

. Select Interfaces

. Select YLANs

. Select Features

. Enable Polling

. Review Configuration

. Device Updated

0 0 N s N

< Back Finish Cancel Help

A7
11. Click Next.

The Select Features dialog allows you to turn-on specific Cisco technologies using the
templates included in LiveNX. This dialog displays the current IOS configuration of the device
you are currently viewing. Leave this screen AS-IS.
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Add Device - HQ-S).dcloud.cisco.com (198.18.129.25)

Steps

Select Features

1. Device Connection
Information

. CLI Settings (Configuring)
. CLI Settings (Monitoring)
. Select Interfaces

. Select VLANS

. Select Features

. Enable Polling

. Review Configuration

. Device Updated

o 0 N OO0 s 0N

A8
12. Click Next.

Select the Features you want to enable on each interface. Learn more about each feature in the Help
section.

~Features on device
[~ Enable Mediatrace

[~ Associate Probe at IP Address: I

Interface I NBAR l NetFlow I
Ethernet0]1 2 v
Ethernet0/0 v v
Loopbackd v v

< Back | Next > I Finish Cancel Help

13. Change the polling rate to 30 seconds.
14. Verify that ONLY the Flow & QoS boxes remain checked.

Add Device - HQ-SJ.dcloud.cisco.com {198.18.129.25)

Steps

Enable Polling

1. Device Connection
Information

. CLI Settings (Configuring)
. CLI Settings (Monitoring)
. Select Interfaces

. Select VLANS

. Select Features

. Enable Polling

. Review Configuration

w W NN s QN

. Device Updated

Select the features you want to actively monitor and the polling rate for all the features on this device.
Learn more about polling in the Help section,

Polling Rate |30 seconds LI

Poll the following features

v Qos
v IPSLA
v Routing
I~ LAN*

* LAN polling occurs every 15 minutes
* For SNMP v3, please see the User Guide on configuring LAN polling.
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Note: Any changes to the Select Features dialog will generate a CLI push to update the
current configuration. Before sending the NetFlow configurations to the device, you can
verify the configurations that LiveAction created.

Add Device - HQ-SJ.dcloud.cisco.com (198.18.129.25)

Steps

Review Configuration

1.

9

A10

15. Select “Send the configuration...” radio button, if available.

2

3,

4

S. Select YLANS
6.

7

8.

Device Connection
Information

. CLI Settings (Configuring)
. CLI Settings (Monitoring)

. Select Interfaces

. Select Features
. Enable Polling
Review Configuration

. Device Updated

The following commands will be sent to the device. Or you can choose to manually configure the device

yourself,

exporter LIVEACTION-FLOWEXPORTER
cache timeout inactive 10

cache timeout active 60

record LIVEACTION-FLOWRECORD

exit

interface Ethernet0/1

ip flow monitor LIVEACTION-FLOWMONITOR
ip flow monitor LIVEACTION-FLOUMONITOR
exit

interface Ethernet0/0

ip flow monitor LIVEACTION-FLOWMONITOR
ip flow monitor LIVEACTION-FLOWMONITOR
exit

interface Loopback0

ip flow monitor LIVEACTION-FLOWMONITOR
ip flow monitor LIVEACTION-FLOWMONITOR

(+ Send the configuration commands to device.
" 1 will manually configure the device myself,

description DO NOT MODIFY. USED BY LIVEACTION.

input
output

input
output

input
output

|

< Back I Next > I Finish

16. Click Next.

17. Click Finish.
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Add Device - HQ-SJ.dcloud.cisco.com {198.18.129.25) [ |
Steps Device Updated
1. Device Connection You have configured this device successfully with the following settings (You may want to save the current
Information configuration to the device's startup config, so your settings will not be lost when the device is restarted):
2. CLI Settings (Configurin
o guring) Device Settings
3. CLI Settings (Monitoring)
Setting | Description |
4. Select Interfaces Polling Rate 30 seconds
S, Select YLANS MetFlow Monitoring NetFlow collector
6. Select Features MetFlow Polling Enabled
! Mediatrace Disabled
7. Enable Polling adjacency Poling Enabled
8. Review Configuration Qos Polling Enabled
. 1P SLA Polling Enabled
9. Device Updated ceF Enabled
Interface Settings
Interface [ NBAR [ NetFlow
Ethernet0f1 ¢ [
Ethernet0/0 [ ¢
Loopbackd [ ¢

All

The device will be added to the Topology Pane in LiveNX. Note that LiveNX will not
automatically position a new device with reference to any existing devices... you may need to
scroll-about in the Topology Pane to locate your new device(s).
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Appendix 2: Client Device Discovery

As we discovered in a prior Lab, the LiveNX Server in your topology has had device(s) pre-

installed. In the following Lab you may add additional devices to your Topology, configure those
devices to send flow and SNMP data to the LiveNX Server, and discover what data your LiveNX

solution is gathering.

Lab Steps:

Adding several devices at once is as easy as adding a single device at a time. To do this:

1. Select File and Discover Devices.

C_‘ 198.18.133.34 - Remote Deskto
L4
LiveAction - localhost

File | View Users QoS Flow Re

Add Device

| Discover De\fckes | 1
Import Devicgg H
Export Devices i

Manage Devices
Refresh Devices

Remove Network Objects

Exit
A12
2. Specify the following IP addresses:
198.19.1.1
198.19.2.1

3. Select Use the default SNMP connection settings.

Device Discovery E

Step 1: Specify what to scan
¢+ Specify IP ranges (ex: 192,168,1,1-200) or one IP per line:

198.19.1.1
198.19.2.1

(" Specify seed device to scan

1P Address I Hops Il v I
Step 2: Specify SNMP settings
(¢ Use the Default SNMP connection settings Edit |
" Enter SNMP connection settings for this device
SNMP Version | version 2c | Targetport [i6:

Community String I

A13
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Note: In the Lab infrastructure we are utilizing the Local LiveNX Node included with the Server installation.
If you require access to a Remote Node to access the subnets or addressing in “Step 1: Specify what to scan”
you would use the Specify node drop-down at the bottom of this dialog box.

Step 3: Specify node
ILocaI ZI

x|

Cancel |

Al4

4. Click OK.
5. Verify that both devices were found, and then select Add Devices.

Note: LiveNX may only discover a single router in the above steps. Your Student Pod
may already be pre-configured with multiple devices. Your instructor may direct you to
add one or more devices in this lab.

Fie Vow Usn G Flow Boing DS LAN Teok Rapots Hel

Corvoand Mansce (I Bxcont o6 Fow Sautng | PRA [ L
BB T) - R R Tak| QR UATres v [OuedTiee | O Pl Bies | 55 Mo Segy g R L v l

OU €| Mewry © Femiuir © Mot © | Aoveees © Mede € S2WNG Sow oD Nom 3 of : Oedzs.

A1S5
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[Bpevice Discovery on Local [x]
Fikerby: | Fiker | Clear
Select I Device Name | IP Address Hops Vendor I Model |
v Branch2-NY.dchoud. cisco.com 198,19.2.1 0 () cecoGatewayServer
v Brancht-LA,dcloud cisca. com 198.19.1.1 0 Cisco iciscoGatewayServar
Selactec: 2 Discovered: 2 Device Limi: 10,000,000 (1 active cevices)

Advanced Add... Pause St | hcbse

A 16

6. Select Yes on the configure devices dialog.

Configure Devices [ X

"6} 2 configurable devices added to the application.
; ' Do you want to configure QoS, Flow, Routing, IP SLA, or LAN for the added devices?

i No |

A17

7. Use the default SNMP connection settings and then select Next

Note: You must be logged-in as the original admin user so that the LiveNX Wizard will
inherit the appropriate credentials. Ask your instructor for clarification on this, if
desired.
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Configure Cisco Devices | X}

Steps SNMP Settings
1. SNMP Settings Enter the SNMP ¢ I used For 0 the selected devices,
2. CLI Settings (Configuring) o
3. CLISettings (Moritorng) Qi 3 _IEQ
4. Validating Devices " Enter SNMP connection settings for this device
S. Select Features SNMP Version IVC' sion 2¢ ;] Target Port |161
6. Enable Pelling Communky Srng |
7. Update Device
8. Devices Configured

Finish I

A18

8. Select Use my default Configuration CLI connection settings.
9. Click next.

Configure Cisco Devices K{

Steps CLI Settings (Configuring)
1. SNMP Settings Specify the CLI connection information used for configuring these devices, Required fields are indicated with
2. CLI Settings an esterisk (5):
{Configuring)
3. CLI Settings (Monitoring) r~Configuration CLI Connection Settings
4. Validating Devices Enter Command Line Interface {CLI) connection settings used to configure these devices.
5. Select Features (" Add as monitor only device for non Cisco and unsupported Cisco OS (105, 10S-XE and NX-0S supp
6. Enable Poling (+ Use my default Configuration CLI connection settings Edit |
7. Update Device (" Enter connection settings for this device
8. Devices Configured

Connection Type |55+ v | Port* |22

User name on Device |

Password on Device™ |

Enable Password |

I~ 4lsouse these credentials for monitor mode.

<gack |[ met> | e Cancel Help |

A19
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10. Select Use the previous page connection settings.

Configure Cisco Devices E

Steps CLI Settings (Monitoring)

1. SNMP Settings Specify the CLI connection information shared by all users, This information will only be used to monitor this

) sl ) A
2. CLI Settings (Configuring) device. Required fields are indicated with an asterisk (*).

3. CLI Settings

~Monitor-only CLI Connection Settings

(Monitoring)
4. Validating Devices Enter Command Line Interface (CLI) connection settings used to monitor this device,
S. Select Features (~ Use the default Monitor-only CLI connection settings Edit |
6. Enable Polling (¢ Use the previous page connection settings
7. Update Device (" Enter connection settings For this device
8

. Devices Configured
Connection Type ISSH v l Port* |22

User name on Device |

Password on Device™ I

Enable Password |

ok [[os] M |

A20
11. Click Next
12. After verifying that the device validation is successful, Click Next.
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Steps Validating Devices

1. SNMP Settings The following devices are being validated. You can review each device's status in the table below. If a

) - validation issue occurs, click on the description field to view additional details.

2. CLI Settings (Configuring)

3. CLI Settings (Monitoring)

4. Validating Devices Device l Status I ption I

) N Branch1-LA.dcloud.cisco.com ° Succeeded: click for details...

S. Select Features Branch2-NY.dcloud. cisco.com v Succeeded: click for details...

6. Enable Polling

7. Update Device

8. Devices Configured

Export Validation Details... I

Finish |

A2l

13. Select NBAR and NetFlow for both devices, Click Next.
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Configure Cisco Devices m

Steps

LiveNX Foundations Workbook 1

Select Features

. SNMP Settings

. CLI Settings (Configuring)
. CLI Settings (Monitoring)
. Validating Devices

. Select Features

. Enable Polling

. Update Device

W N AW N e

. Devices Configured

Select the Features you want to use on the devices. Learn more about each feature in the Help section,

I Device l NBAR I NetFlow | Mediatrace I
Branch1-LA.dcloud.cisco.com v

Branch2-NY.dcloud.cis

A22

< Back | Next > I Firiish Cancel Help

14. Select all technologies excepting LAN.
15. Set the interval to 30 seconds for each device, Click Next.
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Configure Cisco Devices m

Steps Enable Polling

1. SNMP Settings Select the features you want to actively monitor, and the polling rate for the devices. Learn more about

2. LI Settings (Configuring) each feature in the Help section,

3. CLI Settings {Monitoring)

4. Validating Devices Device | Poll | Qos | Flow | 1PsLA | Routing | LAN* | Interval
Branch1-LA.dcloud.cisco.com v v v v v [~ |30seconds -

5. Select Features Branchz-NY.dcloud.cisco.com | [ | 4 | 1 | @ | @ | W |EEEmmEal

6. Enable Polling

7. Update Device

8. Devices Configured

* LAaN polling occurs every 15 minutes
* For SNMP v3, please see the User Guide on configuring LAN polling.

< Back | MNext > I Finfsh Cancel Help

A23

Note: For our class Labs we are gathering data every 30 seconds to reduce wait time
when we make changes. In a production environment this may generate more network
traffic than desired.

16. Select Send Updates to Devices and click Send.
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Configure Cisco Devices m

Steps Update Device

1. SNMP Settings The selected devices will be updated based on the configuration changes if necessary.
You may choose to manually configure the devices,

. CLI Settings (Configuring)

. CLI Settings (Monitoring) Warning: once update processes have been started you will not be able to return to earlier screens. Learn
more about each feature in the Help section,

L= T T )

. Validating Devices
. Select Features
) Device I Status I Description I
+ Enable Polling Branch1-LA.dcloud.cisco.com (3] Update Required: click to view
7. Update Device Branch2-NY .dcloud.cisco.com o Update Required: click to view

8. Devices Configured

(+ Send Updates to Devices

¢~ Manually Configure Devices k

Export Update Commands... I

Next > I Finish I

A24
17. Once the updates are pushed successfully, click next.

Configure Cisco Devices !Z{

Steps Update Device

1. SNMP Settings The selected devices will be updated based on the configuration changes F necessary.
. CUI Settings (Configuring) You may choose to manually configure the devices,

. CLI Settings (Monitoring) ‘Warning: once update processes have been started you will not be able to return to eatlier screens. Learn
more about each feature in the Help section,

. Select Features

2
3
4. Validating Devices
S
6

) Device I Status I Description I
- Enable Poling Branch1-LA.dcloud. cisco.com ° Update Successful
7. Update Device Branch2-NY.dcloud. cisco,com ¢ Update Successful
8. Devices Configured
(¢ Send Updates to Devices Send

¢ Manually Configure Devices

Export Update Commands... I

Finish |

A25
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18. Click finish to add the devices into the topology.

Configure Cisco Devices m
Steps Devices Configured

1. SNMP Settings The following devices have been configured. Learn more about each feature in the Help section.

2, CLI Settings (Configuring)

3. CLI Settings (Monitoring) Branch1-L1Q.dc||3ud.cisc::.e'c::nB ICEF, NBAR, QOS, IP SSLT,‘:ITJquvs, COLLECTOR, 30 ...
4. Validating Devices Branch2-NY.dcloud. cisco.com CEF, NBAR, QOS, IP SLA, Flows, COLLECTOR, 30 ...
S. Select Features

6. Enable Polling

7. Update Device

8. Devices Configured

cancel I Help

A 26

Now that you have added three devices to the topology, they should look familiar to the image
below. What is important to remember is that you should only bring in interfaces that will have
interesting traffic, to you, traversing them. We will not need all the interfaces that have been
included, so in one of the next Labs we’ll remove the unneeded interfaces.

Appendix 2: Client Device Discovery © Copyright LiveAction 2022 149



NXOF-1.LWA.2.0.1 LiveNX Foundations Workbook 1

Appendix 3: Export/Import Device Configuration

Lab Steps:

1. From the File Menu select Export Devices.

- 198.18.133.34 - Remote Desktop (

Il LiveAction - localhost

File QoS Flow Rou

View Users
Add Device

Discover Devices

Import Devices

Export D%es

Manage Devices

Refresh Devices

Exit

Remove Network Objects

-_—T

A27

2. Deselect GigabitEthernet2 and Loopback0 from the 198.19.1.1 and 198.19.2.1 devices.

B Export Devices X
Qu Type here to fiter results
Add/Upu..  Narwe Type Device Serial 1P Address Vendor  Model 105 Version  Description Line Rate (Kb, Node Sie Ste CIDR Data Cen.

=) Branchl-LA doioud.cscoc... Routsr 1w 196.19.1.1 Csco CBCOCSR1000v 1632 Csco 105 Software [Denal], ... Local LA 10.0.1.1, 186.15.1... D
Gigabagthernatl Interfacs 196.19.1.1 Branchl LAN 1,000,000

O GigabitEtharnat2 Interfacs 100.64.1.2 Internet 2,000

GigabitFthernat3 Interface 10.255.1.2 MPLS 1,000

[ I O N I S N

O Nulo Tnterface 10,000,000

d - VeIP-tuld Interface 10,000,000

} HQ-Bldcbud.cscocom  Router 2 156.16,129.24 Caco CiscoCSRIODY 1632 Cico 105 Software [Denet], ... Local HQ O
Gigabilthernett Irterface 196.18.129.24 HQ LAN 1,000,000

Gigebilthernet2 Irterface 100.64.0.2 Irterret 1,000,000

a Loopbackd Irterface 8,000,000

m| Nul0 Interface 10,000,000

m] VelP-Nuld Irterface 10,000,000

~ £) KQ-B2dcoud.cacocom  Router 3 196.16,129.26 Ceco €EeoCSRI000V 1632 Cisco 105 Software [Denal], ... Local HQ M
GigabaEtharnatl Interface 198,16,129.26 1,000,000

Gigabagthernat2 Interfacs 10.285.0.2 1,000,000

O - Loopbacko Interfacs 10.0.0.102 8,000,000

O i Nullo Interface 10,000,000

[N} - VolP-Nul Interface 10,000,000

vl ) HQ-MC.dcloud.csco.com  Router 1 136.18.129.23 Csco CiscoCSRI000V 1632 Cisco 105 Software [Denal], ... Local HQ ]
GigabitEthernatt Tnterface 156.18.129.23 1,000,000

| Loopback0 Irterface 100.0.103 8,000,000

O Nulo Irterface 10,000,000

O VelP-Nuld Irterface 10,000,000

A28
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3. Select Export to csv.
4. On the Export window give the file a name.
5. Export the csv to the desktop, or appropriate directory.

Export the content to a CSY file =
Lock in: I- Desktop LI T -
- Libraries
S. A Administrator
Recent Items -".H Computer
€ Network
. LiveAction Upgrade
updateinterface.csy
My Documents
)
-
S
Computer
A File name: |updateinterface,csv % Export
-
Network Files of type: ICSV files (*.csv) ;] Cancel

A29

6. Close the export devices window.
7. Select File and Import Devices.

- 198.18.133.34 - Remote Desktop

I LiveAction - localhost
File | View Users QoS Flow Ro
Add Device

Discover Devices

| Import Devices [\, I o
A
Export Devices I
Manage Devices

Refresh Devices

Remove Network Objects

Exit

A30

8. Select the file you previously exported.
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om a CSY file E3

Look in: I-Dasktop ZI 5 A R

- Libraries
2 Adrministrator
1% Computer
€ Network
. LiveAction Upgrade

File name: Iupdateinterface.csv

Files of type: [csv files (*.csv) =

i [E

A3l
9. Click Add/Update Devices.

@ Add/Update Devices X
Devces selected for Ado/Update will be adced or Lodated Q-

Addiupd... NHame Type Device Serlal P Acdress Verdor Model 105 version Descripgon Line Rate (K... Mede Site Site CIDR Dam Ce..
l¥] = Bancht LA ddoad cisco.... Routar 101 103.19.1.1 Cisco CisceCSRI0I0V 1632 Cisco 108 Software [Denat), ... Lacal LA C
[ GiganitFtharnett Intarface 198.19.1.1 Branchl LAN 1,000,000
M - Glganittthernet2 Intarface 100.€4.1.2 Intarnet 2,000
- ClqasitCherne Interface 10.285.1.2 MPLS 1,000
O Loopbcki) Intarface 10,0.1.1 8,000,000
O Kulle Interface 10,000,000
(] Vow-Mullo Interface 10,000,000
|4 = HQat.ddeuc.dsco.com  Router 2 1031812024 Cisce CisceCSRI0I0V 1632 Cisco 108 Software [Denal), ... Local HO C
1 - Gigaditetharet Interface 198.18.129.24 HQ-LAN 1,000,600
- GiganitEtharnet2 Interface 100.€4.0.2 Intarnet 1,000,000
U Looplackd Tnlerface 8,000,000
| Hullo Tnterface 10,000,000
M - Vor-Nullo Interface 10,000,000
|=+ 1Q-D2.deleuc.dsco.com Router 3 198.13.120.25 Clsco dSCCCSRICIOV 1532 Clsco 105 Software [Dena'], ... Local o C
=] GiganitEtharnets Intarface 108.18.120.25 2,000,000
[ Giganitttharet Interface 10.255.0.2 1,000,000
(] Loopbzcko Interface 10.0.0.102 9,000,020
L Kulle Interface 10,000,000
M - vo-Nullo Interface 10,000,000
|=+ HQ-MC.cdoud.clsco.com  Router 1 198.18.129.23 Clsce asceCSRI000V  16.3.2 Clsco 105 Software [Denall, ... Local HQ :
v GigaitEthernets Interface 108.13.120.23 1,000,000
[ Looplackd Tnterface 10.0.0.102 8,000,000
M - Kulle Interface 10,000,000
| - Vom-Null Interface 10,000,000

< »
Add]Undate Davices Imoort from CSV Export to CSV Close

A 32

10. Click OK to use the Default SNMP settings.

Appendix 3: Export/Import Device Configuration© Copyright LiveAction 2022 162



NXOF-1.LWA.2.0.1 LiveNX Foundations Workbook 1

L |

Node .
¢ Use the Default SNMP connection settings Edit |

(" Enter SNMP connection settings For this device

SNMP Version I‘-."ersicnn 2c j Target Port  |161

Community String |

Ok %‘J Cancel

A33

Your Topology Pane will now show the appropriate devices/configurations.
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Appendix 4: Saving Server Configurations

Prior to upgrading the LiveAction Software, or to retain existing Server configuration for use in
the case of a hardware failure or misconfiguration, the current configuration file may be
Exported to a local or network drive.

Lab Steps:

1. Open the LiveNX WebUI, select Settings.

A34

2. Select Configuration.

CONFIGURATION

m ot MAINTENANCE

EXPORT CONFIGURATION

A 35

3. Click Export.

4. Enter encryption password if preferred.
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Export Configuration [¥]

Savein: [M Desiiop i A e
4 Libraries

g A Administrator

Recent Items [ Bl ad
€ Network
:] ), LiveAction Upgrade

Desktop

My Documents

A

Computer

File name: |10NOV15_Upgrade| E Save |
_conel |

Files of type: ILiveAcﬁon Exported Configurations (*.Ifg) EI

A 36
5. Select an appropriate place to save the file, give the file a name, then click Save.
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Appendix 5: Connect via Remote Desktop
Connection

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect, but you may use RDC as an alternate way to connect to your Student Pod.
SKIP this Lab if directly connecting with the LiveNX Client on your local workstation.

To connect using Microsoft Remote Desktop on Windows, or a compatible Remote Desktop
client on Linux and Macintosh, follow the steps below. On Windows you can typically find
Remote Desktop in START > ALL PROGRAMS > ACCESSORIES.

Note: Use the information from the Lab Details table to connect to the desired device.

Lab Steps:

Connect to the virtual Windows Workstation Desktop using the IP Address, username, and
password pre-printed on the Class Worksheet, unless otherwise instructed.

6. Launch a Remote Desktop Connection.

7. BEFORE selecting Connect, click the General tab. (On Macintosh this will be the
Preferences menu and Login tab.)

DIAGRAM

%% Remote Desktop Connection - X

| Remote Desktop
»>¢ Connection

General Display Local Resources Experience Advanced

Logon settings
P L Enter the name of the remote computer.
|

Computer: 198.18.133.34 v

Username: |DESKTOP-63VEDIF\administrator

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

[[] Always ask for credentials

Connection settings

Save the cument connection settings to an RDP file or open a
J saved connection.

Save Save As... Open...

4 Hide Options Help

A 37

e Enter the following fields:
*Computer: <ipaddress> :20201
(From your Lab Access worksheet)
*Username: administrator (or otherwise defined by instructor)
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8. Set the RDC session properties on the Display tab so that your video is a minimum of

1200x800 resolution... this may NOT be changed once the connection is active. See next

page for example.

v
DIAGRAM

| % Remote Desktop Connection — X

' Remote Desktop
~>¢) Connection

General Display Local Resources Experience Advanced

Display configuration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Smal ¥ lerce

Full Screen

[] Use all my monitors for the remote session

Colors
g Choose the color depth of the remote session.

Highest Quaity (32 bt) v

Display the connection bar when | use the full screen

[Comeat ] He

A 38
9. Select Connect.

10. Enter the workstation password: C1sc012345 (or otherwise defined by instructor).
DIAGRAM

e P -
Enter your credentials

These credentials will be used to connect to vin.opnet.com.
DESKTOP-63VEDIF\administrator

i OPNETPUBLIC\student_nn...
[eoneecaned| |

Use another account

[ Remember my credentials

o) ey

A39
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11. Click OK.

Once successfully connected to your Pod you will see the Windows Desktop, and be able to
access the LiveNX Server, Client, and other pod resources.

Note: Occasionally Remote Desktop may freeze its connection to the Pod workstation. If
this happens, close the Remote Desktop window, and start again at Step 1 above. This
will continue your lab session and will not lose any work.
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