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IMPORTANT INFORMATION - Please Read!

The step-by-step Labs in this Workbook have been written specifically for the LiveAction
Training Student Pod, documented herein. All “Pods” have been pre-configured with the
appropriate software and generated traffic to successfully perform these labs. Pay attention to
any Notes presented as:

Note: This is a note example which gives additional information to the specific context.

The Diagrams, or screen shots, throughout this Workbook are examples for demonstration
purposes and may not reflect the appropriate parameters for the classroom and/or your specific
subnet. Unless specifically directed to do so, do not attempt to match the settings displayed in
the screen shots to your configuration.

Traffic collected by your assigned Pod may not be synchronized with other Student Pods, and in
some cases... due to specific application traffic timing, may not display the exact result specified
in the Labs. The main intent is to know HOW to access the information... not to attain specific
lab results.

Throughout this document italics, bold fonts, and words in CAPS, are used to place emphasis
on specific procedures or results.

© Copyright LiveAction 2022 4
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Lab .0

Lab O: Setup and Get Connected

Lab 0.2: Connecting to Your Training Pod © Copyright LiveAction 2022 5



4/8/2022

Lab 0.1: Connect to the Lab Network

For this class, each attendee or Student will connect to and manage their own LiveNX
installation. In this lab you will connect to the classroom lab environment. In some locations
you may first be asked to connect your laptop to the Internet.

Your instructor will assign a dedicated environment or “Pod” to each Student and may provide
you with a handout containing connectivity information specific to your Pod. Each Pod has the
LiveNX Server and Client pre-installed, with some initial configuration already performed. Each
Student will manage:

Local:

1 x PC Workstation to be used as a Management PC (Your Laptop)
1 x Installed LiveNX Client

1 x Browser

Remote Student Pod
1 x Windows Workstation accessed via RDC (optional) with an installed LiveNX Client and
Browser
1 x LiveNX OVA Linux install
1 LiveNX Server
1 LiveNX Node (installed on LiveNX Server)

|
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77777777777777777777777777777777777777777777 A 10.255.12.1 : [TTTTTTTITmSTTToomoomossomoomoeoon
whetd . / 100.64.2.2 198.19.1.0/24
N SP2 MPLS
100.64.0.2 - DA N
a i
etho: PCL
GE2: 198.18.129.24 etho:
198.18.133.36 A : 198.19.1.101
" = 193.18.128/0/18 |
eth0: eth0: ! ! L A | !
[198.18.133.110  |198.18.133.34 . GE2: 198.18.129.25 i Los Angeles |
[ HO-2_ g | 1920024 |
____________________________________________ i
A GE3: i [
i : 10.255.0.2 | GE2: GE2: P
| Web_Server S 1o 100.64.2.2
| HQ LiveAction | ! ) 10‘25?5.0.1 10.255.%‘1 - b
| Server ! ‘ ) p . Lo o |
! N ath0: PC2
____________________________________________ w GE3: GE3: WGE‘“ | mGzEsngng::'w 51 | 198.19.2.102
10.0.12.1 10.0.12.2 10.255.2.1 1 TR '
1 1 Branch 2 i
SP1 MPLS ‘ New York
Figure 1

In the diagram above your workstation is connected over the LAN or WAN to your assigned

Training Pod resources.

Lab 0.2: Connecting to Your Training Pod

© Copyright LiveAction 2022
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Note: Make sure to consult the Infrastructure Diagram, as well as specific classroom
instructions for names, IP addresses, and other parameters. The screen shots in this
Lab Workbook are examples which may NOT fully reflect the parameters of your pod.

Each student is provided with login credentials to our Training Lab Website, which includes
connection information as illustrated below. Your instructor may provide additional class-
specific addressing and credentials. You may wish to Bookmark this Web Page or Make a
written note of this information for later reference.

DIAGRAM

€ B

d CRITERION LiveNX Flow Foundation - 2022
NETWORIKS o o o . A

Queusd Spawning Frovisioning Stabilizing

= Leamingmenu
Overview

Lab Introduction
1 LiveNX Server livenx admin Student 35.226.145.33 443 0r 7000

Topalogy

3522614533 20152

35.226.145.33 20153

35.226.145.33 20155

20160

35.226.145.33 57

35.226.145.33 20158

95.226.145.33 20159

10 wksti Administrator Administrator

35.226.14533 20202

Administrator

12 pC1 Administrator Administrator 3522614533 20203

13 pe2 Administrator Administrator 35.226.145.33 20004

Figure 2

Lab Steps:

1. Connect your workstation to the Management Network with an Ethernet cable (or, if
available, connect to the Wireless network per the instructions provided by your
instructor).

2. Verify connectivity to the Internet by opening a browser to www.liveaction.com.

Note: Make sure to consult the Infrastructure Diagram and worksheets, as well as
specific classroom instructions for names, IP addresses, and other parameters. The
screen shots in this Lab Workbook are examples which may not reflect the appropriate
parameters for the classroom and/or your specific subnet.

Lab 0.2: Connecting to Your Training Pod © Copyright LiveAction 2022
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Lab 0.2: Connecting to Your Training Pod

Throughout this Lab Workbook, you will be directed to connect to your Pod resources... use the
IP Address & Port information provided in your assigned Web connection document.

The instructor will have emailed credentials/login information to you prior to the start of the
Training Session... like that below...

LiveNX Training - Credentials for Hand's-on Labs - Message (HTML)

file ~ Message Insert  Options  FormatText  Review Help @ Tell me what you want to do

o S P ~ T o

m Calibri <|11 - A A =- A HQ § Atiach File F' fo @J

&= | 87 attach tem - =
Paste BT U £-A.E== =3 | Addes Check Assign Dictate
3 4 v | =2 EE

- Book Mames | [ Signature - Policy~ |, -

Clipboard = Basic Text 7 Names. Include Tags ~ Voice My Templates A~
To... LiveAction Training:

> [=

Send
Subject | LiyelN Training - Credentials for Hand's-on Labs

Here are YOUR credentials for today’s Training session. Click on the link, below... and use the Username & Password provided to
connect to your Training Pod resources:

Username Password Admin URL
i

https:/fenterprise.criterionnetworks.com/criterion/leamings/course-details-access/leaming labs?
id=li ion-learning&uuid=a7c07a852cf5945acb20bebT3ee3afb11&user=liveactionuserd

LA__ Studentd 59t@op5

Click the URL above to open your Training Pod Admin page.

You may wish to check this link to get the latest versions of Student Guide, Lab Workbook, and LiveNX Client Installer. Updated 1
April 2019: https://www.liveaction.com/support/training-resources

If you are unable to connect to our web-based Training Pod, you will not be able to participate in the hand’s-on Labs throughout the
course. We will be using LiyghX Client v. 8.1.1 during this session.

Figure 3
Lab Steps:
1. Click the URL provided in the email.

Note: If clicking-on the URL does not automatically launch your default
browser you may need to copy the URL to your browser address bar.

Enter the Username & Password as provided in the email.

Tick the “Terms of Service” box.

Click Enter.

In the Learning Labs menu click Access Devices to display your Lab Details.

o bk~ 0D

s
& CRITERION LiveNX Flow Foundation - 2022
NETWORKS » ™ LY Y
Queued Spawning Stabilizing
= Leamingmenu
overview I

Lab Introduction

1 ENX S i dmnin
Topology
81-HQ admin
3 sP2_MI dmin
4 SP2_MPL
BR1
6 824
SP1MPLS
8 SP1_MPL admin
9 BR2 admin
0 W Administrator Administrator
0 Activedirectory Administrat Administrate
12 Eal Administrator Administrator

= pe2 Administrator Administrator

Figure 4

Lab 0.2: Connecting to Your Training Pod © Copyright LiveAction 2022 8
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Lab 0.3: Install the LiveNX Client

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect with the Engineering Console. You'll install the LiveNX Client now, so it is
ready for use in future labs.

Note: The Instructor will provide version information prior to the training session
(via facilitation email). Make sure to download & install the appropriate version of
the LiveNX Client as directed.

To install the LiveNX Client:

1. Download the appropriate Client version from the LiveAction Web Pages, or from the
Training Resources page.

a. https://cloudkeys.liveaction.com/downloads

b. http://www.liveaction.com/support/training-resources/

2. Launch the installer.

3. Accept all the defaults, as appropriate.

Note: At this point we will NOT login to the LiveNX Server... instructions for connecting
& login are provided in a subsequent Lab.

Lab 0.3: Install the LiveNX Client © Copyright LiveAction 2022 9
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Lab 1

Lab 1: The LiveNX Web UI

Lab 0.3: Install the LiveNX Client © Copyright LiveAction 2022 10
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Lab 1.1: Explore the Web Ul

These Labs uses the WebUI exclusively.

The LiveNX WebUI provides an easy, convenient way to view the data collected by LiveNX.
You may create custom Dashboards to give visibility across your entire Enterprise, perform
LiveNX configuration, view & troubleshoot topology & devices, as well as view/run/schedule
reports. Dashboard settings are saved per-user login but may be initially based-upon the admin
users’ setup.

Note: The displays in these Ul labs will vary, depending upon how long your Pod has
been running, as well as the variety of traffic. These labs are meant to illustrate how to
get at the information... results are not important. Diagrams are for illustration purposes
and may not reflect the data you may view on your Training Pod.

In this, and all subsequent Labs, utilize the addressing <ipaddress> and TCP ports <port>
provided on the Access Devices web page. In this Lab you will view the different features of the
LiveNX WebUI.

Lab Steps:
1. Open your Browser and navigate to the LiveNX Server at https://<ipaddress>

2. Login to the WebUI using: Username: admin Password: Student

LiveNX

By clicking "Login", | agree to the terms of LiveAction's ELILA

Figure 5

The Overview screen will appear.

Note: The contents of this screen may change dependent upon the version of LiveNX
being run.

3. Hover over and/or click the various icons at the Top-Right of the screen to see what
they do!

Lab 1.1: Explore the Web Ul © Copyright LiveAction 2022 11
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Figure 6

4. Click the Menu icon at the Top-Left and explore the menus.

DEVICES: 3 INTERFACES: 6

Figure 7

5. Select Sites.
= Liveaction

t a 22 07:40 ar 20,2 o Configure Sites

Figure 8
Note that the sites, and their associated statistics, are listed in columnar format.

Note: Detailed site information is discussed in the Device Semantics Lab.

6. Note: Status, Utilization, Drops, Errors, etc....
7. Toggle the Auto Update to ON.
8. Click on the link to LA to see additional site info.

Anytime you wish to return to a prior level, or the WebUI home, you can click the Breadcrumbs
(A) or Menu icon (B).

Lab 1.1: Explore the Web Ul © Copyright LiveAction 2022 12
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Sites » Site: LA

'/;II LA
N/ Status Critical
Site Details
‘Service Provider Banawith (nbound)
50
T w
oraa o [
Legena & Serviee Provider & Flows & Bytes &
- e 93
- SP2MPLS a2

Service Provider Banawith (Outasund)

.

B Rt Kbps)

Figure 9

9. Select Topology > Geo Topology

= LiveAction ™

A Main

sk Topology

Geo T

L. Reports

@, LiveNa

# Configure

https//affis0n i

Figure 10

100%

Availzity

Packets
38.54MB
1074K8

100%

Aailability

Packets G

1

Devices

M476

1

Devicss.

1M1476

3

Intertaces

Bit Rate &

3

Interiaces

13 8

WAN Applications Actice Alerts
o5 55
o &
Packet Rate
24260 Kops 123.86 pps
010Kbps 014pps

13 8

WAN Applications. Active Aleris

Packet Rate &

34260 Kbps 12386 pps
010Kbps. 014pps

» 2 07:40 il 15Min v & T
:
-
.
ims v

Branch!-LA.dcloud cisco.com

@ Ciiical @ Waming @ Goos @ PolingDisabled @ A

-

SP1MALS SP2MPLS

Branch 1-LA dcloud cisco.com

@ crtical @ waming @ Gooo @ Poling Disablea @ NrA

10. Click on a Site to see additional information & pivot points to other views/details.

Lab 1.1: Explore the Web Ul

© Copyright LiveAction 2022
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= LiveAction
Geo Topology [
o
o :
(&)
\ g/ s
O 5
st
= ‘ Yioucanalsojumpitorthe
\ Alerts and Historical Alerts
e pages usmg}hese RIVOITr
¥ points’
N ® -
- 0
= g N
e e
Figure 11

11. Click on the Menu button in the upper left, then select Configure at the bottom.
12. Select Device Management.

mport/Export View D 401 Non SHMP Derice
Refresh List a
u " ] a u a
181 v v v
1911 v v v
8.18.1 o \’ v

Figure 12

See that you can add devices, and run Device Discovery, from the WebUI. We'll run Discover
Devices in a subsequent Lab.

Lab 1.1: Explore the Web Ul © Copyright LiveAction 2022 14
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Lab 1.2: Create a Custom Dashboard

Note: The displays in these Ul labs will vary, depending upon how long your Pod has
been running, as well as the variety of traffic. These labs are meant to illustrate how to
get at the information... results are not important. Diagrams are for illustration purposes
and may not reflect the data you may view on the Training Pod.

In this Lab you will Create and Modify your own Custom Dashboard.
Lab Steps:

1. From the Main menu, click on Dashboard (1), then click on the + icon (2) to create a
new tab in the dashboard space Dashboard. This will appear as “New Tab”.

Top WAN Applications by Bandwidth o x Top Intertaces tace Bursta x

= stores x Overall Status Al x Top Devices T

Figure 13
2. Click Custom Dashboard (marked in Red in the screenshot).

Aoa wiaget

You're about to create a new dashboard

Default templates Shared dashboards

You have no shared dashboards on this list yet
[  custom Dashboard r Status T i e shared any dashboards yel

“Gw WAN () System

No WMIC or Cisco ISE Configuration
Found.

Figure 14

Lab 1.2: Create a Custom Dashboard © Copyright LiveAction 2022 15
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3. Some options can be expanded to show more details, while others can be directly

dragged to the dashboard. Drag-and-drop (A) or click + to add Widgets to your custom

dashboard.

E LiveActic =

Dashboard
Add widget

Drag;and|Brop
widgets fromithis
~ panel

Figure 15

Note: For the purposes of this Lab, you may choose any combination of widgets to add
to your custom dashboard. You can add up to 9 widgets on a single Dashboard.

4. Delete un-wanted Widgets by clicking the X at top right of the widget.

5. To give the dashboard tab a more appropriate name, simply select the New Tab text
and rename your dashboard.

6. You can also change the order Click the 6-Dots and drag to the location you wish to
move it too — much like a browser tab.

Figure 16
You may edit or add to your Dashboard by using the Add Widget icon at the Top-Right.

Note: Since LiveNX stores breadcrumbs it will retain a trail of the last page you’ve
visited in the WebUI, based-upon your individual login credentials. Unless shared...
Your custom Dashboard will not be visible to others.

Lab 1.2: Create a Custom Dashboard © Copyright LiveAction 2022 16
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Lab 1.3: Pre-Configured Stories

The LiveNX WebUI has several pre-configured walk-thrus, or Stories, built-in. These Stories

may help you easily find specific workflows and statistical information regarding your monitored
devices.

Lab Steps:
1. Click the Menu icon.

2. Select Stories, and Site-to-Site Analysis.

ert Count E

Site to Site Analysis “

|l Reports

. LiveNA

# Configure

Figure 17

Note: Diagrams are for illustration purposes and may not reflect the data in your
Training Pod. These labs are meant to illustrate how to get at the information.

3. Select Direction > Inbound.
Lab 1.3: Pre-Configured Stories © Copyright LiveAction 2022 17
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Site To Site Analysis

Unknown
Internet

VIEW FILTER

OIRECTION

Figure 18
4. Hover-over for Utilization info or select an area of the chart to display a Sankey Flow

Diagram.

site To Site Analysis > LA-HQ
Switch Direction

Application
Top 10 Al

Normal

1535

@ T
» » 2 1520 1525 15:30

Figure 19
View the other pre-configured Stories to discover how they may help you with Capacity

Planning, Inventory, and Network Management.

18

Lab 1.3: Pre-Configured Stories © Copyright LiveAction 2022
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Lab 1.4: WebUI

You may access any of the default reports in the WebUI, as well as utilize as a template any
Dynamic Reports created in the LiveNX Client.

Lab Steps:
1. Click the Menu icon.

Lulal

# configure

Figure 20
2. Select Reports, and View Reports.

3. From the Top Reports section, select Application

View Reports View Schedule
. [ [
Default Templates Favorite Reponts ©
o Add Report
o
Top Reports
o P Rep: [+
L
o o
1 o
it highiig
o
Wit highlignt
t { o
o
e
L
o
L}
et o
feat o
o
o
t L)
" o  Default Templates °
. @
NAkE & DescarToN &
= o

performance information, ana v

i 0roup of repo:

i group of repor

Figure 21
Lab 1.4: WebUI © Copyright LiveAction 2022 19
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RUN OR EDIT REPORT(S)
GENERAL SETTINGS REPORT LIST

Name Application (Flow)

Fast

REPORT DETAILS

Report Name

o MY Application Add New Report

Presentation Mode

Standard

Footnote

Time Zone DST

(GMT-05.:00) America/New York

Time Range

Last Hour

Flex Search &

Display Fiter

Sharing Settings

Email 3%

g
+

Report Description

Devices

Al WAN Devices

Interfaces

AllWAN Interfaces

Flex Search @

Display Filter
No Display Fiftering

Direction

Inbound and Outbound Combined

Flow Type

Basic Flow

Execution Type

Time Series

Sort By
Bit Rate

Business Hours
Cannot be used with Al Devices

Bin Duration

x 1 Minute

Raw Flow Data

Due 1o the options selected, this report will utilize the
Raw Flow datastore (slower).

Cancel Save As Template

Figure 22

4. Select Options.
a. Name: My Application
b. Time Range: Last Hour

c. Direction: Inbound and Outbound Combined

d. Bin Duration: 1 Minute

5. Click Execute.

My Application View Optians Share Dowmiaas Sehecuis copy | Ciom
Q
Default Templales Apptcstin (Fow) Direction Bin Time Range;Shown (¥ hr) sz
o .. . - e . s me e
AN o | =
e o =
- o -
o
e ) A\ A\ A -
- ! ° - 253 q m a
. o
; ° Qo S Amicaion© Total Flows © 0 TotalBytes o Total Packets Average 81 Rate & Average Packet Rste & Psk et Rate & Peak Packet Aste ©
. ° ‘ - oo 5 10353 4619 Koos 109.14 Kops sBops
; e - 26 a5 9.40Kops 2352 Kbps 4300
) . o ipfic n 2804 5394 Kbps seps
) - o 2 1251 kops 4pps
o ) 2 - 168 5.45 Kbps 17pps
e @ lantevagent 65 5.24Kups 9005
o - = 8oz ops
o - 51 41 apps
atio ° a9 sokap: 125 1095
eetio o ® - 2 21089 KB 2120 047Kps 1352 K0ps 1605
N @
et @

Figure 23

This report displays all the applications transiting the network in the past hour, in table format,
with color references for the top 10 items by Total Bytes. All reports display 10 metrics per

display page.
Note the Report Options on the image.

Interface: All WAN Interfaces
Start Time: Mar 28. 2019 11:44:59 PDT (GMT-07-00)

Device: All WAN Devices Display Filter: No Display Filtering

Bin Duration: 1 Minute
Figure 24

Lab 1.4: WebUI

Direction: Inbound and Qutbound Combined

End Time: Mar 28, 2019 12:44:58 PDT (GMT-07-00)

Bin Interval: 1 minute

© Copyright LiveAction 2022
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6. Hide a metric by clicking on the Legend (in the table, or on right of chart).

7. Re-sort by clicking on the Sort Arrows.
8. Zoom-in by Left-click-drag a portion of the chart.
9. Reset Zoom to normal.

10. Schedule the Report to run Hourly.

o mo so
View Reports View Schedule

Templates Reports History
My Application Viex: Opions « Share Downiosd Schaduie copy close
: @
Default Templates e sz
foice Analysi L]
a
App o =
ole Fast o
stia (1)
o
o
o
e - ’ a m
o
o o Legena G Application & Total Fiows & Total Bytes & Total Packets & Average Bit Rete & Average Packet Rete Pesk BitRete & Pesk Packet Rate O
° - rpao s 2079M8 10333 6,19 Kops w87 pps 10814 Kbps 68pps
" - 208 azmmB 8350 9.0 kaps 17.65pp8 2352 K0ps a3pps
o L n 270 MB 2884 600 Kaps 080pps 5394 Kops. Spps
- me 2 163 MB 6876 4.07 Kops 191pps 13.61 Kops. 4pps
O - o 168 1.61 MEB 40278 258 Kops 11.19pps 546 Knps 17008
o Ianrevagent 65 133 MB 184 297 Knps 329pps B24Knps 9pps
9 - sip 3 929.65KB 7163 207 Kbps 199 pps B8.02Kbps 9pps.
o - mtp s 51540 KB 12885 1.15Kops 358pps 141 Kbps Apps
o ospf 380 22678 KB 2835 0.50Kbps. 079pps 125Kbps 1pps
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Figure 25

SCHEDULE REPORT

Name

MY Application

Run Report

Hourly

(D Reports will be created on the hour for the previous hour

Schedule Ends

MNever

Time Zone DST
(GMT-05:00) America/New York

Figure 26
11. Verify that the report is now scheduled by navigating to View Schedule.

View Reports Qm scrde

My Application View Options Share Downicad Scheduie Copy Close
Qs

Default Templates Application (Fiow) 22

rPreocceccocce

Figure 27
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12. Within this list you can see any report previously scheduled.

Reports For: Aug 15t

sep 11th, 2021

12 3 4 s 8 7

Figure 28
Lets have a look at creating a Custom Report
13. Navigate back to reports by clicking Reports > View Reports.
14. Click Create Report (top right of screen)
15. Expand (A) Flow and then expand (B) QoS.
CREATE REPORT
ame Please choose report type - o reports
P'Tem:l‘fnm“ e z F:::
AnyConnect
Sharing Settings Application Performance (AVC)
Email ;¢ Applications
Custom Logo € PIR
Figure 29
16. Select Application DSCP Audit.
17. Click Execute.
18. Verify the Application to DSCP values
Lab 1.4: WebUI © Copyright LiveAction 2022 22
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View Reports

Reports History
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My Applicat s

Default Templates
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Site Network Performan:
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ervice Provider DSCP &

Track Single Site WA

2 CceCcCoQOOQOOCCQCTEOCOQOEOQEOPTOECTCTECSE QOO

Figure 30

Lab 1.4: WebUI
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Lab 1.5: Enable / Customize Alerts

The LiveNX Alert System is able to visually, or via email, inform you if there is any anomolous

behavior or issues with your monitored devices. A wide variety of issues may be brought to the

attention of users with LiveNX Alerts.

Note: By default, no alerts are enabled during initial LiveNX installation. Itis up to the

administrator to turn on alerts & notifications.

In this Lab you’ll enable and customize alerting for Voice or Video packet drops.

Lab Steps:
1. Click the Menu icon.

2. Select Configure, and Alert Management.

€  Device, Interface

€  Device, Interface
Netwaork
Network
Network

Network

Warning Qos Class VOICE Drop Rate > 20 kbps for at ...
Warning Drop Rate = 2500 pps for at least > 0 minutes
4 Critical for at least > 0 minutes
A Critical for at least > 0 minutes
Info for at least > 5 minutes

4 Critical for at least > 0 minutes

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Web Ul

Figure 31
3. Click on QoS Class Drop.

Lab 1.5: Enable / Customize Alerts
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QoS Class Drop

Enabled

This alert may contribute to status of an Interface, Device, and/or Site.
Severity
Warmning

Mote: Severity for this alert may be reflected as the same severity used in the
status. When the severity is info, it does not contribute 1o the status.

Thresholds
Automatic Resolution Time * 6

0

Catch All Threshold *

Drop Rate * For at Least *
a 0
Qos Class *
VOICE
o
Drop Rate * For at Least *
20 a
Qos Class *
VIDED
o
Drop Rate * For at Least *
50

Add Specific QoS Class Alert

Sharing
Figure 32
4. Select to Enable this alert.
5. Change the Severity if desired.
6. Enter QoS Class “VOICE”.
7. Define a DROP RATE of 20.
8. Leave FOR AT LEAST of “0”".

Note: The effect of 0 mins means ANY occurrence will trigger the alert.

9. Click Add More

10. Enter QoS Class “VIDEQO”.
11. Define a DROP RATE of “50”.
12. Define the interval of “1” min.
13. Click Save.

Although you may not see immediate alerts based-upon this customization... future QoS Labs

will activate this alert... depending upon traffic reply on the Training Pod. Alerts notification is at

the top of the WebUI.

Lab 1.5: Enable / Customize Alerts © Copyright LiveAction 2022
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Mar 29, 2019 08:30:00 —+ Mar 29, 2019 08:45:00 Add Widget e

Figure 33

14. Enable ALL alerts (This is for use in a later Lab).

Alert Management Maintenance Mo

Clicksthis box«to a

enable gl_ltf\lerts

ERTTYRE seveRTy C BusEs  C THRESWOLDS srmG
A I A
] ofJitte Tes Netuwork & Grical v Tota! Test Errors = 3 Errors for at st > 0 minutes wieon
o erational State Device, Interface Muttiple Mutiple Muitiple
B Uvenx System 4 criteal v LocalfServer 7= 40 % forat east > 0 minutes Weoun
B e System & Crtical v Local/Serer = 60°% for ot east> 0 minutes weou
rehiX System 4 Critical v Local/Server >= 40 % for at least > 0 minutes VieoUl
[ O system & crmeal v Tor at st >0 minutes weour
, © | Device, Intertace Wultiple Mutiple WMutiple
Power Supply Operationsl State Device, Interface Wultiple Muttiple Muttiple
F put Leve! Device, Intecface Mutipie Muttiple Muitiple
-] et ©  Devics, intertace & Citial v Drop Rate » 0 knps for at least > 0 minutes
] O Devics, Interface = Warming v Muttiple
e o nretace u Waming v Drop Rate » 2500 5 for a1 least » 0 minutes
-] Nenwork & Criteal v Tor at least » 0 minutes weoun
-] Network 4 Critcal v Tor atleast > 0 minutes weou
@ Network Muitiple Muitiple
-] Netuwork v tfor at least » 0 miutes
] 1 Application 4 ciical v for st least » O miutes
-] e Appication 4 crital v Muttiple
-] O Appiics 4 Crical v tter Avg - 30 ms forat least » 0 minutes
O Appiicatc & Critical v JTr M3 = 60 MS for at least > 0 minutes
a ©  Apiicatic 4 Critesl v Packet Loss >= 1% for al least >0 minules
RRP v Network WMutple nurtipe

Rows 4444 Selected:23

Figure 34
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Lab 1.6: Add a User Account

One of the first things to do after installing LiveNX is to grant additional user access, as well as
to ensure that if you lose the credentials for the initial admin account, you will be able to login
with appropriate privileges with a backup account.

Lab Steps:
1. Inthe Browser interface, click on the gear icon to configure, select Users Management

Figure 35

2. Click Add User.
3. For this exercise we will add a Local user.

ADD NEW USER

o Authentication Type Settings

Authentication Type

LOCAL @

LDAP
RADIUS
TACACS+

550

Figure 36

Enter a username and a Display Name (something you’ll remember).
Select the Admin role from the Group drop-down, and a Session Timeout value.

Enter a password (again, something you’ll remember or write down). Re-enter the
password for confirmation.

Note: On first login the user will be prompted to change the initial password.
7. Click Add User.

Note: You now have a backup login in case you forget the administrator credentials.
Throughout the remainder of this class, we will use the credentials associated with the
admin login.

Lab 1.6: Add a User Account © Copyright LiveAction 2022 27
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Lab 1.7: View and Navigate System Diagnostics

Within System Diagnostics, System health, Data store and report queue are viewable.

Lab Steps:
8. Inthe Browser interface, click on the gear icon to configure, select System
Diagnostics.

9. Click anywhere in the Local/Server to expand the details of the server.

05 CPU USACE VUM CPUUSAGE OSRAM USACE
VM RAM USAGE FREE DISK SPAGE NUMBER OF DOWN DEVICES:

PROCESSED FLOW RECORDS PACKETS RECEIVED Vs PACKETS DROPPED ALERTING FLOW PROCESSING DROP RATE

Figure 37

Note: If you have additional nodes, there will be multiple entries for each additional node
and the details for those nodes can be seen as well.

10. Within the expanded server information are three tabs.

11. System tab will show you CPU usage, RAM usage, Disk Space, Down Devices and
Flow details.
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Figure 38

12. Data Store tab will allow viewing the storage details applicable to the server.

System Diagnostics » Node Information

Lacalserver

= LOCAL/SERVER

cou
Model QEMU Virtual CPU varsion 220 osuil
cores ® i,
Sysem
LONG TERM STORE SIZE

FLOW STORE GROWTH RATE

som

e

Figure 39
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13. Report Queue tab will allow viewing any reports currently running on the server.

= Local/sevER o L
Model * osun Amaurt 4 Commines Torsl ServersHose Toral Configurable: Losting
c Ml Used Vend : Node to Server At Loat Dars
ores i " ree 0 Serve cive i
[ 2
Report Queues
sour
]
No Da
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Lab 1.8: Support and Troubleshooting

If support is needed, logs will need to be generated and collected.

1. Navigate to the Settings menu.

F: Locs

Report Queues 2

Figure 41

2. Navigate and expand Troubleshooting and then click Logs.
[ = LiveAction

Figure 42

Note: Most cases, will just require the default setting INFO Log Level. The support team
will indicate if a different level is needed.

3. Click Get LiveNX Logs.

Lab 1.7: View and Navigate System Diagnostics© Copyright LiveAction 2022 31



4/8/2022

GET LOGS

Would you like to download logs of the LiveNX Server or nodes? Once ZIF
archive is generated, you may download the file from the table on the page.

Choose nodes you want to download/upload. Custormer portal will have
your recent 5 uploads only. All others will be deleted automatically.

Select All Select Mone

Local/Server

Cancel

Figure 43

Note: If there are multiple nodes installed within the environment, there will be additional
items selectable.

4. Once logs are generated, you can Download the zip file. Once downloaded locally, the
logs can be shared with the LiveAction support team.

5. Navigate to Packet Capture under Troubleshooting.

[ = LiveAction

Settings

PACKET CAPTURE

wre Packets

Trowslestooting

Figure 44
6. Click Capture Packets.
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PACKET CAPTURE
Would you like to capture packets into downloadable file? Once capture
completed, you may download the file from the table on the page.
Maximum duration for capture is 1200 seconds and minimum duration is
60 seconds. Customer portal will have your recent 5 uploads only. All
others will be deleted automatically.
Interface* Device
ethd Other
Node Protocol
Local/Server None
Host Duration*
Port
2055
Cancel
Figure 45

7. This allows you to capture packets on a specific device, protocol, port, and a specific
duration.

Note: If directed by support to capture packets, they will indicate the duration and other
applicable details needed.

8. Asin Logs, you can download the zip file. Once downloaded locally, the logs can be
shared with the LiveAction support team.

Lab 1.7: View and Navigate System Diagnostics© Copyright LiveAction 2022
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Lab 2

Lab 2: The LiveNX Client

Lab 1.7: View and Navigate System Diagnostics© Copyright LiveAction 2022 34



4/8/2022

Lab 2.1: Launch the LiveNX Client

These Labs uses the Engineering Console exclusively.

The LiveNX Client is a Java application which may be loaded and launched on your local
workstation. In this class you may alternatively run the Client on the virtual workstation
connected via Remote Desktop Connection. The Client may be downloaded at
https://cloudkeys.liveaction.com/downloads, and installation is straight-forward

A Mac version is also available for install if needed.

Lab Steps:

1. Launch the LiveNX Client.

DIAGRAM

Client Login

Username:

Passwiord:

For first time uss:

Configure oK

Username and password are "admin”

Click "Configure” to setup server address

Cancel

Figure 46

2. Click Configure to verify server settings.

Note: A single client installation may connect to multiple LiveNX Servers simply by
modifying the Server IP and Port. In this class we will always connect to the LiveNX
Server in our Training Pod. Use the <ipaddress> from your Lab Access Worksheet. The
“For first time use” instructions only apply to an un-configured Server.

3. Enter the LiveNX information (IP address and Port) from your Lab Access worksheet

Server Configuration iy
Server Settings
Server: V|
Port: | 7000
Save Cancel
5 [ o
Figure 47

Lab 2.1: Launch the LiveNX Client

© Copyright LiveAction 2022 35


https://cloudkeys.liveaction.com/downloads

4/8/2022

Click Save

5. Enter the Username & Password.

Username: admin

Password: Student (note the capital S)

Client Login X

Username: |ac|m'|n |

Password: |IIIIIII |

For first time uss:
Username and password are "admin®
Click "Configure” to sstup server address

LiveNX = “%

| configure | | oK | | cancel

Figure 48
6. Click OK
The Client will launch...

Loading... [

Loaded Current User

LiveNX

© 2008-2021 LiveAction, Inc. All Right Reserved.

wwwliveaction com

Figure 49

Live/ction

Local

Remote_Site 21.3.1

Qthar

222777

... and will open showing the current configured Topology.

Lab 2.1: Launch the LiveNX Client
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Figure 50

Note: Your topology may be different from the screenshot above. Some of the items may
be stacked directly on top of each other, requiring you to click and drag to make them
more visible
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Lab 2.2: Explore the LiveNX Client

Although we’ve already pre-configured one or more devices... LiveNX may not be collecting any
flow data. In a subsequent Lab we will verify & complete the configuration of our class network
by adding more devices and enabling flow collection, as needed. For now, let’s look at some of
the menus and feature availability of the LiveNX Client.

Lab Steps:

1. Right-click on device HQ-B2 and select Zoom to Device to zoom into the HQ-B2
Device, and center it on the screen.

.7?
9
vi1 .2

HQ-B2

Mar 20, 2022 1:57 AM
Gi2

Gi3 10.255.0.0/24

Other

U 6| Memory ©  Flow Buffer © | alerts ©

Figure 51

‘admin: Admn user | 03:48:027M EDT

Note: Your topology may be different from the screenshot above.

2. Left click anywhere in the white area and move the mouse to re-position the device(s)
in the window.

3. Use the mouse scroll-wheel to zoom in & out.
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= |
= Local
Vi 729 2

HQ-B2
198.18.129.25
Figure 52

Note: Once we confirm the collection Flow and SNMP data these tabs will be alot more
useful!

5. Click on Flow tab and then on Refresh. This will bring up all the flows that LiveNX is
seeing from the router

low Routing PSLA LAN Tooks Reports Help

@5 Flow | Routeg | PSLA [ LA
BB R | R R |Tak] ©refien | MR | [ameti ~ [ametroinginend | B | Defairtacon vl | o omeymcis
Search Exampie: (e = S p——

‘Color Maoaing By Dielay Fiter Colors
e

N\ Gi3 \ J 10.255.0.0/24

Other

U © | Memry ©| Fom eutfe © Aerts © [N Yoces © Refeshed ot /20122, 3:47:25 PH: 56 fows (mrged) deslayed. Shovirg o data o 3f 3 devices

Figure 53

adnin: Adei user | 03:52:149M EDT

6. Expand the HQ-B2 device in the Home Tree View.

7. Click on one of the interfaces... note how the information displayed in the Topology
Pane changes.
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Figure 54

| admin: admn user | o3:54:29pm EOT

Note: You are welcome to poke around the LiveNX Client... don’t worry, you won’t break
anything... but we will get some real usage, and see real data, in the coming labs!

Lab 2.2: Explore the LiveNX Client
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Lab 3

Lab 3: Configuring Devices
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Lab 3.1: Add Device

This Lab uses the WebUI.

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.

In this Lab we’ll go to the WebUI to Discover & Add a device to our LiveNX Server.

Lab Steps:
8. Login to the LiveNX WebUI
9. Select Configure > Device Management

Figure 55

10. Click Discover Devices.

DISCOVER DEVICES

What to scan @2 SNMP Settings @ 3. Node

© SPECIFY IP RANGES

@IQB.'IQ.Z‘I

Add More

SPECIFY SEED DEVICETO SCAN

Save & Next

Cancel Discover

16

Figure 56
11. Enter 198.19.2.1, in the IP Address field.
12. Select the SNMP Settings tab.
13. Click “Default SNMP connection settings”.
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14. Select the Node tab.

15. Select Local/Server.
16. Click Discover.

H
Device Managemen CSV mport/Export CredentislStore View Devices Add Non SNMP Device
- ok

Note: Discovery may take a minute or two. If you’ve specified a large subnet to scan,
and Discovery seems to take too long... click Stop.

G 000000002 199192 Cisco 15OPTOQUCtS 2004

17. Tick the box next to Branch2-NY.

18. Click Select Interfaces.

10000000

Figure 58
19. Select GigabitEthernet2, GigabitEthernet3 & GigabitEthernet4.
20. Click Add Selected.

LiveNX displays the available configured interface on the device(s) that were discovered.
Notice that LiveNX also discovers additional device semantic information such as Line Rate,
Capacities, Labels, etc....

Note: LiveNX’s Rapid Device Discovery feature will automatically select the Top 4
interfaces based-upon interface utilization. It is important that you confirm, or select, the
interfaces you wish to monitor. LiveNX may monitor up to 1000 interfaces on a single
device.
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= LiveAction®

Device Management CSVImporExport Crecentia Store View Devices 2 Non SNMIP Device Discover Devices

10 seconas

AR Y
AR R Y
AR R AN

" -
Figure 59

21. In the Devices Tab, click on the newly added Branch2-NY device. This will bring up
the configuration page.

EDIT BRANCHZ-NY.CLOUDCISCO.COM

Sita Group interval

Cancel

Figure 60

22. In the Site box, click and type NY assign the device to the site NY and do the same for
Group (We will meet Groups in the Engineering Console).

23. Set the polling Interval to 10 seconds
24. Uncheck the IPSLA check box (this is not covered in this course)

25. Add Tags into the Tag box. Use something creative and descriptive for this site. We
have used East, Sales Office, and Branch.

You now see we’ve added Branch2-NY for monitoring by LiveNX. Notice that there is a “not-
configured” symbol next to the link. This means we still have some configuration to complete.

26. Next we must give the site some additional information to ensure our reporting and
monitoring work correctly. We must define the Site geographically. To do this, go to
Site Management from the Main Menu.

# configure

Site Management

Figure 61

27. You will notice that NY does not have some of its Site Semantic Info. Here we can
add what’s missing.
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Site Manegement View Sites

Ldd Q

Figure 62
28. To open the Site Configuration pop-up, click on NY in the left column.

EDIT 1siTE < NY

Details Address Business hours

Site Description Site IP Range (CIDR Notation IP's)
ter site description 198.19.2.0/24

0/1000

Devices Tags

Branch2-NY.dcloud.cisco.com % 1 Branch % East ® Sales ® Research x 4

Number of Employees

Data Center

Figure 63

29. In the Tags box, enter East, Branch, and any others you want to add. We’ve added
Sales and Research.
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EDIT 1sme < Ny

ol
Address Latitude & Longitude
City Phone Number

New York

United States

@ Geo Coordinate Lookup

State/Province/Region Email
New York
Zip Code Region
10008 Input valid address and press "Geo Coordinate Lookup' to
N populate region
Country

Cancel

Figure 64

30. Enter some information in the City/State/Zip Code/Country fields (We have used zip
code 10006 for central New York City). Then, click on the Geo Coordinate Lookup.

State/Province/Region

New York

EDIT 1sme Y
Busi
Address Latitude & Longitude
40709329
74.013120
city Phone Number
New York

Email

- Continent: North America — Country: United States —
State: New York— City: New Yori
Country
United States

31. This calculates the position (as accurately as possible — if you put a street address too
it improves the accuracy) and enters that information in the Longitude and Latitude
cells. This is used to place the site on the Geo Topology Map.

EDIT 1sme
Days of Week Time Zone bsT
» DO Q@ O @ - (GMT-05:00) America/Nen York
Start time End time
08 o0 au s 0 P
cancel m
Figure 66

32. Next, click on the Business Hours tab, and complete the days of the week, and
typical start and end times of people’s workday. This is used on the WAN Capacity
Planning and WAN Utilization calculations.
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33. Then Click Save.

[
Figure 67

34. You'll see the table now completed with the new information for the Site New York.
(Note, if you added information in the Description box, you would see that here too.
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Lab 3.2: Manage & Configure Devices

This Lab uses the Engineering Console.

You may perform many management tasks via the WebUI... but since we’'ll need to go to the
LiveNX Client to configure Flow Collection in the next lab... let's complete our Device
Configuration in the Console.

Note: You can find instructions for Adding Devices via the Client in the Appendix of this
Lab Workbook.

Lab Steps:
35. Login to the LiveNX Client.
36. Right-click on Home and Expand All.

37. The NY site now appears as we configured it from the WebUI. In the Engineering
Console this is referred to as a Group. To use Sites in the WebUI and Groups in the
Engineering Console you must configure both.

1 LiveNx - 35.226.145.33 - -] x

Fie View Users GoS Flow Routing IPSLA LAN Tooks Repors Hep

Destboard | Manage (B Expard Qo Fiow | Routing [ PSA | LaK

@B SO | ® @ Tk ORefesh|[MAonTyes | GurentTme v CurentPolirgiotenel | [ DefasthileGran vTen | O sy coos |
Sawrch Balec G = i) R KR TR R

A Fi
@ AcL Apoled
3, ot configured
=

U O memary © Fonpuffer © Aerts © IR Noces © | Refreshed at 3/20/22, 3:47:25PM: 96 fows (meged) dspiayed. Showng flow data from 3 of 4 desdces. ‘advin: Aduin user | 04:29:34 PMEDT

Figure 68

Double click on the NY Group to expand it, then right click on white space to reveal the
View Options dialog, hover over View, and select Fit to View.

Notice that the Topology Pane contains all the devices listed in the Home Tree
view. Also note that the Branch2-NY device needs to be configured, indicated by
the wrench image.

38. Click Manage (Above the Home Tree). A Device Management dialogue will open.

39. Select only Branch2-NY
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. Device Management

X
Filter by: Filter Clear
Select  Device Name IF Address Wendor Model Mode  Group Poll Qo3 Flow IPSLA  Routing LAN*  Interval Status
[1 BranchiLA 198.19.1.1 Cisca ciscoProducts, 3004 Local 1 O [1 |10se Configured
T I S ) T T o N NN T A ) e

[1 Hoel 198.18.129.24 Cisco dscoProducts, 3004 Local
[0 Hgsz 198.18.129.25 Cisto dscoProducts. 3004 Local

1 O [0 |10 seco. "™ | Configured
O ] [0 |10seco... « | Configured

* LAM polling occurs every 15 minutes Mumber of Devices: 4

wice Configurations Global Device Settings
Configure Configure QoS, Flow, and IP SLA Edit Defauit SNMP Settings
Select devices in the table and dlick the configure button.
Remove Remove selected device(s). Edit Default CLT Monitoring Settings - Not Set Clear
Add To Group <New Group > w
Edit Default CLI Configuration Settings Clear
Remove From Group Removes selected devices from their groups
Edit Groups Edit the groups
Apply Close
Figure 69

40. Here you will see the Group that we have already created for our new device.
41. Check ONLY Poll, QoS and Flow.

42. Verify the Interval on the device is 10 seconds.
43. Click Apply.
44, Click Configure.

LiveNX starts the Add Device wizard... we will select to use whatever defaults are already
configured...

45, Stepl: Use the Default SNMP... Click Next
46. Step2: Use My Default Configuration CLI... Click Next

Lab 3.2: Manage & Configure Devices © Copyright LiveAction 2022
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Configure Cisco Features for - Branch2-NV.dcloud.cisco.com (198.18.2.1) X
Steps Device Connection Information
Enter the SNMP connection informatian.
2. CLI Settings HNode Local
(Configuring)
1P Address 198.19.2.1
3. CLISettings
(Monitoring) (O Non SNMP device such as NetFlow probes
4. Select Interfaces O LiveSensor
5. Select VLANs . Edit
6. Select Features
() Enter SNMP connection settings for this device
7. Enable Polling
SNMP Version  Version 2¢ Target Port | 161
8. Review Configuration
o. Device Updsted Community String | dcloud
< Back Finish Cancel Help
Configure Cisco Features for - Branch2-NY.dcloud.cisco.com (198.19.2.1) X
Steps CLI Settings (Configuring)
1. Device Connection Specify the CLI connection information used for configuring these devices. Required fields
Information are indicated with an asterisk (*).
Configuration CLI Connection Settings
3. CLI Settings Enter Command Line Interface (CLI) connection settings used to configure these devit

(Monitering)

O Add as monitor only device for non Cisco and unsupported Cisco OS (I0S, I0S-XE

Review Configuration
User name on Device

4. Select Interfaces

5. Select VLANS @ {ise my default Configuration CL1 seifingd | Edit
6. Select Features () Enter connection settings for this device

7. Enable Polling Connection Type SSH Port* 22

8

X

Device Updated
Password on Device™

Enable Password

Also use these credentials for monitor mode.

< Back

Finish Cancel Help

Figure 71

47. Step 3: Check Use the Previous Page Connection Settings ... Click Next. You will
be shown a list of configuration elements to verify. Click Continue.

Configure Cisco Features for - Branch2-NY.dcloud.cisco.com (198.19.2.1) X
Steps CLI Settings (Monitoring)
1. Device Connection Specify the CLT connection information shared by all users. This information will only be
Infarmation used to monitor this device. Required fields are indicated with an asterisk (*).
2. CLI Settings
(Configuring) Monitor-only CLT Connection Settings

Enter Command Line Interface (CLI) connection settings used to monitor this device.

(O Use the default Monitor-only CLI connection settings =~ Edit

4. Select Interfaces
5. Select VLANS |© 1se the previous page c n settings |
6. Select Features (O Enter connection settings for this device
7. Enable Polling Connection Type | SSH Port™ |22
8. Review Configuration

User name on Device
9. Device Updated

Password on Device®

Enable Password
< Back Finish Cancel Help

Figure 72
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Validation Details X

Validation results for the current device:

Test Status Description
SNMP connection w Succeeded ~
SMMP access w Succeeded
CLI configure connection Skipped

CLI configure login Skipped

CLI configure enable password Skipped

CLI monitor connection Skipped

CLI monitor login Skipped

CLI monitor enable password Skipped

Serial number validation Skipped

Model supported . Sucreeded
105 supparted . Succeeded
NEAR. capable L] Succeeded
NEAR.2 capable ) Succeeded
NetFlow collector configure supported ) Succeeded
Flexible NetFlow supported . Sucreeded
Unified Perfmon (AVC/Medianet) Supported ] Succeeded
Medianet Performance Monitoring supported L] Succeeded
MACE AVC Supported Mot supported
MLS MetFlow configure supparted Mot supported
Mediatrace configure supported . Sucreeded

IP 5LA Supported ] Succeeded
HQF Supported ) Succeeded

MAF Takl tard Rlat b

Figure 73

Note: Any changes to the Select Features dialog will generate a CLI push to update the
current configuration. Before sending a new configuration to the device, you can verify
the configurations that LiveNX created.

48. Step 5: Ensure the correct interfaces are selected...GigabitEthernet2, Gigabit
Ethernet3, and GigabitEthernet4. Click Next

a. You can include Loopback, but not necessary. The point is to understand you
can choose both logical and physical interfaces.

lConFigure Cisco Features for - Branch2-NY.dcloud.cisco.com (198.19.2.1) x|

|

Steps Select Interfaces |

1. Device Connection Select the interfaces you want to monitor on this device (maximum 1000 interfaces). |
Information

MNote: IP addresses and subnet masks are editable on the table for devices that do not provide them. See

2. CLI Settings (Configuring) the user guide for more details.
3. CLI Settings (Monitoring)
I 4. Select Interfaces I Selected Interface Trunk IP Address Subnet Mask Description
5. Select VLAMs ] GigahEEﬂ'nernetl 192.168.122, 161 255.255.255.0
] GigabitEthernet2 198.19.2.1 255.255.255.0
6. Select Featul
Electreatures ®  GigabitEthernet3 100.64.2.2 255,255, 255.0
7. Enable Poliing B  GigabitEthernets 10.255.2.2 255,255.255.0
8. Review Configuration [J Loopbackd W0.0.21 255.255,255.255
J Mullo
9, Device Updated |:| VoIP-Nullo
|
Selected interface(s): 3
< Back Einish Cancel Help
Figure 74
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49. Step 5: Since there are no active VLANs configured on this exercise, skip past this
option if one is shown. You may monitor up to 25 configured VLANS on each device.
Click Next.

50. Step 6: The Select Features dialog allows you to turn-on specific Cisco technologies
per device interface using the templates included in LiveNX. This dialog displays the
current 10S configuration of the device you are currently viewing. Match the settings
for GigabitEthernet3 and GigabitEthernet4 (WAN interfaces only). Click Next.

Configure Cisco Features for - Branch2-NY.dcloud. cisco.com (198.19.2.1) x|
|
Steps Select Features |
1. Device Connection Select the features you want to enable on each interface. Learn more about each feature in the Help |
Information section.
2. CLI Settings (Configuring)
Features on device
3. CLI Settings (Monitoring)
4. Select Interfacas [_] Assodate Probe at IP Address:
5. Select VLANS Interface NEAR NetFiow
| 6. SelectFeatures | ||GigabitEthernst2 O O
7. Enable Poling GigabitEthernet3 u u
GigabitEthernet4 a n
8. Review Configuration f —
9, Device Updated
|
< Back Einish Cancel Help

ngure 75

51. Step 7: Verify Polling is set for 10 Seconds and ensure Flows and QoS are selected.

These should be selected from our previous work for the NY Branch Router.
52. Click Continue

Lab 3.2: Manage & Configure Devices © Copyright LiveAction 2022
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Steps

1. Device Connection

Enable Polling

Select the features you want to actively monitor and the polling rate for all the features on

Information this device. Learn mare about polling in the Help section.
2. CLI Settings
(Configuring)
3. CLI Settings
(Monitoring) Polling Rate |10 seconds o
4. Select Interfaces
5. Select VLANS Foll the following features
6. Select Features Fows
8. Review Configuration QoS
9. Device Updated [mpIEY
[ Routing
| Cean

* LAN polling occurs every 15 minutes
= For SNMP v3, please see the User Guide on configuring LAN palling.

< Back Finish cancel Help
v
[(bnhgur! Cisco Features for - Branch2-NY.dcloud.cisce.com (198.19.2.1) X

Steps Review Configuration

L. Device Connection
Information

The folowing commands wil be sent to the device. Or you can choose to manually configure the device
yourseif,

2. €11 Settings (Configuring)
3. CLI Settings (Monitoring)
4. Select Interfaces
s,
&

collect Timestamp sys-uptime last
collect transport tep flags

. Select VLANS
. Select Features VEACTION.

7. Enable Poling I

8. Review Configuration

9. Device Updated

GigabitEthernet3

flow monitor LIVEACTION: input

flow monitor LIVEACT R output
TOR input
flow monitor LIVEACT R output

O send the configuration commants to device. |
(5 Twil manUslly configure the devics myself.

Cancel Help

Figure 77

53. Step 8: Review the code of the changes that have been made. For this lab select
“Send the configuration commands to device” radio button. You may not want to
do this in your actual deployment — it can depend on your configuration management
processes. Just know, LiveNX can send the config instructions if you wish.

54. Click Next. Wait for the configuration process to finish.
55. Click Finish.

[Cunﬁgure Cisco Features for - Branch2-NY.dcloud.cisco.com (192.19.2.1) x

Steps Device Updated

1. Device Connection
Information

You have configured this device successfully with the following settings (You may want to save the current
configuration to the device's startup config, so your settings wil not be lost when the device is restarted):

Y

. CLI Settings (Configurine
9= (Configuiod) Y Settings

3. CLI Settings (Monitoring)

4. Select Interfaces Settng Description
Poling Rate

5. Select VLANS NetFlow Monitoring

6. Select Features NetFlow Poling Enabled

7. Enable Poling Mediatrace N/A
Routing Polling Disabled

8. Review Configuration Qos Polling Enabled
1P SLA Poling Disabled
CEF Enabled
Interface Settings

Interface MNBAR NetFlow
GigabitEthernet2 * *
GigabitEthernet3 L] .
GigabitEthernet4 L] L]
|

Cancel Help

Figure-78
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56. Step 9: You will see the summary of the changes made. Click Finish.

Save Startup Config - Branch2-NY.dcloud cisco.com (198.19.2.1) x

Would you like to save the current running configuration to the device's startup config, i.e., “copy run
start™?

[C] Do not show again {current configuration will not be saved to startup configuration on further use)

Yes Mo
|
Figure 79
57. You will be prompted to save the current config to the startup config. For our exercise

click Yes.

The device will be added to the Topology Pane in LiveNX. You will notice it no longer shows
the Wrench icon, meaning it has been configured in the LiveNX system.

58. Click Close to close the dialog box.

Note: Your new device may not be immediately visible. Use the View > Fit to View
command to include all devices in the main view. Arrange as required.

Lab 3.2: Manage & Configure Devices © Copyright LiveAction 2022
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Lab 3.3: Configure Flow on Devices

This Lab uses the Engineering Console.

Before removing unwanted interfaces, you should remove any existing flow configurations those
interfaces have been configured with... this will avoid any issues when writing new configuration
data to the device. In this lab, we will turn on flow for Branch2-NY.

Lab Steps:
59. Select Flow from the Menu Bar, choose Configure Flow.
File VWiew Users QoS5 | Flow | Routing IP5SLA  LAN  Tools Reports  Help

Dashboard | Manage [EK Exp IFSLA | LAN
Configure Flow I} % Audit
]

Mame
= 4% Home
= @ Branch1-LlA Data Status
GigabitEthernet2
i GigabitEthernet3
% GigabitEthernet4
‘. B8 VLANs
= 8 HQ-B1
- @ GigabitEthernet2
- & GigabitEthernet3
- & VLAMs
= @8 HQ-B2
- @ GigabitEthernet2
- & GigabitEthernet3
- & VLAMs

Y

Figure 80

60. Select Branch2-NY, click Configure Selected.
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B Flow Configuration - O X

Instructions
Select devices to configure flow

Flow Configuration Table

Select Device Type IP Address Descripton  Tags  Traffic... Applic...  Voice/MVid... Traditi.., Custom
(] @ BranchildlA Standard ~ 198,19.1.1 Cisco I055... WAN,... © [ [ © © |
[} @B Branch2-wy Standard “ 198.19.2.1 Cisco I055... WAN,... © © © }
O @ HoB1 Standard v 198.18.129.24 CiscoI055... WAN,... @ @ © [* |
[} @ HoB2 Standard ~ 198.18.129.25 Cisco IO55... WAN,... L] [*] [~ L~ ‘

lhese are unconfigured

. \
S et T o Pt

Figure 81

Note: If the device is grayed-out you must return to the Home tree, right-click on the
appropriate device, and select Refresh, before continuing.

Guidance: Best Practices dictate the following for deciding which interfaces to monitor for flow.

o WAN interfaces (rule of thumb, all WAN interfaces on a device, unless there is a
reason to not monitor).

e Only Interface for Router-On-A-Stick.

o Data Center Devices that are running East-West traffic.

Note: Your settings may be different from the screenshot above. Diagrams are for
illustration purposes and may not reflect the data you see in your Training Pod.

61. Select Traffic Statistics (FNF), Application Performance (AVC), and Voice/Video
(Medianet) on Branch2-NY interfaces GigabitEthernet2, GigabitEthernet3 and
GigabitEthernet4.

Note: Semantics are important. Note that we have a WAN interface tag on a LAN interface
— GigabitEthernet2. This needs to be corrected later..
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B Flow Configuration - a *
Instructions
{ Configure the type of flow you wish to receive from the interfaces |
- Flow Configuration Tabl
Type IP Address Description Tags Traffic Sta... Application... Voice/Video P... Traditional Custom ‘
% GigabitEthernet2 - 198.19.2.1 Branch2 LAN WAN, Bra... O 0 8] O O |
% GigabitEthernet3 = 100.64.2.2 WAN_SP2_MPLS2 WAN_SPZ.. -] ] O O
% GigabitEthernetd - 10.255.2.2 WAN_SP1_MPLS2 -] ] O O
Semantics;are
important
| [ Flow Export Destination
() Configure Flow Export Destination
LiveNX node
LiveMX node flow replicator at port 3991
Other at IP address and port
Help Save to Devices Preview CLI Revert Back Close

Figure 82
62. Click Preview CLI.

Device Branch2-NY

If you have more than one device the configuration

| T ———— |

ip access-list extended LIVEACTION-ACL-AVC

permit top any any

exit

policy-map type performance-monitor LIVEACTION-POLICY-UNIFIED

exit

class-map match-any LIVEACTION-CLASS-AVC

exit

class-map match-any LIVEACTION-CLASS-MEDIANET

exit

class-map LIVEACTICN-CLASS-AVC

maten access-group name LIVEACTION-ACL-AVC

exit

class-map LIVEACTICN-CLASS-MEDIANET

matcn protocol telspressnce-media

match protocol rtp

exit

policy-map type performance-monitor LIVEACTION-POLICY-UNIFIED

class LIVEACTION-CLASS-MEDIANET

sxit

class LIVERCTION-CLASS-AVC

exit |

exit

interface GigabitEthernerd

service-policy type performance-monitor
icy type 1

input LIVEACTION-BOLIC
output LIVEACTION-POLD

exit
interface GigabitEchernetd |
service-policy type performance-menitsr curput LIVEACTION-POLT |
service-policy type performance-monitor input LIVEACTION-BOLIC |
exit

flow record type performance-monitor LIVEACTION-FLOWRECORD-2VC
description DO NOT MODIFY. USED BY LIVEACTICN.

match application name account-on-resolution

Figure 84

63. Click Close.
64. Click Save to Devices.

B Fiow Configuration

for each will be available to view here.
device to view individual CLI file.

Select a

“

# GigabitEthernet4 [ - [wossa2 wanseim. | - |

Sending flow configurations...

- [m]
Instructi
|— Configure the type of flow you wish to receive from the interfaces
Flow Configuration Table
Q-
Device Type IP Address Descripton  Tags  Traffic... Applica... VoiceVide... Traditio... Custom
£ @ Branch2-NY Standard ~|18.19.2.1 Cisco I0550... WAN, ... © @ ] © ©
% Gigabittthernet2 - 198.19.2.1 Branch2LAN  WAN, ... O O O O
% GigabitEtheret3 - 100.64.2.2 WAN_SP2_M... WAN_...

Flow Export Destination
[ Configure Fiow Export Destination

LiveNX node
LiveNX node flow replicator at port |9991

Other at IP address and part

Help Preview CLT

[

Figure 834

65. Again, save the current running config to the startup config.

66. Click Close.

Lab 3.3: Configure Flow on Devices
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Note: Now that we’ve configured Flow Collection on Branch2-NY... we’ll be able to view
flows on all devices in the Topology Pane!

67. Don't forget to click Refresh in the Filter Bar.

B 35215 2 B %
Fle View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dashboxrd | Manage [ Expand QoS Fow | Routng [ PSLA [ LAK L .
= P oib/C- ] Q rmunmmn © Gmetiime | Curentpolng el | “Defauhercosn TS | O el e s i
[y ————— P o x -
B [ y
5 @ acar Donit:For
— i
 Gomisvenen Click‘Re
% GigobEmernetd
= wans
@ Banchiaa
B GoaditEthermet2
% GoabilEthernet3
9 GosbitEthernetd
B W
& @
® GowiEthemet3
@z
% GoabitEthemet2
B GoavitEthermet3
LR
Color g By gy Fier Colrs
web
148 /9 fons
W Enterret
230K /3 fons
 etvork an
107K /3 o ;
W Enterprise Acplications
35318 (6 fons & > 74 t0asse0ae
vice o 4
*24M8 [ 44 flows R =
o o
B etvork vl srvkces
W Orecury
roung
“08 /6 flows.
W Peer-to-Peer Non-essential
05/ 1900
W Alaemancg
5718 22 o
i Fow Pobng Dastied con
1B 20 appied
R, ot configured
=
L >
UG verary © Fonduffer © Aerts © [ Noes © Refeshed st 320722, 10 : Sof4deven. | s Acki e | 044443 7M EDT

Figure 85
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Lab 3.4: Add/Remove Interfaces

This Lab uses the Engineering Console.

You can add or remove any interfaces as your network evolves. This action removes the
interface from LiveNX, not from the router configuration.

Note: Your Instructor may have already performed this process when they configured
your Training Pod.

Lab Steps:
68. Right-click on the Branch1-LA device and select Add or Remove Interfaces.

8 x

o] corentTme | Pt Ines | B Defitmtan “[Tep® | € Doy Fitw Cotrs

. ¥ 38
4//'1
1 7 /1cia

Color Mazora by Cesiey e Colrs

198.19.1.0/24

Other

© Momcey © Fonsiffer U] Alvts © acones © Nodes © Refreshed 3t /21/22, 6:55:70 AM: 84 fows (nerged) drplayed. Shwmg flow caca from 30f 4 devices, i Acin usr | 06:58:50 A EOT

I;igure 86
69. Deselect GigabitEthernet3.
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Add/Edit Interfaces for Cisco - Branch1-LA.dcloud.cisco.com (192.19.1.1)

Steps

Select Interfaces

1. Select Interfaces
2
3.
4,

wn

Select the interfaces you want to monitor on this device (maximum 1000 interfaces).

Select VLANs MNote: IP addresses and subnet masks are editable on the table for devices that do not provide them. See
Select Features the user guide for more details.
Enable Polling
. . Selected Interface Trunk IP Address Subnet Mask Description
. Review Configuration
i O GigabitEthernet1 192,168,122,160 255.255.255.0
+ Device Updated GigabitEthernet2 198.19.1.1 255,255,250 Branch1LAN
[]  GigabitEthernet3 100,64, 1.2 755,255,255.0  WAN_SPZ_MPLSZ l |
: GigabitEthernetd 10.255.1.2 355,255.255.0  WAN_GP1_MPLS2 | ‘
O Loopbackd 10.0.1.1 255,255,255.255
0O o ‘
O VoIP-pulld

Selected interface(s): 2

< Back

Cancel Help J

Figure 87
70. Select Next until the Device Updated window is displayed. Save the config to the

device and save to startup config.

71. Select Finish to update the device.

Notice that the device now has 2 active interfaces, represented by GigabitEthernet2 and
GigabtEthernet4

Fle View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dastboard | Manage [ Expand S5/ ow, | Reusng [ 238 fiu

bl B /O o | @ @ Tebe D Refiesh| AlFowTypes v CQurentTme v QurentPolingintervel v | (7 DefautFiterGron

Search £xan

£ @ Eranch2ey

<

% GoabiEtheret2
 GosbtEtherrats
® GosbEthernets

o GigabitEthernet3)is
no,longer

Color Mepping By Display Fiter Colors

Web
08 / 25ows
W intemet
*182KB /5 fows
5 Netwerk Menagement

Veice.
20M8 ) 39 flows

Wydeo

8 Network Maf Services

faw.300 = webex mestng

r«shown

U Memory © | Flow Buffer © | Alerts © | Advisories © Nodes © | Refreshed at 3/24/22, 6:59:20 AM: 84 lows (merged) dsplayed. Shasing flow cata from 3 of 4 devices.

Figure 88
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72. Repeat from Lab Step 1 above to perform interface addition/removal on Branch2-NY
(as needed).

Note: You may also remove multiple interfaces at a time from multiple devices. See the
Appendix for instructions to Export/Import Devices.

Lab 3.4: Add/Remove Interfaces © Copyright LiveAction 2022
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Lab 3.5: Merge Clouds in Topology

This Lab uses the Engineering Console.

Now that the LiveNX topology has discovered devices, and you've defined the correct interfaces
and NetFlow configurations, you may Refresh your Flow Tab to view any network flows
collected in the Current Polling Interval.

614533 - 8 X

ers QoS Flow Routing IPSLA LAN

Ossoud | Mansoe [BBosn Qs Fon Ro.
e/ 2

Search = x -7

v Qrmenttme - |curentpolngintenal | 7 “Defautsitercroup v|[Tos | Degayritercoors

U ©| Memory ©| Fowbufier © Aerts © | Adviscries © | Nodes © | Refreshed at 3/21/22, 6:58:20 AM: 51 fows (nerged) dplayed. Showng flow data fom 4of 4 devices adin: Adin user | 07:05:25 AMEDT

Figure 89

Notice on your topology that the network clouds are not connecting between devices. Since
these clouds are across a service provider it is necessary to merge the clouds so that NetFlow
can be properly visualized across the topology.

Note: You must be in the Topology Pane to perform these steps. Click Home to ensure.

Lab Steps:

73. Right-click on the HQ-B2 Device’s GigabitEthernet2 10.255.0.0/24 network cloud and
select Merge Clouds.

10.255.1.0/24

Reports

Flow

131
Merge Clouds W

Righticlickdin
the,cloud

Figure 90
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74. On the Create Network Object dialog and configure the Network Name (This could be

your Service Provider, or Transport ID) We have used MPLS.

75. Select the Object/Shape as appropriate and useful for simple visual recognition.

Note: You may also give the tooltip a name of WAN Cloud.

76. Select “Find” to add more networks.

B Create Network Object X
Mame * |[MPLS
Type * | Merged clouds i

A merged cloud replaces the member douds in the topology with a single object. When used with flows, the merged dloud serves as a bridge betwesn
different clouds where the same flows traversing those douds are connected via the merged cloud netwerk object.

Clouds * Click on clouds in the topology...
10.255.0.0/24

Find |
Click on clouds in the topology, or use the "Find” buttan, or type in space separated subnets using CIDR notstion (=.g., 192.168.0.0/24).
Object/Shape | Network Cloud B
Size I
Tooltip |'WAN Cloud
* Required Field oK Cancel

Figure 91

77. Select the following networks and then select ok:
10.255.0.0/24
10.255.1.0/24
10.255.2.0/24

Lab 3.5: Merge Clouds in Topology © Copyright LiveAction 2022
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. Select Clouds X
Select the dlouds to be merged:

] 10,0.0.102/32

] 10.0.0.103/32

] 10.0.1.1/32

] 10.0.2.1{32

10.255.0.0/ 24

10.255.1.0/24

4]

10.255.2.0/24

] 100.64.0.0/24
] 100,64, 1.0/ 24
] 100.64.2.0/24
] 158,18, 128.0/ 18
] 15B.19.1.0/24
] 158,15,2.0/24
Figure 92
78. Click OK.
79. Click OK to finish.
B Create Network Object x
Name * MPLS
Type = | Merged douds -

A merged doud replaces the member douds in the topology with a single object. When used with flows, the merged doud serves as a bridge
between different douds where the same flows traversing those douds are connected via the merged doud network object.

Clouds * Click on clouds in the topology...
10,255.0,0/24 10.255,1.0/24 10.255.2.0/24

Find
Click on clouds in the topology, or use the "Find” button, or type in space separated subnets using CIDR notation (e.g.,
192.168.0.0/24).
Object/Shape | Network Cloud ~
o |
Tooltip | WAN Cloud
*Required Field Cancel

Now all three devices should have a link to the WAN Merged cloud. Try moving the devices
around to create a topology view which makes sense for you.

80. Click the Refresh button in the Flow tab to query flows from the devices and draw them
on the topology.
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Figure 94

81. Now complete this for the second cloud, using IP addresses 100.64.0.1, 100.64.1.0,
and 100.64.2.0.
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Lab 4

Lab 4: Traffic Flows
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Lab 4.1: Discover Flows

These Labs uses the Engineering Console exclusively.

One of the strongest features of LiveNX is its ability to differentiate traffic flows by collecting
NetFlow & SNMP from devices and mapping the flows visually in the LiveNX Client Topology
Pane.

In this Lab we need to find the address pair which has been generating so much FTP traffic over
the past few hours. We can make it easy to find with the application of just a few Filter Bar
selections!

Lap Steps:
1. Select Home level of the topology.
2. Select the Flow Tab.
3. Reset the view to Fit To View.
4. Refresh the Topology Pane.

33 = 8 X
05 Flow Routing IPSLA LAN Tools Reports Help

QoS Flow | Routing [ PSIA | LaN

e eL o| @ @ |Tabke| O Rekesh|[MRowTypes v [CurentTme v |QrentPalmginteval | B | Defoutiieraron VT v O DwleyFcas
sear

Color Mapping By Display Fiter Colors

-

Branch2 mj

/

Tt 3
oy

n

U G Memory © | FowBuffer © | Akrts © | Advscries © | Nodes © | Refreshed at 3/24/22, 6:58:20 AM: 91 flons (merged) dsplayed. Showing flow data from 4 of 4 devices. ‘admin: Adwin user | 09:27:51 AMEDT

Figure 95

You'll note some traffic, but even referring to the legend at the bottom-left corner may not help
identify the specific flows!

5. Set the filters to match: Voice, and DSCP.
6.

1B erix- 352251450 - 8 X
Fle View Users QoS Fw Rouing IPSLA LN Tools Reports Help

Costboarc | Hanoge [ Expord o3 Flom | Raving | 1754 | 1A
| SO -] @ @ | Table| > retesh | AlFowTyoes | Qurentime | (cumentpoligimenal + | B voe e

Search Sxamshe: e

Figure 96
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7. Refresh the Topology Pane, if needed.

See how easy that was? The following screen shot clearly shows the Voice traffic.

.
g Rate: 182.74 Kbps
Bytes: 1 MB
Packets: 1,811 L
i Packet Loss: 0
16 flows
H3-B2
it
o 20 23 37 A0
other
Local =6 612
G 2
SToer Branch2-N'"
20,202 4.2 0
2 MELS Local
Vit Gl4
Figure 97

8. Hover over the colored lines to see the volume of Voice transmissions.

9. Click on the colored flow line to see the IP endpoints.

What other applications can you identify across our network?
Application Port# IP Pairs

Lab 4.1: Discover Flows © Copyright LiveAction 2022
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Lab 4.2: Discover Specific Flows

Note: You must be in the Topology Pane to perform these steps. Click Home to ensure.

Select No Display Filtering.

In the Search bar, at the top left of the Topology pane enter a search string of
“flow.srcip=198.19.1.101".

3. Click Refresh
4. Click on the displayed flow indicator.

W ek 3522604533 5w
»

Dastioors | Mannge (B Expand Qo5 Flow | Routng | PSLA | LAN
@i /O | @ Q Ttk Qrefresh MlFowTyes  |CutentTme | CutentPolnginteal | 7 NoDeciay Fitenng iv|tes | osce

Search fow.sr3p-158,15, 1101 *-
‘
yas o ’ o
= o F
& - i G
Wast > N,
Branchia -
O e - .
» -
& s
pp—
% GgabitEthemet3
2 wins
g
-
y °
e
-
- @82 e
=
- - :
AAAAA o < o
o - Branchany
e
= a
S
s Fow poingDesbied in
B 0L Apped.
3, Not configured
wan
U €| Memory ©  Flow Buffer © | Alerts © | Advisories © | Nodes © | Refreshed at 3/21/22, 9:34:14 AM: 4 flows (mesged) displayed. Showing flow data from 2 of 4 devices. admin: Admin user | 09:36:30 AM EDT

Figure 98

Notice that LiveNX has identified one or more end-to-end flows across the network. This flow
originates from 198.19.1.101.

| e 3 o X
7 QoS Flow Routing PSLA LAN Tock Report: Mep
o S p— QoS flm, Routrg | PRA| LAY

B e B/ @ - R R Tele ORebesh AMFonTyos v CarentTme - CurentPoling Intevl  ~ | B3 NoDuplay Fitering v T v @ e

Sewch fow.scpe198.19.0.101 x-[7

- Youilliseejthe
source,device) IR

G address

(A

> YtO.tJ “t S.CCdtDC Clicksonithe flowyou
desunationdevice can;see= Itwill\turn

(c 1z addr.csl__?mﬂ\ black

U €| Memory © FomBuffer © | Nerts © | Advoones ©  Nodes © | Refredred at Y2122, 9:34:14 AN: 4 fows (merged) daplayed, Showng fow dsta Som 20f 4 devices, ‘A e | 05:4012 A EDT
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Lab 4.3: Examine Specific Traffic

Another way to quickly discover flows among IP Addresses is to use the Device View * Table.
Let’s discover where most of our BitTorrent traffic is sourced in our NY Branch.

1. Double-click on the Branch2-NY Device or select it on the Home Tree.
2. Select IP Addresses as the endpoint display type

3. Click on one of the rows relating to Bittorrent.

B LiveNX - a80f0087f9-liveactionpods.criterionnetweorks.com - O X
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
T g o [ a | o e
[ Pearap—— | 1 [ eplay Fiter Colors | End points:| 17 Address (D Playback NetFiow Collctar poling : 10 seconds
x - [ =
Protocol ! SrcIPAddr  SrcPort DstIpAddr DstPort Applcaion EtRate  PacketRate SrcCountry SrcSte DstCountry DstSte IPvdldent ScDSCP DSCP  TCPFbgs SicAS IPudSrcProfx  SrePreficlen InlF DtAS  NextHopIf
e 190092102 143 SRIBIINI6 A28 ket 250 Kbps| 4Shpes- Ny - o 2 0BE)  0(eE) —APRS- 0158.18.20 24 GigabitEthernett CECEE= ST
e 19619282 I IGIBINE S0 sp 242Keps  349pp:- ny Mo aes0 29(CS3)  24(CS3) —ARSF 0156.15.20 24 GigabEthernatt 01025521
Tee e192102 E2 RMBIN6 681 bitorrent bps  035pps- wy - Ho 2 o(es)  o(es) —aP— 0156.15.20 24 GigabtEthernatt 01025521
e 190092100 83 (BABANI6 18331 bittorrent bps  036pps- Ny - HQ  20% o)  0(8) —AP— 0156.15.20 24 GigabitEthernett 01025521
e 198092102 1412 MBIBIIN6 386 bitorrent Kbps  000pps - Ny - HQ e o@EE) 0B —AP— 0158.19.20 24 GigabitEthernett Q1025521
Tcp 196192102 GBI GBI 3862 bttt Se00bps 0.0 ppe- wy B Mo 1e0m o) o) —ar— 01581520 20 GigabrEtharnstt 01025521
uoe 1919288 IS6  GIBIZNES 100 paudio  4980Kbps  3LI3pps- wy - WG dsiE 6 (F) 46 (EF) 0156.15.20 24 GigabitEthernett 0521 v
< >
1006421
136.19.2.88 198.19.2.82
G
T
iz
7h b
i
ich2NY e
220008
22421 P
Color Mapping By Display Fiker Colors e
v A
/Gmw
Cmsis Cmuine Gl o
224005 10.255.2.1
1025522
A\ Fow Poling Disabled Icon
D AcL Appiied
3, Not configured
vian
< >
CPU © | Memory © | Fow Buffer © | Alerts © | Advisories © | Nodes © | Showing colector data for 7/26/21, 2149110 AM - 2:49:20 AM 13 flows displayed, admin: Advin wser | 02:49:27 AM EDT

Figure 99

4. Click on one of the endpoints, and then click Pause Display. This stops the polling
refresh from changing the information displayed in the table.

Almost too easy, wasn't it? What are the IP endpoints of all that BitTorrent traffic? You can
expand the top window by dragging on the bottom edge.

to/from

to/from
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€U © | Memory © | Fiow Buffer © | Alerts © | Advisories © | Nodes © | Shawing collector data for 7/23/21, 12:49:30 AM - 12:50:00 AM: 75 flows displayed.

. LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com - O x
File View Users Qo5 Flow Routing IPSLA LAN Teols Reports Help
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Figure 100

There is some other traffic, such as rtp, sip, and Citrix... but these 2 IPs are mostly generating
BitTorrent. Make sure there isn’t a ghost server in your network serving movies and such!
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Lab 4.4: Troubleshoot Issues

Users in the Marketing Department at our San Jose Headquarters have been complaining that
their workstations seem to be “slowing down” numerous times a day. A pattern is developing
that this happens about 4x per hour!

It looks as though we may have an infected PC on the HQ sub-net... we need to identify the
source PC by IP Address so that we can re-load anti-virus software on the identified user’s
workstation.

1. Open the HQ-B2 device. Double-click on it OR select from the Home Tree view.
2. Click the Playback button in the Filter Bar.

133

QoS Flow Routing PSLA LAN Tools Reports Help
— Qo5 Flon | Routng | PSLA [ LAN

® @, || Enable Puing [ Pouse Dipiey || Bemic Flow

| End Pounts: 1P Address. | (D) Playbeck NetFion Collector Poiing : 10 seconds

H
g

]
RUEECE G R

CPU G Memory © Fiow Buffer © | Alerts © | Advisories © | Nodes © | Shovwg collecor data for 3/21/22, 9:50:30 AM - 3:50:40 AM: 47 flows dilayed,

Figure 101

ki Admiuser | 09:50:43 AM EDT
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3. Scroll through the time display until you discover anomalous behavior.

(B Historical Playback of HO-B2.dcloud.cisco.com - o %
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x-|2
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Sep 21, 202 125:14 AM TCP .. o 198.18.133.306 16881 bittorrent 0.00 bps 0.00 pps- Internet - Internet 0ms 0ms 0ms 0ms
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Figure 102

Note: The traffic we are looking for happens every 15 minutes (approx.). It helps if you

have the Flow Filter set to All Flow Type, and No Display Filtering.

Look for higher bandwidth utilization — This will be over 1Mbps.
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Lab 5

Lab 5: Custom Filters
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Lab 5.1: Creating Custom Filters

These Labs uses the Engineering Console exclusively.

Creating and using Custom filters will help you in your day-to-day use of LiveNX. It is
recommended that you create custom filters for common traffic types that you are interested in
viewing regularly.

¢ In this lab you’ll create a custom filter based-upon given ports to identify SIP and RTP
traffic and verify their markings. Ports being used for the filters in this lab are:
e SIP Ports: 5060 5061 5062
e RTP Ports: 16384-32767

Lab Steps:

1. Select HQ-B2, and then click the Filter icon (looks like a funnel) to Open the Flow
Display Filters Set-Up.

ting IP5LA LAM Tools Reports Help

QoS- Flow | Routing | IPSLA | LAN

@, % @ Enable Polling Dﬁ' Pause Display || Basic Flow E DefaultFiterGroup W E Display Filter Colors | End Points:| IP Address  ~ || (

search Example: (site = Honolulu | site = Chicago) & wan & flow.app = wis

Figure 103
2. Click Create Filter on the top right of the Flow Display Filters Set-Up.

Create Filter | "% Copy Delete
~

Filter: “Defaull Create New Filter ...

Filter Entries
[ addEntry [ Add Other Filter [3; Re

Figure 104
3. Enter a Name label: Use something that you will easily recognize. We have used TRG-
VoIP.
Create Flow Display Filter d

Type in the name of the new flow display filter:

TRG-VoIP|

Carcel

Figure 105

4. With the filter selected, look at the left of the window, and in the Basic Tab, check
Match Protocol/Ports and select the SIP Protocol.
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B Flow Display Filters Setup >
Y. Create Filter R Copy i Delete ff Rename  Filter Entry Details
Filter: | TRG-Voip ” Filter Entry Action: (8 Show or () Hide the following
IP Type: (8 [Pv4Only () IPvGOnly (O)BothIPv4 &IPVE
Filter Entries
[ addEntry [ Add Other Fiter [ Delete Entry By By Coucptontsl g ! -
T TRG-Voip Basic  Advanced
P 1[1] show IPv4 Onl
B[S ey Match Protocol/Ports "
Select from a pre-defined list of protocolsfapplications or create new
definitions
~| o create # Edit By Copy
secure-pop3 Fy
secure-teinet
sip-tls
skinny
smb
smtp
snmp b
 [] Match IP, Range, Subnet
Match IP Addresses Regardless of Source or Destination
Source:
Destination:
Enter IP addresses, ranges, and/or subnets separated by spaces (e.q.,
172,120.0.1 192.168.0.0/24 10.0.0.1-10.100.0.1)
r [] Match DsCP
0 (BE)
- [] Match Device Interface
Match flows traversing through a particular device's interface
*HQ-B2.ddoud. disco.com *GigabitEthernet1
Inbound and Quthound Combined Inbound Quthound
. it = -
Mote: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter Note: Items marked with a (%) are non-historical v
drop-down box.,
Help Cancel Apply

5. Click Edit to the right of the SIP selection.

Basic | Advanced

| [¥] Match Protocol/Ports | ~
Select from a pre-defined list of protocols fapplications or create new
definitions
sip fw | op Create 7 Edit [Ty Copy

oo [ (L4 Protocol=TCP) AND (Src OR Dst=5060 OR 5061 OR 5062 OR. 5060

------ [ (L4 Protocol=UDP) AMD (Src OR Dst=5060 OR 5061 OR 5062 OR 5060

Figure 106
6. Edit both entries, for TCP and UDP, to match the ports provided.

7. Select to “Match Ports Regardless of Source and Destination” for both TCP and
UDP.
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. Protocols/Applications Setup

o° Create Definiton [y Copy 3¢ Delete H9] Rename

Defined Protocols{Applications: | sip

Entries

[ AddEntry ¥ Add Defined Prot/app [5 Delete

Mote: Defined protocolsfapplications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above.

Source: 5060 5061 5062

Destination: I| M|

Enter port numbers or ranges separated by spaces (e.g., 80
a83-443)

“Entry Details e
Layer 4 PmtmnhI[T::P ®) - |
- Ports
Match Ports Regardless of Source or Destination e

Help Cancel

Figure 107
8. Click OK
9. Click Add Entry.

. Create Filter Ry Copy N Delete FfgR

Filter: VOIPFilter

Filter Entries

[2, AddEntry | (5 Add Other Filter [5 Delet
¥ O A dd Fiter Entry

! Add Filter Ent

Y 1] SR MRS hp—sip)

Figure 108

10. Select the “rtp” Protocol and Edit the ports.
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Basic | Advanced

| [#] Match Protocol/Parts | 2
Select from a pre-defined list of protocols/applications or create new
definitions
|'ﬂp HEY) | op Creatd 7 Edit [y Copy
Y rip

< >
Figure 109

11. Edit the UDP Entry to “Match Source and Destination Ports” to 16384-32767 for
both source and destination.

o} Create Definition [y Copy 3¢ Delete ] Rename

Defined Protocols/Applications: |';-tp

Entries
[E. Add Entry . Add Defined Prot/App [Sy Delete

B (L4 Protocol=UDP) AND ((Src=15384-32767) AND (Dst=15384-32757).

>

Mote: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above,

Entry Details
Layer 4 Protocok: | UDP (17) v/

Ports

Match Source and Destination Ports

Source: | 16384-32767

Destination: | 16384-32757

Enter port numbers or ranges separated by spaces (e.g., 80 83-443)

Help

Figure 110
12. Click OK
13. Click Apply to save the custom filter, then Click OK.
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‘E, Create Fiter Ry Copy ﬁ;" Delete Ry Rename

Filter:

~Filter Entry Details
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[ (L4 Protocol=TCP) AND [Src OR Dst=5060 OR 5061 OR. 5062 GR 5060
" [ (L4 Protocol=UDP) AND (Src OR Dst=5060 OR 5061 OR 5062 GR 5060

4

- [ Match IP, Range, Subnet

IMatch IF Addresses Regardless of Source or Destination

=]
Source: I _I
]

Destination: I

Enter IP addresses, ranges, andfor subnets separated by spaces {e.q.,
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|0 (BE)

- [~ Match Device Interface
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[o]'4 Cancel Apply.
Figure 111
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14. Select your new filter, select “DSCP” and select “Refresh” to verify the DSCP

markings for your SIP and RTP traffic.
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Figure 112

Do you see any BE or Best Effort Marked Traffic in your Lab? Best Effort is the default traffic

type for any unmarked flows.
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Lab 5.2: ACL Creation

LiveNX gives you the ability to easily create and monitor ACLs with its intuitive User Interface.
You can manually create ACLs, or you can create them based upon flow information with only
few clicks. You can also monitor the statistics of how an ACL is performing without having to
access the router/switch CLI.

In this lab you’ll create an ACL to identify the SIP and RTP traffic to be used in a QoS Marking
Policy.

Lab Steps:

1. Right-click on the Branch2-NY device (you may also right-click on the device in the
Topology Pane) and Manage ACLSs.

% LiveMX - a9a56379bd-liveaction.pods.criterionnetworks.com

File “iew Users QoS5 Flow Routing IPSLA  LAN  Toaols Reports  Help
05 | Flow | Routing | 1P 5LA | LA |

Dashboard | Manage [F¥ Expand

| 'é' {bfl:',. - Q Q Table | 4% Refresh || Al Flow Types LIICurrent Time LIICurrm

Mame: Search Example: (site = Honolulu | site = Chicaga) & wan & Fow, app = webex-meeting

= [l e
@ [l Lo
=
@8 Branch?-ny
Device: Branch2-NY.dcloud.cisco.com

Qo3 »
Flow »
Roouking ]
IPSLA [
LAMN [

Edit Device Settings
#dd or Remove Interfaces Ha-82
Refrash Device
Rermaove Device

Zoorn ko Device

Device Tools Save to Startup Config
Skatiskics Open Device Web Page
Wiew Manage ACLs

Group Managernent

Figure 113
2. Select “Create ACL”

Lab 5.2: ACL Creation
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ACL Management for Branch2-NY

Current Router IBranchZ-NY

Access Control Lists (ACLs)

Mame J Mumber ! I Type I Applied Interfaces I | Create ACL ||
ACL-BITTORRENT-PCL Extended {Mamed)
ACL-CITRIX-PC1 Extended (Named) Edit ACL |
ACL-FTP-PCL Extended (MNamed)
ACL-G711-19420 Extended (Mamed) &l
ACL-IMET-PUBLIC Extended (Mamed) Copy ACL |
EEST_EFFORT Extended {Mamed)
CRITICAL Extended (Mamed) apply | Remove ACL |

DENY_GLOBAL_LEARN_LIST Extended (Named)
LIYEACTION-ACL-AWC Extended {Mamed)
ROP Extended (Mamed)
VOICE_WIDEO Extended {Mamed)

Access Rules and Remarks

Save ACL File |
Load ACL File |

Close |

Figure 114
3. Select “Extended” for the ACL Type.
4. Give a name to the ACL, such as “RTPQoSMark”.
5. Click Create Remark to document your work!
6. Select Create Rule.
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ACL Management for BranchZ-NY

Current Rouker |Branch2-N‘f
Creakte ACL

Type IExtended - I
arm

Access Conl

ACL-BITTORE Mame [ Mumber IRTPQDSMark
ACL-CITRIXAA

ACL-FTP-PCL

ACL-GFL1-15 Access Rules and Remarks

Help |
iy

ACL-INET-PU
BEST_EFFOR
CRITICAL
DEMNY_GLOEE
LIVEACTION-
RDP
WOICE_VIDE:

Add Remark

Remark: [Marking ACL For RTP Traffic|

Create Rule ACL

Zopy Fule

Create Remark

Edit Rule/Remark.

Delete RulefRemark |

oK | Zancel |
Access Rule
E— Mowve Ug |
_L File |
[Mowe Dawn |
L File |
Preview CLT Save ko Device Zancel
Close

Figure 115
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ACL Rule Editor

7. Select “UDP” as the protocol type.

8. For Source and Destination check the “by Port” box.
9. Select “Between” as the operator value.

10. In the entry box use “16384 32767” as the field entry.
11. Click OK when your fields match the diagram below.

Add Extended Rule Entry for RTPQoSMark | x|
i+ permit  deny
1P  TCP| {+ LDP Chject-Graum |< Mo Object Groups = LI " Other Iby Mame ;I Iahp LI
Source rDestination
% any " by Metwork ar IP I = by Object-Group (% any (" by Network or IP = by Object-Group
= |
. 192,168.1,0{24 or 192,168,119 |< Mo Object Groups = vl e.9 192.168.1.0/24 or 192.168.1.19 |<No Object Groups = 'l

¥ by Port [Estween - l Manags Port(s) e | v b Port IBetwean Vl Manage Pork{s) |

[16384 32767 |16384 32767
I~ Match b 5P =l |
[~ Log Rule ILog - l
QK | Cancel
Figure 116

Once completed you can use “Preview CLI” to see the configuration that will be pushed to the
device.

12. Click Save to Device.

Type IExtended - I
Mame | Number IRTPQDSMark Help |

Access Rules and Remarks

remark Marking ACL Far RTP Traffic | S Create Rule I

permit udp any range 16384 32767 any range 16384 32767

Copy Rule

Create Remark

|
|
Edit Rule/Remark |
|

Delete RuleiRemark,

Move Up |
Maove Down |
Presview CLL Save Lo Device Cancel

Figure 117

13. Create ACLs for the SIP ports.
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ACL Management for Branch2-NY

Current Router IBranch2—NY

Access Control Lists (ACLs)

ame | Murmber / | Type Applied Interfaces

Create ACL

Extended {Mamed)
Extended (Mamed)
Extended (Mamed)
Extended (Mamed)
Extended (Mamed)
Extendad (Mamed)
Extended (Marned)
Extended (Marned)
Extended (Marned)
Extended (Mamed)

ACL-BITTORRENT-PCL
ACL-CITRIX-PC1
ACL-FTP-PCL
ACL-G711-19420
ACL-IMET-PUBLIC
BEST_EFFORT

CRITICAL
DEMY_GLOBAL_LEARM_LIST
LIYEACTION-ACL-AYC

VYOICE_VIDED Extended (Mamed)

Access Rules and Remarks

remark Marking ACL for RTP Traffic
permit udp any range 16384 32767 any range 163584 32767

Edit ACL |
Deleke ACL |
Copy ACL |
Apply | Remove ACL |

Save ACL File |
Load &CL Fils |

Close |

Figure 118
14. Select “Extended” for the ACL Type.
15. Give a name to the ACL, such as “SIPQoSMark”.
16. Click Create Remark to document your work!
17. Select Create Rule.

ACL Management for Branch2-NY
Current Router |Branch2-N\"
Create ACL
Access Conl
—  Twpe IExtended - l
Marm 2 ACL |
ACL-BITTORF Mame f Mumber |SIPQDSMark Help |
ACL-CITRIA- peL
ACL-FTP-PC1 acl I
ACL-G711-1%  Access Rules and Remarks
ACL-INET-PU
&L
BEST_EFFOR ‘ Ii Create Rule | |
CRITICAL Copy Rule ove ACL |
DEMNY_GLOEE
LIVEACTION- Add Remark Create Remark
RDP

RTP Remark: [Marking ACL For SIP Traffic|

WOICE_VIDEC

Edit: Fule/Remark |

oK | cancel | Delete RulefRemark: |
Access Rule

Move Wp |
remark Marki CL Fil= |

permit udp ar [ae Down |
I_L File |

Preyiew CLT Save bo Device I Cancel |
Close |

Figure 119
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18. Select “TCP” as the protocol type.

19. For Source check the “by Port” box.

20. Select “Between” as the operator value.
21. In the entry box use “5060 5062” as the field entry.

22. For Destination check Any

23. Click OK when your fields match the diagram below.

Add Extended Rule Entry for SIPQoSMark BE

+ permit  deny

¢ IPF T TCPRC UDP € Objeck-Group |< Mo Cbject Groups =

Source
% any " by Metwork or IP I | by Object-Groum
2.9 192,168.1.0/24 or 192,1638.1.19 |< Mo Object Groups = 'l

LI = Other IbyName

> |
=]

=l e =]

~Destination
" any (]

by Metwark or IP | by Object-Group
2.0 192,168.1.0/24 or 192.166.1.19 |<ND Ohject Groups = vl

¥ by Port [Between - l Manage Part(s) [™ by Pork IBetwean 'l Manage Port(s) |
[Eoen 062 [5oco 506z
I Match  foyDsce =l |

[~ LogRule ILog VI
OF | Cancel

Figure 120

Next create another rule for destination SIP Ports.
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Type Extended

MName J Number 'SIPQuSACL | | Help |

Remarks
remark Marking ACL for SIP Traffic | Create Remark |

Edit Remark

Remove Remark

permit tcp any range 5060 5062 any

Move Up

Mowve Down

Preview CLI | | Save to Device | | Cancel

Figure 121

24. Select “TCP” as the protocol type.

25. For Source check Any.

26. In Destination select By Port.

27. Select “Between” as the operator value.

28. In the entry box use “5060 5062” as the field entry.
29. Click OK when your fields match the diagram below

Lab 5.2: ACL Creation © Copyright LiveAction 2022
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Add Extended Rule Entry for SIPQoSMark [ ]

% permit { deny

I f+ TCP§{ UDP  Chjeck-Group |<N0 Ohject Groups = LI " Other Iby Mame ;I Iahp LI

- Source

* any

"~ by Metwork ar IP I = by Object-Group

I~ by Port |Equalta o I Mamage Parkls)

rDestination

==

% any (" by Network or IP = by Object-Group

|< Mo Object Groups = e I

2.0 192,168.1.0/24 or 192,168.1.19 |< Mo Object Groups = vl —I e.g 192.168.1,0/24 or 192.168.1.19
¥ by Part IBetween VI Manage Port(s) |
e |

5060 5062]

[~ Match b psce =l =l
[~ Log Rule ILog - l

ok | Cancel

Figure 122

30. Click Preview CLI to review the configuration to push.

31. Click Save to Device, and then Close.

ACL Management for BranchZ-NY X

Current Rouker |Branch2-N‘f

Edit Extended ACL SIPQoSMark

Access Conl

51

RTPCoSMark,

WOICE_YIDE:

Access Rule

remark Marki
permit bep an
permit bep an

Twpe IExtended - I
Tarm

SMark

L1y
\:
[}
—

ACL-BITTORE  Mame | Mumber ISIPQDSMark Help |
ACL-CITRIA-I s
ACL-FTR-PC1 acL |
ACL-G711-1% Access Rules and Remarks
ACL-INET-PU
EE=T EFFOm remark Marking ACL For SIP Traffic Create Rule | ACL
CRITI_C.C\L permit bep any range 5060 5062 any

. o Fule movve ACL |
DENY GLOBE permit bcp any any range S060 5062 By, |
LIVEACTION- Create Remark |
ROP

Edit Rule/Remark. |

Delete Rule/Remark:

Mewe Up

Move Down

Presview CLT | Save ko Device Zancel |

Close

Figure 123

Lab 5.2: ACL Creation

32. Now copy these ACL’s to Branch1-LA router.

33. From Branch2-NY, go to Device Tools — Manage ACLs
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Figure 124

‘atmin: Admn user | 11:15:17 AM EDT

Next, you will save the RTP and SIP Marking ACLs to a file so you can apply on other devices.

Click the Save ACL File button.

Lab 5.2: ACL Creation
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| ACL Management for Branch2-MY

| Current Router  |Branch2-MY

Access Control Lists (ACLs)

Mame / Mumber

ACL-BTTTORRENT-PC1
ACL-CITRIX-PC1

| lacLFrPPCL

| lACL-G711-13420

| |aCLINET-PUBLIC

BEST EFFORT

CRITICAL
DENY_GLOBAL_LEARN_LIST
LIVEACTION-ACL-AVC
ROP

VOICE_VIDEQ

s

Type

Extended (Named)
Extended (Named)
Extended (Mamed)
Extended (Named)
Extended (Mamed)
Extended (Named)
Extended (Mamed)
Extended (Named)
Extended (Named)
Extended (Mamed)
Extended (Named)

Applied Interfaces

Access Rules and Remarks

Create ACL
Edit ACL
Delete ACL
Copy ACL

Apply f Remove ACL

Save ACL File

Load ACL File

Close

Figure 125

| Save to File

| Device Branch2-NY

ACL-BITTORRENT-PC1
ACL-CITRIN-PC1
ACL-FTP-PC1
ACL-G711-19420
ACL-INET-PUBLIC
BEST_EFFCRT

CRITICAL
DENY_GLOBAL_LEARN_LIST
LIVEACTION-ACL-AVC

ROP

RTPQoSMark
VOICE_VIDEQ

SIPQoSMark

Remaove

Save to File Close

Figure 126
Lab 5.2: ACL Creation
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Select the ACLs to save one-by-one, and add them to the list on the right (RTPQoSMark, and
SIPQoSMark).

| save to File X

| Device Branch2-4MY

| |ACL-BITTORRENT-PC1 RTPQoSMark
ACL-CITRIX-PC1 SIPQoSMark
ACL-FTP-PC1

ACL-G711-19420
ACL-INET-PUBLIC
BEST_EFFORT

CRITICAL
DENY_GLOBAL_LEARN_LIST
LIVEACTION-ACL-AVC

ROP

VOICE_VIDEQ

Remaove Save bcle Close

Figure 127

Name the file and save to a known location (I saved to Desktop)

Save ACL >
a

f Savein: [l Desktop v ¥ e

Data Managernent Slides

% Surveys

Recent Items Validation Export 10-14-21 Config client check

! Desktop

=

Documents

This PC

t Fleneme:  |RTPandstP
‘ Metwork Files Q'Ft!ﬂ:le: ACL Files - CEFIC4 Save s

Figure 128
Go to Branch1-LA — Manage ACL'’s
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Figure 129
Select Load ACL File

| ACL Management for Branch1-LA

Current Router | Branch1-LA

Access Control Lists (ACLs)

MName [ Mumber - Type Applied Interfaces Create ACL
ACL-BITTORREMT-PC1 Extended (Mamed) Edit ACL
ACL-CITRIN-PC1 Extended (Mamed)

ACLFTP-PCL Extended (Mamed) Delete ACL
ACL-G711-13420 Extended {Mamed)
ACL-INET-PUBLIC Extended {(Mamed) Copy ACL
BEST_EFFORT Extended {(Mamed)
CRITICAL Extended (Mamed) Apply [ Remove ACL
DEMY_GLOBAL_LEARM_LIST Extended (Mamed)
LIVEACTIOM-ACL-AVC Extended (Mamed)
RDP Extended (Mamed)
VOICE_VIDEC Extended {Mamed)
1
{
| Access Rules and Remarks
Save ACL File
[ LoadACLFie
| Ly
Close
Figure 130

Lab 5.2: ACL Creation

© Copyright LiveAction 2022

‘atmin: Adwn user | 11:19:58 AM EDT

92



4/8/2022
Select the saved ACL file from above (mine is on Desktop)

"B Load ACL X
)

Lookin: Sl Desktop v ? * [

Data Management Slides

i

I Recent Items

Surveys

' Desktop
Validation Export 10-14-21 Cenfig client check

o RTPandsIP

This PC

Metwaork Files of type: ACL Files " Cancel

Figure 131

Loading ACL From File X

Device  Branchi-LA File RTPandsIP.acdl

ACL-BITTORRENT-PC 1 sPQosMark

ACL-CITRIN-PC1
ACLFTP-PCL
ACL-G711-19420
ACL-INET-PUBLIC
BEST_EFFORT

CRITICAL
DENY_GLOBAL_LEARN_LIST
LIVEACTION-ACL-AVC

ROP

RTPCQoSMark [1]

VOICE_VIDEO

|
|
|
{ Remave Save to Device Close
1
¥

Figure 132

Move the ACLs one-by-one to the left and Save to Device
Verify they appear on the ACL list.
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| ACL Management for Branch1-LA o
Current Router  Branch1-LA
Access Control Lists (ACLs)
Mame / Mumber ~  Type Applied Interfaces Create ACL
ACL-BITTORRENT-PC1 Extended (Named) Edit AC
ACL-CITRIX-PC1 Extended (Named) ——
ACL-FTP-PC1 Extended (Mamed) Delete ACL
ACL-GF11-19420 Extended (Mamed)
ACL-INET-PIUBLIC Extended (Named) Copy ACL
BEST_EFFORT Extended (Mamed)
CRITICAL Extended (Named) Apply [ Remove ACL
DEMY_GLOBAL_LEARN_LIST Extended {Named)
LIVEACTIOM-ACL-AYC Extended {(Named)
RDP Extended (Named)
RTPQoSMark Extended (Named)
SIPQoSMark Extended (Named)
VOICE_VIDEQ Extended (Named)
: Access Rules and Remarks
Save ACL File
Load ACL File
|
' cl ]
| 3
Figure 133
Close the ACL Management for Branch1-LA window.
You've now created an Access Control List (ACL) via the LiveNX Console on both Branch
routers. The ACL just created may not produce any results, based-upon traffic availability &
timing... but the main point to this lab was to demonstrate the process required to create the
ACL.
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Lab 6

Lab 6: Making the Topology Work
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Lab 6.1: Setting Device Semantics

These Labs uses the Engineering Console exclusively.

Note: Semantics may have already been configured on most of the devices in this Lab.
You need to ensure that all the devices have their semantics entered.

Device semantics are very useful for getting the most out of your LiveNX deployment. Whether
it's grouping devices according to region, or identifying high priority links, setting semantics will
help you in your day-to-day operations.

Your task in this Lab will be to identify WAN links and tag them to populate dashboard data, set
bandwidth rates for these links, group devices, and merge clouds.

Lab Steps:
1. Select Expand to set semantics for devices.

File View Users Qo5 Flow Routing IPSLA LAN Tools Reports  Help
QoS- Flow | Routing | IPSLA | LAN

3 i SO0 - | @ & | Table | ¥ Refresh | AIF

Search Example: (site = Honolulu | site = Chicago) & wan & flow
Mame =

= . NY

5 @8 Branch2-NY
& GigabitEthernet2
- & GigabitEthernet3
% GigahitEthernet4
LB VLANs

= @8 Branchi1LiA

- & GigabitEthernet2

- @ GigabitEthernet4

-~ 58 VLANs

=3 @ HQ-B1 Lacal

- @ GigabitEthernet2

- & GigabitEthernet3 w

-~ 58 VLANs

= @B HQB2

- @@ GigabitEthernet2

- & GigabitEthernet3 @-.-“ oz

- 58 VLANs

Dashboard | Manage

H@-B1

B i, 3062 1:35 AN

Othar

Figure 134

Expanding the window Home Pane shows an overview of configured device options... as well
as a Detail view of the selected device including CPU and memory utilization, Serial Number,
Device Name, Mode, etc.
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Figure 135

§F §F f%
i §F fB

ies © | Nodes © | Sovig cobector data for J21/22, 11:22:20 AM - 11220 AM: 3 flows diplayed (3 ot

Note: LiveAction recommends tagging your WAN interfaces so that the corresponding
NetFlow data goes to the Dashboard to give you high-level information about data
crossing through those interfaces. Besides setting the WAN tags, you can set other
information such as a Label, Capacity and Site to give you usage rates for the tagged

interface.

Adding semantic information to an interface allows you to more easily filter information to see
exactly what you are looking for. Clicking an interface or a device will bring up the Semantic
config panel on the right of the screen.

To allow this, check the semantic settings of the following devices.

Device Interface Site | Input Output WAN Service
Capacity Capacity Provider

Branchl-LA | GigabitEthernet2 | LA NONE

Branchl1l-LA | GigabitEthernet3 | LA 2000kbps | 2000kbps | WAN SP2 MPLS
Branch1l-LA | GigabitEthernet4 | LA 2000kbps | 2000kbps | WAN SP1 MPLS
Branch2-NY | GigabitEthernet3 | NY 2000kbps 2000kbps | WAN SP2 MPLS
Branch2-NY | GigabitEthernet4 | NY 2000kbps 2000kbps | WAN SP1 MPLS
HQ-B1 GigabitEthernet3 | HQ | 2000kbps | 2000kbps | WAN SP2_MPLS
HQ-B2 GigabitEthernet3 | HQ | 2000kbps | 2000kbps | WAN SP1 MPLS

Add the Site IP range to NY Router - 198.19.2.0/24
Add the Branch Tag to LA Router (not one of the interfaces) and add the new tags of West and

Engineering.

Note: Tags such as WAN and Labels can be used in conjunction with the search string
for the topology and in reports.

Lab 6.1: Setting Device Semantics
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You can also tag individual or multiple devices that may belong to a site. This information can
be used with the Dashboard, topology search, and reports.
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Figure 137

2. Select the device and then on the bottom right portion you will see a Site field.

3. Configure each device to a site as shown below if it is not already done:
a. Branchl-LA Device as LA
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b. Branch2-NY Device as NY

c. HQ-B2 Device as HQ
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Figure 138

4. Open the dashboard to ensure that data is populating correctly.

admin: Adin user | 113105 AMEDT

Note: It may take up to 15 minutes for the Dashboard to populate with data.

File View Users QoS Flow Routing

| Dashboard | I’Ianage|EE§ Collapse|
a-

IPSLA  LAM Tools Reports Help

MName IP Address MNode Label
= 4% Home
& [ ny
£ @ Branch2-NY 198.19.2.1 Local
i @ GigabitEthernet2 198.19.2.1 Branch2 LAN
- @ GigabitEthernet3 100.64.2.2 WAN_SP2_MPLS2
- GigabitEthernet4 10.255.2.2

% GigabitEthernet2 198.19.1.1 Branch1-LA LAN
: % GigabitEthernet4 10.255.1.2 LA 5P1_MPLS
- VLANs
= BB HA-RA 18R 1R 179 74 1 el

Figure 139

On the System Dashboard, if you scroll all the way to the bottom on the window you should see
data populating the Site WAN Interface Utilization if you configured the site semantics

correctly.
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Site WAN Interface Utilization

Site ! Interface L.
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2,000 2,000,000 25 % 59 %
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Figure 140

5. Scroll back up on the Dashboard window and select the Flow tab.

Notice the Flow Source is set as “WAN | XCON”. You can modify the flow source to use other
tags, such as Site and Device, if you wish to monitor that specific data on the dashboard.

B Dashboard

Appiication Performance

Manage Application Groups

- O X
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High media packet loss pu., ]
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. . . NSEL flow denied event ... )
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= PIR Out of Policy event o... )
Manage Devices g PR TCA - packet/byte d... 0
Befine Stes PIR TCA - one viay delsy 0
BIR TCA - jitter inter arri... )
Configurs Alerts PIR TCA - unreachable [
Confiqure Flowr n Biackiited NetFlow address 0,
x ek L
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Figure 141

Note: Datain the Flow and Application Dashboard widgets are automatically sent to the
long-term flow store.
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Lab 6.2: Adding Devices to Groups

Having devices in groups makes it easier to manage the topology. You can also use group tags
in reports and topology searches.

In this Lab you will create three groups, one called LA, one called NY, one called HQ.

Lab Steps:

1. Open the Device Management window by selecting Manage.

B LiveNX - -liveaction.pods.criterionnetworks.com

File View Users Qo5 Flow Routing IP5LA LAN Tools Reporis Help

Dashboard F Expand QoS- Flow | Routing | IPSLA | LAN
ls o | e | {'3 ,/’ - fﬂ, @, Table | ¥ Refresh | &

i @ GigabiEthernetl
% GigabitBthernst2
69 HQ-E2
i @9 GigabitEthernatl
: % GigabitEthernst2
B @8 HO-MC

‘- #§ GigabitEthernatl
= [ wr
=] @ eranchz-ny

i @ GigabitEthernetl

Figure 142

On the Device Management window note that you can modify many settings for the device,
such as polling technologies, polling intervals, manage CLI configuration settings, etc.

2. Select “Edit Groups”
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B Device Management X
Filter by: Filter Clear
Select  Device Name IP Address Vendor Model Mode  Group Foll Qos Flow IPSLA  Routing LAN®  Interval Status
[ Branchidia 198.19.1.1 Cisco ciscoProducts. 3004 Local | | [0 |i0seco... « | Configured
[0  Branch2uy 198.19.2.1 Cisco dscoProducts.3004 Local — NY O O [0 |10seco... | Configured
[0 Hget 198.18.129.24 Cisco dscoProducts.3004 Local O O [0 |10seco... | Configured
[0 Hgez 198.18.129.25 Cisco dscoProducts.3004 Local O O [0 |10seco... | Configured
*LAN polling occurs every 15 minutes Number of Devices: 4
Device Configurations Global Device Settings
Configure Configure QoS, Flow, and IP SLA Edit Default SNMP Settings
Select devices in the table and dick the configure button.
Remove Remove selected device(s). Edit Default CLI Manitoring Settings - Mot Set Clear
Add To Group <New Group> 8
Edit Default CLI Configuration Settings Clear
Remove From Group Removes selected devices from their groups
| Edit Groups Edit the groups
Apply Close

Figure 143

As we have only configured NY to be a group, we need to create Groups for the other sites in
the Engineering Console (This can be achieved in the WebUI, but we’ve already seen how
that’s done)

3. Click Add to create a new group.

B tdit Groups x
Groups
Name #  Size Add
Y t Edit
Remove
|
Close |
Figure 144
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Enter LA in the Name field.

Select Branch1-LA from the All Other Devices list
click the green Right arrow (or double click the device)
Click Add.

8. Repeat the steps above to create the HQ group.

N o g &

B 2dd Group *

Name (%) |La

Description |Los Angeles Group

Qﬁer Devices ?:urrent Group of Devices
T

Q, Q

(NY) Branch2-NY @ Branch1-LA
HQ-B1

HQ-B2

Asterisks (*) indicate required fields.

0 Add Daone Cancel

9. Once all groups have been created and devices correctly added, select Done.

Figure 145

Once completed your groups should look like the one below.
10. Click OK and return to the topology pane to see the changes.
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B cdit Groups >
Groups
Mame . Gige Add
HQ 2 Edit
LA 1
NY 1 Remowve
Close

Figure 146

11. You may need to exit out of the previous windows to return to the Device

Management window.

12. Double-click on the group to expand.

(B Liverix - 35.226.14533
File View Users QoS Flow Routing IPSLA LAN Took Reports Help

Dashboard | Manage [ Epand QoS Fow Routng | PSA | LAN |

Search Exampie: (ste = Horoi | st = Cricage) & wan & faw.opp = webex meetng

Expanded

,,,,,,

 Remaiing

B @D/ T - | ® Q Tote| ORefioh | MAowTypes | [CurentTre v GurentPoling intenval | B3| TRGVop

Group, (5 .

v| Topsh v | & o

s ’
s

Expanded
Group,

admn: Adnin user | 02:27:53PM EDT

U ©| Memory ©  FlowBuffer © | Merts © | Advisories © Nodes © | Ok Refresh 1o view flow information.

Figure 147
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Lab 6.3: Creating Network Objects

Network objects can be used to better visualize and understand how traffic traverses the
topology. LiveNX allows you to assign various icons to flow endpoints, such as laptop or server
icons for those host-types, as well as phone set or camera icons, to denote appropriate
infrastructure.

In this Lab we’ll identify several specific flows and assign appropriate end-point objects.

Lab Steps:
1. Make sure that there is no filter being applied (No Display Filtering)
2. Inthe Flow tab, Enter the flex-search string: flow.dstip=198.19.1.101
3. Click on the Flow line that appears to select it.... And note the IP endpoints.
4

Right click on the IP Address endpoint 198.19.1.101 and select Create Network
Object

© | Memor

Figure i48

5. Select an Object/Shape as “PC”.
6. Click OK.
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B cdit Network Object X
Mame * |LA PC
Type * | IP address end point R

Represents an IP end point in the topology. The IP end point must be connected tofassociated with an interface, subnet, or merged doud in order for
flowis to be drawn to the network object.

1P Address =

158.19.1.101

Type in an IP address, or select a device interface or IP address end point in the topolegy.

Object/Shape | PC R

= 1P Phons s E
ize
Leptop

MNetwark Cloud 6

Teoolip
Network Cloud (blue)
« Recuired Pl o ][ cones

Swiitch Processar
(Custom... w

Figure 149
7. Click Refresh.

You will now see the flows to your new network object.
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Local

Gi4
Brancni-LA 1
. A

198.19.1.0/24 198.19.1.101

Other

Vi

Figure 150

Note: Assigning representative icons to the flow endpoints makes it easier to locate
potential trouble spots!

8. Enter the search string: flow.srcip=198.19.2.102
9. Select the flow (it will be near the NY router), right click on the IP Address endpoint.
10. Select Create Network Object
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*Required

B Create Network Object d

Mame * |NY Server

Type * |IP address end paint ~

Object/Shape |File Server ~

Size

Tooltip

Represents an IP end point in the topology. The IP end point must be connected to/associated with an interface, subnet, or merged doud in
order for flows to be drawn to the network object.

IF Address *
198,19,2,102

Type in an IP address, or select a device interface or IP address end point in the topology.

Generic Cirdle
Generic Square
IP Phane

: Laptop
Fielnetwork Cloud oK | Cancel

Metwork Cloud (blue)

HE

PC v

Figure 151

11
12

13.
14.
15.

16.
17.
18.
19.

. Select an Object/Shape as “File Server”.
. Click OK. This will add the device to the diagram

Next, add a Laptop in HQ.
Enter the search string: flow.srcip=198.18.133.36

Select the flow (it will be near the HQ-B1 and HQ-B2 routers), right click on the IP
Address endpoint.

Select Create Network Object.
Select an Object/Shape as “Laptop”.
Click OK.

Click Refresh.

You will now see the flows to your new network objects.
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Figure 152

Note: Itis always good practice to save your best laid out topology as Master Layout (if
you are an administrator) so that if you accidentally move devices on your topology, or
would like to share your layout with others, you may then Sync to Master Layout.

20. To save the current layout as the master layout, right click anywhere on the white
background, click View, and Save as Master Layout.

Flow ¥
Create Network Object
WView 2 Save lmage
Group Management > Fit To View
Reset View
Reset Layout
Sync to Master Layout
Save as Master Layout
¥ | Show Bandwidths
¥ | Show ACLs
* | Show Legends
¥ | Scale Names
Force Subnet Display for All Interfaces
Figure 153
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Lab 7

Lab 7. Dashboards & Reports
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Lab 7.1: The Dashboard

This Lab uses the Engineering Console.

The LiveNX Dashboard is your first stop to view overall network health. Alerts, Top CPU &

Memory Usage, Bandwidth, Packet Drops, and more, are displayed in a System view. You may

also view information, statistics, and alerts from Application, Flow, QoS, IP SLA, and WAN

provided in separate tabs.

In this Lab you’ll examine the data provided within the Dashboard views, and later use this as a

launching-point to configure Alerts based-upon Dashboard results. We will investigate the

Dashboards from both the Client and WebUI view.

Lab Steps:
1. Click the Dashboard tab (above the Home Tree-view). You will first see the System

Dashboard.

B Dashboard

Discover Devices
Manage Devices
Define Sites

Configure Alests

Site

Site WAN Interface Utization

[ Open at startup

‘System. |Application | QoS | Flow | IP SLA | WAN

System Alerts - 24 Hours

Alert Count
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=
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Interface Up/Down
[WDevice Up/Down
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System Status

Top 10 CPU Usage

Device Avg
Hoez -
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BranchiLA [
[Branch2-Y [ |

' Peak Device Avg ' Peak
30% [ 32%| |HQBL [} 13% [l 3%
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2% . 0% |[HQB2 ] 2% 12%
7% 27%| [Branch2NY [ 2% 12%

Qutput BW (Kbps)

Flow

15m 30m 1hr 4hr
03/21/22, 02:15:00 PM to 03/21/22, 02:30:00 PM

Top 10 Memory Usage

Top 10 Interface Drops Output Drops (pps)

Top 10 Interface Bandwidth
Interface Device
(Ggabitethemet3 HQ-B2
(GgabitEthemets Branch14A
(GgabitEthemet2 HQ-82
(Gigabitethemet4 Branch2-HY
(Ggabittthemet2 Branch2-iY

Description
WAN_SP1_MP..
WAN_SP1_MP..
HQ-LAN
WAN_SP1_MP..
Branch2 LAN

Input BW (K... OutputB.. ' Interface Device Description Input Drops ... OutputD... *
505 37| |Ggabitethemet2 HQB1 HQ-LAN 0 0

39 32| |GgabiEthemetd HQB1 WAN_SPZ_MP... 0 0

43 11|  |GigabitFthemet? BranchidA Branchl LAN 0 0

3 112| |GigabitEthemets BranchidA WAN_SP1_MP... Q 0

91 25 |(Ggabitethemet2 HQB2 HQ-LAN 0 0

Figure 154

The Dashboard displays, showing a time-series of Alert Counts for the past 24-hours. To the

right of the time-series note the Alert Type and Count.

2. Un-check any alerts that are not relevant to your view (in this case, device up down as
we have been working in a lab environment to build this course — we know what those
incidents are)

3. Left-click-Drag to Zoom into a flow of interest.
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B Dashboard — O X
System  Application | QoS | Flow | TP SLA | WAN |
Mair ES -~
— System Alerts - 24 Hours
Alerts
5 Alert Count
e ) [0 Devics Canfia Chanas 2nd .
g
-
£ AN 0|
Setup S ] Reuting 0
5]
Siscover Devices T [ | Gos 0
& 1P SLA 0
Manage Devices < Interface Up/Dovin 0
Define Sites Device CPU/Memory [l
Interface Rate 0
‘Configure Alerts Flowr 0
Jul 22, 04:00 P Jul 22, 08:00 P Jul 23, 12:00 AM Jul 23,04:00 AM Jul 23, 08:00 AM Jul 23, 12:00 PM
site %

Figure 155

Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.

Note: The following lab results you see may be different. What you see depends upon
specific traffic being present at the specific time you are viewing. The process is
important here... not the trace!

| B Dashboard — O X
| | system | Application | QoS | Flow | TP SLA | WAN |
[| M= 2 System Alerts - 24 Hours 2
Hers Alert Count
Reports Device Config Change and... 3
| = LAN []
Setup £ 2 Routing 0
Discover Devices g Qa5 ¢
| T 1P SLA 0
/| Manage Devices = Interface Up/Dovin 0
ke Sies Device CPU/Memory 0
Interface Rats 0
|l configure Alerts 0 Flavr 0
Jul 23, 02:15 AM Jul 23, 02:30 AM Jul 23, 02:45 AM Jul 23, 03:00 AM Jul 23, 03:15 AM Jul 23, 03:30 AM Jul 23, 03.
|
Figure 156
4. Right-click on the Flow Alert to the right side and select Show Alerts.
B Dashboard — O X
System | Application |QUS \ F\UW\IP SLA | WAN |
" 2 System Alerts - 24 Hours 2
Hers Alert Count
Reparts 5 Device Canfig Change and... 3
Device Up/Down &
E LAN 0
setun 2 = Routing
Discover Devices e Ges | Show Alerts S
5} 1P 5LA ¥ SelectAl
Manage Devices = 1 Interface Up/Dowir
Define Sies Device CPUJMemory Select None
Interface Rate [5] Export Legend Data
Configure Alerts g Flowr v
Jul 23, 02:15 AM Jul 23, 02:30 AM Jul 23, 02:45 AM Jul 23, 03:00 AM Jul 23, 03:15 AM Jul 23, 03:30 AM Jul 23, 03:45 AM |

Figure 157
5. Click the Alert Type column header to re-sort.
6. Right-click a Flow alert and select Drill Down... and Top Analysis Report.
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[ Filter by Severity

Emergency

Indude higher priorities

Maximum Mumber of Results

100,000

1,030 results
Time Severity Device Group Alert Type ~1 Detalls
2016/05/1301:35:31 M o b et oss percent..igh med packetlosspercert.. I
2016/05/13 0 30PM Warning HQ-51 Flg Open Repert packet loss percent... High media packet loss percent. .,
2016/05/13 08:44:30 PM Warning HQ53 X[ Drill Down on Specific Flow > -
2016/05/13 09:04:02 PM Warning HQ-51 Fig B opSnaberlenor
2016/05/13 11:01:01PM Warning HQ-5] Fig Export Data Top Cenversations Report
.35: " ]
2016/05/13 01:35:02 PM \farn!ng Branch1-LA Flow H!gh med!a| Bidirectional Source/Destination Pair Report
2016/05/13 05:49:30 FM Warning Branchi-LA Flow High media |
2016/05/13 09:04:02 PM Warning Branch1-LA Flow High media | Source or Destination Address Report
2016/05/13 11:01:01PM Warning Branch1-LA Flow High media | Address Pair Report
2016/05/13 01:00:36 FM Warning HQ-51 Interface Up/Down Interface er Destination Add o
2016/05/13 01:01:35 PM Warning HQ-51 Interface Up/Donn Interface ef SR S
2016/05/13 01:06:06 PM Warning HQ-51 Interface Up/Down Interface e Source Address Report
2016/05/13 01:07:06 FM Warning HQ-51 Interface Up/Down Interface e Destination Address Popularity Report
2016/05/13 01:11:36 PM Warning HQ-51 Interface Up/Down Interface er i
2016/05/13 01:12:05 PM Warning HO-£3 Interface Up/Down Interface ef Source Address Popularity Report
2016/05/13 01:17:06 FM Warning HQ-51 Interface Up/Down Interface e Site Traffic Report
17 N "

2016/05/13 01:17:06 PM Warning HQ-51 Interface Up/Down Interface e Destination Site Traffic Report
2016/05/13 01:22:06 PM Warning HQ-51 Interface Up/Down Interface e ) )
2016/05/13 01:22:06 PM Warning HQ-5] Interface Up/Down Interface &1 Source Site Traffic Report
2016/05/13 01:27:35FM Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd/fo; ...
2016/05/13 01:27:35FM Warning HQ-53 Interface Up/Down Interface error Interface name - Ethernetd/1; ...
2016/05/13 01:33:06 FM Warning HQ-53 Interface Up/Down Interface error Interface name - Ethernet0,
2016/05/13 01:33:35FM Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd;’
2016/05/13 01:38:36 FM Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernet/0; ...
2016/05/13 01:38:36 FM Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd/1; ... w

Filter by Time [ Filter by Device [ Filter by alert Type

StartTime  |05/13/16 w | |12:00:00 PM hh:mm:ss Branchl-LA Device unavailable

End Time 05/14/16 w | [12:00:00 PM -5 hh:mm:ss

Execute

Figure 158

Note: The alert window contains a variety of Search and Filtering options. Although

there is very little traffic in our lab Pods, remember... with a lot of time/data comes a lot
of detractors. Filter/Search/Sort as needed in a production environment.

7. Review the Top Analysis Report.
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1 (Al Flow Reports - o x

Type here to filter reports. Tap Analysis

o
Interface Bandwidth -
Top Ana|y5|5 15m 1h 6h 1d 0d Custom
1Ps and Ports

H-Address 05/13/16, 01:05:31 PM to 05/13/16, 02:05:31 PM

+-Applications
QoS Source v | - Jaiinterfaces Number of flows: 1 B CSV File Results
F-Network

#-Medianet [JIITd ~DefaultFilterGroup ~ Inbound Medianet ~ | Time Sorted - Unigue Flows
#-Applications (AVC)
NSEL Search :UDP & flow.port.src=20004 & flow.port.dst=20004 & flow.dscp=BE & flow.direction=INGRESS & flow.medianet. nt=0 & flow.medianet. ntStop=0 & flow. medianet. =6284274593932723200 ~ ?
PiR

- Wireless
-AnyConnect

Lim =

Time Protocal Src TP Addr SrcPort DstIP Addr DstPort Application Flow Record Co...  Src Country Dst Country RTP SSRC Drrection| ||
- 2432754705 INGRESS

#-Miscellaneous
Custom Reports May 13, 2016 1:3... UDP 198.19.1.81 20,004 198.18.128.81 20,004 rtp 1-

Report Actions
Save

Save As ¢
Create
Edit
Delete
Schedule
PDF

Export to CSV

Help e s IE

< Previous  Flows 1-1 MNext >

Fli‘gu re 159

With about 5 clicks we've discovered WHICH flow was having troubles, what the problem may
be, and the device, address pair, protocol, ports, etc. This Report may be printed/saved for
documentation purposes.

Take some time to review the information in the other Dashboards; Application, QoS, etc...., to
familiarize yourself with the available statistics displayed.
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Lab 7.2: Viewing Reports

This Lab uses the WebUI.

We'll run 3 of the most used reports, based-upon available data in our Training Pods. Reports
work the same with any installation... only the data is changed (... to protect the innocent? ;-).

Lab Steps:
Run an Applications Report

1. You will be using the WebUI for this part of the lab.

2. Select View Reports from the menu on the left.

At et

DEVICES: 4 NTERFACES 9

Figure 160
Select the Application report from Top Reports.

Enter a meaningful name for your report and select other options that are relevant to
your task. Here | have chosen lhour for the Time Range. You may want to view just a
site, or a device. Be aware of what is needed.

5. Select the Inbound and Outbound Combined filter.
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6. Click Execute.
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Figure 162

Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.

The default Application report is displayed when you select Reports, and after you clicked
Execute Report the system filled-in the report template with current 15-minute data. Notice the
report parameters (A), the various applications (B), view options (C), export options (D) and the
actual data in the report (E).

When you run a report... try to do filtering and searching so the system only needs to pull
appropriate data to answer your question. LEAVE THE REPORT OPEN!

Run a Top Talkers Report

1. Click on the Pen icon near the top-right side of the report to load the current report
parameters.

View Options + Share Download Schedule Copy Close

=
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Figure 163

Click Add New Report, and then select Top Conversations.

3. You will be able to configure parameters that will affect both reports, and certain
parameters specifically for the Top Conversations report. These parameters are
independent of the original Applications report.

Lab 7.2: Viewing Reports © Copyright LiveAction 2022 116



4/8/2022
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Figure 164
4. Click Execute.

Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.

Q- Type here to filter reports. wescrasie | [
—|| =-Reports ~ ) )
Interface Bandwidth - | Viewgguzns shus | oowlesd  soedde | coy | | Cess
Top Analysis )
1Ps and Ports e nfomasonfox i spon | gplcmion o s e
Address e e s g i o o e e e i e 2 A T i e

“Top Conversations

-Address Pair
Destination Address

Source Address
Destination Address F
Source Address Popul | 7"

Site Traffic evtcuion 5 Troaroms Towiom Yol Fackea & Svarage B e & vcage P e & Pk B e O
-Destination Site Traffi ey w5t ey T, o
-Source Site Traffic o 200 [E 578 kbon oz
- s e frT- e
Pratocol 20 am 228ben 1o o
Protocol Port ® . el 136Kgn L2 Te
Application Group e - e e e o
eplication — o sz a2 xben s 2o
B5CP ve Application [i— o su0s 220t s0pes ome
ot am s P ot o st oz
-Business Relevance - o e o . o .
“Traffic Class
QoS \ations (Flow) s e
& Network T e = e = - e Toe- o o S s - "
i Medianet _
& Applications (AVC) =
NSEL
PR
5 Wireless
AnyConnect v
< 5 P 2
- TR Q 1
[IEY P e Ok Duset Ted Foma & sl Eeep— [——— [——— Pack e & feT— rve— [or—y
TN 0 W 1901012088 w w2 amave e T 27 S50kt o
ol w 101812236 " E sasovm s155 Sazkbn 7200 0740w oo
reze v AR ) 1550 ErT e 00 kben 3580p 607 kbpn Goen

Figure 165

This Top Conversations report has been appended to the Applications report. in the selected
time-range including Source address, Destination address, total flows, etc.... a good way to see
who is using the bandwidth, and what for... All that BitTorrent may not be good for business!
Right-clicking to open a New Report leaves the prior reports open, in a tabbed manner, for
comparison purposes. Bin Duration has been singled out as different.

Flow Identification
1. Close the report view. Next, we will look at QoS information by DSCP value.
2. On the report menu, click DSCP.
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3. For this exercise, do not alter any default parameters, but review the options available.

RUN OR EDIT REPORT(S)
GENERAL SETTINGS REPORT LIST REPORT DETAILS
- DSCP (Flow) Nermal © @ o - Flow Type
DscR + DSCP Basic Flow
Presentation Mode Report Description Execution Type
Standard Enter report de Tims Series
Footnote Devices SotBy
Enter rey & t All WAN Devices Bit Rate
Time Zone DST Interfaces Business Hours
(GMT-05:00) America/New York Al WaN Interfaces
Time Range Flex Search @ Bin Duration
Last Day Ex.: site=H : <o x| | Auo
Flex Search @ Display Fiker
Long Term Store
Ex.- site=H =hti x No Display Filtering
Due to the report options selected, this report will
utilize the Long Term datastore (fzster). To over-ride
Display Filter Direction thiz behavior and use the Raw Flow datastors, setthe
_ Bin Duration option ta 1 Minute (slower)
slect Display Filte Outbound

Sharing Settings

Email 3%

PDF Row Limits.

Custom Logo €@

No Custom Loga

SRS . |

Figure 167
4. Click Execute.
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Figure 168

Look at the distribution of discovered traffic across the DSCP values. What does the amount of
traffic marked O(BE) tell you?

O(BE) traffic has not been recognized as a certain type by the router and it will use its BEST
EFFORT to route it. This may be a candidate for marking so that QoS may use priority routing.

Bandwidth by Flow Type

5. Let’s add some more information to our page. Click the Load Parameters pen icon and
add Interface Bandwidth Summary from the Top Reports section.
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Figure 169

6. Enter a Search String: wan & flow.dscp=EF (note upper-case).

7. Select All devices.
8. Click Execute.
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This report shows the INGRESS & EGRESS flows for each relevant interface, for all marked EF
traffic flows. This is a Quick way to see how much traffic “stays inside” and how much transits
the device.

Note: Your results may not look the same as the images in this Lab. These images are
for example purposes only.
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Lab 7.3: Create a Custom Report

This Lab uses the WebUI.

In this Lab you’ll create a Custom Report to display the last of the most popular reports.
Although the IPs and Ports are now an included report, due to its popularity, we’ll create a
similar Custom report to visualize the process.

Lab Steps:
1. Inthe View Reports page, click on Create Report at the top-right of the screen.
2. Click on Flow, then Analysis, and select IPs and Ports.
a. Name your report. (Do not use “&”)
Select HQ-B2 device.
Enter wan & flow.dscp=EF in the Flex Search field.

Set the Direction as Inbound and Outbound Combined. the Fields as indicated in
the diagram, below.

6. Click Execute Report.
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You now have a report which, at-a-glance, shows all the flows that are using Best Effort. You

can select which columns to show or hide simply by selecting and deselecting them in the Filter
Columns dropdown.
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Lab 8

Lab 8: QoS
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Lab 8.1: QoS Marking Policy

These Labs uses the Engineering Console exclusively.

LiveNX can help with creating your Marking policies by using pre-defined templates, or you may
easily create new policies within the QoS Module. You can validate how well your marking
policies are performing by using NetFlow data to observe what the markings are, for each
conversation, on a hop-by-hop basis.

Since you've installed ACLs to use in your INGRESS marking policy, let’s create the QoS
marking policy using the LiveNX client.

Lab Steps:

7. From the Home menu location (top-left of screen) right click on the “Branch1-LA”
device.

8. Highlight QoS and select Manage QoS Settings.

File View WUsers Co5 Flow Routing IPSLA LAM Toels Reports Help

Dashboard | Manage EExpand QoS- Flow | Routing | IPSLA | LAN
& @ {b/”:}_ - Q % Table | 4% Refresh || All Flow Types ~ || CurrentTime  « | |Cu

Search Example: {site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting

1 Device: Branchl-LA.dcloud.cisco.com

G @ Branchz| 298 * |[¥] Enable QoS Polling
Flow » Manage CoS Settingm
Routing b
IPSL& 3 Manage NBAR
LAN b Apply Policy to Interfaces...
Edit Device Settings Remaove Policy from Interfaces...
Add er Remove Interfaces Copy Policy to Devices... |,
Refresh Device Reports M}K
Remove Device - -= N
Zoom to Device W o
Device Tools ¥ 133;&‘1-2?., 3|
Statistics » -L.
View > o
Group Management » k_"

Figure 173

9. Click the Add Policy Icon.
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Figure 174

10. Give the new Policy a name, such as “DSCPMARK”

B Add Policy s

Palicy name: | DSCPMARK

o | [o=

Figure 175

11. We are going to add two classes to this policy: RTP and SIP
12. Right Click on your new “DSCPMARK?” policy and select “Add Class to Policy”

. Manage Qo5 Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)
Jdaaales

Policies  Classes Interfaces

Policies Mapped Classes
DTORLRSRE TREE
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Copy Policy...

fﬁ Delete Policy...

- T WhyTsTl

Add Class to Policy

& Apply Policy Add Class to Polic

&l Remove Policy from Interface...

Mapped Class Detail
Drop all traffic for dass

Figure 176
13. Select “Create a new class” and give the class a name RTP.
14. Click OK
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Figure 177

15. Right click DSCPMark again
16. Select “Add Class to Policy”

B Manage QoS Settings - Branch1-LA.dcloud.cisco.com (19
a8 es
Polices  Classes  Interfaces
Policies Mapped Classes
LDREMGTGR ERER
=] R@ Copy Policy... fr | Marking | O
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a Rermove Policy from Interface...
[
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Figure 178

17. Click Create new class, Label it SIP.
18. Click OK.

B Add Class to Policy *

Select one of the following options:
Use existing class:
(@) Creste new class: | SIA]

Mote: This option will creste an empty class. You will
need to select the "Class tab® to add dlassification

parameters,
EK Cancel

Figure 179

You should now see your two new classes added to the “DSCPMARK?” policy.
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Figure 180

19. Select the “Classes” tab to match them to the created ACL'’s.

Policies

Mapped Classes
R B F IR Rl Xt
=1 | DSCPMARK
N [

Class Name  Classify | Marking Queueing Pol
RTP L ]
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Mapped Class Detail
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Match on: Any

Figure 181

Select and match the SIP class...
20. Select the SIP Class.
21. For Match Type select ACL Name.

22. Select the SIPQoSMark ACL you created.
23. Select Add Match Statement.
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Figure 182

Next select the RTP Class and do the same...
24. Select the RTP Class.
25. For Match Type select ACL Name.
26. Select the RTPQoSMark ACL you created.
27. Select Add Match Statement.
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Figure 183

28. Select the Policies Tab.

29. Select the RTP Class.

30. Select the Marking Tab

31. Choose to mark the RTP Traffic with DSCP 46 (EF).
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Figure 184

Next it is necessary to set the DSCP Markings for the SIP Class.

32. Select SIP

33. Select the Marking tab.
34. Mark with DSCP as below.
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Figure 185

35. Click Preview CLI to see the policy you have created.

36. Click Save to Device if satisfied.
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Figure 186

I| Save to Device | | Preview CLI I ‘

Cancel

We can now push our newly created polies to multiple devices.
37. Select the “DSCPMARK?” policy.
38. Click the “three arrow” icon to copy policy to devices.
39. Select the DSCPMARK Policy.
40. Select the other relevant devices in the topology.
41. Click OK
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Figure 187

You should see that both policies copied to the device successfully.

42. Close the Copy Policy window, and the Manage QoS Window to return to the
Topology pane.

Copy Policy to Devices >

Saving to devices...

Branch2-MY.ddoud. cisco.com (198.19.2.1) « Succeeded
HQ-B1.ddoud.dsco.com (193.15.129.24)  » Succeeded
HO-B2.dcloud. cisco.com (198.18.129.25) & Succeeded

Expart C5V Cancel

Figure 188

Note: You want to apply marking policies as close as possible to where traffic enters the
network.

In this scenario we will be applying the marking policies on the ingress of the LAN interfaces
for each device. Perform the following steps on EACH DEVICE.

43. In the main device menu on the top-left, right-Click on the appropriate interface.
44. Select QoS, and then Apply Policy to Interface.
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. LiveMX - 35.226.145.33

File View Users

QoS Flow Routing

IPSLA  LAN Tools Reports Help

Dashboard | Manage [E¥ Expand

QoS Flow | Routing | IP SLA

S0 - | @ | | Table | 4% Refresh || AllFlow Types ~ ~ | | Current Time ||Current Polling Interval || 1= | No Display Filtering

Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting

&7 @ Branch2-y

2
~Intoitace: Brandll-@ud.dsonmm - GigabitEthernet2
QoS

Flow

Create Policy from Template
Adjust Input CoS

Routing Adjust Qutput QoS

1P SLA Manage Qo5 Settings ks -
LAN Revert QoS Configuration "'

Edit Device Settings Manoge NEAR 9

Add or Remove Interfaces Apply Policy to Interiaﬁ... E, /'

Refresh Device Remove Policy from Interface. /\ “N _
Remove Device Reports L

Zoom to Device

Device Tools

Statistics

View

Group Management

Figure 189

I (!

45. Select the “DSCPMARK” policy.
46. Click the Input of the LAN Interface

B 2pply Policy to Interfaces X

DSCPMARK

£ [m] % GigabitEthernet2
‘o [ Tk Input: DSCPMARK

want to apply this policy:

[T O

oK || Cancel

Figure 190

| 198”1‘;7;9.2: o |
| |

}_ = /

N4

Do this for each LAN interface! (Loop to #1 above for each device)
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Using your Voice Filter, and then refreshing the Topology, you should no longer see any BE
Traffic — Remember, it may take a bit of time for Netflow to catch up.

x
File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help
Dashboard | Manage (I Expand Q05" Flow | Routing | P SLA | LaN
il ® 0 | @ @ |Teble | O Refiesh |AIFonTipes v | CurentTme || curentPoling Interval v || [ voretab v|tem v o oser v
_ Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting X -
B A, Home
@ Branch14A
@ Branch2-ny
@ HQ-sJ
Color Mapping By D5CP
0 (8E)
W 18 (aF21)
W 26 (AF31)
34 (AF41)
ML16(CS2)
W 24(Cs3)
*703KB / 11 flows
W 32(Cs4)
W 43 (CS6)
6 (EF)
*30 MB / 28 flows
=
A\ Flow Poling Disabled Icon
D AcL Applied
2, Not configured
-t
a B am VLAN
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Lab 8.2: QoS Queueing Policy

As in the prior Lab, LiveNX also makes it easy to manage your Queueing policies by either
using our pre-defined templates or create them in the LiveNX interface. You can validate how
your queueing policies are performing by utilizing our QoS Tab and the CBQoS MIB.

Now that you’ve verified your traffic is marked correctly through the network, using Netflow, you
can create a queuing policy to protect the critical traffic.

Lab Steps:
47. Right-click on the Branchl1-LA Device, select QoS, and Manage QoS Settings.

File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

Dashboard | Manage [E}¥ Expand QoS Flow | Routing | TP SLA | LAN
G @ SO -] & & |Table| € Refiesh || AlFlowTypes | CurentTime | G
Honolulu | site =

Name Search Example: (site = u te = Chicago) & wan & flow.app = webex-meeting
i @ Branchi{ Device: Branch1-LA.dcloud.cisco.com
@ brancha{ 295 > ||[v] Enable QoS Polling
Flow > Manage QoS Settingi\\)
Routing >
IP SLA > Manage NBAR
LAN > Apply Policy to Interfaces...
Edit Device Settings Remove Policy from Interfaces...
Add or Remove Interfaces Copy Pelicy to Devices... —
Refresh Device Reports , .m,}sk
Remove Device -= b
Zoom to Device i
HQ-81
Device Tools ¥ 133!11,:‘1_2“3.
-
Statistics > =
View > o o
Group Management > &__
m

Figure 192

48. Select the Policies Tab.
49. Click Add Policy to create a queuing policy.

. Manage Qo5 Settings - Branch1-LA.dcleud.cisco.com (198.19.1.1)

Heddaales

Paolicies Classes Interfaces

ies Mapped Classes
Bk Uy EREBB
Z@DSCPMARK Class Mame  Classify Marking Queusing

" 1g LIVEACTION-POLICY-UNIFIED
(- 1gy WhylsThisHere

Mapped Class Detail
Drop all traffic for class

Figure 193
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50. Name the new policy QUEUEING.

Figure 194

51. Right-click on the new QUEUEING Policy, select Add Class to Policy.

Policies Mapped Classes

TORER G TREBR

-1 g9 DSCPMARK

| ‘CIassName Classify ™

opy Policy... v

=] wh 3t Delete Policy...
L& Add Class to Policy |

2] Apply Policy to Interface... | Add Class to Policy

€] Remove Policy from Interface...
[ _

Figure 195
52. Create a new class labeled VOIP.
53. Click OK.

Select one of the following options:

() Use existing class: |4C_BL_CriﬁmIDaE_App-Mabd1_Mark

(@) Create new dass: u‘DIF‘

MNote: This option will create an empty dass. You wil need to
select the "Class tab” to add dassification parameters.

Figure 196
54. Right-click, again, on the QUEUEING Policy, select Add Class to Policy.

Polides Mapped Classes

TORELMEI BRER

| |Class Mame  Classif

¥

Copy Policy...
Delete Policy...

Add Class to Policy [

Apply Policy 13 44 Class to Policy |
Remove Policy from Interface...

Figure 197
55. Create a new class and label it SIGNALING.
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56. Click OK

Select one of the following options:

() Use existing dass: | 4C_BL_CriticalData_App-Match_Mark

(@) Create new dass: | SIGNALING|

Mote: This option will create an empty dass. You will need to
select the "Class tab™ to add dassification parameters.

|| Cancel

Figure 198

Configure VOIP Class:

Click the Classes Tab.

Select the VOIP Class.

Select the Match Type as DSCP.
Select 46 (EF).

Click Add Match Statement

arwnhpE

1d4aaes

Policies | Classes faces|
Classes eate and Edit Match Statem

o - Match type: |DSCP = ®
W 4C_BL_CriticalDat]
W 4C_EL_Realtime_4 3 Al |M.. MatchT... Value

I <C_Bl_Scavenger
W 4C-MN_CONTROL
W 4C-MN_CRITICAL
[ 4C-MN_REALTIME
M ROP

M RTP

M SIGNALTNG

I i) (Select up to 8 values)
Match/match not: |I\"lahd'1

[]1Pv4Only

Add Match Statement I Replace Match Statement

Save toDevice | | Preview CLI

Figure 199
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Configure SIGNALING Class:

57. Select SIGNALING.

58. Use DSCP as Match Type.
59. Select 24 (CS3).

60. Click Add Match Statement.

L ERRE LYY

| Policies | Classes | mterfaces|

Classes Create and Edit Match Sta

EogElE

W 4C_BL_CriticalDat;
W 4C_BL_Realtime_4
M 4C_BL_Scavenger
W 4C-MN_CONTROL

Match type:

Match/match not:

(Select up to 8 values)

|Matd'| v
[ ]1Pv4 Only

Add Match Statement I Replace Match Statement

Figure 200

Setup VolIP Priorities:

61. Select the Policies Tab.
62. Select the VOIP Class.
63. Select the Queuing Tab.

64. Select Priority

Queuing, enter a rate of 33%.

- O J =
N

M... MatchT... Value

24 (Cs3)

Policies

11 1L LY

Mapped Classes

EHR3E

SIGMALING
class-default
‘ﬂ WhylIsThisHere

I DSCPMARK
=] QUEUING

Figure 201

Class Name Classify Marking Queueing Polidng Shaping Compression WRED DBEL  Unknown

L o3 || |

Mapped Class Detail
[] Drop all traffic for d

Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DL | Unsupported

N
Rate: |33 | [percent |

[] Burst size: E bytes

Unknown elements:

Lab 8.2: QoS Queueing Policy © Copyright LiveAction 2022
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Setup Signaling Priorities:
65. Select the Signaling Class.
66. Select The Queueing Tab.
67. Select Class-Based with a rate of 7%.

Policies Mapped Classes
TARER NG BB

Class Mame  Classify Marking Queueing Poliing Shaping Compression  WRED DBEL  Unknown
VOIP

SIGMALING

dass-default

Mapped Class Detail
[ Drop all traffic for dass 2

Queueing | policing | Shaping | Compression | WRED | DBL | Unsupperted

Qeuers e Referece

Distribute the available ~
Rate: |? | |Percent v | bandwidth between
. lazzes by specifying a
eue depth: |1 Bytes &
(] Qu =2 | | | b | minimum bandwidth
|:| Enable Fair Queueing guarantee to each clazs.

Unknown elements:

Queueing Type

Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth

allnratad tn the ~lases
< >

SavetoDevice | | Previewdll | | Cancel

Figure 202

Create a Shaping Policy:
68. Click Add Policy.

Jdaaaées

Policies | Dassesl I.nterﬁ:ces|
Policies

ELE 3R IR KX

Add Poli

=] vOIP
- L] dass-default
CI WhylIsThisHere

Figure 203
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69. Give the Policy a name of Shaper.

Policy name: |Shaper|

Figure 204
70. Select the class-default class under Shaper.

71. Select the Shaping tab.
72. Select Average, enter 1500 Kbps.

Jadyaales

Policies Mapped Classes
B Rh uG: BRER

1} DSCPMARK Class Name Classify Marking Queueing Poliging Shaping Compression WRED DBL  Unknown

QUELING "
E vorP - sk

SIGMALING
=] dass-default
Cl Shaper
: D cdlass-default
CI WhyIsThisHere

Mapped Class Detail
[] Drop &l traffic for dass

| Classify | Marking | Queueing | Palicing | Shaping | Compression | WRED | DBL | Unsupported

Shape using: Reference

Control the flow of traffic ™
Bal=s |150"':l | |Kbp5 ¥ | and eliminate bottlenecks

[[] committed burst: bits by delaying packets and
conforming to a specified
[ ] Excess burst: l:l bits bit rate.

Unknown elements: Rate

Peak: alows the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
. . W

Save to Device | | Preview CLI | | Cancel

Figure 205
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Click and Drag the QUEUEING Policy on top of class-default class for the Shaper.

Palicies

TODREKEY %

Mapped Classes

ZRE B

I DSCPMARK

Classify Marking Queueing

Priority: 3...
Class-bas...

Class Name
VOIP L J
SIGMALING L J
dass-default

Policing Shaping Compression WRED DBL  Unknown

Mapped Class Detail
[ Drop all traffic for dass

|Cla:=siﬁ' Irvlarking IQueueing IPc.Iicing | Shaping |Cc.m|:ressic.n I'\'-e'RED IDBL |Un:=u|:|:c.|'ted

S

Reference

Control the flow of traffic
and eliminate bottlenecks

by delaying packets and
conforming to a specified

bit rate.

Rate

Peak: allows the
transmission rate to
burst higher than the
=shaping rate.

Average: sets the
. . ¥

Figure 206

SavetoDevice | | PreviewCl | | Cancel

Now you should see the QUEUEING Policy as part of the shaper. This allows you to reserve the
percentage of BW in the shaping policy!

dddaadles

Polides | Classes | Interfaces

Policies Mapped Classes

DaRL& G SREBR

1} DSCRMARK Class Name Classify Marking Queueing Poliging Shaping Compression WRED DBL  Unknown
E{] QUE:;:E \VOIP ° Priority: 3...

i ] dass-default v

=] {] Shaper

E}D dass-default

: L o UELTNG

U WhyIsThisHere

Figure 207

Lab 8.2: QoS Queueing Policy

Mapped Class Detail
[ Drop &l traffic for dass

|Classiﬁ' Il'v1a|'king IQueueing IPc.Iicing | Shaping |C0mpression I'\'-a'RED IDBL |Unsuppo|‘ted

-
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Copy the shaping policy to the other devices:
73. Select the Shaper Policy.
74. Click the three-arrow icon to copy the policy.
75. Ensure the Shaper Policy is selected.
76. Select the other devices.
77. Click OK to push the policy.

A Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)
Jaaales
Policies | Classes I Interfaces

Policies

TODREMEBS

I DSCPMARK

Mapped Classes

ZhE B

Class Name Classify Marking Queueing Policng  Shaping Compression WRED DBL  Unknown
QUEUING
B vap class-default w 1,500 Kbps
SIGMALING

dassﬁ
pr A Select a palicy:

: £ fdo QUELING Shaper e i v |
-] WhylsThisHere

Select the devices to which you want to save this policy:

[¥]Branch2-MY.ddoud. cisco.com (198.19.2.1)

[¥]HQ-51.ddoud. cisco.com (198. 18.129.25) OE msupported
Reference

Control the flow of traffic ™
and eliminate bottlenecks

by delaying packets and

conforming to a specified
bit rate.

Rate

Peak: alows the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
. . ¥

Figure 208

78. Click Close.
79. Click OK.

Copy Policy to Devices *

Saving to devices...

Branch2-MY.ddoud. dsco.com (198.19.2.1) » Succeeded
HQ-E1.ddoud. dsco.com (198,18.129.24) & Succeeded
HQ-B2.ddoud. disco.com (198.18.129.25)  » Succeeded

comcsv | | G

Figure 209
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We still need to apply the policy to the WAN interfaces. Do the following steps on EACH of

the 4 devices.

80. Right-click on the WAN interface in the device list on the left and select QoS and

Apply Policy to Interface.

[ e -

U Memay ©| Fon der © | e © | pcvaunes © | s © | Gk Rebash o wew Fom nformston, i

Figure 210

81. Select the Shaper Policy and the Output for the WAN interface.

. Apply Policy to Interfaces >

SHAPER I w

Select the interfaces to which you want to apply this policy:
= [m] & GigabitEthernet3

- [#] = Output

CK Cancel

Figure 211
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82. Click OK.

Once Completed you can go to the QoS Tab, select a devices WAN Interface, Select
Application/Class and view the Output of the policy.

B o B2z - o =
Fie View U QoS Flow Rouing BSLA LN Toos Repors Hep
“Ew
e s -y et DL e op
e et B
Wt
ET
ux
M
P as
o sz sustslmi
- 1 @
a5 -y o s
- e S
A £
5 P m o wwrsimi 7
0 [ 3 o
GigabitEthernet3 Output: SHAPER
ke 05 by vkt 0828) e Q. Aokt OEAR) Ko o
,,,,, Garer s
=1
<
— ——
aaaaaa it o v == e
‘‘‘‘‘ s by cprons
Pest o
o . o o
= it o o == e
Tot

U G Menory ©| Pl Bffer © Aty © | Advires © | Nodes ©

Figure 212

Do you notice any drops on your VOIP class or your Class-Default? Let's add some more
protection to those classes with increasing the burst size for VOIP and adding a scavenger

class for bit torrent traffic.
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Lab 8.3: QoS Verification

Managing QoS is an ongoing process where you may need to adjust your policies according to
your network needs. You can use LiveAction elements such as NetFlow analysis or CBQoS
Statistics to determine if policy changes are necessary.

Since there seem to be drops on our device, let’s investigate the drops and add a more granular
QoS configuration.

Lab Steps:
Select a device and select QoS and Manage QoS Settings.

File View Users QoS Flow Routing [PSLA LAN Tools Reports Help

Dashboard | Manage ; Expand QoS- Flow | Routing | IPSLA | LAN
& @ A0 -| & & |Table| 4¥Refresh | AlFlonTypes | Current Time
Name Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-r
= [l Ho
r =& M7 pevice: HQ-B1.ddloud.cisco.com |
5 QoS > |||« | Enable QoS Polling
Flow b4 Manage QoS Settings
Routing >
IP SLA ¥ Manage NBAR
LAN ¥ Apply Policy to Interfaces...
Edit Device Settings Remove Policy from Interfaces...
R Add or Remove Interfaces Copy Policy to Devices...
-8 Refresh Device Reports
Lom oy ;
& . WY Remove Device
£ @ Bran Zoom to Device
K Device Tools >
: -
e X =
% Statistics » -
-y View >
Group Management » -‘
T -
Figure 213

83. Select the VOIP Class.
84. Click the Queueing Tab.
85. Select Burst Size of 128000.
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Policies

Mapped Classes

DABELEERE BRAR

% DSCPMark
()1 DSCPMARK
&L ] QuEuNG
§ -5 sIeNALING
i L[| dassdefault
=-{g Shaper

[5] cass-default

SIGNALING .
dass-default L]

Class-bas...

ClassName Classify Marking Queusing Policing Shaping Compression WRED DBL  Unknown

| Pt L | | | |

[ Drop all traffic for da

Mapped Class Detail
| Classify | Marking| Queueing | policing | shaping | Compression | wReD | pBL | Unsupported

Unknown elements:

Burst size: | 128,000

bytes

eference

Distribute the available ~ *
bandwidth between

classes by specifying a
minimum bandwidth
guarantee to each class.

Queueing Type

Class-based: utiizes
Class-based weighted fair
queusing (CBWFQ) using
derived weight for packets
from the bandwidth

Allrated tn the class ¥
<

Save to Device Preview CLT
Figure 214

Note: Configuring a burst rate is something that is not always common and should be

fully understood before looking to implement in your own network.

An excerpt about the math behind deciding the burst rate would be:
Cisco recommends the following values for the normal and extended burst parameters:
normal burst = configured rate * (1 byte)/ (8 bits) * 1.5 seconds

extended burst = 2 * normal burst

86. Right-click on the QUEUEING Policy.
87. Select Add Class to Policy.

Policies

DORER LY H

Mapped Classes

=R BB

H-i | DSCPMark
-1 @ DSCPMARK

B Delete Policy...

Class Mame  Classify
VOIP L
opy Policy... -
w

EI% 5| & Add Class to Policy

D 2l Apply Poll pdd Class to Policy

€] Remove Policy from Interface...

Figure 215

L [= 2 \..uasm:n:Eil

88. Give the new class a label of SCAVENGER.
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Select one of the following options:

() Use existing dass: |R.TP v |

(@) Create new dass: |SCA'I.|'ENGER |

Mote: This option will create an empty dass. You will
need to select the "Class tab™ to add dassification
parameters.

|| Cancel

Figure 216
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89. Select the Classes Tab.
90. Select the Scavenger Class.

91. For Match Type select Protocol — Using NBAR.
92. Select both “bittorrent” and “bittorrent-networking”.
93. Click Add Match Statement for both Applications.

Policies
Classes

BB

M LIVEACTION-CLASS-4
Ml LIVEACTION-CLASS-N

. Manage QoS Settings - HQ-B1.dcloud.cisco.com (198.18.129.24)
3 19 ales

asses  Interfaces

Create and Edit Match Statements
] Match type: |Protocol - using NBAR

e <

4 aitterrent-networking
blackboard-com
blaze-news
bleacher-report
bl-idm

blizwow

Match/M... Match Type Value

Match Protocol - using ... bittorrent
Protocol - using ... |bittorrent-networking

Match/match not: | Match

Figure 217

94. Now let’s go back to the Policies Tab
95. Select the Scavenger Class
96. Then select the Queueing Tab

Add Match Statement Replace Match Statement

97. Next select Class-based and give the class a rate of 1 percent

98. Finally select Save to Device

Policies Mapped Classes

DABRLR AR BEBE
a DSCPMark Class Name Classify Marking Queueing Polidng Shaping Compression WRED DBL  Unknown
:I gi(I:EET:[?K VOIP (%] Priority: 3...
v VOTP SIGMALING ™) Class-bas...

B% Shaper

SIGMALING dass-default L J
class-defaul

D dass-default
Mapped Class Detail
[ Drop &l traffic for dass

Sicing | Shaping I Compression I WRED I DEL | Unsupported

Queuging type: |Class-based

Reference
Distribute the available )

Rate: Il | IPeroent

hd | bandwidth between

[] Queue depth: Il | IBytes

| clazses by specifying a
minimum bandwidth

[] Enable Fair Queueing

Figure 218

Lab

guarantee to each class.
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trom the bandwidth
allnratad tn the rlase

< >

Help 9' Save to Device Preview CLI Cancel

Figure 219

When making changes to the QUEUEING Policy it will also affect the Shaping Policy.

. Manage Qo5 Settings - HQ-B1.dcloud.cisco.com (198.18.129.24) *
JEBEB|ES
Policies  Classes Interfaces
Policies Mapped Classes
LABLE R % ERBE
% DSCPMARK Class Name Classify Marking Queueing Policing Shaping Compression WRED DBL Unknown
2 33%
1 Class-base...
Class-base...
dass-default Class has mat
E}r] dass-defa .
-ﬁu QUELEING . Mapped Class Detail
Drop all traffic for dass
Match on: Any Reference
Class is defined by the
criteria show at left.
Match-any: packet must
meet at least one ofthe
criteria to be a member of
the class.
Match-all: packet must
meet all criteria to be a
member of the class.
Edit
Help Save to Device Preview CLI Close
Figure 220

Copy the updated policy to other devices in the topology.

99. Select the Shaper Policy
100. Click the Policy to Devices button.
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Polides | Classes | Interfaces
Policies Mapped Classes

THREMNGSR® EREE
@i | DSCPMark [ e Mz
-1 g DSCPMARK [Cop T:IP':"L?E PWICES| :
- ass-default W
=i | QUEUING
- 5] vorp

| SIGNALING

Mapped Class Detail

Drop all traffic for dass
Figure 221

101. Select Shaper and select the other devices.

Copy Pelicy to Devices

>
Select a policy:
SHAPER.

Select the devices to which you want to save this palicy:

[#]Branch1-A.ddoud.cisco.com (198.19.1.1)
[#]Branch244v.ddoud. disca.com {198.19.2.1)
[~’]HQ-B2.ddoud. cisco. com (198, 18, 129.25)

Figure 222

You are given a warning that you are overwriting a policy on both devices. This is what we want
to do!

102. Select perform this action for all devices which have conflicts.

103. Click Overwrite.
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Copy Qob Policy to Device Conflict >

Conflicts were encountered when saving the policy on device
HQ-B2.ddoud. cisco.com (193, 18. 129, 25).

The policy is shown below, with conflicting settings highlighted
in red. Do you want to continue?

T TN T T L S OO T

E--Qu QUEUEIMNG - Overwritten (& policy with the same name exists)
=-=] vore

¢ Queusing: Priority 33%

“.i= Match DSCP "46 (EF)"

/=] SIGMALING

¥ Queueing: Class-based 7%

“..i= Match DSCP "24(C53)"

| SCAVENGER

- » Queueing: Class-based 1%

= Match Protocol - using MBAR "bittorrent™

= Match Protocol - using MBAR. "bittorrent-netwarking™

| dass-default W

. i
Perform this action for all devices which have confiicts

m
i}

Overwrite | Skip

Figure 223

Ensure the copy is successful.
104. Click Close.

ICES pod i

Saving to devices...
Branch1-LA.ddoud. dsco.com {198.19.1.1) & Succeeded

Branch2-MY.ddoud. cisco.com (198.19.2.1) & Succeeded
HQ-B2.ddoud. cisco.com (198,18.129.25) & Succeeded

Export CSV Cancel Cloze

i:igure 224

When completed you should no longer see VOIP Class drops, and you should see traffic in the
scavenger class in the QoS Interface View.
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Figure 225

Good job! You have successfully created Marking and Queueing policies for your network
devices! There still may be drops in the class-default, but that is the purpose of this Lab... to

help you identify and eliminate issues.
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Lab A.1: Add Device

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.
Lab Steps:

1. Select File, Add Device

E_E 198.18.133.34 - Remote Desktop
LivEActiun - localhost

File | Wiew Users Qo5 Flow  Roo
add Device
I~,
Illﬂszl:uver Devices -

Impart Devices -
Export Devices I
Manage Devices
Refresh Devices

Remaove Metwark Objects

Exit
Al
2. Enter 198.19.1.1 in the IP Address field.
113 H H ”
3. Select “Use the Default SNMP connection settings”.
Add Device *

Steps Device Connection Information

1. Device Connection Enter the SNMP connection information.

Information
2, CLI Settings (Configuring) Mode Local w
3. CLI Settings (Monitorin
os 0 2 IP Address 198.19.1.1|

4. Select Interfaces

5. Select VLANS () Non SNMP device such as NetFlow probes

6. Select Features O LiveSensor

7. Enable Polling (®) Use the Default SMMP connection settings Edit

8. Review Configuration (C) Enter SNMP connection settings for this device

9. Device Updated SMMP Version Wersion 2c TargetPort 151

Community String
< Back Finish Cancel Help

A2
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4. Click Next.

5. Select “Use my default Configuration CLI connection settings”.

Add Device - H)-51.dcloud.cisco.com (198.18.129.25)

Skeps

LI Settings (Configuring)

1. Device Connection
Infarmation

CLI Settings
{Configuring)

™

. LI Settings {Monitoring)
. Select Interfaces

. Select VLANS

. Enable Palling

3
4,
5
6, Select Features
7
&. Review Configuration
9

, Device Updated

Specify the CLI connection information used for configuring these devices, Required fields are indicated with
an asterisk {*},
Configuration CLI Connection Settings
Enter Command Line Interface (CLI) connection settings used ta configure these devices.
= Add as monitor only device for non Cisco and unsupported Cisco O35 (105, I0S-XE and NX-05 supp

{+ se my defaulk Configuration CLI connection setkings

" Enter connection settings For this device

Conneckion Type ISSH - l Part® |22

User name on Device I

Password on Device® I

Enable Password I

I™ | &lsouse these credentials for monibor rmode,

< Back | Mext = Finisti Cancel | Help |

A3

6. Click Next.

Steps

CLI Settings (Monitoring)

1. Device Connection
Infarmation

2. CLI Settings {Configuring)

3. CLI Settings
{Monitoring)

. Select Interfaces
. Select YLAMNS

. Enable Polling

4
5
. Seleck Features
7
&. Review Configuration
9

. Device Updated

Specify the CLI connection information shared by all users. This infarmation wil only be used ta monitar this
device. Required fields are indicated with an asterisk {*),

Monitar-only CLI Cannection Settings

Enter Command Line Interface (CLI) connection settings used ta monitar this device.,

¢~ Lse the default Monitar-only CLT connection settings Edit |

% Use the previous page connection settings

" Enter connection settings For this device

Connection Type ISSH ot l Part* |22

Lser name on Device I

Password on Device® |

Enable Passward I

< Back | Mexk = I Fimisti Cancel | Help

A4

7. Select “Use the previous page connection settings”.
8. Click Next.
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You can verify what capabilities LiveAction is able to interact with the device.

9. Click Continue.

Yalidation Details [ x|

walidation results for the current device:
Test I Status | Descripkion I

SHMP conneckion Succeeded A
SMMP access Succeeded
_LI configure connection Skipped
LI configure login Skipped
LI configure enable password skipped
LI monitor connection Skipped
LI monitar lagin Skipped
LI monitor enable passward Skipped
Serial number validation Succesded
Model supported Succeeded
105 supported Succeeded
MEBAR capable Succeeded
MEARZ capable Succeeded
fetFlow collector configure supported Succeeded
Flexible MetFlow supported Succeeded
Unified Perfmon supported Succeeded
Medianet Performance Monitoring supported Succeeded
AvC supportbed Succeeded
LS MetFlow configure supported ok supported
Mediatrace configure supported Succeeded
IP SLA Supported Succeeded
HOF Supported Succeeded
MMAC Table Supported Mok supported ﬂ

AS

On the select interfaces window you may notice 3 interfaces are already selected. LiveAction
automatically selects the interfaces based on the highest bit rate.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps Select Interfaces
1. Device Connection Select the interfaces you want o monitor on this device {maximum 1000 inkerfaces),
Infarmation

2. CLI Settings {Configuring) Selected I Interface I Trunk I IP Address Description

3, (LI Settings (Monitoring) W Ethernetofn 198.18.129.25
¥ EthernetOfl 10,255.0.2

4. Select Interfaces ¥ Loopbacko 10.0.0.102

5. Select YLANS [T Ml

6. Select Features - Tunneld PFR. auto-tunnel For YRF default
- YoIP-Mulld

7. Enable Palling

8. Review Configuration

9, Device Updated

Selected interface{s): 3

< Back |

Fimish Cancel | Help |

I

A6
10. Click Next.
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Note: Since there are no VLANSs configured on this device, none will be displayed. You
may monitor up to 25 configured VLANSs on each device.

Add Device - HQ-5].dcloud.cisco.com {198.18.129.25)

Steps

Select YLANS

1. Device Connection
Information

. CLI Settings (Configuring))
. (LI Settings (Monitoring)

Select the YLANS wou want bo monitor on this device {maximum 25 YLAMS).

Mo YLANs were Found on the ﬁv’ice. Mo YLANs will be managed.

. Select Interfaces
. Select YLANs

. Select Features
. Enable Polling

. Review Configuration

[T = R - AT I S I 1

. Device Updated

Finisti Cancel Help

< Back |

A7
11. Click Next.

The Select Features dialog allows you to turn-on specific Cisco technologies using the

templates included in LiveNX. This dialog displays the current I0S configuration of the device

you are currently viewing. Leave this screen AS-IS.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps

Select Features

1. Device Conneckion
Infaormation

. CLI Settings (Configuring)
. CLI Settings {Monitoring)
. Select Interfaces

. Select YLANS

. Select Features

. Enable Palling

. Review Configuration

(=T = "R R~ [, IR N 7 R ]

. Device Updated

A8

Lab A.1: Add Device

Select the features wou want to enable on each inkerface. Learn more about each Feature in the Help
seckion,

Features on device

[~ Enabls Mediatrace

[~ Associate Probe at IP Address: |

Inkerface | MEAR MetFlow
Ethernetd/1 [~ ¥
Ethernetnfo I~ I
LoopbackD I~ v

< Back I Mext = I Finisti Cancel Help

© Copyright LiveAction 2022
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12. Click Next.

13. Change the polling rate to 30 seconds.
14. Verify that ONLY the Flow & QoS boxes remain checked.

Add Device - HJ-51.dcloud.cisco.com {198.18.129.25)

Skeps Enable Palling

. Device Connection

Select the Features wou want to actively monitor and the polling rate For all the Features on this device,

Information Learn more about polling in the Help section,
2, CLI Settings {(Configuring)
3, CLI Settings {Monitoring)
4, Seleck Interfaces
5. Select YLANS Palling Rake 30 seconds LI
6. Seleck Features
Paoll the Fallowing features
7. Enable Polling
3. Review Configuration
9, Device Updated ¥ QoS
[ IP 5LA
¥ Routing
[~ Lan*
* LA polling occurs every 15 minutes
* For SMMP +3, please see the User Guide on configuring LARM palling.
< Back | Mext = I Fimist Cancel | Help |

Note: Any changes to the Select Features dialog will generate a CLI push to update the
current configuration. Before sending the NetFlow configurations to the device, you can

verify the configurations that LiveAction created.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps Review Configuration

1. Device Connection

Information wourself,

The Following commands will be sent ko the device, Or yvou can choose to manually configure the device

2, LI Settings {Configuring)
3. CLI Settings (Monitoring) deacription DO NOT MODIFY. USED EY LIVEACTION. =l
4, Select Interfaces exporter LIVEACTION-FLOWEXFORTER
5. Select WLANS cache timeout inactive 10
cache timeout active 60
6. Select Features record LIVEACTION-FLOVRECORD
7. Enable Polling exit
8. Review Configuration interface Ethernet0/1
ip flow monitor LIVEACTION-FLOWMONITOR input
9, Device Updated . .
ip flow monitor LIVEACTION-FLOWMONITOER output
exit
interface Ethernet0/0
ip flow monitor LIVEACTION-FLOWMONITOR input
ip flow monitor LIVEACTION-FLOWMONITOER output
exit
interface Loopback(
ip flow monitor LIVEACTION-FLOWMONITOR input
ip flow monitor LIVEACTION-FLOWMONITOE output
-
& Send the configuration commands to device,
= T will manually configure the device myself,
< Back | et = I Finishy Cancel | Help | [

Lab A.1: Add Device © Copyright LiveAction 2022

159



4/8/2022

15. Select “Se
16. Click Next.

nd the configuration...” radio button, if available.

17. Click Finish.

Add Device - H}-5]).dcloud.cisco.com {198.18.129.25)

Steps

Device Updated

1.

[1- T = RN R = VN 1 B A VR

Device Connackion
Infaormation

. LI Settings {Configuring)
. (LI Settings (Manikaring)
. Select Interfaces

. Seleck YLAMS

. Select Features

. Enable Palling

. Review Configuration

. Device Updated

You have configured this device successfully with the Following settings (¥ou mayy want to save the current
configuration to the device's startup config, so your settings will not be lost when the device is restarted):

Device Settings

% Back | [Ext = | Firish I % Cancel | Help

Setting I Description I

Polling R.ate 30 seconds
MetFlow Monitoring TetFlow colleckar
MetFlow Polling Enabled
Mediatrace Disabled
Adjacency Polling Enabled
Cos Polling Enabled
IP SLA Polling Enabled
CEF Enabled
Interface Settings

Interface MEAR, TekFlow I
Ethernetof [ ]
Ethernet0fo
Loopbackn

All

The device will be added to the Topology Pane in LiveNX. Note that LiveNX will not

automatically position a new device with reference to any existing devices... you may need to
scroll-about in the Topology Pane to locate your new device(s).
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Lab A.2: Client Device Discovery

As we discovered in a prior Lab, the LiveNX Server in your topology has had device(s) pre-

installed. In the following Lab you may add additional devices to your Topology, configure those
devices to send flow and SNMP data to the LiveNX Server, and discover what data your LiveNX

solution is gathering.

Lab Steps:

Adding several devices at once is as easy as adding a single device at a time. To do this:

1. Select File and Discover Devices.

% 198.18.133.34 - Remote Deskto
Li?EActiun - localhost

Filz | wiew Users Qo5 Flow R

add Device

Discover Dexfies

Imnport Devic;‘%"
Export Devices
Manage Devices
Refresh Devices

Remove Metwork Objects

Exit
A12
2. Specify the following IP addresses:
198.19.1.1
198.19.2.1

3. Select Use the default SNMP connection settings.

Device Discovery E

Step 1: Specify what to scan

{+ Specify IP ranges (ex: 192,168,1.1-200) ar one IP per line:

195.19.1.1
195.19.2.1

(" Specify seed device to scan

IP address

Step 2: Specify SN¥P settings
{* Use the Default SNMP connection settings

(" Enter SNMP connection settings for this device

Hops IE

Edit |

SNMP Yersion IVersiUn 2

LI Target Port |161

Cornrnunity Skring I

A 13

Lab A.2: Client Device Discovery
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Note: In the Lab infrastructure we are utilizing the Local LiveNX Node included with the
Server installation. If you require access to a Remote Node to access the subnets or
addressing in “Step 1: Specify what to scan” you would use the Specify node drop-down
at the bottom of this dialog box.

Step 3: Specify node
ILocaI ﬂ

ok | Cancel |

Al4

4. Click OK.

5. Verify that both devices were found, and then select Add Devices.

Note: LiveNX may only discover a single router in the above steps. Your Student Pod
may already be pre-configured with multiple devices. Your instructor may direct you to
add one or more devices in this lab.

Fle View Users QoS Flow Routng IPSLA LAN Took Reports Help

Dashioard | Manzoe (B Ewnd QoS Fou | Routng | PSA | LU

B @B D | R @ Table| PRefiesh MlFowTypes v | |QurentTime | |Curent Poling Interval | G /o Display Fitering v|Tep20 | WPt v
™ i < Oren " %-
R —
& @ Branch1iA >
o @ sanch2y
o @ Hs) , 128 001 818 133.36
Y
ommr TN
A

-3

Local

ﬁ W
n
=
/ i
o fFanch1-LA & 2
. evon

Fafiga_ 1951
N

Nor S,

i Flow Paling Disaed Tecn
0 * Aoples
3, ot configured

wan

Other.

U © | Memary © Fhwbufier © | Alerts C | Advisories © Nodes © |Refreshed at 5/13/15 9:28:18 PM: 143 flows (merged) dsplayed. Snowing flw data from 3 of 3 devces. admin: Admn user | 09:54:53 PM POT

A15
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Devite Discovety on Local E
Filter bry: I Filter Clear
Select Device Mame: 1P Address Hops. Vendor Model
I~ Branchz-NY .dcloud.cisco.com 198.19.2.1 o Cisco ciscoGatewayServer
I3 Branchi1-LA.dcloud. cisco. com 195.19.1.1 o Cisca ciscoGatewayServer
Selected: 2 Discavered: 2 Diewice Limit: 10,000,000 (1 active devices)
Add Devices I Advanced Add. .. I Fause Stop I kclose

A 16

6. Select Yes on the configure devices dialog.

Configure Devices E3

'.0.' 2 configurable devices added to the application.
k Do you wank bo configure Qo3, Flow, Routing, IP SLA, or LAM For the added devices?

. Mo |

A1l7

7. Use the default SNMP connection settings and then select Next

Note: You must be logged-in as the original admin user so that the LiveNX Wizard will
inherit the appropriate credentials. Ask your instructor for clarification on this, if
desired.

Configure Cisco Devices B

Steps SMMP Settings
1. SNMP Settings Enter the SKMP connection information used for monitoring the selected devices.
2. (LI Settings (Configuring)
3. LI Settings (Monikoring) ¢ Use the Default SNMP connection settings ﬂl
4. Validating Devices € Enter SNMP connection settings for this device
c. Select Features SHMP Wersion IVerlen 2c LI Target Port |161
&, Enable Paling Commurity String I
7. Update Device
8. Devices Configured

< Back: | Mext > I Finish s Cancel Help

A 18
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8. Select Use my default Configuration CLI connection settings.

9. Click next.

Configure Cisco Devices E
Steps LI Settings (Configuring)
1. SNMP Settings Specify the CLI connection information used For configuring these devices. Required fields are indicated with
. an asterisk (*),
2. CLI Settings
{Configuring)
3, CLI Settings (Monitoring) Configuration CLI Connection Settings
4. Walidating Devices Enter Command Line Interface (CLI) connection sektings used to configure these devices,
S, Select Features = Add as monitar only device For non Cisca and unsupported Cisca 05 (1035, I05-XE and NE-05 supp
6. Enable Poling ' Use my default Configuration CLI connection settings Edit |
7. Update Device {~ Enter connection settings For this device
8, Devices Configured

Connection Type ISSH VI Port* |22

User narme on Device |

Password on Device™® |

Enable Password |

I~ | &lsa use these credentials For monitor mode,

< Back | Mexk = I Finiist Cancel | Help |

A 19

10. Select Use the previous page connection settings.

Configure Cisco Devices
Steps CLI Settings (Monitoring)
1. SMMP Settings Specify the CLI connection information shared by all users. This information will only be used to monitar this
2. CL1 Settings (Canfiguring) device. Required figlds are indicated with an asterisk (*).
3. CLI Settings . . .
{Monitoring) Monitor-only CLI Connection Settings
. Yalidating Devices Enter Command Line Interface {CLI) connection settings used ta monitor this device.
. Seleck Features ™ Use the default Monitor-onlky CLT connection settings Edit: |
. Enable Palling * Use the previous page conneckion settings

- Update Device = Enter conmection settings For this device

Conneckion Type ISSH vl Part* |22

User name on Device I

[= TN = N I 4

. Devices Configured

Password on Device™ I

Enable Password I

< Back. | Mext = I lﬁsh | Cancel Help

A 20

11. Click Next
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12. After verifying that the device validation is successful, Click Next.

Configure Cisco Devices

Steps ‘alidating Devices

1. SMMP Settings The Following devices are being validated. You can review each device's status in the table below. IF a

2. CLI Settings (Canfiguring) validation issue occurs, click on the description Field to view additional details.

3. CLI Settings (Manitaring)

4. Validating Devi Device Status I Descripkian I

- Yajidating Devices EBranch1-La, deloud,cisco,com Succeeded: click For details...

5. Select Features Eranchz-MY, dcloud cisca, com Succeeded: dlick For details...

6. Enable Paling

7. Update Device

&. Devices Configured

Export Validation Details. .. |
= Back Finish | [% Cancel Help
A2l
13. Select NBAR and NetFlow for both devices, Click Next.

Configure Cisco Devices

Steps

Select Features

1. SNMP Settings

. CLI Settings (Configuring)
. LI Settings (Monitaring)
. Yalidating Devices

. Select Features

. Enable Polling

. Update Device

L= I = ]

. Devices Configured

Select the Features you want ko use on the devices, Learn more about each feature in the Help section,

Device I I NetFlow

Mediatrace

MEAR.
Eranchi-LA.doloud. cisco, col I =2
am

< Back | Mext = I Fimist I

Cancel

Help

A22

14. Select all technologies excepting LAN.

15. Set the interval to 30 seconds for each device, Click Next.

Lab A.2: Client Device Discovery
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Configure Cisco Devices

Steps

Enable Foling

1. SMMP Setkings

Select the Features vou want to ackively monitor, and the polling rate For the devices. Learn mare about
each feature in the Help section.

2. (LI Settings (Configuring)
3. CLI Seftings (Manitoring)
4. Validating Devicss Device | Pol | qos | Flow | PsLa | Routing | cane | mterval |
Branchi-LA.dchaud.cisco.com [ v v [ [C [30seconds -]
5. Select Festures B e
6. Enable Polling
7. Update Device
&. Devices Configured
* LAN poling occurs every 15 minutes
* For SMMP w3, please see the User Guide on configuring LAN polling.
< Back | Mext = I Fimish | Cancel I Help |
A23

Note: For our class Labs we are gathering data every 30 seconds to reduce wait time

when we make changes. In a production environment this may generate more network

traffic than desired.

16. Select Send Updates to Devices and click Send.

Configure Cisco Devices

Steps

Update Device

1. SMMP Settings

. CLI Settings (Configuring)
. (LI Settings (Monitoring)
. Yalidating Devices

. Select Features

. Enable Polling

. Update Device

o w] oA B W

. Devices Configured

The selected devices will be updated based on the configuration changes if necessary,
fou may choose to manually configure the devices.

Warning: once update processes have been started you will not be able ko return to earlier screens, Learn
more about each Feature in the Help section.

+ Send Updates ko Devices

" Manually Configure Devices k

Export Update Commands. .. I

< Back [ext = | Finistr | Cancel Help

Device Skakus Description I
Eranchi-LA, dcloud. cisco.com [%] Update Required: click to view
Branchz-My, dcloud. cisco.com o Update Required: click to view

A24
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17. Once the updates are pushed successfully, click next.

Configure Cisco Devices

Steps

Update Device

1

z
3
4
5.
&
T
g

. SMMP Setkings

. CLI Settings {Configuring)
. LI Settings {Monitoring)
. walidating Devices

Select Features

. Enable Poling

. Update Device

. Dewvices Configured

The selected devices will be updated based on the configuration changes if necessary,
‘¥ou may choose ko manually configure the devices,

Warning: once update processes have been started you will nok be able to return to earlier screens. Learn
more about each feature in the Help section,

Device I Skatus Descripkion
Eranchl-LA.dcloud. cisco, com Update Successful
EBranchiz-NY .dcloud. cisco.com Update Successful

1+ Send Updates to Devices Send |

| Manuwally Configure Devices

Export Update Commands. .. |

= Back Fimish | Cancel Help

A25
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18. Click finish to add the devices into the topology.

Configure Cisco Devices
Steps Devices Configured
1. SMMP Settings The fallowing devices have been configured. Learn more about each feature in the Help section,
2. CLI 3ettings (Configuring)
Drevi 5

3. CLI Settings (Manitoring) _evie I ST

Eranchi-LA, deloud, cisco, com CEF, NBAR, ©O3, IP 5LA, Flows, COLLECTOR, 30 ...
4. Walidating Devices Branchz-MY.dcloud.cisco.com CEF, NBAR, QOS, IP 5L&, Flows, COLLECTOR, 30 ..,
5, Select Features
6. Enable Polling
7. Update Device
8. Devices Configured

= Back I Mext = | i Finish % Cancel | Help I

A 26

Now that you have added three devices to the topology, they should look familiar to the image
below. What is important to remember is that you should only bring in interfaces that will have
interesting traffic, to you, traversing them. We will not need all the interfaces that have been
included, so in one of the next Labs we’ll remove the unneeded interfaces.
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Lab A.3: Export/Import Device Configuration

Lab Steps:

1. From the File Menu select Export Devices.

Ly 198.18.133.34 - Remote Desktop (
LivEActiun - localhost

File | %iew Users Qo5 Flow  Rou

add Device
Discover Devices ul
Import Devices I

Export De[::{es ‘I

Manage Devices

Refresh Devices

Remove Network Objects

Exit

2. Deselect GigabitEthernet2 and Loopback0 from the 198.19.1.1 and 198.19.2.1

devices.
B Export Devices K
Type here to fiter resuits
Add/Up... Name Type Device Serial 1P Address Description Line Rate (Kb..,  Node Site Site CIDR Data Canu.. ¥
[l Branchi-LA.deloud.cisco.c... Router 101 158.19.1.1 Cisco 105 Software [Denal], ... Local LA 100.LL 198,150, []
- GigabitEthernetl Interface 198.19.1.1 Branchl LAN 1,000,000
O . GigabitEthernet? Interface 100.64.1.2 Internst 2,000
GigabitEthernetd Interface 10,255,1.2 MPLS 1000
I T S T S s O N I |
O H Interface 10,000,000
O Interface 10,000,000
[l HQ-BLddoud.cisco.com  Router 2 135.16.129.24 Cisco 105 Software [Denal], ... Local HQ O
- GigabitEthernetl Interface 196.18.129.24 HQ-LAN 1,000,000
GigabitEthernet2 Interface 100.64.0.2 Internet 1,000,000
O Loopbacko Interface £,000,000
O - Nl Interface 10,000,000
O - VigIP-Nully Interface 10,000,000
E HQ-BZdcoud.cisco.com  Router 3 198.18.129.25 Cisco 10S Scoftware [Denal], ... Local o] O
- GigabitEthernetl Interface 198.18.129.25 1,000,000
. GigabitEthernet? Interface 10.255.0.2 1,000,000
O Loopbackd Interface 10.0.0.102 £,000,000
IH - Nl Interface 10,000,000
O - VigIP-Nully Interface 10,000,000
[=} HQ-MC.dcoud.cisca.com  Router 1 138,18,125.23 Cisco 10S Scoftware [Denal], ... Local o] O
- GigabitEthernetl Interface 198.18.129.23 1,000,000
(] - Loopback0d Interface 10.0.0.103 £,000,000
O Wulky Interface 10,000,000
O - VelIP-Nulo Interface 10,000,000

Export to CSV Close

A28

3. Select Export to csv.
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4. On the Export window give the file a name.
5. Export the csv to the desktop, or appropriate directory.

Expurt the content to a C5¥ file B
Lockin: I. Deskkop j b i

- Libraries
A Administrator
18| Computer
?; Metwark
. Livedction Upgrade

updateintetface, csy

File name: Iupdateinterface‘csv [}s Export I
Files of type: ICS\.- files (*,csv) LI Caneel |

6. Close the export devices window.

7. Select File and Import Devices.

- 198.18.133.34 - Remote Desktop
Live.m:tion - localhost

File | Wiew Users o5 Flow  Rou

Add Device

Discaver Devices

| Impott Devices h | =

Export Devices I
Manage Devices
Refresh Devices

Remove Mebwork Objects

Exit

8. Select the file you previously exported.
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mport from a CSY file
Look in: I. Desklop ﬂ ? s v

- Libraries
& Administrator
| Computer
E“; Metwark
Liveaction Upgrade

File name: |updateinterface.csv Import

Files of bype: ICSV files (*,csv) _I Cancel

9. Click Add/Update Devices.

@ Add/Update Devices X
Devices selected for Add/Update will be added or updated Q-
Add/Upd... Name Type Device Serial IP Address Vendor Model 105 Version Description Line Rate (K... MNode Site Site CIOR Datz Ce...

[} Branch1-LA.dcloud.cisco.... Router 101 198.19.1.1 Cisco ciscoCSR1000v  16.3.2 Cisco 10S Software [Denali], ... Local LA 10.0.1.1, 198.1... C
GigabitEthernetl Interface 198.19.1.1 Branchl LAN 1,000,000
GigabitEthernet2 Interface 100.64.1.2 Internet 2,000
GigabitEthernet3 Interface 10.255.1.2 MPLS 1,000
Loopbackd Interface 10.0.1.1 8,000,000
Hullo Interface 10,000,000
VoIP-Hullo Interface 10,000,000

=} HQ-B1.dcloud.cisco.com Router 2 198.18.129.24 Cisco cscoCSR1000v  16.3.2 Cisco 105 Software [Denali], ... Local HQ E
GigabitEthernetl Interface 198.18.129.24 HQ-LAN 1,000,000
GigabitEthernet2 Interface 100.64.0.2 Internat 1,000,000
O Loopbackn Interface 8,000,000
O Hullo Interface 10,000,000
O VoIP-Nullo Interface 10,000,000

=} HQ-B2.dcloud.cisco.com Router 3 198.18.129.25 Cisco cscoCSR1000v  16.3.2 Cisco 10§ Software [Denali], ... Local HQ I:
GigabitEthernetl Interface 198.18.129.25 1,000,000
GigabitEthernet2 Interface 10.255.0.2 1,000,000
Loopback Interface 10.0.0.102 8,000,000
Hullo Interface 10,000,000
VoIP-Hulld Interface 10,000,000

[} HQ-MC.dcloud.cisco.com  Router 1 198.18.120.23  Cisco ciscoCSR1000v  16.3.2 Cisco 10S Software [Denali], ... Local HQ [
GigabitEthernetl Interface 198.18.129.23 1,000,000
Loopbackd Interface 10.0.0.103 8,000,000
Hullg Interface 10,000,000
VoIP-Hullo Interface 10,000,000

< >
Add/Update Davices Import from CSV Export to CSV Close

A32

10. Click OK to use the Default SNMP settings.
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A
Hods -
* Use the Defaulk SMMP connection settings Edit |

" Enker SMMP connection setkings for this device

SHMP Yersion Ih‘ersinn 20 LI Target Part |161

Cammuniky String I

Ok Q{J Cancel

A33

Your Topology Pane will now show the appropriate devices/configurations.
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Lab A.4: Saving Server Configurations

Prior to upgrading the LiveAction Software, or to retain existing Server configuration for use in
the case of a hardware failure or misconfiguration, the current configuration file may be
Exported to a local or network drive.

Lab Steps:

1. Open the LiveNX WebUI, select Settings.
= TReathon

Sites, Devices, Intertaces by Stanus Active lerts

SITES: 2 DEVICES: 4 INTERFACES:

SITES & [} DEVICES L o INTERFACES L 3

A 34

2. Select Configuration.
= Treachon

sattings

CONFIGURATION

ent
m mport MAINTENANCE

EXPORT CONFIGURATION

3. Click Export.

4. Enter encryption password if preferred.
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Export Configuration [<]
Save in: I. Desktop j 5 |5 | FEE
- Libraries
gf & Administrator
SO (1% Computer
?! Metwork
D 1 LiveAction Upgrade
Desktop
My Documents
iL
~
Computer
m File name: IlONOVlS_Upgrade| Save
-
B Files of type: ILiveAcﬁon Exported Configurations (*.Ifg) LI Cancel |

5. Select an appropriate place to save the file, give the file a name, then click Save.
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Lab A.5: Connect via Remote Desktop Connection

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect, but you may use RDC as an alternate way to connect to your Student Pod.
SKIP this Lab if directly connecting with the LiveNX Client on your local workstation.

To connect using Microsoft Remote Desktop on Windows, or a compatible Remote Desktop
client on Linux and Macintosh, follow the steps below. On Windows you can typically find
Remote Desktop in START > ALL PROGRAMS > ACCESSORIES.

Note: Use the information from the Lab Details table to connect to the desired device.

Lab Steps:

Connect to the virtual Windows Workstation Desktop using the IP Address, username, and
password pre-printed on the Class Worksheet, unless otherwise instructed.

6. Launch a Remote Desktop Connection.

7. BEFORE selecting Connect, click the General tab. (On Macintosh this will be the
Preferences menu and Login tab.)

DIAGRAM

& Remote Desktop Connection - 4

| Remote Desktop
~>¢) Connection

General Display Local Resourcss  Experience  Advanced

Logon settings
5 L Erter the name of the remote computer.

L

Computer: 158181334 ~

Usermame: | DESKTOP-6SVEDIF\administrator

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

[] Mways ask for credentials

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

Save Save Az Qpen...

4 Hide Options Help

A 37

a. Enter the following fields:
*Computer: <ipaddress>:20201
(From your Lab Access worksheet)
*Username: administrator (or otherwise defined by instructor)

8. Set the RDC session properties on the Display tab so that your video is a minimum of
1200x800 resolution... this may NOT be changed once the connection is active. See
next page for example.
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DIAGRAM

&% Remote Desktop Connection - X

| Remote De;ktop
“>9 Connection

General Display  Local Resources Experience  Advanced

Digplay configuration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

el ' e

Full Screen

[]Use all my monitors for the remote session

Colors
. Choose the color depth of the remote session.

Highest Quality (32 bit) w

Display the connection bar when | use the full screen

(= Hide Options Help

A 38

9. Select Connect.
10. Enter the workstation password: C1sc012345 (or otherwise defined by instructor).
DIAGRAM

Windows Security -_ _I .—' |
Enter your credentials
These credentials will be used to connect to vm.opnet.com.
DESKTOP-6SVEDIF\administrator
[consesnasd
1
—
I\:\ Use another account
[C] Remember my credentials
i
Ly |
11. Click OK.

Once successfully connected to your Pod you will see the Windows Desktop, and be able to
access the LiveNX Server, Client, and other pod resources.

Note: Occasionally Remote Desktop may freeze its connection to the Pod workstation. If
this happens, close the Remote Desktop window, and start again at Step 1 above. This
will continue your lab session and will not lose any work.
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