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IMPORTANT INFORMATION - Please Read!

The step-by-step Labs in this Workbook have been written specifically for the LiveAction
Training Student Pod, documented herein. All “Pods” have been pre-configured with the
appropriate software and generated traffic to successfully perform these labs. Pay attention to
any Notes presented as:

Note: This is a note example which gives additional information to the specific context.

The Diagrams, or screen shots, throughout this Workbook are examples for demonstration
purposes and may not reflect the appropriate parameters for the classroom and/or your specific
subnet. Unless specifically directed to do so, do not attempt to match the settings displayed in
the screen shots to your configuration.

Traffic collected by your assigned Pod may not be synchronized with other Student Pods, and in
some cases... due to specific application traffic timing, may not display the exact result specified
in the Labs. The main intent is to know HOW to access the information... not to attain specific
lab results.

Throughout this document italics, bold fonts, and words in CAPS, are used to place emphasis
on specific procedures or results.

© Copyright 2021, LiveAction, Inc.



Lab .0

Lab 0. Setup and Get Connected



Lab 0.1: Connect to the Lab Network

For this class, each attendee or Student will connect to and manage their own LiveNX
installation. In this lab you will connect to the classroom lab environment. In some locations
you may first be asked to connect your laptop to the Internet.

Your instructor will assign a dedicated environment or “Pod” to each Student, and may provide
you with a handout containing connectivity information specific to your Pod. Each Pod has the
LiveNX Server and Client pre-installed, with some initial configuration already performed. Each
Student will manage:

Local:

1 x PC Workstation to be used as a Management PC (Your Laptop)
1 x Installed LiveNX Client

1 x Browser

Remote Student Pod
1 x Windows Workstation accessed via RDC (optional) with an installed LiveNX Client and
Browser
1 x LiveNX OVA Linux install
1 LiveNX Server
1 LiveNX Node (installed on LiveNX Server)

DIAGRAM
Lab Status : Time Left:

Topology Lab Details

Real Intemet

INET

st )
\ G 10
wst1 Active_Directory : ]
HE e e \'“-} 8981330 / BLHG
LLRTRE T
l-m(- 1589812210 o 1818301 e 8 a2
- GEe: 138 18 12823 o8I 10288
A :
wab_sarve LiveAction  |§ B2H0 [
j e agon: 1128801
MPLSY MELS2

e e mmm e eeeemeeeeeeeemeeeeeeeeeenn ¢ :Branch2 159.19.2.024

In the diagram above your workstation is connected over the LAN or WAN to your assigned
Training Pod resources.

Note: Make sure to consult the Infrastructure Diagram, as well as specific classroom
instructions for names, IP addresses, and other parameters. The screen shots in this Lab
Workbook are examples which may NOT reflect the appropriate parameters for the
classroom and/or your specific subnet.
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Each student is provided with login credentials to our Training Lab Website, which includes
connection information as illustrated below. Your Instructor may provide additional class-
specific addressing and credentials. You may wish to Bookmark this Web Page, or Make a
written note of this information for later reference.

DIAGRAM

— Lab Status Time Left - |JETTERIT
= LeamingLabs Menu 50AYS 4 HOURS

Topology Lab Details

B Overview

A Labs Introduction

1 Liveaction iivenx admin Student 35.231.127.249 443
§ Access Devices
2 B1-HQ HQ-B1 admin Clsco12345 35.231.127.249 20019

3 inetl INET1 admin Clsco12345 35.231.127.249 20018
4 inet2 INET2 admin Clsco12345 35.231.127.249 20020
5 inet3 INET3 admin Clsco12345 35231127249 20021
6 BR1 Branchi1-LA admin C1sc012345 35231127249 20001
7 B2-HQ HQ-B2 admin C1sco12345 35231127249 20022
8 MPLS1 MPLS1 admin C1sco12345 35231127249 20010
8 MPLS2 MPLS2 admin Clsco12345 35.231.127.249 20009
9 ER2 Branch2-NY admin Clsco12345 35.231.127.249 20000
10 wikstl Administrator Administrator Clscol12345 35.231.127.249 20201
n Activedirectory Administrator Administrator Clsco12345 35.231.127.249 20202
12 PC1 Administratar Administrator Clscol12345 35.231.127.249 20203
13 pPC2 Administrator Administrator C1sc012345 35231127249 20204

Lab Steps:

1. Connect your workstation to the Management Network with an Ethernet cable (or, if
available, connect to the Wireless network per the instructions provided by your
instructor).

2. Verify connectivity to the Internet by opening a browser to www.liveaction.com.

Note: Make sure to consult the Infrastructure Diagram and worksheets, as well as specific
classroom instructions for names, IP addresses, and other parameters. The screen shots
in this Lab Workbook are examples which may not reflect the appropriate parameters for
the classroom and/or your specific subnet.



http://www.liveaction.com/

Lab 0.2: Connecting to Your Training Pod

Throughout this Lab Workbook, you will be directed to connect to your Pod resources... use the
IP Address & Port information provided in your assigned Web connection document.

The instructor will have emailed credentials/login information to you prior to the start of the
Training Session... similar to that below...

DIAGRAM

LiveNX Training - Credentials for Hand's-on Labs - Message (HTML)

file  Message Insert  Options  FormatText  Review  Help Q@ Tell me what you want to do
ﬁj Calibi -1 - A A EE = A Q8 | U aachFie- Fl fo- @J 3 | "
= O | Bcach tem- =1
Paste 2. A = 5= | Address Check Assign Dictate
¢ BIUu|Z2-A-Bl==|==
- Book Names | [ Signature~ Palicy - -
Clipboard 1= Basic Text [ Names Include Tags ml voice My Templates| &

To. LiveAction Training:
E Ce

Send
Subject | Liyelli Training - Credentials for Hand's-on Labs

Here are YOUR credentials for today's Training session. Click on the link, below... and use the Username & Password provided to
connect to your Training Pod resources:

Username Password Admin URL

https-//enterprise_criterionnetworks. com/criterion/learings/co details-acct ing labs?
LA__ Student9d 5St@op5 id= -learr =a7c07a852cf5945ach20beb73ee3afb11&user=liveactionuserd

Click the URL above to open your Training Pod Admin page.

You may wish to check this link to get the latest versions of Student Guide, Lab Workbook, and LiveNX Client Installer. Updated 1
April 2019: https://www.liveaction.com/support/training-resources/

If you are unable to connect to our web-based Training Pod, you will not be able to participate in the hand's-on Labs throughout the
course. We will be using LiyghX Client v. 8.1.1 during this session.

Lab Steps:
1. Click the URL provided in the email.

Note: If clicking-on the URL does not automatically launch your default browser you may
need to copy the URL to your browser address bar.

2. Enter the Username & Password as provided in the email.

3. Tick the “Terms of Service” box.

4. Click Enter.

5. Inthe Learning Labs menu click Access Devices to display your Lab Details.

— 0 Lab Status : Time Left :
= Learning Labs Menu 2 DAYS 17 HOURS

& Overvi i :
< Overview Topology Lab Details s

A Labs Introduction

1 Liveaction livenx admin Student 104.196.66.177 443

2 B1-HQ HQ-B1 admin C1sc012345 104.196.66.177 20019
3 inet1 INET1 admin C1sco12345 104.196.66.177 20018
4 inet2 INET2 admin C1sco12345 104.196.66.177 20020
5 inet3 INET3 admin C1sc012345 104.196.66.177 20021
6 BR1 Branchi-LA admin C1sco12345 104.196.66.177 20001
7 B2-HQ HQ-B2 admin C1sco12345 104.196.66.177 20022
8 MPLS1 MPLS1 admin C1sc012345 104.196.66.177 20010
8 MPLS2 MPLS2 admin C1sco12345 104.196.66.177 20009
9 BR2 Branch2-NY admin C1sc012345 104.196.66.177 20000
10 wkst1 Administrator Administrator C1sco12345 104.196.66.177 20201
1 Activedirectory Administrator Administrator C1sco12345 104.196.66.177 20202
12 PC1 Administrator Administrator C1sco12345 104.196.66.177 20203
13 PC2 Administrator Administrator C1sc012345 104.196.66.177 20204
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Lab 1

Lab 1: QoS Configuration
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Lab 1.0: Introduction to QoS

In this lab we are going to walk through the story of implementing QoS for a small WAN network
using LiveNX. When complete we will have used LiveNX to:

¢ Identify and validate critical traffic is marked with a DSCP tag

e Build Shaping Policies

e Prioritize Voice & Video

e Protect high priority data

o Police scavenger/low priority traffic

¢ Validated QoS is working end-to-end

Below is a diagram of sample network. There are three WAN locations. Each location has full-
mesh connectivity provided by a MPLS network. The connectivity is designed as follows:

e HQ - no provider CIR

e NY - 1.544Mb provider CIR

e LA- 1.544MB provider CIR
For the sake of this lab assume there is no other QoS on the service provider’s backbone.

1.544Mb CIR

Remember from the presentation that QoS is done in 4 steps:
e Step 1 — Recognizing Application traffic (Classification and Marking)
e Step 2 — Prioritization (Queueing and Shaping)
e Step 3 — Throttling Traffic (Policing and WRED)
e Step 4 — Buffer Tuning

We will use LiveNX to walk through this story.

10
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Remember from the slide presentation there are several components to this step.
Live/Action

Step 1 - Recognize Application Traffic
Classification and Marking

Step 1 - Day 0: Application Landscape

Step 2 - Use Filters{Search to identify traffic in LiveNX

Step 3 - Use visualization & reports to confirm traffic

Step 4 - Standardize on DSCP values

Step 5 - Use visualization & reports to validate DSCP

Step 6 - Update Qo5 policies on routers/switches/etc,

Step 7 - Confirm QoS policies via visualization & reports in LiveNX

Day 0 Tasks
The first item that must be understood to successfully implement QoS is to understand a
business’s critical applications. In our sample network the following applications have
been defined as the highest priority:

e Voice (rtp)

e Video (Lync)

e SIP

e Citrix

e NetFlow
e SNMP

e SSH

e Telnet

e Salesforce

We will next use several LiveNX Flow reports to understand the application landscape

11



Lab 1.1: Run Baseline Reports

1. From the LiveNX Client, Run the Reports > Flow > Applications > Application
a. Keep all filters and report at their default settings
b. Implement a Search of “wan”
c. Execute Report

B Flow Reports - [m} X
Q- Type here to filter reports. icatit I (o)
-Protocol ~
Protocol Port c - ~ )
-Application Group Appllcatlon 15m 1h 6h 1d 1w 3
“Application Flow Dura 00/21/21, 02:39:20 PM to 09/21/ PM  Data bin 1 minute
Top Wan Applications
Site Traffic Applicatior L ) = o =
N EIIIGE] All Devices -~ M All Interfaces Number of flows: 1,295 M utilize Long Term Cache
Site to Site Applicatior
Siteto e Performer Fiter - - Graph
-DSCP vs Application
Business Relevance
Traffic Clase Search wan X - ?
HTT® Host
-QoS
Network 1.2 Mpps e
“Interface Bandwidth £ 1.1 Mbps -
Bandwidth Summary 1 Mbps |-
“Traffic Volume Pair
Outbound Bandwidth | 900 Kbps
-Bidirectional Network o 800 Kbps -
Source or Destination | 700 Kbps
“Network Pair 5 = 500 Kkbps
Source Networl 3
@
‘Destination Network 500 Kbps
Sidirectional AS Pair 400 Kbps |-
-Source or Destination 300 Kbps
AS Pair 200 khps
Source AS
Destination AS 100 Kbps
Interface Bandwidth 0 bps
-Exporter Site Bandwic ¥ Sep 21,02:41 PM Sep 21, 02:43 PM Sep 21, 02:45 PM Sep 21,02:47 PM Sep 21,02:40 PM Sep 21, 02:51 PM Sep 21, 02:63 PM
a 3 Date
Report Actions Show Total Bit Rate
Save Number of datasets: 20 Q
Save As Application Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rats Peak Packet Rate
Create [ rtp-audio 104 26 MB 153,831 228.03 Kbps 170.92 pps 263.33 Kbps 186 pps A
[] statistical-p2p 74 15 MB 18,927 135.48 Kbps 21.03 pps 258.70 Kbps 40 pps
Edit [A unknown 106 15 MB 19,437 132.53 Kbps 21.60 pps 150.79 Kbps 23 pps
Delete [ rtp 15 15 MB 17,929 129.00 Kbps 19.92 pps 266.62 Kbps 40 pps
[A rtp-videa 15 14 MB 17,729 127.51 Kbps 19.70 pps 144.78 Kbps 21 pps
Schedule 10.21.1.154 101 4 MB 7,151 37.71 Kbps 7.95 pps 100.22 Kbps 25 pps
sip 77 2 MB 12,804 14.46 Kbps 14.23 pps 25.17 Kbps 25 pps
POF ica 28 1MB 17,195 10.19 Kbps 19.11 pps 10.98 Kbps 20 pps
Export to CSV apenwebnet 54 728 KB 979 6.47 Kbps 1.09 pps 10.55 Kbps 1pps
lanrevagent 30 618 KB 5,192 5.50 Kbps 5.77 pps 10.96 Kbps 11 pps
Help nntp 31 399 KB 6,018 3.54 Kbps 6.69 pps - -
ftp 2 289 KB 6,260 2.57 Kbps 6.96 pps - -y
v

Notice that this report is looking at All Devices and all outbound Interfaces tagged with WAN.

Review the applications on the network — all business critical applications are represented.
Notice voice (rtp) & video (openwebnet) are top applications by volume in this network — this is
often not the case in real networks.

This provides a good general breakdown of the overall usage of the business critical on the
WAN network as a whole

2. Run the Reports > Flow > Network > Interface Bandwidth Summary Report
a. Keep all filters and report at their default settings
b. Implement a Search of “wan”
c. Execute Report

Copyright 2021, LiveAction, Inc.
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B Flow Reports

Q- summary

= Reports
= Network

Bandwidth Summary

® Voice/Video Performance (M

- AnyConnect

= Network Users
Network Users Bandwidt
Network Users Endpoint
Network Users Apphcatio
Metwork Users Summary
Network Users Applicatio)
Network Users Applicatiol

|« >

Report Actions
Save

Save As

Creats

Edit

Delete

Schedule

PDF

Export to €SV

Help

Source ULV

nterface Bandwidth Sumemary

Interface Bandwidth Summary

09/21/21, 06:00:53 AM to

21,06.15.53 AM  Data bin. 1 minute

“f o Janntermsces ~
(AT =D efaultFilterGroup ~ I

B tiize Long Term Cache

Number o

(LT Basic Flow v | Time Series  ~ J Bit Rate

HQ-BZ.ddoud-cisce com - GigabitEthernetz

500 kbps
400 Kbps
s 0 kbor
+ 300 kbos
&
& 200 kbos
100 Kbps
Obps
Sep21.0802 AW Sep21.0604AM  Dep20.0800AM  Sep21.0008AM  Sep21.06000AM  Sep29.062AM  Sep21.0814AM Sep 21,086 AN
Dats
Humber of datassts: 2 Q-
Site Dewice Interface Name Service Provider Direction Total Flows Total Bytes Total Packets Average Bit Rate Awverage Packet Rate Peak Bit Rate Peak Packet Rate
HQ HQ-B2 GigabitEthernet2 MPLS INGRESS 583 44 MB 137,539 387.45 Kbps 152.82 pps. 452,43 Kbps. 192 pps
MO HQ-E2  GigabiEthems MRS EGRESS 37 3amB 104,489 338,67 Kbps 1610005 41183 Kbos 140 pos
Branchl-L&.deloud cisco.com - GigabitEthernet
400 Kbps
300 Kbos | /\

This will provide an understanding of each sites’ overall WAN utilization.

3. Re-run this report, but update the Search to: “wan & flow.app=rtp”

This provides an understanding of the utilization of just Voice (rtp) on each WAN circuit.

4. Re-run this report, but update the Search to: “wan & flow.app=openwebnet”

This provides an understanding of the utilization of just Video (Lync) on each WAN circuit.

5. Re-run this report, but update the Search to view other key applications as desired.

6. Run the Reports > Flow > Address > Site Traffic

a.
b.
c.

Keep all filters and report at their default settings
Implement a Search of “wan”
Execute Report

= Address
Top Canversations
Bidirectional Source/D
Source or Destination
Destination Address
Source Address
Destination Address P
Source Address Popul
Site Traffic
Destination Site Traffi
Source Site Traffic

Applications

Qos

Network

Voice/Video Performance

Application Performance (

Firewall

WAN

iR

wireless.

AnyConnect

LiveAgent

Miscellanzous

Network Users
Network Users Bandw
Network Users Endpoi
Network Users Applicz v

TEEFEEEEEESDSH

< ]

Report Actions
Save

Save As

Create

Edit

Delets

Schadule

POF

Export to CSV

Help

B Flow Reports
Q- Type here m filter reports
= Reports ~

Site Traffic

Site Traffic

5 21, O

Execute Report

Number of fl

AM to 09/21/21 Data bin: 1 minute

M utiize Long

So -] AlInterfaces

v . ]

[UCTY ~O efaultFiterGroup [IETY B asic Flow

Search wan

800 kbps
700 kbps
600 kbps

]
& 500 kbps

=4
£ 400 kbos
300 kbps
200 Kbps
100 kbps
Obps

Sep 21,0008 AM

Sep 21,0807 AM Sep 21, 00:00 AM Sep21,08:11 AM

Datz

Sep21,00:13 AM Sep 21, 00:15 AM Sep 21,0817 AM

[+/] Show Total Bit Rate

Number of datasets: §

Source Site Destination Site
LA Internet
Internet [
Internet Internet
Unknawn Internet
=] uniknawn unknown

Total Flows

254
348
2

Total Bytes
39MB
7ME

6MB
19k
4568

Total Packets
110,311
102,042
33426
244
6

Average Bit Rate

348.95 Kops
327.24 Kbps
56.71 Kbps
167.04 bps
4.05 bps

Average Packst Rate
122.57 pps.

113.38 o5

37.14 pps

0.27 pps

0.01 pps

Peak Bit Rate
429,80 Kops

375.53 Kops

70,42 Kops

320.00 bps

.00 bps

Peak Packst Rats

153 pps
127 pps
45 pps|
Qpps
Qpps
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Observe the breakdown of bandwidth between site pairs.
7. Re-run this report, but update the Search to: “wan & flow.app=rtp”
This provides an understanding of just Voice (rtp) on for the site pairs.

8. Re-run this report, but update the Search to view other key applications as desired.

9. Run the Reports > Flow > Address > Destination Site Traffic
a. Keep all filters and report at their default settings

b.
c.

Implement a Search of “wan”
Execute Report

B Flow Reports

O Type here to filter reports

S-Address

Top Conversations
Bidirectional Source/D
Source or Destination
Destination Address
Source Address
Destination Address P,
Source Address Popul
Site Traffic

Source Site Traffic

- Applications

Qos

) Network

Voice/Video Performance
- Application Performance (
- Firewall

WAN

PR

Wireless

AnyConnect

LiveAgent

- Miscellaneous

o Network Users

Network Users Bandw
Network Users Endpoi
Network Users Applicz v
< >

[=-Reports A

Report Actions

Destination Site Traffic

Destination Site Traffic

09/21/21, 06:05:12 AM to 09/21/21, 06:20:12 AM  Data bin: 1 minute

BIIIIGEY All Devices ~

g -

All Interfaces

[FIEId “D efaultFilterGroup [e]EzT 1Y Basic Flow

Execute Report

Number of flows: 819

15m 1h 6h 1d 1w 30

M utilize Long Term Cache

~ | Time series v | Bit Rate

Search wan

700 Kbps |-
500 Kbps |-

400 Kbps

Bit Rate

300 Kbps
200 Kbps
100 Kbps

Obps

Sep 21, 06:07 AM

S2p 21, 08:00 AM Sep 21,08:11 AM Sep 21, 06113 AM

Date

Sep 21, 08:15 AM

Sep 21, 08:17 AM Sep 21, 06119 AM

Save Show Total Bit Rate

Save As Number of datasets: 3 Q-

Create site Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate

Edit Internet 595 4208 114,401 372.25 Kbps 127.11 pps 46171 Kbps 143 pps
LA 219 EST) 101,031 32125 Kbps 112.26 pps 409.26 Kbps 139 pps|

Delete Unknown s 2808 5 2.49 bps 0.01 pps 0.00 bps 0pps

Schedule

PDF

Export to CSV.

Help

Observe which sites are being sent the most data.

10. Re-run this report, but update the Search to: “wan & flow.app=rtp”
This provides an understanding of which sites are receiving the most Voice (rtp).

11. Re-run this report, but update the Search to view other key applications as desired.
12. Run the Reports > Flow > Address > Source Site Traffic Report

a. Keep all filters and report at their default settings
b. Implement a Search of “wan”
c. Execute Report

14
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B Flow Reports

Qtr Type here o filter reports.

Address
Top Conversations
i~ Bidirectional Source/D
Source or Destination
{~Destination Address
Source Address
{~Destination Address P
Source Address Popul
i~ site Traffic
D estination Site Traffi
'
Applications
Qos
Network
#Voice/Video Performance
Application Performance (
Firewal
WAN
PR
) Wireless
AnyConnect
LiveAgent
#-Miscellaneous
Network Users
“Network Users Bandw
Network Users Endpoi
“Network Users Applicz v

< >

[l Reports ~

Source Site Traffic

Source Site Traffic

09/21/21, 06:06:30 AM to 09/21/21, 06:21:30 AM

Source FNILEYEE v All Interfaces

Data bin: 1 minute

Execute Report

Number of flows: 856 M utiize Long Term Cache

[FIEY D efaultFilterGroup

vmmd

[eIETeli)l B asic Flow ~ | Time Series  ~ } Bit Rate

Search wan

Report Actions
Save

Save As

Create

Edit

Delete

Schedule

PDF

Export to CSV

Help

L T S
600 Kbps f--———

Bit Rate

300 Kbps -

200 kbps

100 Kbps

0bps

Sep 21, 06:08 AM

Show Total Bit Rate

Number of datasets: 3

site Total Flows

Internet 602
LA 218
2l unknown 36

Total Bytes Total Packets
43 MB 133,375
38MB 106,717

20KB 269

Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate
376.73 Kops
337.85 Kbps

181.26 bps

148.19 pps
118.57 pps
0.30 pps

435.26 Kbps
429.80 Kbps
360.00 bps

169 pps
153 pps
0 ops

Observe which sites are sending the most data.

13. Re-run this report, but update the Search to: “wan & flow.app=rtp”

This provides an understanding of which sites are sending most Voice (rtp).

14. Re-run this report, but update the Search to view other key applications as desired.

After running these reports we now have a good understanding of how the network is being
utilized. We also know per application the breakdown of bandwidth utilization per site.

We will want keep this understanding in mind as we continue through the lifecycle of the QoS
project and beyond.

15



Lab 1.2: Building Filters

The reports we have used so far were using NBAR for recognizing specific types of traffic such
as Voice (rtp) or Video (Lync). This can be an excellent way to see specific applications that are
known by NBAR. In real networks though, NBAR is a great, but not a perfect solution for
recognizing traffic. Often, one may see multiple different NBAR definitions for the same type of
application (cisco-phone-audio and cisco-jabber-audio) if no NBAR Protocol Pack
standardization has occurred or NBAR will return unknown results if Protocol Packs are old.

To overcome these challenges with recognizing specific applications of interest, LiveNX Filters
provide an excellent way to administratively define application definitions. As an example, we
are now going to build a filter in LiveNX that could be used for recognizing a Cisco
CallManager IP Phone system. This is just one example. In a real network the concepts
presented should be repeated for other applications of interest on the network.

Lab Steps:

1. From the LiveAction map, select the Flow Tab

Qo3 Flow [ Routing | TP SLA | Lan |

Search Example: (site = Honoluly | site = Chicago) & wan &

2. To Edit or Create a filter, click the = | icon from the options at the top of the map:

I.D.II Flow Types Vl ICurrent Tirne Vl ICurrent Polling Interval Vl E *DefaultFilkerzroup Vl |T0|:- 50 Vl ﬂ IDSCP Vl

3. The Display Filters Setup Dialog appears

Flow Display Filters Setup x|

V. CreateFilter 7 Copy g Delete  5ff Rename  Filter Entry Details

Filter Entry Action: (% Show or ¢ Hide the following

IP Type: {F IPvAGnly £ IPvE Only € Both [Pvd &IPvE

Filter Entries

Color M. ing Label & Color: (|Web hd
[ addEntry [57 Add Other Filter [3 Remove Reference [B  [By clor Happmg olor: I s
B
W *DefaultFiterGraup i I Advanced |
\Web] Referenced Filter: Web r [T Match Protocol[Ports :I
[internet] Referenced Filter: Internet - R S R
INebuork Management] Refarenced Fiter: Network Mansgement gzlga‘:it“g::n a pre-defined list of protocols/applications or create new

[Enterprise Applications] Referenced Filter: Enterprise Applications
[Voice] Referenced Filter: Voice | Ll Create  # Edit By Copy
[Video] Referenced Filter: Video

[Metwork Mail Services] Referenced Filter: Network Mail Services

[Directory] Referenced Filter: Directory

- [Routing] Referenced Filter: Routing

[+ [Peer-to-Peer/Mon-essential] Referenced Filter: Peer-to-Peer/Mon-essential
[All-Remaining] Show Both IPv4 & IPv6

r [T Match IP, Range, Subnet

| £
Source: | _I
Destination: | J
ntgd by spaces (e.g.,
.1)
I~ | Match DSCP
| =

r [T | Match Device Interfac

Match flows traversing through a particular device's interface

1% | Inbound and Gutbound (~ Inbound ¢ Outhound

Mote: Ttems marked with a (¥) are non-historical

Note: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter LI
drop-down box.
Help QK I Cancel | Apply |

4. In the Filter selection pull-down, select the Voice Filter
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. - ucers Setup x|
¥. Create Filter %7 Copy % Delete [ Rename [ Filter Entry Details
LI Filter Entry Action: {* Show or (* Hide the following
IPType: {+ IPvaCnly (" IPvéOnly ¢ BothIPv4 &IPvé
B Color Mapping Label & Color: | Skinrry v
T Voice Basic | advanced |
[VoIP] Show TPv4 Only - [% Match /Ports =
TSkinny] S C
" Select from a pre-defined list of protocols/applications or create new
8 [Ventrio TCP] Show TPy Only (Prot/App=ventrio tcp) s FEEEEET
M [Ventrilo UDP] Show IPw4 Only (Prot/App=ventrilo udp)
[H323] Show IPv4 Only (Prot/App=h323) |skinnv Ll o Create 7 Edit [y Copy
[RTP] Show IPv4 Only (Prot/App=rtp)
M [51P] Show IPv4 Only (Prot/App=sip) 7 skinny
+.[§ (L4 Pratocol=TCP) AMD (5rc OR Dst=2000 GR 2001 OR 2002)
- [ Match IP, Range, Subnet
IMatch IP Addresses Regardless of Source or Destination j
Source: | |
Destination: | I
Enter IP addresses, ranges, andfor subnets separated by spaces (e.q.,
172.120.0.1 192.168.0.0/24 10.0.0.1-10.100.0.1)
- [~ Match DSCP
[oee I7|
- [~ Match Device Interface
Match flows traversing through a particular device's interface
I"fé\]giHE.rEfErEnna‘mm =l |"1EOBC-J.--] | |
Mote: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter % Inbound and Outbound £ Inbound ¢~ Cutbound: LI
drop-down box.
Help oK I Cancel | Apply |

In its default form, the Voice filter is not built for any specific Vendor’s solution. We will modify
this filter to make it useful in a Cisco CallManager environment. We will Delete, Add, and Edit

the entries of the filter.

Flow Display Filters Setup

% Create Filter "Rz Copy K Delete Ny Rename

Filter: I\n'cice

Filter Entries
[ addentry [57 Add Other Filter [§ DeleteEntry [ [y

[VoIF] Show IPv4 Only (ProtfApp=voip)

[ventrila TCPF] Show IPw4 Only (Prot/App=ventrilo tcp)
[ventrilo UDP] Show 1Pw4 Only (ProtfApp=ventrilo udp)
[H323] Show IPv4 Only (Prot/app=h323)
M [RTF] Show IPv4 Only (Prot/App=rtp)

- [SIF] Show IPv4 Only (Prot/App=sip)

Mote: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter
drop-down box.

Help |

- Filter Entry il

Filter Entry Action: ¥ Show or { Hide the following

IP Type: f« IPv40Only  IPv6Only  Both IPv4 &IPvé

Color Mapping Label & Color: IISkinny

-7

Basic I Advanced |

- ¥ Match F 1/ Ports 1=
Select from a pre-defined list of protocols/applications or create new
definitions
Iskinny j op Create 7 Edit [y Copy
T skinny

- [T Match IP, Range, Subnet

IMatch IP Addresses Regardless of Source or Destination

Source: I

Destination: I

I
Enter IP addresses, ranges, and/or subnets separated by spaces (e.qg.,
172,120.0.1 192,168.0.0/24 10.0.0.1-10.100.0.1)

- ™ Match DSCP

|.j (BE)

- [ Match Device Interface

Match flows traversing through a particular device's interface

x| |-=cecoj

& Inbound and Gutbound € Inbound ¢ Gutbound

I *76059_143.referentia.com

OK I Cancel |
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Note:

5. To delete unused Entries simply select it and click Delete Entry above the list of

entries.
a. Delete VolP
b. Delete Ventrilo TCP
c. Delete Ventrilo UDP

6. To add and entry simply click Add above the list of entries.

The following filters may already be present in the Training Pod. Name your new
filters with your name or initials.

7. Name it MGCP

8. Tick “Match Protocols/Ports”

9. Inthe dropdown, select MGCP

~Filter Entry Details

] Filter Entry Action: (* Show or § Hide the Following

IP Type: + IPw4Cnly © IPv6 Crly & Both IPw4 & IPvE

Color Mapping Label & Color: IMGCP

Basic | advanced

-~

Select from a pre-defined lisk of pro

applications or create new
definitions

T -

Create 7 Edit [y Copy

S macp

{L4 Protocol=TCP

R Dst=2427 OR 2428 OR 2727)
rorocol=UDR} AMD (Src OF Dst=2427 OR, 2727}

- [~ Match IP, Range, Subnet

IMatch 1P Addresses Regardless of Source or Destination

Source: I

Destination: |

Enter IP addresses, ranges, andfor subnets separated by spaces (e.g.,
172,120,001 192.163.0.0/24 10.0.0,1-10,100,0,1}%

AR

- [ Match DSCP

[0 (EE)

- [ Match Device Interface

Match flows traversing through a particular device's inkerface

I*Branchl-Lﬁ.dcluud.cisca.cam LI I*Ethernettlll'tl

= Inbound and Guthound € Inbound ) Guthound

Mote; Ikems marked with a %) are non-historical

(0] 4 I Cancel |
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Edit Entries the following entries with these updates:
H323 - TCP/UDP = Src or Dst = 1718 1719 1720
SIP - TCP/UDP = Src or Dst = 5060 5061 5062
RTP - UDP = Src AND Dst = 16384-32767

[ Fiow Display Filters Setup B
. Create Fiker %7 Copy N Delete ffa Rename Filter Entry Details
Filter: I\"Dice LI Filter Entry Action: + Show or  Hide the Following

IP Type: * IPvd Cnly ( IPv6 Only  Both IPvd & IPv6
Filter Entries

[% Add Entry Ei7 Add Other Filker D* Delete Entry [b [&} Color Mapping Label & Color: IIRTP

7 voice Basic I Advanced |

[Skinmy] Showe TPw4 Only (Protfapp=skinmy)
H323] Show IPv4 Only (ProtfApp=h323)
TP] Show IPv4 Only (ProtfApp=rtp)
F] Shows IPv4 Only (ProtjApp=sip} )

MECP] Show IPv4 Only (Protjapp=mgcp) ‘ |rtD Ll o7 Create 7 Edit [y Copy

¥ Match Prak

i

Prntncnls,.-"npplicatiuns Setup

o Create Definition [y Copy 3¢ Delete 0] Rename

Defined Protocols/Applications: Irtp

Entries

(£ add Entry % Add Defined Pratfapp B¢ Delete

v_ rtp

B (Lt Protocol=LDF) AND ({Src=163 7) AHD (Dst=163" A—
Kl |

Moke: Defined protocolsfapplications added as entries are not editable he#s, :l
but can be edited by selecting them in the drop-down box above,

Entry Details tFace
Layer 4 Protocol: |LIDF (17) -] et/ -]
Ports

Moke: Other filkers added as entries are not edicable here, but cal MMatch Source and Destination Parts
drop-dawn box.

Jud]

Destination: [16384-32767
Enter port numbers or ranges separated by spaces (e.q., 80 88-443)

Help | [0]'8 I Cancel |

10. When finished, you should have something that looks like the following:
a. MGCP - TCP/UDP = Src OR Dst = 2427 2727 & TCP = Src or Dst = 2428
b. H323 - TCP/UDP =Src OR Dst =1718 1719 1720
c. SIP - TCP/UDP = Src OR Dst = 5060 5061 5062
d. RTP - UDP = Src AND Dst = 16384-32767

=l
Heb_| Source; [16384-32767 _I cancel | apply |

Note: This updated voice filter will work well for our Lab purposes, but in areal

networks, it would probably be best to also include IP addresses and/or subnets to these

filters for eliminating any false positives.
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Lab 1.3: Validating Filters

The example Filter we created should show us the Voice traffic in our network. The
following reports will allow us to confirm the traffic.
Lab Steps:

1. From the LiveNX Client map, select the Flow Tab

Qo3 Flow [ Routing | TP SLA | Lan |

Search Example: {site = Honolulu | site = Chicago) & wan &

2. From the options at the top of the map, select the following settings
IAII Flow Types LI ICurrent Time ll ICurrent Palling Interval :I E I\-'Dice LI ITDD 50 LI ﬂ IDispIay Filter Colors LI

You should be presented with a Flow visualization similar to the following diagram

19101 004

Confirm in the legend there is Voice traffic being matched. You should see RTP & SIP being
matched.

Color Mapping By Display Filker Colors

M MGCP
M Skinney
H323
BRTF
*36 MEB [ 30 flows
M sIP
*#*A17KE | 12 flows

20
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3. Run the Miscellaneous > User Filter report
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”
c. Execute Report

B Flow Reports

Q- Type here o filter reports. _ UserFilter |

Reports

- Address H

© aopleatons User Filter
Qos
) Network 9/21/21,06:16:44 AM 10 09/21/21, 08:31:44 AM  Data bin- 1 minute
Voice/Video Performance (M

- Application Performance (AV| So i All Interfaces Number of flows: 453 M utiize Long Term
- Firewall

PR
Wireless Search wan -
AnyConnect

LiveAgent
= Miscellaneous 800 Kbps |-
user Fiter
Destination Country 700 Kbps -
Source Country
Device Flow Count 600 Kbps -+
Application with Group ]
= bps |-
Multicast Audit g 500 Kbps
Search Calls By Number S 400 ks |-
[ Network Users @
- Analysis 300 Kbps |
Analytics
Custom Reports 200 Kbps {+-
100 Kbps
0bps
< > SR 21,0918 AM Sep 21,08:20 AM Sep 21,00:22 AM Sep 21, 0824 AM Sep 21,08:28 AM Sep 21,0828 AM Sep 21, 06:30 AM
Date
Report Actions
Save show Total Bit Rate
Create Name Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate
Edit =] ventrio Tcp 8 778 208,632 686.54 Kbps 23181 pps 807.94 Kbps 270 pps|
Ventrilo UDP 105 2m8 16,128 18.50 Kbps 17.92 pps 22.22 Kbps 22pps
Delete
Schedule
PDF
Export to CSV
Help
v

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN?” interfaces. This will show the volume of bandwidth of the matched
applications in the Voice filter

4. Run the Reports > Flow > Applications > Application report
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”
c. Execute Report

21



B Fiow Reports

Protocol Port
Application Group
Application Flow Durat
Top Wan Applications
Site Traffic Application
Site to Site Applicatior,
Site to Site Performan
DSCP vs Application
Business Relevance
Traffic Class

HTTP Host

Qos

) Network

Voice/Video Performance
- Application Performance (
- Firewall

WAN

PR

Wireless

AnyConnect
LiveAgent

- Miscellaneous
) Network Users

< >

- u} X
Q- Type here to filter reports. |  Application | ~
Reports
- Address = -
Application
Protocol

Report Actions

save

Save As
Create

Edit

Delete
Schedule

PDF

Export to CSV

Help

C 06:18:08 AM to 09/21/21, 06:33:08 AM  Data bin: 1 minute
All Interfaces Number of flows: 417 M utiize Long Te
Fier KCT ~ [T S eoscrion |
Search wan x -
800 Kbps

3y 500 Kbps -

5

2 400 Kbps

z

300 kbps
200 Kbps
100 Kbps

0bps

Sep21,00:20 AM

Sep21,08:22 AM Sep21,09:29AM

Show Total Bit Rate

Number of datasets: 7

Sep21,08:28 AM
Date

Sep21,09:28 AM Sep 21, 06:30 AM Sep 21,0832 AM

Application Total Flows Total Bytes Total Packets

= 95 60 1B 121,105
rip-audio 42 9MB 58,458
[] openwebnet o8 1MB 1,836
sip 71 1MB 10,469
[=] unknown 74 611 KB 1,670
[] ianrevagent 14 348 KB 2,077
[Z] satistical-download 23 120 kB 320

Average Bit Rate
535.53 Kbps
82.60 Kbps
12.11 Kbps
10.96 Kbps
5.43 Kbps
3.09 Kbps
1.07 Kbps

Average Packet Rate

Peak Bit Rate Pezk Packet Rate

134.56 pps 646.74 Kbps 155 pps
64.95 pps 95.32 Kbps 76 pps
2.04 pps 17.10 Kbps 2pps
1163 pps 12.22 Kbps 13pps
1.86 pps 7.73 Kbps 2pps
2.31pps 3.62 Kbps 2pps
0.37 pps 1.68 Kbps 0 pps

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN” interfaces.

Review the applications matching the Voice Filter. Notice how NBAR sees voice (rtp), sip and

video.

Is this right? Shouldn’t we just see Voice (rtp and sip) in this report?

5. Run the Reports > Flow > Analysis > IPs and Ports report
a. Select the Voice filter, but leave all parameters at their default settings

b.

Implement a Search of “wan”

c. Execute Report

22
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B Flow Reports

Q- ips | Psandports

[=-Reports
=-Analysis
ips and porf
1ps and Application

IPs and Ports
21/21, 06:21:23 AM 1o 09/21/ M Data bin: 1 minute

M Wait for Dns resolution

LI Al D evices All Interfaces Number of flows: 418 M utiize Long Term Cache

Filter BIES 3 [eleT i) Basic Flow Bit Rate

Search wan

800 Kbps

FOO Kbs |- P ——— e =T
600 Kbps

500 kbps

400 kbps

Bit Rate

300 Kbps

200 Kbps

100 Kbps

Obps

Sep21,00:23 AM Sep 21,00:25 AM Sep 21,00:27 AM Sep 21, 06:20 AM Sep 21, 06:31 AM Sep 21, 00:33 AM Sep 21, 00:35 Al
Date

Save As Show Total Bit Rate
Create Number of datasets: 25 Q-
Edit SrcUser... DstUse.. SrcIP.. Src.. Src.. DstIP.. Dst.. Dst.. Pro... D... Applicati.. Total... Total... TotalP... AverageB... Average Pac.. Peak Bit... Peak Pack...
Delete N 108.10.1.81 LA 20100 198.18.1... Internet 20100 UDP . rp 14 13 M8 16,565  119.04 Kbps 18.41 pps  147.00 Kbps 21pps A
- 198.15.1.80 LA 20100 198.18.1... Internet 20100 UDP rp 14 13 MB 16,167 116.12 Kbps 17.96 pps  145.34 Kbps 21 pps
Schedule N 108.18.1... Internet 20100 198.19.1.81 LA 20100 UDP rp 13 13 M8 15541 111.54 Kbps 17.27 pps  144.26 Kbps 22 pps
PDF - 198.18.1... Internet 20100 198.19.1.80 LA 20100  UDP rp 13 12 MB 15,430 110.83 Kbps 17.14 pps  150.65 Kbps 22 pps
- 108.10.1.84 LA 31196 198.18.1... Intarnet 19420 UDP rip-audio 14 5MB 27,007 48.17 Kbps 30.11pps  52.48 Kbps 32pps
Export to CSV - 198.18.1... Internet 31196 198.19.1.84 LA 19420  UDP . p 13 5 MB 25,696 45.68 Kbps 28.55pps  57.09 Kbps 35 pps.
- 198.19.1.81 LA 20004 198.18.1. Internet 20004  UDP rip-audio 14 2me 15,934 17.52 Kbps 17.70 pps  21.49 Kbps 21 pps
Help - 198.15.1.80 LA 20004 Internet 20004  UDP rip-audio 14 2 MB 15,647 17.21 Kbps 17.39pps  21.38 Kbps 21 pps v

Notice the ports for Lync and rtp are in the same range of 16384-32767.

Note: In areal network, we would want to work with the various system owners and
assign unique port ranges if possible. But in this example we can use LiveNX’s Filter
and Search to help identify both types of traffic.

6. Re-run this report, but update the Search to: “wan & (flow.app=rtp | flow.app=sip)”

B Fiow Reports

@ here to filter reports.

eports IPs and Ports
#-Address
- Applications 09/21/21, 06:23:51 AM to 09/21/ M Data bin: 1 minute Execute Report
Qos
- Network W Wait for Dns resolution
Voice/Video Performance (M . ~
& Application Performance (AV] ETIT(A All Devices All Interfaces Number of flows: 161 M utiize Long Term Cache
i Firewall Filter NT=S v outbound [EJET Basic Flow Bit Rate
WAN
PR Search wan & (flow.app=rtp | flow.app=sip) x - 2
Wireless
AnyConnect
LiveAgent
Miscellaneous
Network Users 600 Kbps
=-Analysis
Top Analysis 500 Kbps
;o< and por
]
All Unique Flows £ 400 Kps
-1ps and Application o
Analytics £ am04
~Custom Reports @ Kbps
200 kbos
100 Kbps
0bps
Sep 21, 00:25 AM Sep 21,00:27 AM Sep 21,0029 AM Sep21.00:31 AM Sep 21,0033 AM Sep21,00:35 AM Sep 21,00:37 AM
@ B Date

Show Total Bit Rate

Save Number of datasets: 12 Q-
Save As SrcUser.. DstUser.. SrclP.. Src DstIP... Dst.. Dst.. Prot.. D.. Applic.. Total.. Total Total Pa... Average Bi.. Average Pack... Peak Bit... Peak Packe...
Create - 108.10.1.81 LA 20100 198.18.1... Internet 20100  UDP ™ 14 13MB 16533 118.67 Kbps 18.37 pps 147.00 Kbps 21 pps
- 198.18.1... Internet 20100  UDP . 14 13MB 16216 116.26 Kbps 18.02 pps  145.34 Kbps 21 pps
Edit - 108.10.1.81 1A 20100 UDP ™ 13 13MB 15542 11134 Kbps 17.27 pps 144.26 Kbps 22 pps
Delete - LA 20100 UDP [ 13 12MB 15324 109.72 Kbps 17.03 pps  150.65 Kbps 22 pps
- LA 19420 UDP 46 (EF)rp 13 5u8 25607 45.68Kbps 28.55pps  57.00 Kbps 35 pps
Schedule - LA 20004 UDP 46 (EF) rtp 14 2MB 15,992 17.59 Kbps 17.77 pps  22.12 Kbps 22 pps
oF - LA 20004 UDP 46 (EF)rp 14 2u8 15743 17.31 Kbps 17.49pps 2167 Kbps 21 pps
- 198.19.1.81 LA 5060 Internet 3970  TCP 0 (BE) sip 14 334 KB 1,994 2.97 Kbps 2.22pps  3.34 Kbps 2pps
Export to CSV - 198.19.1.80 LA 5060 Internet 3670  TCP 0 (BE) sip 14 333K 1,087 2.96 Kbps 221pps  3.20 Kbps 2 pps
- Internet 5060  TCP 0 (BE) sip 14 259 KB 2,980 2.30 Kbps 3.31pps 2,57 kbps 3pps
Help - LA 5060 TCP  0(BE) sip 13 252K8 2,806 2.24 Kbps 3.22pps B -
- Internet 5060 TCP 0 (BE) sip 11 27 KB 284 237.57 bps 0.32 pps - v

Notice LiveNX provides the ability to focus on just the traffic of interest!

23



Note: In areal world scenario we would repeat these steps for each of the business
critical applications to ensure LiveNX has Filters to accurately identify the traffic.

24
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Lab 2

Lab 2: Classification & Marking
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Lab 2.1: QoS Class Models

Now that we have used LiveNX'’s Filter and Search capabilities to accurately identify and
understand the business critical traffic, we need to assign DSCP markings (QoS tags) on the
traffic. In this lab, we are going to use the following 5 class QoS model:

EF (46) rtp

AF41 (34) openwebnet

SIP, SNMP, NetFlow,

AF31 SSH, Telnet, Citrix,
Salesforce

CS1 (8) Unknown yet

BE (0) n/a

We need to now update the legends in LiveNX to understand these selected DSCP values of
interest.

Lab Steps:
1. From the LiveNX Client, select the Flow Tab

Qo3 Flow [ Routing | TP SLA | Lan |
Q Q |Ta|:u|e | 4% Refresh |

Search Example: (site = Honoluly | site = Chicago) & wan &

2. From the options at the top of the map, select the ) icon:

”P.II Flow Types LI ICurrent Time LI ICurrent Polling Interval L” E I\p'c-ice LI ||TD|:I 50 L” E DSCP
3. Set the Attribute to DSCP
4. Update the values to match those selected for the lab’s 5 class QoS model.

Select an attribute to remap the flow colors, Click the color swatch to modify the colar For
each walue,
Attribute IDSCP - I
Select a DSCP value Fram the drop-down lists below
DSCP |0(BE) [~
M DscP |18 (aF21) =]
I DSCP |26 (AF31) =]
DScP |34 (8F41) =]
mosr [ - |
W CscF |24 (C33) |
W DscP |32 (C34) |
W DscF |48 (C36) |
CSCP |46 (EF) =]
I (Remaining)
oK | Cancel |
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Lab 2.2: Validate DSCP Markings

Now that we have selected our QoS model, we should validate if any DSCP values are already
being used.
1. From the LiveAction map, select the Flow Tab

Qo3 Flow | Routing | 1P LA | Lan |

Seatch Example: (site = Haonoluly | site = Chicago) 8 wan &

2. From the options at the top of the map, select the following options
IP.II Flow Types LI ICurrent Tirne LI ICurrent Palling Interval LI E I\p'c-ice LI ITop 50

You should be presented with a Flow visualization similar to the following diagram

3. Confirm in the legend what DSCP values are seen.
Color Mapping By DSCP

0 (BE}
*14 MB [ 31 flows
W 15 (AF21)
26 (AF31)
T4 (AF41)
*26 MB [ 4 Flows
W:icst)
W 24 (C53)
32 (C54)
W 45 (C56)
46 (EF)
*17 MB [ 16 flows
Rernaining
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Since we have the Voice Filter in place, we would hope to only see EF and/or AF31 per the 5
Class QoS model that was chosen for this network. Because there are more values seen, we
will further narrow the scope of the filter.

4. Update the Search to “flow.direction=Egress”

Qo3 Flow [ Routing | 1P SLA | LAM |

Search Flaw,direction=Eqgress

Notice that all traffic leaving LA is DSCP 0(BE) (light blue). That is definitely not correct.

CRTRE T

orar

[F=

Brhin

=

v Fumnchaar Branch L&
Bl res]
[ .

tar

baesd
1SRG

Note: In subsequent labs the traffic specified in these labs may NOT be available due to timing
of the replays, or traffic availability. You may try looking for alternate types of traffic. The intent
of these labs is to demonstrate the settings and process for using filters, not necessarily the
specific traffic found.
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We’'ll use LiveNX Client reports to investigate further.

5. Run the Reports > Flow > QoS > DSCP report
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”

c. Execute Report

B Flow Reports

- a x
Q- Type here to filter reports. | i bsee |
Reports
©-Address ; .
& Applications DSCP 15m 1h 6h 1d 1w 3
Qos
User Filter DSCP Audit 09/21/21, 06:27:56 AM to 09/21/21, 06:42:56 AM  Data bin: 1 minute Execute Report
-Application DSCP Audit
Site to Site User Filter D [SIQULTY All D evices . J Al Interfaces z Number of flows: 410 B utilize Long Term Cache
“Site to Site Application D|
#-Network

- Voice/Video Performance (M search wan

#-Application Performance (AV|
- Firewall 800 kbps
WAN
PR 700 Kbps |-+
#-Wireless
AnyConnect 600 Kbps |-
LiveAgent
- Miscellaneous 4 500 Kbps
#-Network Users o ‘
& Analysis & 400 kbps
Analytics o ‘ ‘ |
Custom Reports 300 kbps |- ‘ ‘ |
- | | |
o | | |
Obps E
Sep 21, 08:29 AM Sep 21,08:31 AM Sep 21, 08:33 AM Sep 21, 08:35 AM Sep 21,08:37 AM Sep 21, 08:39 AM Sep 21,068:41 AM
Date
< >

Show Total Bit Rate

Heport Actions umber ol datenee: 2

save DscP Total Flows Total Bytes Total Packets Average Bit Rate
Save As |Zl34 (aFa1) 54 s2M8 64,140
46 (EF) 177 20 MB. 116,066
Create o e5) 179 2MB. 14,107
Edit

Average Packet Rate Peak Bit Rate Peak Packet Rate

460.86 Kbps 71.27 pps 557.78 Kbps 85pps

173.37 Kops 128.96 pps 206.00 Kbps 155 pps
20.12 Kbps 15.67 pps 23.36 Kbps 18pps

Delete

Schedule

PDF

Export to CSV

Ltelp

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN?” interfaces. This report is good to show the overall bandwidth of Voice traffic
in the network and the percent of Voice bandwidth that is / is not marked as desired.

6. Run the Reports > Flow > QoS > User Filter > DSCP Audit report.

a. Select the Voice filter, but leave all other parameters at their default settings
b. Implement a Search of “wan”

c. Execute Report

29



B Fiow Reports

- a X
Q- Type here to filter reports. User Filter DSCP Audit ~
=-Reports
#-Address = = . an
= Applcatons User Filter DSCP Audit 15m 1 6h 1d 1w 304
Qos
User Filter DSCP Audit 09/21/21, 06:29:06 AM to 09/21/21, 06:44:06 AM  Data bin: 1 minute
Application DSCP Audit
Site to Site User Filter D [Ty All D evices v All Interfaces
Site to Site licati D
DSCP Filter ol Outbound [eIET B asic Flow v | Time series v | Bit Rate
# Network
Voice/Video Performance (M Search wan x -7
i Application Performance (AV|
- Firewall 800 Kbps
WAN
PR 700 Kbps -
Wireless
AnyConnact 600 Kbps {-------
LiveAgent
& Miscellaneous ] 500 Kbps
- Network Users ;
#-Analysis = 40 Kbps
Analytics =
-Custom Reports 300 Kbps
200 Kbps
100 Kbps
0bps
Sep 21,06:31 AM Sep 21,08:33 AM Sep 21, 06:35 AM Sep 21,08:37 AM Sep 21, 06:39 AM Sep 21,00:41 AM Sep 21, 06:43 AM
Date
< >
Show Total Bit Rate
Report Actions Number of datasets: § Q-
Save Site Filter Match Name DscP Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate
Save As = RTP 34 (AF41) 28 26MB 32,734 234.78 Kbps 36.37 pps 285.18 Kbps 43 pps|
HQ RTP 34 (AF41) 26 25MB 30,935 221.76 Kbps 34.37 pps 292.98 Kbps 44 pps|
Create = [y RTP 46 (EF) 97 10 MB. 59,726 £9.47 Kbps 66.36 pps. 101.19 Kbps 76 pps|
Edit HQ RTP 46 (EF) 81 10 MB 56,477 84.64 Kbps 62.75 pps 109.90 Kbps 82 pps|
5 [7y sP 0 (BE) 56 966 KB 7,383 8.50 Kbps 8.20 pps 10.38 Kbps 10 pps
Delete [ Ho S 0 (BE) 26 583 KB 4,898 5.19 kbps 544 pps 6.36 Kbps 605
Schedul [l He RTP 0 (BE) 51 493 KB 1,345 4.30 Kbps 1.49 pps. 6.01 Kbps. 2pps
chedule
LA RTP 0 (BE) 45 249 KB 678 2.22 Kbps. 0.75 pps 3.37 Kbps 1 pps
PDF
Export to CSV
Heln

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but

specifically “WAN?” interfaces. It is showing the Source Site, the Filter match, and the DSCP
value of the match.

Make note of the DSCP values, especially where you see 0 (BE). We will need to implement/fix
the QoS at these sites.

Remember how the ports for Lync and rtp are in the range of 163840-32767. This means that
they will both show as RTP here. We would hope to see both 46(EF) and 34 (AF41) for RTP. It
is good we already see some of this, but we need to make this better.

7. Run the Reports > Flow > QoS > Application DSCP Audit report.
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”

c. Execute Report
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B Flow Reports

- [m] X
Q-+ Type here to filter reports. Application DSCP Audit S
“Reports
Address = = - - .
- Applications Application DSCP Audit 15m 1h 6h 1d 1w
=-Qos
- User Filter DSCP Audit 09/21/21, 06:30-38 AM 1o 09/21/21, 064538 AM  Data bin" 1 minute
Application DSCP Audit
~Site to Site User Filter D ELITILY All D evices ~ All Interfaces Number of flows: 418 M utilize Long Term Cache
Site to Site Application D
- DSCP Filter ol Outbound [T Basic Flow v | Time Series v | Bit Rate
# Network
Veice/Video Performance (M Search wan R~ ?
i Application Performance (AV|
- Firewall 800 Kbps
WAN
PR 700 Kbps |-
Wireless
AnyConnect 600 Kbps |-
LiveAgent
#-Miscellaneous & 500 Kbps |-
i Network Users ;
#-Analysis T 400 Kbps
Analytics =
“Custom Reports 300 Kbps
200 Kbps
100 Kbps
0bps
Sep 21, 06:32 AM Sep 21, 06:34 AM Sep 21, 06:35 AM Sep 21,06:38 AM Sep 21, 06:40 AM Sep 21, 06:42 AM Sep 21, 06:44.AM
Date
< >
Show Total Bit Rate
Report Actions Number of datasets: 12 Q-
Save Site Application pscp Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate
Save As =y I 34 (AF41) 28 27 M8 32,995 237.28 Kops 36.66 pps 285.18 Kbps 43 pps
HQ p 34 (AF41) 26 25 MB 31,027 223.45 Kbps 34.47 pps 292.98 Kbps 44 pps|
Create = rp-audio 46 (EF) 42 aMB 56,858 83.17 Kbps 65.40 pps 95.32 Kbps 76 pps
Edit HQ p 46 (EF) 40 amMe 56,456 79.43 Kbps 62.73 pps 101.95 Kbps 80 pps|
= sip 0 (88) 55 920 k8 7415 .18 Kops 7,98 pps 10.38 Kbps 10 pps,
Delete ZI LA openwebnet 46 (EF) 54 704 KB 947 6.26 Kbps 1.05 pps 8.15 Kbps 1 pps
chedule 2l Ho openwebnet 46 (EF) 45 661 KB 888 5.88 Kbps 0.99 pps 12.94 Kbps 2005
HQ unknown 0 (BE) 55 485 KB 1,208 4.31 Kbps 1.44 pps 6.01 Kbps 2 pps
PDF HO lanrevagent 0 (8E) 14 349 k8 2,083 3.10 Kbps 231 pps 3,66 Kops 2005
HQ sip 0 (BE) 13 253 KB 2,014 2.25Kbps 3.24 pps 2.76 Kbps 3 pps
Export to CSV LA unknown 0 (8€) 2 126 KB 42 1.12 Kbps 0.38 pps - E
Help LA statistical-download 0 (BE) 23 126 KB 341 1.12 Kbps 0.38 pps.

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but

specifically “WAN?” interfaces. It is showing the Source Site, the application name as learned
from NBAR, and the DSCP value of the match.

Make note of the DSCP values, especially where you see 0 (BE). We will need to implement/fix
the QoS at these sites.

Also note where Video (MS-Lync) is showing as 46(EF).

Note: After validating the DSCP values using the Voice Filter, you would want to create
more filters for the other priority applications of the network and repeat these steps.
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Lab 2.3: Rogue DSCP Markings

We will also want to ensure that any non-priority traffic is not accidently or maliciously given a

high priority DSCP value.
Lab Steps:

1. Run the Reports > Flow > Analysis > IPs and Application report.

a. Select No Display Filter, but leave all parameters at their default settings

b. Implement a Search of “wan & flow.dscp=EF”

c. Execute Report

B Fiow Reports

Ps and Application

Q-ip

[=-Reports
(= Analysis

IPs and Application

09/21/21, 06:33:51 AM to 09/21/21, 06:48:51 AM

1Ps and Ports

@ips and Application

Data bin: 1 minute

ELITIEY All D evices ~ All Interfaces

Filter

v outbound

Search wan & flow.dscp=EF

Execute Report
tion

M wait for Dn

15m 1h 6h 1d 1w 3

g
§

Bit Rate

0bps

Sap21, 00:35 AM Sep 21,0037 AM Sap 21, 06:30 AM

Report Actions

Sep21,00:91 AM

Dats

Sap 21, 00:3 AM

Sep 21,0046 AM

Sep 21,0047 AM

save [ show Total 8it Rate
Save s Number of datasets: 10 Q&
Create
SrcIP Addr  SrcSite DstIP Addr DstSite DSCP  Application Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate
edit [l1esi0084 LA 108.18.128.84 Internet 46 (EF) rip-audio 14 5MB 27,266 48.47 Kbps 30.30 pps 53.01 Kbps 33pps
Delete 198.18.128.84 Internet  198.19.0.84 LA 46 (EF) o 13 5MB 25,215 44.83 Kbps 28.02pps 57.81 Kbps 36pps
Clissiote LA 108.18.128.81 Internet 46 (EF) rip-audio 14 218 16,019 17.62 Kbps 17.80 pps 2172 Kbps 21 pps,
Schedule 198.10.1.80 LA 108.18.128.80 Internet 46 (EF) rtp-audio 14 218 15455 17.00 Kbps 17.17 pps 20.91 Kbps 21 pps
BF [7]196.18.128.81 Infernet  198.19.1.81 LA 46 (EF) rp 13 218 14,740 16.22 Kbps 16.38 pps 22.62 Kbps 23 pps,
[Cl10s.18.12880 Infernet  198.10.1.80 LA 46 (EF) o 13 2m8 14,472 15.92 Kbps 16.08 pps 21.32 Kbps 21 pps;
Export to CSV Clissiote LA 108.18.126.81 Internet 46 (EF) openwebnet 2% 355 KB 478 3.6 Kbps 0.53 pps 6:47 Kbps 1pps
e 198.10.1.80 LA 108.18.128.80 Internet 46 (EF) openwebnet 2 33248 447 2.95 Kbps 0.50 pps 4.07 Kbps 0 pps
198.08.126.81 Intenet  196.19.0.81 LA 46 (EF)  openwebnet 2 23248 447 2.95 Kbps 0.50 pps 6:47 Kbps 1pps .
=

Notice the applications listed in this report.

We would hope to only see Voice (rtp) listed in this example. Anything else needs to be fixed via

an update to the networks QoS policies.

We would want to re-run this same type of report but update the Search with the DSCP values

of the other priority applications in the network.
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Lab 2.4: Configure Classification & Marking Policies

Now that we understand the traffic of the network and the DSCP values that should be marked
on each type of traffic, we can use LiveNX to implement the correct QoS policies to the traffic on
the routers.

We will create a template QoS policy and apply this to the LAN interface of each of the routers
to classify and mark the priority traffic properly.

Lab Steps:

1. From the LiveAction map, select the QoS Tab
QoS | Flow | Routing | 1P SLA | LAN |

PleiB O & & A

2. Right-click on the HQ router, select QoS > Manage QoS Settings

1801 et

y

&

Cahar

woe| Device: HQ-SJ
- Qo3 P ||| v | Enable QoS Poling
Edit Device Settings Create Policy From Template
“l’“’“ Add or Remove Inkerfaces Rewvert QoS Configuration
Refresh Device Adjust Input Qo3
Remaove Device Adjust Output Gos
Zoom to Device Manage o35 Settings
Device Tools » Manage NEAR
Statistics J apply Policy to Interface...
Wigw » Rermove Policy from Interface, ..
s Group Management » Copy Palicy ko Devices. .,
Reparts

Carwe

s Eranchzaly i
BranchiLh
= Erhiss (e
o |,

Catwr
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[ Manage Qos Settings - HQ-S.dcloud.cisco.com (198.18.129.25)

le|elalal ¢s]

Palicies ICIassesI InterFacesI

Policies Mapped Classes

oe |G| w w8 =B8R

LIYEACTION-POLICY-UMIFIED Class Mame I Classify I Marking | Queusing I Palicing | Shaping I Conpression I WRED I DEL I Unknawn

Mapped Class Dekail
I~ Crop all traffic For cass

(Elassify IMarkjng || Gueteing)| Falicing)| Shaing | Eompressian | WREDT| DEL | Wnsinparted |

Match an: Any Reference

Clazs is defined by the
criteria showe at left.

Match-amy: packet must
meet &t least one of the
criteria to ke s member of
the class.

Match-all: packet must
meet all criteriato be a
memhber of the class.

Edit: |

Help | Sawve to Device | Prewiew CLT Close

3. Select the Add Policy il icon.

4. In the Add Policy dialog, enter the name “SET_DSCP_LAN”
Add Policy

Palicy name: |SET_DSCP_LAN

(0] 4 | Cancel |

You can now see the new policy with its class-default appearing in the Policies list.

Palicies | Classesl InterFacesI

Policies

8=

[F-1g LIVEACTION-POLICY-UNIFIED

=]
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5. Right>Click on the SET_DSCP_LAN policy and select Add Class to Policy

% LIVEACTION-POLICY-UNMIFIED lass Mame I Classif
SEMl-ET Dscr Loy I
o) class-defd W1 Copy Policy...

5% Delete Policy. .

L& Add Class to Palicy

El Apply Policy to Interface...

a Remove Palicy from Interface. ..

6. Select the Create new class option and name the new class SET_DSCP_VOICE

Add Class to Policy E3

Select one of the Following options:

{ |se existing class: ILIVEACTION-CLASS-MEDIANET LI

{+ Create nev: class: ISET_DSCF‘_‘\I'OICE

Mate: This option will create an emply class, You will need ta
select the "Class kab" o add classification parameters.,

(64 | Cancel |

You will see the new class SET_DSCP_VOICE appear under the SET_DSCP_LAN policy

[E*Manage QoS Settings - HQ-51.dcloud.cisco.com {198.18.129.25)

glalalalal &|s

Policies | Classes | Interfaces |

Policies Mapped Classes

a]s [#(n(n]u[a]s B[8]8[s

F-1gg LIVEACTION-POLICY-UNIFIED Class Mame Classify IMarking Queu. .. | Policing | Shap. .. | Compre... | WRED | DEL |Unk...
SET_DSCP_LAN

class-default

L= class-default

IMapped Class Detail
™ Drop all traffic for class

Classify I Markingl Queueingl F‘olicingl Shapingl Compressionl WREDl DBLl Unsupportedl

Match on: Any Reference

Clazs is defined by the
criteria showe at left.

Match-amy: packet must
meet &t least one of the
criteria to be a member of
the clazs.

Match-all: packet must
meet all criteria to be a
member of the class.

Help | Sawve to Device Preview CLI Cancel

7. On the Classify Tab, select the Edit button
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Manage gos Settings - HQ-5.dcloud.cisco.com {198.18.129.25)

&l

alalalels
Policies Classes I Interfaces |
Classes Create and Edit Match Statements

NI et tye: (ST ~| [=:an =] & |

B LIVEACTION-CLASE i
M LIVEACTION-CLASS P M... |MatchT... | Yalug

7
({Select up ko 4 values)

Match/makch not: IMatch LI

o N B L R e

AddMatch statement Replace Match Statement |

Hi— 5
Help | Save bo Device | Preview CLI | Cancel |

8. Select the Match Type dropdown and select Protocol —using NBAR

Policies Classes | Interfacesl
Classes Create and Edit Match Skatements

&Y ED %

Match bype: (205 LI

M LIVEACTION-CLASS

Yalue; [B0Y
W LIVEACTION-CLASS

AL Marne

ACL Mumnber

Class

05

DSiCP

Frame relay DE hit

Frarme relay DLCI

RTP Prokocal - using MEAR,
HTTP Protocol - using MEAR.
Match/match not: |Input interface

IP Precedence

MAC Destination Address
MAC Source Address

MPLS experimental topmost
Packet length

Protocol - using MBAFR.
Prokocol - using MEAR. groups
05 group
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9. Select the value of rtp and click Add Match Statement. The protocol rtp will appear in
the window at the far right of the window.

Policies Classes IInterFacesI

Classes Create and Edit Match Statements

r .
|'"} Itl |)$ Match type: IPrntocoI - using NBAR

I LIYEACTION-CLASS
M LIVEACTION-CLASS Walue: |rsync 2| m | makchT yalue

10. Select the Policies tab at the top left of the screen. Notice the NBAR protocol match
on the classify tab

¥ Manage Qos Settings - HY-53.dcloud.cisco.com (198.18.129.25)

dlalalalalels

Palicies | Classes | Interfaces |

Paolicies Mapped Classes

oe (o w8 &R|B[=
@ LIVEACTION-POLICY-UNIFIED Class Name Classify Marking Gueu... | Policing | Shap. .. | Compre... | WRED | DEL |Unk...
E|--~j__] SET_DSCP_LAN SET_DSCP_WOICE

class-default

class-default

Mapped Class Detail

Classify I Markingl Queueingl Policingl Compressinnl WREDI DBLI Llnsupportedl

Makch an: Any Reference

Match : Protocol - using MEAR @ rtp Class iz defined by the
criteria show: at left.

Match-amy: packet must
meet ot least one of the
criteria ta be a member of
the class.

Match-all: packet must
meet all criteria to be a
member of the class.

Edit |

Help | Save ko Device Prewiew CLI

11. Select the Marking tab.

Cancel
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12. Select the Mark With check box and select the DSCP value of 46 (EF)

¥ Manage Qos Settings - HY-53.dcloud.cisco.com (198.18.129.25)

gla|alala| s

Policies I Classesl InterFacesI

Paolicies Mapped Classes

oleBo|n us)s @B

----a)LI'u'EP.CTION—POLIC\"—UNIFIED Class Name Classify Marking Gueu... | Policing | Shap. .. | Compre... | WRED | DEL |Unk...
E‘a SET_DSCP_LAN SET_DSCP_\WOICE DSiCP: EF

=) Al

; class-default A4
r| class-default

Mapped Class Detail

assify Marking I Queueingl Policingl Shaping ssionl WREDI DBLI Llnsupportedl

Referance

Differertiste packets
belonging to this class
bazed on marking.

Mark with:

[~ ATM Cell Lass Priarity Mark On
) - DSCP: marks a packet by
[~ Frame Relay Discard Eligible sefting the differentisted

services code point (DSCR)
value inthe type of service
(TOE) byte.

Precedence: zets the

precedence value inthe
packet header.

Help | Save ko Device | Preview CLI | Cancel |

13. Repeat these same steps for adding more classes to the SET_DSCP_LAN policy for
the other traffic types. Please use the following table for reference:

rtp
Ms-Lync

SIP, SNMP, NetFlow, SSH, Telnet, Citrix,
Salesforce

Leave blank for now
n/a
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When finished, the SET_DSCP_LAN policy should look like this:

[ +anage Qos Settings - HQ-53.dcloud.cisco.com (198.18.129.25)

) e i
glalalalale|s
Policies I Classes | Interfaces |
Policies Mapped Classes
SR IR,
- LIVEACTION-POLICY-UNIFIED Class Hame ClassiFy Marking | ... [Po. [sho] con w0
E|--E_J SET_DSCP_LAN SET_D'SCP_WOICE DSCP: EF
: SET_DSCP_WOICE SET_DSCP_WIDED DSCP: AF41
SET_DSCP_VIDEOC SET_DSCP_HIGH_PRICORITY _DATA DSCP: AF31
SET_DSCP_HIGH_PRICRITY _DATA SET_DSCP_SCAYEMGER @ DSCP; ©51
SET_DSCP_SCAVEMGER class-default ISP BE RN

Mapped Class Detail

[~ Drop all traffic For class
Classify I Markjngl Queueingl Policingl Shapingl Compressionl WREDI DBLI Unsupportedl

Match on: Any Reference

Clazs iz defined by the
criteria shove st left.

Match-amy: packet must
meet &t least one of the
criteria to be a member of
the clazs.

Match-all: packet must
meet all criteriata be a
member of the clazs.

Edit |

Help | Save to Device | Presiya CLI | Cancel

14. Select Save to Device.

A
15. Select SET_DSCP_LAN policy and select Copy Policies to Devices | -2 icon. This
will allow you to push the policy you just created to the other routers in the network.

Palicies I Classes | Interfaces |
Palicies

HEEINRBERE

[+-1g LIVEACTION-POLICY-UNIFIED
SEME-ET 0P AN

/=] SET_DSCP_WOICE
SET_DSCP_WIDEQ
SET_DSCP_HIGH_PRICRITY DATA
SET_DaCP_SCAVEMGER
class-defaulk

The Copy Policy to Devices dialog window appears.
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16. Select the policy SET_DSCP_LAN, tick the two branch routers, and select OK.

Copy Policy to Devices B |

Select a palicy:

Select the devices to which you want to save this paolicy: |

[+ Branchl-La, dcloud,cisca, com (198,19,1,1)
[+ Branchz-my.deloud, cisco.com (198,192, 1)

Ik Zancel

The SET_DSCP_LAN policy will be copied to the other routers.

Validate the changes saved successfully.

Copy Policy to Devices | x|

Saving to devices...

Branchil-La.dcloud. cisco,com £193,19.1.1)  « Succeeded
Branchz-MY.dcloud. cisco.com £198.19.2.17 «» Succeeded

Zancel |

17. Close the Manage QoS Dialog Window.
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Lab 2.5: Apply Marking Policies to Interface(s)

Lab Steps:
1. Selectthe QoS Tab

Qo3 | Flow | Routing | TP SLA | LaN |
& : 2. Right-click on the LAN interface on one of
i A - Audit g
PEHIE-RQ the routers and select QoS > Apply Policy to
Interface.

Note: The LAN interface will be GigabitEthernetl on each of the routers in this lab.

Local
A2
Other
HQ_BZ Device: HQ-B2
QoS * ||| Enable QoS Polling
Edit Device Settings Create Palicy fram Template

Add or Remove Interfaces
Refresh Device

Remove Device

Zoom to Device Manage QoS Settings
Device Tools » Manage NBAR
Statistics » Apply Policy to Interface... b
View >
Gi2 2 Group Management 3 Copy Policy to Devices...

Reports

3. Select the SET_DSCP_LAN policy and tick to apply it in the input direction.
4. Click OK.
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B Apply Policy to Interfaces x

Selecta policy:
SET_DSCP_LAN b

Select the interfaces to which you want to apply this policy:
= @ % GigabitEthernetl
& Tnput
[ 4 output
=- I:‘ % GigabitEthernetz
O & mput
[ 4 output

oK Cancel

Follow these same steps to apply the SET_DSCP_LAN policy to the other router’s LAN
interface.

Notice how when you do this for LA router, you will see a little box already around the input
side of its LAN interface.

_ oK [¥)
e Branch1-LA N (390K
198.19.1.1 Git

Sep 21, 2021 6:11 AM

Other

5. Right-click on the LA router and select QoS > Manage QoS Settings.
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Notice how it has a policy on it called “WhylsThisHere”. Notice how the class-default of this
policy is marking traffic as 0 (BE). No wonder we were seeing Voice (rtp) leaving this site as
BE!

Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

a|aljalalalels|

Palicies I Classes | Interfaces |

Palicies Mapped Classes

Die Bk ez n|n|w

-1 LIVEACTIOM-POLICY-UNIFIED Class Mame | Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DBL | Unknown
SET_DSCP_LAM class-default

El-ig WhylsThisHere

Mapped Class Detail

I Crop all traffic For class
Classify I Marking I Queusing | Policingl Shaping I Compressian I WREDI DEL I Unsupparted

Makch an: Ay Reference

Class iz defined by the
criteria showy at left

Match-amy: packet must
meet &t least one of the
criteria to be a member of
the class.

Match-all: packet must
meet all criteriato he a
member of the class

Edit |

Help | Save bo Device | Presigm CLI Close

6. Select the Interface tab
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B8 Manage Qo5 Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

HMeNad &8

Palicies Classes Interfaces

Interfaces

=l % GigabitEthernetl
.TL Input: WhylsThisHere

~1a% Oufput: <none=
= % GigabitEthernet2
' Input: <none=
1=y Output: <none=
=] % Glgab|tEthernet3
Input: <none=
=} Quiput: <none=
=] % Glgab|tEthernet4
Input: <none=
_=} Output: <nonex=
=] % Loopbacko
Input: <none=
1=y Oufput: <none=
= & nullo
~ LA nput: <none>
1=y Output: <none=
= % VorP-Nullo
Input: <none=
_=} Output: <nonex=

Interface name:
IP address:

IP address mask:

Interface description:

Pre-classify
Link Fragmentation:
Maximum delay:

Interleave

Help

Save to Device

ms

Preview CLI Close

7. Right-click on the WhylsThisHere policy that is highlighted on the input side of the
GigabitEthernetl interface.

B Manage QoS Settings -

Hedad b

Policies Classes Interfaces
Interfaces

Branch1-LA.dcloud.cisco.com (198.1¢

5

EI % GlgabltEmernetL

: '----:-.—.} Output : <none>

EI % GigabitEthernet2

R Input: <nonex

: ;-----E-.—.} Output: <none>

EI % GigabitEthernet3

Do '_" Input: <nonex
~i=p Oufput: <none:

EI % GlgabltEthernet4

: Ly Input: <none=

w128 Qutput: <nones

Input : WhylsThigHea=

"':_"_-' Palicy to Interface ri'

4| Remove Policy from Interface dr
IP addr

Interfa

8. Select Remove Policy from Interface

9. Right-click on the input side of the GigabitEthernetl interface and select Apply
Policy to Interface.

44

© Copyright 2021, LiveAction, Inc.



[ ] Manage QoS Settings - Branch1-LA.dcloud.cisco.com

NadLaad &%
Policies Classes Interfaces

Interfaces
= 5 GigabitEthernetl

4= Input: <non
- T oumut: <nc 2] Apply Policy to Interface
EIQ GigabitEthernet2 ﬂ . Oim

Remave Policy from Interface

tdgee Input : <non

E E___..:,.,} Output: <none= 1

El 5 GigabitEthernet3

: ;= Input : <none=

s Iz Output: <none>

E| % GigabitEthernett

; ;=. Input: <nones
Iz Ouiput: <none=

10. Select the SET_DSCP_LAN policy and select OK.

Apply Policy to Interface |

Select the palicy o apply ko the Input of interface Ethernetdf0:

Ik Cancel |

LiveAction Lab Workbook Pt. 2

11. Select Save to Device and close the Manage QoS Settings dialog window.
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B8 Manage Qo5 Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

HMeNad &8

Palicies Classes Interfaces
Interfaces

= €8 GigabitEthernetl
LTk Input: SET_DSCP_LAN
“iay Output: <none>
= €8 GigabitEthernet2
1
]_‘F Input: <nonex=
=} OQutput: <none=
= €8 GigabitEthernet3
Lo
Input: <nonex=
isp Output: <none>
= €8 GigabitEthernett
i 1
i-Igs Input: <none=
-1y Oufput: <nones
= % Loopbacko
R gt
]_‘F Input: <none=
i=p Output: <nonex
= & nullo
R gt
il Input: <none=
-1y Oufput: <nones
= & VolIP-Nullo
il
: Input: <none=
= Output: <nonex>

Help

Interface name:
IP address:

IP address mask:

Interface description:

Pre-classify
Link Fragmentation:
Maximum delay:

Interleave

ms

Save to Device

Preview CLI Close

12. Ensure all routers have the SET_DSCP_LAN policy applied to their LAN interface.
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Lab 2.6: Validate DSCP Settings

LiveAction Lab Workbook Pt. 2

We now need to validate the QoS policies we have implemented are working correctly.

1. From the LiveAction map, select the Flow Tab

Qo5 Flow [ Routing | 1P SLA | Lan |

Search Example: {site = Honolulu | site = Chicago) & wan &

v| ITDpSD v| EIDSCP v|

2. Update the filters to the following parameters

IP.II Flow Types Vl ICurrent Time Vl ICurrent Palling Interyval Vl E I'\-'c-ice

Notice how, when the Voice filter is in place, we now see only DSCP values 46 (EF), 34

(AF41), and 26(AF31).

.......

Color Mapping By DSCP

0 (BE}
W 15 (AFZ1)
26 [AF31)
*334 KB [ 12 flows
54 [(AF41)
*38 ME [ 22 Flows
W 3i{Cs1)
W24 (053
52 (C54)
W 45 (C56)
46 (EF)
*19ME [ 11 Flows
Remaining

h
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Remember how the ports for Voice (rtp) and Video (Lync) are in the range of 163840-32767.
This means that they will both show as RTP here. This is why we are seeing 46(EF) and 34
(AF41) for RTP.

This is what we want to see — all high priority DSCP values and no O (BE).
3. Run the Reports > Flow > QOS > DSCP report
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”

c. Execute Report

[Briow Reports HEE

G- Type here ta fiker reports

Reports
“~Interface Bandwidth
15m 1h eh 1d 1w 3

Data bin: 1 minute

Al Interfaces [

Network
E-Medianet
£ Applications (AW}
NSEL
PiR
-Wireless
AnyConnect
E-Miscellaneous
Custom Reports

Obps

0ct22,03:25 AM

Oct22,03:23 AW

0ct22,03:19 AW
Date

0ct 22,0313 AM 0ct22,03:15 AM 0c122,03:17 AM oct22,03:21 AM

¥ Show Total Bit Rate

Number of datasets: 4 Q-
Report Actions

DSCF [ Total Flows Total Bytes | Total Packsts awerage Bit Rate | Awerage Packst Rate Peak Bit Rate [ Peak Packet Rate
Save 34 (AF41) 299 101 MB 203,266 895 Kbps 226 pp: 1.3 Mbps 346 s,
Save As ¥ oieer 190 25M8 69,575 221 Kbps 77 s 405.1 Kbps. 148 pps
46 (EF) 89 25 MB. 127,994 220 Kbps 142 pps 261.8 Kbps 196 pps.
Create 71 2 (P31 118 2mg 20,585 22Kbps 23 pps 3.6 Kbps 5 pps

Edit
Delete

schedule

Export to CSY

Help

Notice how the DSCP value of 0 (BE) disappears from the graph around the same time as we
implemented our QoS Polices.

Note: For the sake of time in this lab, we are only going to focus on this one report.
Remember that in a real network, you would repeat these steps for all important
applications. We would use the same visualization and reports as we have used
previously to validate QoS polices effectiveness for all priority traffic.

Now that we have used LiveNX to review, implement and validate our QoS Matching and
Marking polices, we can now move on to step 2 of the QoS project — Prioritization.
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Lab 3

Lab 3: QoS Prioritization & Queueing
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Lab 3.0: Intro to Prioritization

Step 2 — Prioritize [Queuesing and Shaping)

*  Priority Queuing — LLO
+ CBWFQ - Guaranteed bandwidth

+ Shaping - Transmitdata to software set limit,

buffer and queue overage

LiveAction

In this lab we are going to use LiveNX for creating and validating Queuing and Shaping
policies in our network. There are two primary questions that need to be answered

before creating any configurations. These are:

¢ What is the bandwidth allocations needed for each queue?

¢ What, if any, CIRs are enforced by the service provider?
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Lab 3.1: Run the Reports!

We will tackle the bandwidth question first. The best way to answer this question is to use
LiveNX’s reporting to understand the priority application’s capacity needs.

Since we have successfully created and validated Matching and Marking polices, we can now
just reference the respective DSCP value’s bandwidth usage to quantify our applications
requirements.

Lab Steps:
1. Run the Reports > Flow > Network > Interface Bandwidth Summary report
a. Leave all Filter parameters at their default settings.
b. Implement a Search of “wan & flow.dscp=EF & flow.direction=Egress”
c. Execute Report

B Flow Reports - m] X

Type here t filter reports Interface Bandwidth Summary ~

“Reports ~
& Address - U
& Appliations Interface Bandwidth Summary 15m 1h 6n 1d 1w 304 Custom
Qos
5 Network 09/21/21, 06:45-45 AM 1o 09/21/21, 07-00:45 AM  Data bin" 1 minute
finterface Bandwidth Sf
“sanovicer sommony | | I at oeveee SlEm i —— E O ——
M =

Traffic Volume Pair
~~outbound Bandwidth [FIECIY D efaultFilterGroup

Bidirectional Network |

- Source or Destination Search wan & flow.dscp=EF & flow.direction=Egress

Network Pair
- Source Network

[eIETN] Basic Flow ~ | Time Series - | Bit Rate

Destination Network Branch1-LA dcoud.cisco.com - GigabitEthernet3
- Bidirectional AS Pair
Source or Destination 100 Kbps ([
- AS Pair 90 Kbps |-
Source AS
Destination AS @ B0Kbps |
Interface Bandwidth g 70 Kbps {p---
Exporter Site Bandwic = EOKEps |
Voice/Video Performance @
- Application Performance ( 50 Kbps |-
- Firewall Q0 KIS {Feeemeees o mm e enm s e e e e e oo Efn £ e e
WAN 30 Kiops |-
PR
Wireless Sap 21. 06:46 AM Sep 21. 06:48 AM Sep 21, 06:50 Al Sep 21, 06:52 AM Sep 21, 0654 AM Sep 21. 06:56 AM Sep 21, 06:58 AM Sep 21, 07:00 AM
AnyConnect
Y o Date
|iveanant

< >
Number of datasets: 1

Report Actions Site Device  Interface Name Service Provider Direction Total Flows Total Bytes Total Packets Average Bit Rate Average PacketRate Peak Bit Rate Pesk Packet Rats
Save LA Branchl-LA GigabitEtherne3  MPLS EGRESS o1 10MB 60,236 90.02 Kbps 66.93 pps 103.14 Kbps 77 pps
Save As

Create

Edit

Delete

Schedul:
chedule HQ-B2.ddoud cisca.com - GigabitEthernet?

PDF 100 K e e e e e e e e e S e e e e e e e e

Export to CSV
Help
v

Notice how this shows a bandwidth graph of the data being transmitted out of each WAN
interface. In this example, we are focused on Voice (rtp)/ EF traffic. This is the capacity
planning data we need for Voice.

te

2. Run the Flow > Network > Interface Bandwidth Summary report
a. Leave all Filter parameters at their default settings

b. Implement a Search of “wan & flow.dscp=AF41 & flow.direction=Egress”
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B Flow Reports

Q- Type here t filter reports Interface Banduwidth Summary

Reports ~
- Address
#-Applications

Interface Bandwidth Summary
‘Qﬂls rk 09/21/21, 06:46:57 AM to 09/21/21,07:01:57 AM  Data bin: 1 minute

interface Bandwidth S
L

RIIIGTY All D evices

[FICYY D efaultFilterGroup v

Bandwidth Summary
Traffic Volume Pair

Outbound Bandwidth
Bidirectional Network |

[eTE:Ti1) Basic Flow

Execute Report

er of flows: 27

15m 1h 6h 1d 1w 3

M utilize Long Term Cache

v | Time Series v | Bit Rate

Source or Destination Search wan & flow.dscp=AF41 & flow.direcoon=Egress

Network Pair
Source Network

Destination Network
Bidirectional AS Pair

Branchi-LA deoud.cisco.com - GigabitEthernet3

Source or Destination
AS Pair
Source AS
200 Kbps
Destination AS X
Interface Bandwidth g
Exporter Site Bandwic =
Voice/Video Performanca @ 100 eps
- Application Performance (
- Firawall
WAN
PR 0 bps
Wireless Sep21,08:48 AM  Sep21,08:50 AM Sep21,08:52AM  Sep21,08:54AM Sep21,05:58 AM  Sep 21,0653 AM Sep21,0700 AM  Sep 24,0702 AM
AnyConnect
VS v Date
|iveAnant
< >
Number of datasets: 1 Q
Report Actions
Report Actions Site Device Interface Name Service Provider Direction Total Flows Total Bytes Total Packets Average BitRate Average PacketRate Peak Bit Rate Peak Packet Rate
Save LA Branchl-lA GigabitEthernes  MPLS EGRESS 28 2718 33,133 237.99 Kbps 36.81 pps 273.70 kbps 42.pps
Save As
Create
Edit
Delete
Schedule

HQ-B2 deloud.cisca com - GigabitEthernet2
PDF

Export to CSV

Help @ 200 Kbps

Notice how this shows a bandwidth graph of the data being transmitted out of each WAN
interface. In this example, we are focused on Video (ms-Lync)/AF41 traffic. This is the capacity

planning data we need for Video.

3. Run the Flow > Network > Interface Bandwidth Summary Report

a. Leave all Filter parameters at their default settings

b. Implement a Search of “wan & flow.dscp=AF31 & flow.direction=Egress”

Q- Type here ta filter raports.

low Reports

" Interface Bandwidth Summary

Reparts
Intsrface Bandwidth
Top Analysis

1Ps and Ports
Address
+-Applications

Interface Bandwidth Summary

source T | .. | Allinterfaces

JIENY "D efaultFilterGroup [eIET N & asic Flow

Bandwidth Summary

Est. non-filtered flows: 616

Bit Rate

Traffic Volume Pair
Qutbound Bandwidth Util

Search wan & fiow.dscp=AF31 & flow.diraction=Earess

Hetwork Pa
Source or Destination N¢

Hetwork Pair HQ-SJ.deloud. cisco.com - Etherneto,/1

Source Network

Destination Metwork 20 Kbps = ey

‘Bidirectional AS Pair 7
Source or Destination A¢
-AS Pair

Source A5

‘Destination AS

MAAVAVAU VA SRV

Bit Rate

10 Kbps

5 Medianet
- Applications (AYC)

PR
o Wireless

AnyConnect Oct 24, 12:20 AM Cct 24, 12:30 AM Cct 24, 12:40 AM Oct 24, 12:50 AM
o -Miscellansous Date
“Customn Reports

Oet 24, 01:00 AM

Nurnber of datasets: 1

Oct 24, 01:10 AM Oct 24.01:20 AM

 —

Device [ interface Name Direction | TotalFlows |  Tetal Bytes Total Packets

Average Bit Rate | Average PacketR..|  Peak BitRate | Peak PacketRate |

|l — HQ-51 EthernetofL EGRESS

76,318 20Kbps

Report Actions
Save
Save As

Create

21pps 216 Kbps 23pps

Edit
! Branch1-LA.ddloud.cisco.com - Ethernet0/2
Delets

11 Kbps

Schedule

10 Kbps I | I

\
3 Kers \/ /

Help

Bit Rate

7 Kbps \/

6 Kbps ¥
5 Kbps

|
l‘ vV \\ /
Export to CSV 8 Kbps ] \/
J
|
I

PR,

=l

Notice how this shows a bandwidth graph of the data being transmitted out each WAN interface.
In this example, we are focused on High Priority Data/ AF31 traffic. This is the capacity

planning data we need for the High Priority Data.
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Note: In areal network, it would be best to have at least two weeks of data to formulate
the appropriate bandwidth allocations for the priority applications. Also remember that
since Priority/LLQ queues have a built-in policer, one would want to over provision the
settings based on these queues.
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Lab 3.2: Building Queueing Policies

1. From the LiveAction map, select the QoS Tab

Qo3 | Flow | Routing | TP SLA | LaN |

S0 & & audt

2. Right-click the HQ router, select QoS > Manage QoS Settings

e g
Tl

wee Device: HQ-5J
- fors P ||| w | Enable Qo5 Paling

=" Edit Device Settings Create Policy from Template

‘:"" Add or Remaove Interfaces Revert QoS5 Configuration
Refresh Device Adijust Tnput QoS
Remowe Device Adjust Output QoS
Zoom to Device Manage QoS Settings
Device Tools » Manage NBAR
Statistics » Apply Policy ta Tnterface. ..
Yiew » Remave Palicy from Interface. ..

s Group Management » Copy Policy to Devices. ..

Reports
e b
= = =

anee = it

The Manage QoS Dialog Window will open

[ Manage Qos Settings - HQ-51.dcloud.cisco.com {198.18.129.25)

dalalalal 6w

Palicies I Classes | Interfaces |

Policies Mapped Classes
HE IR IR ERS NN
g LIVEACTION-POLICY-UNIFIED Class Mame I Classify | IMarking | QueLUging | Palicing | Shaping | COmpression | WRED | DEBL | Unknowin I
SET_DSCP LAN class-default [ ]

Mapped Class Detail
™ | Drop all traffic For class
lassity, | [arking | GUELEng | Folicing | Shaping | COMpression | WHED | BL | Unsupparted

Match on: Ary Reference

Class iz defined by the
criteria show at left.

Match-amy: packet must
meet at least one of the
critetia to be a member of
the class.

Match-all: packet must
meet all criteriato be a
member of the class.

Edif: |

Help | Save ko Device Preview CLI | Cancel |
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3. Add a new Policy and name it QUEUEING.

Add Policy | x|

Palicy name: [QUELEING

(0] 4 | Cancel |

4. Create a new class for the QUEUEING policy and name it VOICE.
A.dd Class to Policy

Select one of the Following options:

(" Use existing class: |LIVEACTION-CLASS-AVC =]

¢ Create new dlass: |\-'OICE|

Mote: This option will create an empty class. You will need ko
select the "Class tab" bo add classification parameters,

(04 | Cancel |

You should see the VOICE class inside the policy named QUEUEING

Palicies I Classesl InterFacesI

Policies Mapped Classes

g:i ﬁu ] = 1‘@ 2 [ﬁl | |1::||

-1 LIVEACTION-POLICY-UNIFIED Class Mame ’ ClassiFy ’ Marking ’ QUELEING ’ Palicing ’ Shaping ’ Zomp

=i | QUELEING
P - class-default

. WOTCE
“l = class-default

& SET_DSCP_LAN

Mapped Class Detail
[T Drop all traffic for class

Classify I I"-’Iarkjngl Queueingl F‘-:nlicingl Shapingl Compression | WREL
Match on: Any

Edit |




5. Update the Classes tab of the VOICE class to match DSCP 46 (EF) traffic

[ *anage Qos Settings - HQ-SJ.dcloud.cisco.com (198.18.129.25)

alale|als] 6/s]

Palicies  Classes | Interfaces |
Classes Create and Edit Match Statements

= = .

ilﬂ'il Match bype: IDSCP " i

W LIVEACTION-CLASE

W LIVEACTION-CLASS Walue: [0 (css) | |M‘..’MatchT...’ Yalue ’
SET_DSCP_HIGH_P 41

SET_DSCP_SCAVER

M SET_DSCP_WIDED
M SET_DSCP_YOICE

(Select up to 8 values)

Match/match not: IMatch j
I~ 1Pv4 Cnly
Add Match Statement Replace [Match Statement |

Help | Save to Device Preview CLI Cancel

Return to the Policies tab

Ensure the VOICE class of QUEUEING policy is highlighted and select the Queueing
tab.

8. Set the Queueing type to Priority and the bandwidth to 160 Kbps.

[Manage Qos Settings - HQ-SJ.dcloud.cisco.com (198.18.129.25)

dalelalaels

Policies I Classes | Interfaces |

Palicies Mapped Classes

gegpbh|us ses=

-2 g LIVEACTION-POLICY-UNIFIED Class Mame | Classify | Marking Queusing Palicing | Shaping| Compres. .. | WRED | DEL | Unkn...
E! __] QUELEING WOICE * Priority: 160 Kbps

i E class-default

class-defaul
{g SET_DSCP_LAN

Mapped Class Detail
™ Drop all traffic for class

Classifyl Marking Queueing I PUIic\ngI Shapingl Cumpressiunl WREDI DBLI Unsupported

Queueing bype: IPriUrity - l Reference

Distribute the available

Rate: |160| IKbDS 2 I bandwicth between

clazses by specifying &
I Burst size: I32 s minimum banckwicth
Unknown elements: guarartes to each class.

Queueing Type

Class-based: utiizes
Clazs-based weighted fair
gueueing (CEWFG) using
derived weight for packet:
from the bandwidth

allocated to the class. -
4 I »
Help | Save to Device Prewiew CLT | Cancel |

© Copyright 2021, LiveAction, Inc.



LiveAction Lab Workbook Pt. 2
9. Create the following classes in the QUEUEING policy based on the following table:

EF (46) Priority — 160K
AF41 (34) Priority — 800K
AF31 (26) Class Based — 64K
CS1 (8) Class Based — 8K
BE (0) n/a

When finished, the QUEUEING policy should look similar to this:

lanage DoS Settings - HD-Sl.dolowd. cisco.com 3.18.129.25
B 1anage Qos Settings - HQ-5).dcloud (196.18.129.25)

ala|lalalal e|s]
Policies Mapped Classas
oeB|on] wss GlR|B|H|
-1 g LIVEACTION-POLICY-UNIFIED ClassName | Classify|Marking]  Queveing  [Pal..[sh...| com... [w... [DeL|U...|
=] quewene WOICE v Priarity: 160 Kbps
=] YOICE IVIDECH - Priority: 500 Ebps
| viDEQ IHIGH_PRICRITY_DATA . Class-based: &4 Kbps
| HIGH_PRIORITY_DATA ScavenGer 10| lossbosedionps |1 | | | | |
- EEIEEER clazs-cef ik =
| chass-chefault
=T SET_DSCP_LAM
Mapped Class Detal
[~ Drop al traffic for dlass
Classify | Marking Queusing | Policing | Shaping | Compression | WRED | D8L | Unsupported |
Queueing type: IR ~ | LT
Distributte the avalable =
Rate: [ [kbps =l baridwadth betvreen
] levtes -] b
I™ Eniabls Fak Queusing gusrantes bo sach chass,
Unknowan elements: Queueing Type
Class based: dizes
Class-basad weighted Tair
queueing (CEWED) using
: it Tor oachet
ot Eivs Bareiavidli
adocated (o the class, -
1| | 3

Help | SavetoDevie |  Prevewat | cancel |

10. Click Save to Device.
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11. Click and highlight the QUEUEING policy and select the Copy Policies to Devices

-
|i]3_ icon.

This will allow you to push the policy you just created to the other routers in the network.

[EYranage gos Settings - HO-51.dcloud.cisco.com (198.18.129.25)
dalalalal e|s]

Policies | Classes | Interfaces |
Policies Mapped Classes

L E IR R I

Select the devices to which you want to save this polcy:

% g LIVEACTION-POLICY-UNIFIED ClassMame | Classify|Marking]  Queusing  [Pol...[sh...[ com... [w... [oR[u...|
= 1| FiEEE WVOICE v Friceity: 160 Kbps
WOLCE VIDED v Pricrity: 800 kbps
VIDEQ HIGH PRIOaITY NaTa Flagc:hatad: fd i
: HIGH_PRICRITY_DATA Copy Policy to Devices F
SCAVENGER
21 dass-defaulk Saleck a s
=% SET_DSCP_LAN .

[ Branchil -LA,deoud. dsco.oom (198.19.1.1)
ﬂEll anch-Ny.ddoud, cizco.com (193.19.2.1)

Reference

Cuztribige the anealabbe !
bandwidth between
clasbes by Specifying &
mirirTurn Banchadth
guarantes to sach class.

Queueing Type

Clags-based: ullizes
Clazs-bazed waighted fair
queusing (CBWFQ) using
derived weight for packed:
Troen the banchsacdth
alocated to the class. -

'II Ih

_ tep |

e b Dievice I Fraiey CLI I

cose |

12. Push the QUEUEING policy to the other routers

Copy Policy to Devices | x|

Saving to devices...

Branchil-LA.doloud, cisco,com £198,19.1.10  « Succeeded
Branchz-My.dcloud, cisco.com £198.19.2,1) «» Succeeded

Zancel |

Note:

We are not applying these policies to interfaces at this step.
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Lab 4

Lab 4: Shaping / Scaling
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Lab 4.0: Intro - Shaping (Scaling)

Remember, we had stated previously that one of the key questions that needs to be answered
before implementing QoS Prioritization is to understand any CIR that may be enforced by the
service provider.

Below is a diagram of the lab network. The MPLS network in our lab does have CIRs in place
with the following deign:

HQ - no provider CIR

NY - 1.5Mb provider CIR

LA - 1.5MB provider CIR

For the sake of this lab assume there is no other QoS on the service provider’s backbone.

1.544Mb CIR

To accommodate this design we will need to build the following shaping policies:
e HQ - Multi-class hierarchical shaping policy*
¢ NY - basic hierarchical shaping policy
e LA - basic hierarchical shaping policy

*Note - that if the service provider did have additional QoS on their backbone, then the multi-
class hierarchical policy would not be a requirement.
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Lab 4.1: Shaping (Scaling)

Lab Steps:
1. From the LiveAction map, select the QoS Tab
QoS | Flow | Routing | 1P SLA | LAN |

el SO & & A

2. Right-click on the HQ router, select QoS > Manage QoS Settings

AT

-
woe| Device: HQ-SJ
Gos P ||+ | Enable QoS Poling
= Edit Device Settings Create Policy From Template
e Add or Remove Inkerfaces Revert QoS Configuration
N
Refresh Device Adjust Input QoS
Remaove Device Adjust Output Gos
Zoom ko Device Manage o3 Settings
Device Tools ] Manage NEAR
Statistics ] apply Policy to Interface...
Wig ] Remnaove Policy from Interface..,
- Group Management: » Copy Palicy to Devices...
Reparts
caree
3
- 5 - 3
o[ TE ez = TR emans

o |,

Catwr

1

18R 5

The Manage QoS Dialog Window will open
3. Create a new policy and name it MULTI_CLASS_SHAPING

Add Policy E2

Policy name: IMLILTI_CLP.SS_SHP.PING

Ok, | Cancel |

4. Create two classes within this Policy:
e HQ_TO_NY
e HQ_TO_LA
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[EManage Qos Settings - HQ-51.dcloud.cisco.com {198.18.129.25)

alalalala] e|9
Policies | Classes | Interfaces |
Palicies Mapped Classes

a(B(@h|e|s= (o8|
Class Mame I Classify I IMarking I QueLleing I Policing I Shaping I Compression I WRED I DEL I Lnknown I
HO_TO_LA L]

HO e/ ' ' [ | | | |

class-default

HG_TO_LA

[-ig SET_DSCP_LAN

Mapped Class Detail
I Drop all traffic For class

Classify | Markjngl Queueingl Policingl Shapingl Compressionl WREDl DBLl Unsupported

Match on: Any Reference

Class iz defined by the
criteria show st left,

Match-amy: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must
meet all criteria to be &
member of the class.

Edit |

Help | Save ko Device | Preview CLI | Cancel |

Note: These classes each reference an access-list (ACL) for matching traffic from HQ to the
respective remote sites. These ACLs may NOT have been created... you may need to
create 2 ACLs before continuing with the Lab.

5. Edit these classes, but chose the match type of “ACL Name”
Manage QoS Settings - H)-S1.dcloud.cisco.com (198.18.129.25)
dalalala)els
Policies Classes | InterFacesl
Classes Create and Edit Match Statements

=

W HIGH_PRIORITY Dv
HO_TO_LA

Match type: |ACL Mame LI

Walue:

ACL Mumber

W LIYEACTION-CLASS

W LIYEACTION-CLASS

W SCAVENGER:
SET_DSCP_HIGH_P

SET_DSCP_SCAYER Frame relay DLCI
W SET_DSCP_WIDED R.TP Protocol - using NEAR
I SET_DSCP_YOICE Matchimatch not: [HTTP Prokocal - using NEAR.
M YIDED Input interface
W VOICE IP Precedence

MAC Destination Address
MAC Source Address
MFLS experimental topmost

Protocol - using NEAR,
Protocol - using NEAR groups
QoS group
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Note: You may need to create the following ACLs on your Training Pod. Use the steps you
learned in Lab Workbook Pt.1, to create the new ACLs. Create “HQ_TO_NY” from IP
198.18.129.0/24 to 198.19.2.0/24, and “HQ_TO_LA” from IP 198.19.129.0/24 to 198.19.1.0/24

6. Match the HQ_TO_NY class to the HQ_TO_NY_ACL
7. Match the HQ _TO LA class tothe HQ TO LA ACL

H.:llmur oS Settings - H-5 Ldcloud.cisco.com 198.18.1 29.25)

glalajalal es

Polices Classes | Interfaces |

Classes Create and Edit: Match Statements
A IEN E 4

W HIGH_PRICRITY D, vakue: FOTO AR

Makch type: [ACL Name

LIVEACTION-ACL-AVC

I LIVEACTION-CLASS
W LIVEACTION-CLASE

SET_DSCP_SCAVER
W SET_DSCP_VIDEC . hd
W SET_DSCP_VOICE  paapchmaeh not: [ecch —
W vioED | =
m voIcE ndd Makch Stateme Rieplace Match Statemert. |

Help | SavetoDevice | Previewcll Cancsl

8. When finished, return to the Policy tab
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Y Manage Qos Settings - HR-51.dcloud.cisco.com {198.18.129.25)

Jlalalalal els

Policies ICIassesl Inkerfaces |

Palicies Mapped Classes

ge®@(n|wo|s (o8|

[ —

-1y LIVEACTION-POLICY-UNIFIED Class Mame | Classify I MMarking I Queusing I Palicing I Shaping I Caornpression | WRED | DBL I 1rknawn I

£+ MULTI_CLASS_SHAPING HO_TO LA
----- HGQ_TO_IY

class-default

.+ | ! ! [ [ | [ |
cIa-dauIt
J QUELEING

E-1gy SET_DSCP_LAN

Mapped Class Detail
[ Crop all traffic for dass

Classify I Markjngl Queueingl Policingl Shapingl Compressinnl WREDI DBLI Unsupportedl

Match on: Any Reference

Match @ ACL Mame @ HGQ_TO_MY_ACL Clags iz defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
critetia to be a member of
the class.

Match-all: packet must
meet all criteriato he a
member of the class.

Edit |

Help | Save to Device | Previgw CLI | Cancel

9. Select the HQ_TO_NY class and select the shaping tab. Set its parameters to:
e Shape using = Average
e Rate = 1544 Kbps
o Committed burst = 15,440
o Excessburst=0

10. Select the HQ_TO_LA class and select the shaping tab. Set its parameters to:
e Shape using = Average
e Rate = 1544 Kbps
o Committed burst = 15,440
o Excessburst=0
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Manage Qos Settings - HQ-5).dcloud.cisco.com {198.18.129.25)

golalala| els

Policies ICIassesl Inkerfaces |

Policies Mapped Classes

gleBlG|h|uls|s Glnd|o)

[ —

-1y LIVEACTION-POLICY-UNIFIED Class Mame | Classify | Marking | Queueing | Policing Shaping | Compres,.. | WwRED | DBL |Unkno...

T MULTI_CLASS_SHAPING

=

1,544 Kbps

HG_TO LA HQ_TO_IY P 1,544 Kbps
: HQ_TO_MY class-default w
i o] dass-default
i_] QUELEING

#-1g SET_DSCP_LAN

Mapped Class Detail
[ Crop all traffic for dass

CIassiFyI Markjngl Queueingl Policing  Shaping ICDmpressionI WREDI DBLI Unsupportedl

Shape using: I.Cwerage vl Reference

Contral the flove of =
Rate: |1:544 IKbPS LI traffic and eliminate
bottlenecks by delavyin
¥ Cormrnitted burst: |15,440 bits Y »ing

packets and conforming

ID— bits to a specified bit rate.

Rate

Unknown elements:

Peak: allows the b
transtission rate to

burst higher than the

shaping rate.

Average: zet= the
maximum transmission LI

Help | Save to Device | Previgw CLI | Cancel

11. Click-Drag-and-Drop the QUEUEING policy to the class-default of the HQ_TO_NY
policy

12. Click-Drag-and-Drop the QUEUEING policy to the class-default of the HQ_TO_LA
policy
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When finished your view should look like this:

.Manage Qo5 Settings - HQ-S1.dcloud.cisco.com (198.18.129.25)

dalalala|els|

Policies | Classes | Interfaces |

Falicies Mapped Classes
ge(glGs|ulo( wlnsw
& LIVEACTION-POLICY-UMIFIED Class Mame | Classifyl Marking | Queueingl Policingl Shaping | Compressionl WRED | DEL |Unkn0wn|
=] \_,] MULTI_CLASS_SHAPING WOICE - Priority:, .
EH=| HQ_TOLA WIDEC * Pririty:,..
M )L ELNG HIGH_PRICRITY D... @ Class-b...
E| HQ_TO_MY SCAYENGER L ] Class-b...
by QUELETNG class-default v
class-default
Mapped Class Detail
HIGH_PRICORITY_DATA .
SCAVENGER ™ Crap all traffic for, class
class-default (Elassify | Iarking | QIUELETE | Falicing | eharing | Eampression | YWREDS | DEL | Insupporked |
&g SET_DSCP_LAN
Shape using: INone > I Reference
Control the flovy of -
traffic and eliminate
bottlenecks by delaying
packets and conforming

13. Select the interfaces tab and apply the MULTI_CLASS_SHAPING policy to the output

of the GigabitEthernet2 interface.
dad &s
Policies C\asse
Interfaces
=l % GigabitEthernetl
Input: 8ET_DSCP_LAN
% Output: <none>
= 8 GigabitEthernet2
Input: <none>
iep Output: MULTI_CLASS_SHAPING IP address mask:
= GigabitEthernet3
E’= Input: <nonex>
= Output: <none>
= % GigabitEthernets
P Input: <none>
= Output: <nones
=- % Loopbackd Pre-classify
o /% Input: <none=
= Oufput: <none>
= & nullo Maximum delay: ms
‘ ;= Input: <none=

Interface name:

IP address:

Interface description:

Link Fragmentation:

i Output: <none> Interleave
= & VoIP-Nullo
: ;= Input: <nones
iy Output: <none>
Help Save to Device Preview CLI Close

14. Click Save to Device.
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Next, we will build basic hierarchical polices on the remote routers.

1. In LiveNX, select the QoS Tab
2. Right-click on the one of the remote routers, select QoS > Manage QoS Settings

3. Create a new policy and name it “SHAPING_1.544Mb”
I add policy

Palicy name: ISHP.F‘ING_I Sd4nib

Ik | Cancel |

4. Select its class-default and select the Shaping tab.

5. Implement a shaping policy with the following parameters:
e Shape using = Average
o Rate = 1544 Kbps
e Committed burst = 15,440
e Excess burst=0

Manage QoS Settings - Branch2-NY.dcloud.cisco.com {198.19.2.1)

glalalala] e
Palicies ICIassesl Interfaces |
Policies Mapped Classes

%

o|e RG] & us]s = (nB|w

[r—

@ LIYEACTION-POLICY-UNIFIED Class Mame | Classify | Marking | Queweing | Policing | Shaping | Compression | WRED | DEL | Unknown
_] QUELEING class-default 1,544 Kbps

[+

Fl-1gy SET_DSCP_LAN
B+ ] SHAPING_1 5440

Il 355-d=f ault

Mapped Class Dekail

[~ Crop all traffic For class

CIassiFyI Markingl Queueingl Policing  Shaping ICDmpressionI WREDl DBLI Unsupportedl

Shape using: I.ﬂ.verage vl Reference

Cortral the flow of 1=
Rate: |1,544 IKbPS ;I traffic and eliminate
. . bottlenecks by delaying
v Committed burst: |15,44D bits packets and confarming

| Excess bursk: ||:| bits to a specified bit rate,

Unknown elements: Rate

Peak: allovws the b
transmizsion rate to

burst higher than the

shaping rate.

Average: =zets the
maximum transmission ;I

Help | Save to Device Preview CLI Cancel |
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6. Click-Drag-and-Drop the QUEUEING policy onto the class-default of the
SHAPING_1.544Mb policy.

.Manage QoS Settings - Branch2-NY.dcloud.cisco.com {198.19.2.1)

g|alalala| eS|
Palicies I Classes | Interfaces |
Policies Mapped Classes
2eelb(|us= s(nBs
-1 LIVEACTION-POLICY-LINIFIED ClassMame | Clas... [Mark...|  Queueing  [Palic...[shap...| compres... [wrED| oL [ Unkn... |
‘__] QUELEING W OICE L Priority: 160 Kbps
VOICE WIDED L) Priority: 800 Kbps
YIDEQ HIGH_PRIORITY... L] Class-based: 6...
HIGH_PRIORITY_DATA SCAVEMGER .
SCAYENGER class-default L4
class-default
@ SET_DSCP_LAM
=] SHAPTNG_1 S44mb

=8 | class-default
: CUELETMNG

Mapped Class Detail
[ Crop allbraffic For class

Classify | Marking)||Queteing | |Falitna) | ShEpng. | Eompression | [WRED| DEL | Wnstimparted |

Shape using: INone - l

Reference

Cortrol the flow of -
traffic and eliminate
bottlenecks by delaying
packets and conforming

to & specified bit rate.

Rate

Peak: allows the
transmizsion rate to
burst higher than the
shaping rate.

Average: sets the
maximum transmission - |

Help |

Save to Device |

Preview CLI | Cancel |

7. Copy the SHAPING_1.544Mb policy to the other remote router

Manage QoS Settings - Branch2-NY.dcloud.cisco.com (198.19.2.1)

dalalala

| &|%|

Policies | Classesl InterFacesI
Palicies

Mapped Classes

zoE(n|w(s|e znls|s
@ LIVEACTION-POLICY-UNIFIED Class Name I Classify Markingl Queueing I Policingl Shaping I Compressionl WRED I DEL I Unknown
\__] QUELEING class-def ault ) 1,544 Kbps
WOICE
VIDEC
SCAVEMGER.

class-default
@ SET DSCP_LAN

=] class-default
------ fefdy QUELEING

Select a policy:

Select the devices to which wou want to save this policy: |

[ElEranchi-LA.deloud.

[~ HQ-53.deloud. cisco.com (193, 18 129, 25)

Ok

Cancel

1l | WHED | DEL | Unsupported

Reference

Cortrol the flow of -
traffic and eliminate
bottlenecks by delaying
packets and conforming

to & specified bit rate.

Rate

Peak: allowes the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
maximum transmission - |

Help |

Save to Device

Prewview CLI | Cancel |
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You will be warned there is a conflict. This is because a policy named QUEUEING already exist
on the other remote router.

8. Select Overwrite.
Copy Policy to Devices |

Conflicks were encountered when saving the policy on device
Branchl-L&.dcloud. cisco.com §198.19.1. 13,

The policy is shown below, with conflicking sektings highlighted
in red, Do you want ko continue?

- | SHAPING_t S44b a

== class-default

~» Shaping: 1,544,000 bps
EILJD QIJELEIMG - Crverwritten (6 policy with the same name exiskts)
=) voIce
r Queusing: Priariky 160 Kbps

¢ 5-I= Match DSCP "46 (EF)"
=1 vIDED

r Queuemg Priotity 800 Kbps

- LiE Match DSCP 34 (AF41)"
=~ HIGH_PRIORITY_DATA
: h Cueueing: Class-based 64 Kbps ;I

. i

CvErwrite Skip Cancel

9. Validate the changes saved successfully.

Copy Policy to Devices |

Saving to devices...

Branchil-LA.doloud, cisco.com £198,19.1.10 & Succeeded

Zancel |

10. Save to Device and close the Manage QoS Settings dialog window.
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11. Select the QoS Tab

12. Right-click on the WAN interface (GigEthl) on the NY router, select QoS > Apply

Policy to Interface

Other
Gi2

Branch2-NY

Local

Gi3

Device: Branch2-NY

QoS

Edit Device Settings

Add or Remove Interfaces
Refresh Device

Remove Device

Zoom to Device

Device Tools

Statistics

View

Group Management

R

¥ | Enable Qo5 Polling

Create Policy from Template

Revert QoS Configuration by user 'admin’

Manage Qos Settings
Manage NBAR

Apply Policy to Interface...

Copy Policy to Devices...

Reports

s

198.19.

13. Apply the SHAPING_1.544Mb policy to the output of GigabitEthernet3.
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B Apply Policy to Interfaces st

Select a policy:
! SHAPIN

Selact the interfaces to which you want to apply this policy:
= |:| 5 GigabitEthernetl

|:| 4= Input

< Oufput

0K Cancel

14. Repeat this process and apply the SHAPING_1.544Mb policy to the other remote
router.
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Lab 5

Lab 5: Throttling Traffic
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Lab 5.0: Intro - Throttling / Policing

. .
LiveAction
Step 3 ~Throttle Traffic (Policing and WRED)

* Policing - Transmit data to software set limit, drop overage

* WRED - Selectively drop specific data before congestion occurs

Investigate the current traffic flows.

1. From the LiveNX Client, select the QoS Tab
QoS | Flow | Routing | IPSLA | Lan |

@, Q| Audit

2. Select GigabitEthernetl from the HQ-B2 router

File View Users QoS Flow R

Dashboard | Manage [E¥ Expand

Q-

Mame

= % Home
= @B Branchl-LA
~ & GigabitEthernetl
- @ GigabitEthernet2
“ & GigabitEthernet3
= @8 Branch2-Ny
@ GigabitEthernetl
- @ GigabitEthernet2
& GigabitEthernet3
= @ HQ-B1
- @ GigabitEthernetl
i @ GigabitEthernet2
@ HQ-B2

@ GigabitEthernet2
= @8 HQ-MC

- & GigabitEthernet1

73



3. Update the real-time interface view to the following settings.

Erable Polling | Application f Class = Quk

sm thr 1d 1w [ (S

:}:) Ethernetd/ 1 Output: MULTI_CLASS SHAPING
Before QoS - by Application (NEAR)

Notice the applications listed in the NBAR view at the top right of the page:

:,‘) Ethernetd; 1 Output: MULTI_CLASS_SHAPING

Before o5 - by Application (NEAR) Before QoS - by Application (NBAR) in Kbps

Optians ™
Mame: [ current Pesk | S-minite Avg | 1-hour A
~ WLy 457 583 454 =
-~ Wicvp 108 132 108
2,000 ~ @Arp 108 109 107
- Esin 18 19 18
~ W srmp 4 4 4
.00 ¥ [ bittorrent <1 1 <1
~ W windows-azure o 37 4
1200 7 Ossl o 3 <l
a ~ W salesforce i} 4 <1
2 ¥ Mpandara 0 160 21
800 - [l outlook-web-service i} 5 <1
¥ Onte 0 <l <l
a0 - W [ linkedin o 52 5
v Ohttp 0 161 17
- Meigp o <1 <1 Pl
0 ¥ Wdns ] H <1
01:50:52 At 01:51:62 Ahd 01:52:52 Al 01:63:52 #hd 015452 Al 01:55:52 Al ¥ [ bittorrent-netwarking 0 <1 <1 ﬂ
Tatal: 1,121 1,934 1,164 1
Why do we see bittorrent, bittorrent-networking, and Pandora on our business network?
4. Run a Flow > Application report to see the same type of data.
B Flow Reports - o x
Qv Type here to filter reports. | . Application ~
=-Reports ~
Address K = "
S appleations Application 1Sm 10 6n 1d 1w
Protocol
Protocol Port 09/22/21, 03:18:45 AM 1o 09/22/21, 03:33:45 AM  Data bin: 1 minute
Application Group
EYICTY Al D evices v All Interfaces Number of flows: 778 M utiize Long Term Cache
Application Flow Durat
Top Wan Applications §El D efaultFilterGroup ~ outbound [eTET1] Basic Flow ~ | Time series v | Bit Rate
Site Traffic Application
Site to Site Applicatior Search wan

Site to Site Performan
DSCP vs Application

Business Relevance 600 Kbps ==
Traffic Class
HTTP Host 500 Kbps |-
Qos
# Network
Voice/Video Performance ] 400 Kbps -
# Application Performance ( 7]
- Firewall : 300 Kbps |-
WAN @
PR
Wireless 200 Kbps |-
AnyConnect
LiveAgent 100 Kbps
#-Miscellaneous
# Network Users
Aenstonnic v 0bps
< > Sep 22,0320 AM Sep 22, 03:22 AM Sep22,03:24 AM Sep 22,0328 AM Sep 22,03:08 AM Sep 22, 03:30 AM Sep 22,0332 AM
Date
Report Actions
Show Total Bit Rate
save
Number of datasets: 17 Q-
Save As
Create Application Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate
49 22m8 45,432 192,53 kbps 50.48 pps 243.42 Kbps 64.pps A
Edit 25 20 M8 24,608 176.78 Kbps 27.34 pps 226.63 Kbps 34 pps
Delete 50 11 M8 64,950 99.39 Kbps 72.17 pps 125.66 Kbps 92 pps
10.21.1.154 35 18 2,745 11.03 Kbps 3.05 pps 81.43 Kbps 18 pps
Schedule [] openwebnet 119 1m8 1,400 9.26 Kbps 1.56 pps 12.74 Kbps 2 pps
PDF s 48 897 KB 6,968 7.97 Kbps 7.74 pps 11.04 Kbps 11 pps
[ unknown 32 342 K8 923 3.04 kbps 1.03 pps 4.35 Kbps. 10ps
Export to CSV nntp. 26 221 KB 5488 2.85 Kbps 6.10 pps 4.58 Kbps 9 pps.
Help o 27 264 KB 5,671 2.34 Kbps 6.30 pps 4.00 Kbps 9 pps
tatistical-download 51 186 KB 507 1.66 Kbps 0.56 pps 3.07 Kbps 1pps ©
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Lab 5.1: Throttling / Policing

We’'ll implement a basic policing polity to throttle any scavenger (less than default) traffic.

Lab Steps:
1. From the LiveAction map, select the QoS Tab

QoS | Flow | Routing | 1P SLA rL.ﬁ.N |

‘ﬂw%/

2. Right-click on the HQ-B2 router and select QoS > Manage QoS Settings

s N\
= om
[0 ,.e Device: HQ-5J
| mw mtme
| Qo3 P ||| v | Enable QoS Polling
= Edit Device Settings Create Policy From Template
~tan | Add or Remowve Inkerfaces Revert Qo5 Configuration
N
Refresh Device adjust Input QoS
Remaove Device Adjust Output Gos
Zoom ko Device | Manage o3 Settings
v Device Tools ] Manage NEAR
-
[ Statistics ] apply Policy to Interface...
.
i igw » Femove Policy from Interface, ..
e
- - N .
s Group Management » Copy Palicy to Devices...
T T L Reparts
__/ oerer Y .’ y
i, = n, \
R e S TE
o \@ - .
— / A /

A i

Remember how we created a SET_DSCP_SCAVENGER class as part of the SET_DSCP_LAN
policy? But also remember how we did not assign any classification to this class?

'SET_DSCP_VOICE """ EF (46) rtp

AF41

(34) Lync
AF31 SIP, SNMP, NetFlow, SSH, Telnet, Citrix,
Saiesoree
CS1 (8) Leave blank for now D
&y e
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[ElManage Qos Settings - HY-51.dcloud.cisco.com (198.18.129.25)

dalalala|els|

Palicies | Classes | Interfaces |

Policies Mapped Classes

AL TR CRE T Y LY
[r——
(@ LIVEACTION-POLICY-UNIFIED Class Name | classify Marking | ... [Po.. [sh. | 2o Jwe ] ]
SET_DSCP_LANM SET_DSCP_WOICE ™ DSCP: EF

SET_DSCP_WOICE SET_DSCP_WIDEC DSCP: AF41

SET_DSCR_YIDED IS = DeAPsd

SET_DSCP_HIGH_PRICRITY _DA@E SET_DSCP_SCAYEMGER * DSiCP:

SET_DSCP_SCAVENGER: = ™ oo, N N O O

Mapped Class Detail
[~ Drop all traffic For class

Match on: Any

Edit |

Classify I Markjngl Queueing' Policingl Shaping' Compressionl WREDl DBL| Unsupportedl

Reference

Class is defined by the
criteria show st left.

Match-any: packet must
meet &t least one of the
critetia to be a member of
the clazs.

Match-all: packet must
meet all criteria to be &
mermber of the class.

Help |

Save ko Device |

Presiew CLT | Cancel

3. Update the SET_DSCP_SCAVENGER class with the following traffic:

e Pandora
e Bittorrent
e Bittorrent-networking

[E*anage Gos Settings - HO-51.dcloud.cisco.com (198.18.129.25)

dlalalalal e|s

Policies Classes | Interfaces |

Classes Create and Edit Match Statements

B =E

Match bype: IPrDtncnI - using NEAR.

W HIGH_PRIORITY D
HO_TO_LA

W HO_TO_NY

W LIVEACTION-CLASS

B LIVEACTION-CLASS

W SCAVENGER

SET_DSCP_HIGH_P

L L]

Yalue: Jospf

Makchymatch nok: |Match ;I

Add Match Statement: Replace Match Statement |

M... I Makch T, I Yalue I
fMa... Pratocal ... bittorrent
Ma... Protocal ... bittorrent-networking

-
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When finished, the SET_DSCP_LAN policy should look like this:

il Manage Qos Settings - HQ-51.dcloud.cisco.com (198.18.129.25)

dajalala|els

Palicies I Classesl Interfacesl
Palicies

Mapped Classes
glaglam|uajs co(n=|
@ LIVEACTION-POLICY-UNIFIED Class Name |clas... | marking | ue... [Poi...[sha... | compr... | w... [oBL[unk... |
@ MULTI_CLASS_SHAPING SET_DSCP_OICE DSCP: EF
" | QUELEING SET_DSCP_YIDEQ! DSCP: AF41
E-ig SET_DSCP_LAN SET_DSCP_HIGH_PRIORL . DSCP: AF31
SET_DSCP_VOICE /NN N N ) N
SET_DSCP_VIDEO class-default
SET_DSCP_HIGH_PRIORITY_DATA
class-default

Mapped Class Detail

[ Drop all traffic For class

Classify I Markingl Queueingl Policingl Shapingl Compressionl WREDl DBL| Unsupportedl

Match on: Any Reference

Match : Protocol - using WEAR. : bittorrent
Match : Protocol - using MEAR. : bittorrent-networ ki
Match : Protocol - using NBAR. @ pandaora

Clazs iz defined by the
criteria showe at left.

Match-amy: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must
meet all criteriato be a
member of the class.

1 | =l
Edit |

4. Select the Policing tab and update the following settings:

e Policing Enabled

e Committed Information Rate = 8Kbps
e Conform Action = Transmit

e Exceed Action = Drop

anage (Jos Settings - HY-S1.dcloud.cisco.com (198.18.129.25)

[A]
alajalala] e|s]

Palicies I Classes | Interfaces |

Policies Mapped Classes

sle(libh|uajs wlo)B|=
T LIVEACTION-POLICY-UNIFIED Class Name |Clas... | marking [ que...|Poli...[sha... | Compr... | ... [pEL|Unk... |
& MULTI_CLASS_SHAPING SET_DSCP_VOICE DSCF: EF
" | QUELEING SET_DSCP_VIDEQ DSCF: AF41

SET_DSCP_LAN

SET_DSCP_WOICE
SET_DSCP_YIDEO
SET_DSCP_HIGH_PRIORITY_DATA

SET_DSCP_HIGH_PRIORL..

class-default

class-default

Mapped Class Detail
[~ Drop all traffic For class

CIassiFyI Markingl o] gI Compressionl WREDI DBLI Unsupported

|+ Enable palicing Reference

Limits the handwicth
utilized by a clazs of
traffic by specifying
bancwicth threshalds
and the responze
when thresholds have
heen exceaced.

Comritted Information Rate: |8

[ Peak Infarmation Rate: I—
I~ Commitked bursk: II,DDD— bytes

™ | Excess burst: II,DDD— bytes
Conform action: lm

Exceed action:

o =]

Rate

bps: average rate in

hitz per second.
Yiolake action:

(Default) -

nercent: averaneg rate

5. Select Save to Device.
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6. Copy the SET_DSCP_LAN policy to the other available routers.

Manage o5 Settings - HJ-5J.dcloud.cisco.com {198.18.129.25)

dajalela]els

Policies I Classesl Interfacesl
Palicies Mapped Classes

gogan|e(s|e wjaln(e

1 LIVEACTION-POLICY-UNIFIED Class Hame |clas,..|  marking | que... [ Poli.. [sha... | compr... [ ... [oBL|Unk. . |

L MULTI_CLASS_SHAPING SET_DSCP_YOICE w DSCP:EF
SET_DSCP_WIDEQ w  DECP: AF4L
Y [SFT MSCP HTSH PRTCRT - MSrPe AF3

SET_DSCP_YIDEO
SET_DSCP_HIGH_PRIGRITY DaT Seiect & policy:
“[Z] SET_DSCP_SCAVENGER
o= class-default

Select the devices ta which you want bo save this palicy: |

[ Branch1-La.dcloud.cisco.com (198.19.1.1)
[EEranchz-t¥. deloud cisco.com {198.19.2.1)

i | WHED | DEL | Lnisupporied |

Reference

Limits the bandwicth 2
utilized by a class of
traffic by specifying
bandwicth thresholds

and the responze

oK Cancel when thresholds have
heen exceeded.

Rate

bps: average rate in
bits per second.

percent: average rate
az percent of total LI

Help | Save to Device I Preview CLI Cancel |

Note: You will get a conflict waning... simply select Overwrite.

Copy Policy to Devices |

Conflicks were encountered when saving the palicy on device
Branchi-L&,dcloud, cisco, com (193,19.1.10,

The policy is shown below, with conflicking settings highlighted
in red. Do you want o continue?

__] SET_DSCP_LAMN - Overwritten (& policy with the same name exists) -
=B SET_DSCP _WOICE

- » Marking: DSCP "EF"

= Match RTP Protocol - using ME&R “all"

=1 SET_DaCP_NIDEOD

o Markjng DaCP "aF41"

~i= Match Protocal - using MEAR. "Lync"

=1 SET_DSCP_HIGH_PRIORITY _DATA

b Markjng D3SCP "AF31"

~i= Match Protocal - using NEAR "cikrix"

= Match Protocol - using NBAR "sip" -

[~ Perform this ackion for all devices which have conflicks

Crerinribe Skip Cancel
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7. Validate the changes saved successfully., Click Close,

Copy Policy to Devices Ed

Saving bo devices...

Branchil-La.doloud, cisco.com £198,19.1.1)  « Succeeded
Branchz-MY.dcloud. cisco.com {198.19.2.17 «» Succeeded

Zancel |

8. Close the Manage QoS Settings Dialog Window
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Lab 5.2: Confirm policing Settings

Lab Steps:
1. Select the QoS Tab.

QoS | Flow | Routing | IPSLA | Lan |

File View Userz Qo5 Flow R

Dashboard | Manage [¥ Expand

Name
= 4% Home

[ @B Branchl-LA

- @B Branch2-NY

@B HG-B1

= @ HQ-B2
& GigabitEthernetl
. - @ GigabitEthernet2
= @8 HG-MC

‘& GigabitEthernet1

2. From the device list, select the HQ-B2 router’s LAN interface — GigabitEthernetl

3. Update the real-time view’s options to just include the input.

Routing | IP 5LA

£3 Enable Polling | Application / Cla 1hr 1d 1wk @&

¢ GigabitEthernetl Input:

B ]
Before QoS - by Application (NBAR)

Note: Notice how the SET_DSCP_SCAVENGER class is amber? The amber confirms

that drops are occurring inside the queue.

¢ Ethernet0/0 Input: SET_DSCP_LAN
Before QoS - by Application (NBAR)

2,000
1,600
B - e S e T 1,200
00
<00
o
02:04:52 Abd 02:05:52 A 02:06:52 #hd 02:07:52 #hd 02:08:52 #hA 02:08:52 Al
After Qo5 - by Class
2,000
T oEEeN T - 1,600
- h“~ ______ +7 “——"'-“ ___________________________ B 1,200
00
e — T ———TT——
o
02:04:52 Abd 02:05:52 A 02:06:52 #hd 02:07:52 #hd 02:08:52 #hA 02:08:52 Al

Khps

Khps

Before Qo - by Application (NEARY in Kbps Options
Plame | current Peak S-minute Avg | 1-hour Avg
Tatal: 0 0 [ 0
4

After QoS - by Class in kbps Options
Name Current Peak | 5-minute Ava | L-hour &

¥ [ class-default 606 1,031 636

[~ M SET_DSCP_WIDEO 450 570 451

¥ W SET_DSCP_WOICE 109 111 106

¥ []SET_DSCP_HIGH_PRI... 25 49 28

V0O <t 4 <1
Total: 1,190 1,613 1,221 1,
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Lab 6

Lab 6: Buffer tuning
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Lab 6.0: Intro — Buffer Tuning

Buffer Tuning

LiveAction

Step 4—-Buffer Tuning
(Advanced)

- WAN

+  Queue-limit - Buffer size that stores queue dataduring
congestion

«  Priority gqueue BC = Token bucket interval that schedules
the releases data in priority

Buffer tuning is an advanced QoS topic that LiveNX can greatly assist with simplifying
the implementation and validation. It should be noted that buffer tuning should usually
only be implemented for important, bursty traffic classes like video, desktop replacement
applications (VDI), or transactional data.

This lab is based on an issue that happens about every 20-30 minutes.
You may have to wait to see this issue, or review historic data to find the issue.
This is a very good re-world scenario.

1. The first place to look for the issue is to review the in-application alerts.
a. At the bottom left of the LiveNX window, note the Red Alert

button <FY ©  Memary © | Flow Buffer © - Advisories ©  Modes ©

b. Double click the alert button
c. The In-Application Alert view appears
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ion Alerts [_[O] =]

Time o[ Severity | Deviee | Group | blert Type | Details
2016/10/24 01:46:02 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/1; Interface direction - CUTPUT; Policy name - MULTI_CLASS_SHAFPING; Class name.
2016/10/24 01:46:04 AM Warning Branchi-La Interface UpjDown  Interface error Interface name - Ethernet0f0; Interface direction - Input;  Errar rate - 0,301507!
2016/10/24 01:46:32 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - QUTPUT;  Policy name - QLE '
2016/10/24 01:46:43 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetD/1; Interface direction - OUTPUT;  Policy name mse
2016/10/24 01:47:03 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0/1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...
2016/10/24 01:47:33 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 01:48:13 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:06:32 AM Warning Branchl-La Device Config Cha... Device configuration ... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma. ..
2016/10/24 02:06:43 AM Warning Branchz-Ny Device Config Cha.., Device configuration c,.. Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma...
2016/10/24 02:06:55 AM Warning Branchi-La QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN;  Class name - SET_DS...
2016/10/24 02:06:57 AM Warning HG-51 Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; *+#; configt; dass-ma...
2016/10/24 02:07:06 AM Warning Branchl-La QoS Class dropped rate CLEARED: Interface name - Ethernet0/D; Interface direction - INPIUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02:07:23 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/1; Interface direction - CUTPUT; Policy name - MULTI_CLASS_SHAPIMG; Class name...
2016/10/24 02:07:33 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:08:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:08:23 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetD/1; Interface direction - OUTPUT;  Palicy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:09:03 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:09:23 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02:09:23 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetD/1; Interface direction - OUTPUT;  Palicy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:09:33 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:43 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02:10:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN;  Class name - SET_DS... fin
2016/10/24 02:10:13 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - Ethernet0/D; Interface direction - INPIUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02:11:03 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:11:13 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02:11:13 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:11:23 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetD/1; Interface direction - OUTPUT;  Palicy name - MULTI_CLASS_SHAPING; ... d

Cnly the last 100 alerts are shown,

[~ Bting this window to the front when a new alert is received

[~ Beepwhen a new alert is received

Clear list | Expott list | Historical search | Canfigure alerts

d. Are there any alerts class drop alerts from the VIDEO class?

e. If not, we will want to wait or do a Historic Search for class-dropped rate (see
Appendix A.)

f. If there are any alerts for VIDEO, note the device and interface where the drop
occurred. In this example, the device is HQ-SJ and the interface is
GigabitEthernetl.

g. Select this interface from the device list.
File View Users Qo5 Flow R

Dashboard | Manage [E¥ Expand

MName

= % Home
+ @ Branchl-LA
+ @9 Branch2-NY
+ @ HQ-B1
- @ HQ-B2
@& GigabitEthernet2
= @ HQ-MC
i & GigabitEthernet1

h. From the real-time interface view, if necessary, update the view to:

Before Qo5 - by Class

i. The bottom section of the window is a QoS drops report. Note if there have been
any QoS drops in the VIDEO class.
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eAction - 198,

13

4

[
File View Users QoS Fow Routing IPSLA LAN Tools Reports Hep
Dashboard | Manage [3¥ Expand 0% | Flow | Routing | 1P SLA
f [ Class J Class Dreps = Output + | 15m thr 1d 1w =1 (@ Top 40 + Rate +
s &  Ethernet0/1 Output: MULTI_CLASS_SHAPING
Before Qo - by Class Before QoS - by Class i Kbps Options ¥
Name Curent | Peok | Sminuke dvg [ thowrdvg | |
=@ He-sa = ¥ HQ_TO_LA a5 1,287 1,03 1,050
¥ [ dlass-default 417 421 414 a7
3.000 -7 HVIDEO 360 70 528 539
cElw ¥ W voIcE e 83 7 8
B @ oranchiLa ¥ I HIGH_PRIGR, 15 3+ 15 15
16 Ethermetn)o 2400 I scavEneER o M o o
i B Ehemetoj2 r--- ERE 1
elw . 1 4 - ¥ HQ_TO WY 394 59 470 485
1@ Branchz-Hy 1,800 ~ W viceo 193 383 263 269
@ Etherneton g [7 [ class-defauit 129 195 121 127
L@ Ethemeto . X 7 W vorce B Ed 77 &
Do mmae 120 % [ HIGH_PRICR 8 s 8 9
% [ scAvEnGER. 0 0 0 0
0 -7 [ dass-defaul: a 390 50 a7
M— o
o1:45:22 A0 o1:44:22 A 014622 A D148:22 00 or:47:22 A o1:48:22 A
Total: 1,240 2,214 1,854 1,882
«
Drops - by Class Drops - by Class in Kbps Options ¥
Name Curent | Peak | Sminutedvg | thowdvg | |
¥ [ class-default 0 0 0 0
= P HQ_TO_WY 0 o 0 0
2.000 ¥ [ class-default 0 o i i
7 W voIcE 0 ] i i
7 M vIDEQ 0 L] [ [
0 [ [ scAvENGER, [ o 0 0
- ¥ W HIGH_PRICR. . 0 [ 0 0
1800 =¥ HQ_TO_LA 0 E Ll 3
- 4 PERET — e % [ dass-defaul 0 16 3 3
N L h g % W vorce 0 0 0 0
> - - & W viEo 0 2 a a
% [l scavEnGER. 0 0 0 0
- [ I HIGH_PRICR. o 0 o o
e -0
01:40:32 700 01:4422 2t 01:46:22 A 01:46:32 00 ov:ar:2z At 01:48:22 2t
KT} Total: o 5 4 3

PU © | Memory © | Flow Buffer © [EEMEIGN Advisories ©  hodes ©

j.  There have been minimal drops in the Video Class.
k. Click and drag your mouse on the bottom graph to make an outline of a box.
When you let go the map should zoom in.

admin: Admin user | 01:48:27 AMBST

ved

08.18.133.34

File Visw Users QoS Flow Routng IPSLA LAN Tools Reports Help

Dashboard | Manage [BH Expand 1635 [ Flow | Ro 1P sia | LA

f [ Class J Class Drops = Output - | 15m thr 1d 1w =1 (@ Top 40 v Rate +
s & Ethernet0;1 Dutput: MULTI_CLASS_SHAPING
=1-£% Home Before Qo5 - by Class Before QoS - by Class in Kbps. Options ¥
& [l He Name Curent | Peok | Sminuke dvg [ thowrdvg | |
=@ He-sa = ¥ HQ_TO_LA a5 1,287 1,03 1,050
@ Etherneitod [ [0 dass-default 417 21 414 a7
Lxmad aam -7 WVIDEO 360 70 528 539
cElw ¥ W voIcE e 83 7 8
B @ oranchiLa ¥ B HISH_PRICR. . 15 3+ 15 15
[® Shemetdld [ [l SCRVENGER, 0 0 0 0
i@ Ehemetoj2
& Ew = P HQ_TO WY 394 596 470 485
2@ branch2-NY " [ W vicEQ 193 83 263 269
@ Ethemeton g [ O cass-defaul 139 145 121 127
L@ Ethemeto X 7 W vorce B Ed 77 &
~amne 1200 % [ HIGH_PRICR 8 s 8 9
% [ scAvEnGER. 0 0 0 0
0 -7 [ dass-defaul: a 390 50 a7
o
01022 A0 o1:44:22 A 01:45:22 A Disez2 o1:47:22 A o1:48:22 A
Total: 1,240 2,214 1,854 1,882
«
Drops - by Class Drops - by Class in Kbps Options
Name Curent | Pock | Sminutedvg | thowdve | |
[V [ class-default 0 0 0 0
= ¥ HQ_TO_WY 0 o 0 0
2000 ¥ [ class-default 0 o i i
7 W vorce [ 0 [ [
% W vioEO [ 0 [ [
=% [ [ scAvENGER, [ o 0 0
- % [ HIGH_PRICR 0 o 0 0
a0 = [ HQ_TO_LA 0 = 4 3
S S Lot . . 2 [ [ class-defaul 0 16 3 3
- - - K A g & W vorce o a o o
> e ST am [~ W viDED o 3 < <
[ [ SCAVENGER. o 0 o o
o ¥ I HIGH_PRICR. o 0 o o
01:40:32 200 01:44:22 At 01:46:22 A 01:46:32 200 01:47:22 At 01:46:22 At
- o EEE S S EEm S EEE EEn S EEm B S Eem e
KT} Total: 0 2 4 3

U © | Memory © | Flow Buffer © [EEIEIN Advisories ©  Nodes © admin; Admin user | 01:48:27 AM BST

I.  The zoomed-in graph shows the minimal drops happening in the VIDEO (purple)
class and the class-default (grey). In this example there have been 9 drops at
peak in the VIDEO class.
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Drops - by Class

01:44.02 A

01:45.02 A

01:46.02 A

01:47.02 A 01:45.02 A

180.26

14421

108,15

0.06

Kbps

Drops - by Class in Kbps

Optians ¥

Marme Currenk

Peak

S-minute Avg

1-haur Avg |

¥ [ class-default
2 ¥ HO_TO_Y
7 [ dass-default
oV lvoIcE
7 EvIES
¥ W SCAVENGER
. ¥ EHIGH_PRICR...
B W HO_TO_LA
7 [ dass-defaut
- ¥ EvoIrcE
. EVIED
LoV [ SCAVENGER
i [ W HIGH_PRICR...

cocococooooceoocooo

m. To investigate the same type of drops from a historical report select the

icon.

n. The Pre-Policy and Post-Policy Drops report will open.
0. Click and drag your mouse on the bottom graph to make an outline of a box.
When you let go the map should zoom in. Note that there are minimal VIDEO
(purple) drops in this example too.

Eaos Reports

Reports

~Device CPU/Memory Usage
Interface Bandwidth

~Interface Utilization
Interface Bandwidth Compz

~Interface/Interface Drops
MBAR Comparison

~MBAR and Post-Policy
Fre-Policy and Fost-Falicy

Top Memory Usage

~Top Interface Bandwidths
Top Interface Drops

~Top Class Bandwidths
Top Class Drops

~Site Bandwidth
Interface Burstable Rate

~Site WAN Interface Utilizatic
Site Alert

~Site Alert Detail

Customn Reports

T [ 5l

Report Actions

Save

Save As
Delete
Schedule

PDF

Export to C5Y

Help

©

Type here o fter reparts

Pre-Policy and Post-Policy Drops

Data bin: none

—|f outbound

Execute Report

[ Show Tatal Bandwidth

.
cocwobfoocooooso

15m

2
colfomwoocooooo

2
coclowuwocooooeao

2,000 1-

Kbps

Oct 24, 01:40 AM

Oct 24, 01:45 AM

Class Drops

Cct 24, 01:50 AM

Before QoS - by Class in Kbps Options =
MULTL_ CLASS_SHAPING |
hame Average | Pesk |
= Ho_ToA B =g
iV EvDES 473 770
| W O dass-default 416 424
© W EYOICE 73 84
| B HIGH PRIORITY D... 15 34
| LW I SCAVENGER i 0
£V HQ_To Ny 448 1,092
¢ W EYDED 239 383
¥ O class-default 126 631
~ W YoKE 73 )
¥ W HIGH_PRIORITY D... g ]
| ¥ W scaveENGER [ 0
* ¥ O dlass-defaule 50 90
Drops - by Class in kbps Options ~

N}

Kbps

~

P

s A A

MULTI_CLASS_SHAPING

Name

Average | peak

O HQTOLA
| W [ dass-default
& W viEs

iV Wvoe
W W scAvENGER

| |BL W HQTOY

| W Ddessdefalt
¥ W YOKE
¥ EYDES
¥ [ SCAVENGER

[V [ class-defauk

" Oct24,01:38 AM Oct 24, 01:40 AM Oct 24, 01:42 AM Oct 24, 01:44 AM Oct 24, 01:46 AM Oct 24,01:48 AM - Oct 24, 01:50 AM - Oct 24, 01:5

g. The Pre-Policy graph above shows 776 Kbps peak VIDEO traffic on the
HQ_TO_LA child policy and 389 Kbps to the HQ_TO_NY child policy.

r. Neither of these are above the provisioned 800K. We need to implement some
buffer tuning.

¢ W B HIGH_PRIORITY D...

[ I HIGH_PRIORITY D...

Remember we configured the VIDEO queue for each site to 800Kbps each.

A
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Lab 6.1: Implementing Tuning

Lab Steps:
1. Selectthe QoS Tab

QoS | Flow | Routing | 1P SLA | LAN |

2. Right-click the HQ-B2 router and select QoS > Manage QoS Settings

Local
a1

1SR 18128018
&
@y
Local
Otnar
HQ-B2 == 10255 11024
Device: HQ-B2 -
38 Q 10,255 20024
Qo5 > |||+ Enable QoS Polling
Edit Device Settings Create Policy from Template
Add or Remove Interfaces
&y Refresh Device
| Remove Device
Zoom to Device Manage QoS Settings %
! Device Tools > Manage NEBAR
Statistics > Apply Policy to Interface..,
1 View >
ed Icon . .
Group Management ¥ Copy Policy to Devices...
Reports
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3. Expand the QUEUEING Policy

4. Select the VIDEO class.

5. Select the Queueing tab

6. Tick the Burst option and set it to 128000.

[ Manage Qos Settings - HQ-51.dcloud.cisco.com {198.18.129.25)

glalalalal els

Policies | Classesl InterFacesI

Policies Mapped lasses

oG s]ws]s (B

-1 LIVEACTION-POLICY-UINIFIED Class Mame | Classify | Marking] Queusing | Poli... | Sha... | compr... | we... [DEL[ Un.. |
T MULTI_CLASS_SHAPING WOICE Priority: 160 Kbps

" | QUELEMNG
YOICE

YIDED
HIGH_PRICRITY ...
SCAVEMGER
class-default

HIGH_PRIORITY_DATA
SCAVENGER

=] class-default
-1 SET_DSCP_LAN

Mapped lass Detail
[~ Drop all traffic For class

Queueing type: IPriority b l

Rate: [s00 ks =]

¥ Burst size: |128000| bytes

Unknown elements:

lass-based: & kbps

CIassiFyl Marking  Jueusing | Policingl Shapingl Compressionl WREDl DBL| Unsupported

Reference

Digtribute the available =
handwidth between

classes by specifying a
minimum bancwicth
guarantes to each class.

Queueing Type

Class-based: utilizes
Clasz-baged weighted fair
gueueing (CEWF G using
derived weight for packets
from the bandwicth

allocated to the class. -
4 | I 3
Help | Save ko Device | Preview CLI | Cancel |

To understand this value, please see the TelePresence Network Systems 2.0 Design Guide

from www.cisco.com.

7. Select the Save to Device button.

8. Copy the QUEUEING policy to the other devices via Copy Policy to Devices | =

icon.

Copy Policy to Devices | x|

Select a policy;

Select the devices ko which wou want to save this policy: |

ﬂ Branch1-La.dcloud. cisco.com {198.19.1.1)
[+ Branchz-MY . deloud.cisco,com (198,19.2,1)

oK Cancel
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9. When the conflict warning appears, select overwrite.

Copy Policy to Devices E t

Conflicks were encountered when saving the palicy on device
Branch1-La&.dcloud. cisco.com {198.19.1.17.

The palicy is shown belaw, with conflicking settings highlighted
in red, Do wou wank to conkinue?

_J QUELEIMNG - Crverwritken (6 policy with the same name exisks) -
=1+~ WOICE

- ¢ QUeleing: Priority 160 Kbps
~i= Match DSCP "46 (EFY"

= VIDEC

- b QUeleing: Priority S00 Kbps
~i= Match DICP "34 (AF41)"

= HIGH_PRICRITY _DAaTA

- b Queleing: Class-based 64 Kbps
~i= Match DICP "26 (AF31)"

&+ SCAVEMGER

¥ Queusing: Class-hased & Kbps LI

v all confl

[~ Perform this action For all devices which have conflicks

Cvernrite | Skip | Cancel |

10. Validate the changes saved successfully.

Copy Policy to Devices Ed

Saving to devices...

Branchil-La,doloud, cisco,com £198,19.1.1)  « Succesded
Branchz-My . dcloud, cisco,com (198,19.2.10 « Succeeded

Zancel |

11. Close the Manage QoS Settings Dialog window.
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Lab 7

Lab 7. QoS Alerts
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Lab 7.1. Configure QoS Alerts

QoS Alerting is an integral LiveNX component for managing and troubleshooting the system.

Alerting is a balancing act of noise vs actionable data. LiveNX default settings work well in
many organizations for providing a balanced approach. Often, it is best to tune the alerting
mechanism further to get the most from the solution.

Whenever LiveNX detects a QoS performance issue, the tool will show the respective device,
interface, and class, as well as change color to amber. An alert will also be generated. Below is
an example of the LiveNX In-Application Alerts view:

-Application Alerts [_ O] =]
Time + | severity | Device | Group | dlert Type | Details [
i 2016/10/24 01:46:02 AM ‘Warning HG-51 Qo5 Class dropped rate Intetface name - EthernetOf1; Interface direction - OUTPUT; Policy name - MULTI_CLASS SHAPING; Class name... ;I
. Z016/10/24 01:46:04 AM ‘Warning Branchi-LA Interface Up/Down  Interface error Interface name - Ethernetdy0; Interface direction - Input; Error rate - 0,30150753
2016/10/24 D1:46:32 AM \Warning HG-51 Qos Class dropped rate Intetface name - EthernetDf1; Interface direction - OUTPUT;  Policy name - QUEUEIMG;  Class name - VIDED; T...
2016/10/24 01:46:43 AM ‘Warning HG-51 Qo5 Class dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - QUTPUT; Policy name - QUELEING; Class name - ...
Z016/10/24 01:47:03 AM ‘Warning HG-51 Qo3 lass dropped rate CLEARED: Interface name - Ethernet0/1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; ...
2016/10/24 01:47:33 AM \Warning HG-51 Qos Class dropped rate Intetface name - Ethernetf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING; Class name...
| 2016/10/24 01:46:13 AM ‘Warning HG-51 Qo5 Class dropped rate CLEARED: Interface name - EthernetDf1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; ...
Z016/10/24 02:06:32 AM Warning Branchi-LA Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; dass-ma...
Z016/10/24 02;06:43 AM ‘Warning Brancha-NYy Device Config Cha,.. Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; dass-ma...
2016/10/24 02:06:55 AM \Warning Branchl-LA Qos Class dropped rate Intetface name - EthernetDf0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:06:57 AM ‘Warning HG-51 Device Config Cha... Device configuration c... Username - admin; Commands - shaow privilege; terminal length 0; terminal width 0; enable; ***; config t; dass-ma...
Z016/10/24 02;07:06 AM ‘Warning Branchi-LA Qo3 lass dropped rate CLEARED: Interface name - Ethernetd/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class name. .,
2016/10/24 02:07:23 AM \Warning HG-51 Qos Class dropped rate Intetface name - Ethernetf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING; Class name...
2016/10/24 02:07:33 AM ‘Warning HG-51 Qo5 Class dropped rate CLEARED: Interface name - EthernetDf1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; ...
Z016/10/24 02;08:03 AM ‘Warning HG-51 Qo3 lass dropped rate Interface name - Ethernetdy1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name..,
2016/10/24 02:08:23 AM \Warning HG-51 Qos Class dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:09:03 AM \Warning HJ-51 Qs Class dropped rate Intetface name - EthernetDf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:03 AM ‘Warning HG-51 Qo5 Class dropped rate Intetface name - EthernetOf1; Interface direction - OUTPUT; Policy name - MULTI_CLASS SHAPING; Class name...
Z016/10/24 02:09:23 AM ‘Warning HG-51 Qo3 lass dropped rate CLEARED: Interface name - Ethernetd/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class name. .,
2016/10/24 02:09:23 AM \Warning HG-51 Qos Class dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:09:33 AM ‘Warning HG-51 Qo5 Class dropped rate Interface name - Ethernet0f0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name - SET_DS...
Z016/10/24 02;:09:43 AM ‘Warning HG-51 Qo3 lass dropped rate CLEARED: Interface name - Ethernetd/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class name. .,
2016/10/24 02:10:03 AM \Warning HG-51 Qos Class dropped rate Intetface name - EthernetDf0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:10:13 AM ‘Warning HG-51 Qo5 Class dropped rate CLEARED: Interface name - EthernetD/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name. ..
Z016/10/24 02:11:03 AM ‘Warning HG-51 Qo3 lass dropped rate Interface name - Ethernetdy0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:11:13 AM \Warning HG-51 Qos Class dropped rate CLEARED: Interface name - Ethernet0f; Interface direction - INPUT;  Policy name - SET_DSCP_LAM;  Class name...
2016/10/24 02:11:13 AM \Warning HG-51 Qos Class dropped rate Intetface name - Ethernetf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING; Class name...
2016/10/24 02:11:23 AM ‘Warning HG-51 Qo5 Class dropped rate CLEARED: Interface name - EthernetDf1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; ... d
Only the last 100 alerts are shown,
[~ Bting this window to the frant when a new alert is received
[~ Beepwhen a new alert is received
Cleat lisk Expart list Histarical search | i Configure alerts I

The following Lab directs you to create an Alert when QoS problems are detected.

91



Lab Steps:
1. Tools > Configure Alerts

The default QoS alerts are highlighted below. These settings work well in many environments.

[ configure alerts
Routing Triggers | LAMN Trioaers | Cuskom Triggers | Mokification | Syslag
Dievice/ QoS Triggers | Flow Triggers I IF SL& Triggers

Generate an alert when. ..
Device Dawn

v IWarning - I & device becomes unavailable

ZPU and Memory

v I'-.-'-.-'arning - I & device's CPU usage reaches or exceeds (== IBIII %o
v I'-.-'-.-'arning - I & device's memory usage reaches or excesds {==) I‘BIII %o

Device Config Change and Access

[ |warning = | The running config changed time is later than the startup config changed time

[ |Warning = | Commands are sent to a device using the monitor-only CLI credentials

v I'-.-'-.-'arning - I The device configuration has been changed by LiveAction

Inkerface Errors

r I'-.-'-.-'arning vI &n interface becomes unavailable

o I'u'-.-'arni

_i Bn interface has errors (CR.C, Frame, nore, Abork)

Qo5 Drops

Configuring the Following alert triggers will affect the drop skatus for devices and inkerfaces,
[ |warning = | Interface drop rate exceeds (=) |2J5EIIZI.EIEIEI pps

[T Generate events only for selected interfaces

[v I'-.-'-.-'arning - I Class drop rate exceeds (=) IIII.IIIEIIZI Kbps
[v I'-.-'-.-'arning vI Class-default drop rake excesds (=) IIJSEIEI.EIEIEI kbps

Help | Ik Cancel

Note: If a network uses policers, it is often best to tune the global Class drop rate
exceeds setting.
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In the example below it has been changed from 0 to 1500. This means that all classes that drop
data, including high priority classes like VOICE and VIDEO, will not alert unless they drop at a
rate greater than 1500Kbps.

Eunfigure Alerts 3

Rouking Trigoers | L&M Tricaers | Cuskorm Triggers | Makification | Syslag
Device/ o3 Triggers I Flow Triggers | IP 5LA Triggers

Generate an alert when. ..
Device Down

v I'-.-'-.-'arning - I A device becomes unavailable

ZPU and Memary:

v I'u'-.-'arning - I A device's CPU usage reaches or exceeds (== IBIZI %
v I'u'-.-'arning - I A dewice's memory usage reaches or exceeds (== I'?JIZI %

Device Config Change and Access

r I'-.-'-.-'arning - I The running config changed time is later than the startup config changed time
r I'-.-'-.-'arning - I Commands are sent ko a device using the monitor-only CLI credentials
v I'u'-.-'arning - I The device configuration has been changed by LiveAction

Interface Errars

[ |Warning = | Aninkerface becomes unavailable

|_ I'-.-'-.-'arning vI An interface has errors (CRC, Frame, Overrun, Ignore, Abort)

Qa5 Drops

Configuring the Following alert triggers will affect the drop skaktus for devices and inkerfaces,

|_ I'-.-'-.-'arning - I Interface drop rate exceeds (=) I2,5EIIII.EIEIIZI pps
I~ Generate events onke For selected interfaces

v |warning ;I Class drop rate exceeds (=] II,SEIEI.EIEIEI Kbps >

N I
p warn|ng = = e e e o e e IL_,-\_ILILI.I.ILIU kDps

Help | K, Zance|
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To modify this condition and ensure VIOCE and VIDEO classes still alert if there are any drops:
2. Select the Custom Triggers tab.

3. Click Add.
BN configure Alerts
Device Qo5 Trigoers | Flow Triooers | IP SLA Trigaers
Routing Triggers I L&M Triggers Custom Triggers | Natification | Syslog

Edit belete

4. Create a custom trigger type Class and set it with the following parameters:
o Filter = leave blank
e Class name = VOICE
e Direction = Output
e Traffic type = Drop
e Operator = greater than
e Value=0

A.dd Custom Trigger

Kl

Type ICIass

Filker |Exam|:|le: device = roukerl & wan

Class name I'-.-'OICE

Direction IDutput

Traffic byvpe IDrl:up

Lol Lo Lo

Operakar Igreater khan

Yalue |I2I| kbps

Kl

Syslog Severity I'-.-'-.-'arning

Ik | Cancel

5. Click OK.
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Eunﬁgure Alerts
Device/C05 Triggers | Flaw Triooers | IP SLA Triggers
Routing Triggers I L&M Triggers Custom Triggers | Natification | Syslog

Edit Delete

lass: Class dropped packets for output direction of YOICE is greater than 0.0 kbps

6. Repeat these steps and create a Custom trigger for the VIDEO and
HIGH_PRIORITY_DATA classes.

This will ensure these classes always alert when drops occur.

Eunfigure Alerts ]

Device/Qos Trigoers | Flaw Triooers | IP SL& Triggers
Routing Triggers | L& Triggers Custam Triggers I Motification | Swslog

Edit Melete

Class: Class dropped packets for autput direction of WOICE is greater than 0.0 kbps
Class: Class dropped packets for autput direction of WIDED is greater than 0.0 kbps
Class: Class dropped packets for output direckion of HIGH_PRICRIY_DATA is greater than 0.0 kbps

7. After the alert thresholds have been updated, open the In Applications Alert view.
At the bottom left of the LiveNX window, Double click the alert button. In this example
the Alert button is red, indicating that a new alert has been received.

cPU © | Memory © | Flow Buffer © - Advisories © | Modes ©
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JS[=] B3

Time o[ Severity | Deviee | Group | blert Type | Details |
2016/10/24 01:46:02 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/1; Interface direction - CUTPUT; Policy name - MULTI_CLASS_SHAPIMG; Class name...
2016/10/24 01: Warning Branchi-La Interface UpjDown  Interface error Interface name - Ethernet00; Interface direction - Input;  Error rate - 0.30150753

Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - QUEUEING; Class name - YIDEQ; T...
Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - Ethernetd/1; Interface direction - OUTPUT; Policy name - QUELEING; Class name - ...
Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0/1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...
Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 01:48:13 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING;
2016/10/24 02:06:32 AM Warning Branchl-La Device Config Cha... Device configuration ... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma. ..
2016/10/24 02: Warning Branchz-Ny Device Config Cha.., Device configuration c,.. Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma...
2016/10/24 0; Warning Branchi-La QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN;  Class name - SET_DS...
2016/10/24 0; Warning HG-51 Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; *+#; configt; dass-ma...
2016/10/24 02:07:06 AM Warning Branchl-La QoS Class dropped rate CLEARED: Interface name - Ethernet0/D; Interface direction - INPIUT;  Policy name - SET_DSCP_LAN; Class name,
2016/10/24 02:07:23 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/1; Interface direction - CUTPUT; Policy name - MULTI_CLASS_SHAPIMG; Class name...
2016/10/24 02:07:33 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING;
2016/10/24 02:08:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02: Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetD]1; Interface direction - OIUTPUT;  Policy name - MULTI_CLASS_SHAPING;
2016/10/24 O Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 0; Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name.
2016/10/24 02: Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class name.
2016/10/24 02:09:23 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetD]1; Interface direction - OIUTPUT;  Policy name - MULTI_CLASS_SHAPING;
2016/10/24 02:09:33 AM Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:43 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02: Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN;  Class name - SET_DS... fin
Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - Ethernet0/D; Interface direction - INPIUT;  Policy name - SET_DSCP_LAN; Class name,
Warning HG-31 Qo5 lass dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS,
Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class name.
Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:11:23 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetD/1; Interface direction - OUTPUT;  Palicy name - MULTI_CLASS_SHAPING; ... d

Cnly the last 100 alerts are shown,

[~ Bting this window to the front when a new alert is received

[~ Beepwhen a new alert is received

Clear list Expott list Historical search Canfigure alerts

8. Click the Clear List Button

In-Application Alerts

Time o | severity | Deviee | Group | dlertType | Details [

Cnly the last 100 alerks are shown,

[~ Bring this window to the front when a new alert is received

[~ Beep when a new alert is received

Histarical search Canfigure alerts

Monitor the system for any new QoS Alerts.
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Lab A

Lab A: Appendix
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Lab A.1: Add Device

Adding devices into LiveAction and managing them properly is very important to the overall

usability of LiveAction itself.

Lab Steps:
9. Select File, Add Device

E_E 198.18.133.34 - Remote Desktop

Li!.rEAcl:iun - localhost

File | Wiemw Users QoS Flow  Roo
add Device
I,
Iilﬂscwer Devices I

Import Devices =
Export Devices I
Manage Devices
Refresh Devices

Remave Mekbwark Objects

Exit

10. Enter 198.19.1.1 in the IP Address field.

11. Select “Use the Default SNMP connection settings”.

Add Device X
Steps Device Connection Information
1. Device Connection Enter the SMMP connection information.
Information
2, CLI Settings (Configuring) MNode Local w
3. CLI Settings (Monitoring)
IP Address 188.19.1.1|
4. Select Interfaces
5. Select VLANs (C) Non SMMP device such as NetFlow probes
6. Select Features () LiveSensor
7. Enable Polling (®) Use the Default SNMP connection settings Edit
8. Review Configuration () Enter SNMP connection settings for this device
9, Device Updated SNMP Version Version 2c TargetPort |151
Community String
Back Finis! Cancel Help
12. Click Next.
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13. Select “Use my default Configuration CLI connection settings”.

isco.com (198.18.129.25)

Steps LI Settings {Configuring)
1. Device Connection Specify the CLI connection information used for configuring these devices, Required fields are indicated with
Information an asterisk (*),
2. CLI Settings
{Configuring)

Configuration CLI Connection Settings

. CLT Settings (Maritaring) Enter Command Line Intetface (CLI) connection settings used to configure these devices,

. Select Interfaces = Add as monitor only device For non Cisco and unsupported Cisco OS5 (105, [0S-KE and MX-0S supp

. Select YLAMs X X X .
¥ Use my default Configuration CLI connection settings

" Enter connection settings For this device
. Enable Palling 9

. Review Configuration Connection Type ISSH ot l Part* |22

3
4,
5
6, Select Features
7
g
9. Device Updated User name on Device I

Password on Device™® I

Enable Password I

™ | Also use these credentials Far monitor made,

< Back. | Mext = Finish Cancel | Help |

M

14. Click Next.

Steps CLI Settings (Monitoring)
1. Device Connection Specify the CLI connection infarmation shared by all users. This infarmation will only be used ta monitor this
Infarmation device. Required fields are indicated with an asterisk (*).
2. CLI Settings {Configuring)
3. CLI Settings IMonitar-only CLI Connection Settings

{Monitoring} Enter Command Ling Intetface (CLT) connection settings used ko monitor this device,

. Select Interfaces " Use the default Monitor-only CLT connection settings Edit |
. Select YLANS

% se the previous page connection sektings

. Enable Foling " Enter connection settings far this device

. Review Configuration Conneckion Type |S5H  + l Paort* |22

. Device Updated User name on Device |

4
5
6. Select Features
7
g
9

Password on Device® I

Enable Password |

< Back | ek = I Fimisi Cancel | Help |

15. Select “Use the previous page connection settings”.
16. Click Next.
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You can verify what capabilities LiveAction is able to interact with the device.
17. Click Continue.

Yalidation results For the current device:
Test I Status | Description I
SMMP conneckion Succeeded a
SHMP access Succeeded =
"LI configure connection Skipped
LI configure login Skipped
_LI configure enable password Skipped
_LI monitor connection Skipped
_LI monitor login Skipped
_LI monitor enable password Skipped
Setial number walidation Succeeded
Maodel supparted Succeeded
105 supported Succeeded
MEAR capable Succeeded
MEARZ capable Succeeded
NetFlow collector configure supported Succeeded
Flexible MetFlow supported Succeeded
Lnified Perfmon supported Succeeded
Medianet Performance Maonitoring supported Succeeded
AWC supporked Succeeded
LS MetFlow configure supported Mot supported
Mediatrace configure supported Succeeded
1P SLA Supported Succeeded
HGF Supported Succeeded
A Table Supported ot supported :I
Zonkinue

On the select interfaces window you may notice 3 interfaces are already selected. LiveAction
automatically selects the interfaces based on the highest bit rate.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps Select Interfaces
1. Device Conneckion Select the interfaces you want ko manitor on this device {maximurn 1000 interfaces).
Information

2. CLI Settings {Configuring) Selected I Interface I Trunk I IP Address Description

3, (LI Settings (Monitoring) W Ethernetofn 198.18.129.25
¥ EthernetOfl 10,255.0.2

4. Select Interfaces ¥ Loopbacko 10.0.0.102

5. Select YLANS [T Ml

6. Select Fegtures Il Turneld PFR. auto-tunnel For YRF default
- YoIP-Mulld

7. Enable Polling

8. Review Configuration

9, Device Updated

Selected interface(s): 3

< Back |

Fimish Cancel | Help |

I

18. Click Next.
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Note: Since there are no VLANSs configured on this device, none will be displayed. You
may monitor up to 25 configured VLANs on each device.

Add Device - H-5).dcloud.cisco.com {198.18.129.25)

Skeps Select YLANS

1. Device Connection Select the YLANs you wank ko monitar on this device (maximum 25 YLANS),
Information

. CLI Settings {Configuring) ! Mo YLANs were Found on the: ﬁvice. Mo YLANS will be managed.
. CLI Settings {Monitoring)

. Select Inkerfaces

. Select ¥LANs

. Select Features

. Enable Palling

. Review Configuration

(=T = R T - (Y T S )

. Device Updated

Fimist Cancel Help

19. Click Next.

The Select Features dialog allows you to turn-on specific Cisco technologies using the
templates included in LiveNX. This dialog displays the current I0S configuration of the device
you are currently viewing. Leave this screen AS-IS.

Add Device - H(-5].dcloud.cisco.com {198.18.129.25)

Steps Select Features
1. Device Connection Select the Features you want to enable on each interface, Learn more about each Feature in the Help
Infarmation section,

2. CLI Settings {Configuring)
Features on device

3. CLI Settings {Monitoring)

4. Select Interfaces I™" Enable Mediatrace

5. Select YLANS [~ Associate Probe at P Address: |

6. Select Features Interface I MEAR NetFlow

7. Enable Poling Etherneto)1 v v

2. Review Configuration Ethernat0/d 3 F
Loopbackn I~ v

9, Device Updated

< Back | Mext = I Fimish Cancel Help

20. Click Next.
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21. Change the polling rate to 30 seconds.
22. Verify that ONLY the Flow & QoS boxes remain checked.

Add Device - HQ-51.dcloud.cisco.com (198.18.129.25)

Steps Enable Poling

. Device Connection

Information Learn more about polling in the Help section,

Select the features you want o actively monitor and the polling rate for all the Features on this device,

2, CLI Settings {(Configuring)
3. CLI Settings (Monitoring)
4, Seleck Interfaces
5. Select YLANS Pallimg Rate 30 seconds
6. Seleck Features
Poll the Following Features
7. Enable Polling
3. Review Configuration
9, Device Updated ¥ QoS
[ IP 5LA
¥ Routing
[~ Lan*

* LaM polling occurs every 15 minutes

* For SMMP 3, please see the User Guide on configuring LAMN polling.

< Back | Mext = I

Frinisty |

Cancel | Help |

Note: Any changes to the Select Features dialog will generate a CLI push to update the
current configuration. Before sending the NetFlow configurations to the device, you can
verify the configurations that LiveAction created.

Add Device - H}-5).dcloud.cisco.com {198.18.129.25)

Steps Review Configuration

1. Device Connection

The Following commands will be sent ko the device, Or you can choose to manually configure the device

Information wourself,
. CLI Settings {Configuring)
. CLI Settings (Monitoring) deacription DO NOT MODIFY. USED EY LIVEACTION. =]

exporter LIVEACTION-FLOWEXFORTER
cache timeout inactive 10

. Select Interfaces
. Select VLAMNS
cache timeout active 60
record LIVEACTION-FLOWRECORD
. Enable Polling exXit

interface Ethernetl/1

. Select Features

. Review Configuration

=T - R R = Y R S

. Device Updated

exit
interface Ethernet0/0

exit
interface Loopback(

* Send the configuration commands to device,

= 1 will manually configure the device ryself,

< Back | Mexk = I

Finisti |

ip flow monitor LIVEACTION-FLOWMONITOER input
ip flow monitor LIVEACTION-FLOWMONITOER output

ip flow monitor LIVEACTION-FLOWMONITOR input
ip flow monitor LIVEACTION-FLOWMONITOER output

ip flow monitor LIVEACTION-FLOWMONITOER input
ip flow monitor LIVEACTION-FLOWMONITOR output

Cancel | Help | [

23. Select “Send the configuration...” radio button, if available.

24. Click Next.
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25. Click Finish.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps

Device Lpdated

LiveAction Lab Workbook Pt. 2

1. Device Conneckion
Infaorration

. LI Settings {Configuring)
. LI Settings {Monitaring)
. Select Interfaces

. Select YLANs

. Select Features

. Enable Polling

. Review Configuration

[T~ T = N R = R 1) [ N L R 8

. Device Updated

¥ou have configured this device successFully with the Following settings {ou may wankt to save the current
configuration ka the device's startup config, so your setkings will not be lost when the device is restarted):

Device Setkings

< Back | fext =

Setting I Descripkion |

Polling Rate 30 seconds
fetFlow Monitoring MetFlow colleckor
fetFlow Polling Enabled
Mediatrace Disabled
Adjacency Polling Enabled
os Palling Enabled
1P SLA Polling Enabled
CEF Enabled
Interface Settings

Interface I MEAR MetFlow
Etherneti) 1 - ™
EthernetD/a
Loopbacko

| Finish I

Cancel | Help |

The device will be added to the Topology Pane in LiveNX. Note that LiveNX will not

automatically position a new device with reference to any existing devices... you may need to
scroll-about in the Topology Pane to locate your new device(s).
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Lab A.2: Client Device Discovery

As we discovered in a prior Lab, the LiveNX Server in your topology has had device(s) pre-
installed. In the following Lab you may add additional devices to your Topology, configure those
devices to send flow and SNMP data to the LiveNX Server, and discover what data your LiveNX

solution is gathering.

Lab Steps:

Adding several devices at once is as easy as adding a single device at a time. To do this:

26. Select File and Discover Devices.

% 198.18.133.34 - Remote Deskto
Li'.rEAcl:iun - localhost

File | Wiew Users QoS Flow  Re
Add Device

Discover De~1i4;fs

Impork Devicg‘% B

Export Devices

Manage Devices
Refresh Devices

Femove Mebwark Ohjects

Exit

27. Specify the following IP addresses:
198.19.1.1
198.19.2.1

28. Select Use the default SNMP connection settings.

Step 1: Specify what to scan
{+ Specify IP ranges (ex: 192,168.1,1-200) or one IP per line:

195.19.1.1
195.19.2.1

(" Specify seed device ko scan

IP Address Hops |1 VI

Step 2: Specify SNYP settings

{* Use the Default SNMP connection settings Edit |
(" Enter SNMP connection settings For this device
SHNMP Yersion I\fersion 2C LI Target Pork |161

Comrmunity String I
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Note: In the Lab infrastructure we are utilizing the Local LiveNX Node included with the
Server installation. If you require access to a Remote Node to access the subnets or
addressing in “Step 1: Specify what to scan” you would use the Specify node drop-down
at the bottom of this dialog box.

Step 3: Specify node
Local LI

a4 | Cancel |

29. Click OK.
30. Verify that both devices were found, and then select Add Devices.

Note: LiveNX may only discover a single router in the above steps. Your Student Pod
may already be pre-configured with multiple devices. Your instructor may direct you to
add one or more devices in this

lab.

Fle View Usess QoS Flow Routing IPSLA LAN Tools Reports Help
Dastbourd | Mensge (3 Bxpend Qus." Fiow | Routrg [ IPSA | LN
B oS /@ | R @ Tade| ORekesh MFowTypes - CurentTme CurrentPolng Interval | (53 Mo Display Fiterig. Top20 v | ot
Name sesen .
+ @ Branch14
& @ branchaa
@ Hes
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Device Discovery on Local E
Filker by: I Filker | Clear |
Select Device Mame IP Address Hops Wendor Model
~ Branchz-Ny. deloud, cisco, com 198.19.2.1 o Cisco ciscoGatewayServer
~ Branchl-LA dcloud cisco,com 198.19.1.1 o Cisco ciscoGatewayServer
Selected; 2 Discovered: 2 Device Limit: 10,000,000 {1 active devices)
Add Devices I Advanced Add... | Pause Stop: | %GDSE

31. Select Yes on the configure devices dialog.

Configure Devices

|0|

Z configurable devices added to the application.
Do you want to configure Qos, Flow, Routing, IP SLA, of LAM for the added devices?

Mo |
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32. Use the default SNMP connection settings and then select Next

Note: You must be logged-in as the original admin user so that the LiveNX Wizard will
inherit the appropriate credentials. Ask your instructor for clarification on this, if
desired.

Configure Cisco Devices m

Skeps SMMP Settings
1. SMNMP Settings Enter the SMMP connection information used For monitoring the selected devices,
2. LI Settings {Configuring)
3. CLI Settings (Menkoring) * [se the Default SNMP connection settings ﬂl
4. Validating Devices ™ Enter SNMP connection settings For this device
C. Select Features SHMP Version |version 2c | Targetpart 161
6. Enable Paling Community String |
7. Update Device
&. Devices Configured

< Back | Mext = I Fimist S Cancel | Help |

33. Select Use my default Configuration CLI connection settings.
34. Click next.

Configure Cisco Devices E

Steps CLI Settings {Configuring)

. SNMP Settings Specify the CLI connection information used For configuring these devices, Required fields are indicated with

i Ea
2. CLI Settings e R )

{~ Enter connection settings For this device

{Configuring)
3. CLI Settings (Morikoring) Configuration CLI Connection Settings
4. Validating Devices Enter Command Line Interface (CLI) connection settings used ko configure these devices.
5. Select Features  Add as maritar only device far nan Cisca and unsupparted Cisca OF (103, 105-XE and NX-05 supp
6. Enable Paling {* Use my defaulk Configuration CLI connection settings Edit |
7. Update Device
g

. Devices Configured
Connection Type ISSH VI Port* |22

User name on Device |

Password on Device™® |

Enable Password I

I™ &lso use these credentials Far monitor mode,

< Back | Mext = I Frinisty Cancel | Help |
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35. Select Use the previous page connection settings.

Configure Cisco Devices E
Skeps LI Setkings (Monitoring)

1. SNMP Settings

device. Required fields are indicated with an asterisk (*).

Specify the CLI connection information shared by all users. This information will only be used ko monitor this

2, CLI Settings {Configuring)
3. CLI Settings § X .
{Monitoring) Monitor-only CLI Connection Settings
4. Validating Devices Enter Command Line Interface {CLI) conneckion settings used ko monitor this device.
5. Select Features " Use the default Maonitor-onlky CLT connection settings Edit: |
&, Enable Palling f+ Use the previous page connection settings
7. Update Devics ™ Enter connection settings For this device
&. Devices Configured

Connection Type ISSH VI Part* |22

User name on Device I

Password on Device® I

Enable Password I

< Back | Mexk = I I%sh |

Cancel

Help

Configure Cisco Devices

Steps

36. Click Next

37. After verifying that the device validation is successful, Click Next.

Yalidating Devices

1. SNMP Setkings

validation issue occurs, dlick on the description field to view additional details,

The Following devices are being walidated. You can review each device's status in the table below, IF a

2. LI Settings {Configuring)
3. CLI Settings {Monitaring)
4. validating Devi Device Skatus Description

- validating Devices Eranchl-La,dcloud.cisco,com Succeeded: click for details. ..
5. Select Features Eranchz-hy.dclaud. cisco. com Succeeded: dick For details. ..
6. Enable Polling
7. Update Device
8. Devices Configured

Export Walidation Details. .. |
< Back Next = Finiish | % Cancel Help
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38. Select NBAR and NetFlow for both devices, Click Next.

Configure Cisco Devices

Steps

Select Features

LiveAction Lab Workbook Pt. 2

. SHMP Settings
. CLI Seftings (Configuring)
. LI Settings (Monitoring))

. Yalidating Devices

. Enable Poliing

1

2

3

4

5. Select Features
B

7. Update Device

g

. Devices Configured

Select the Features you wank to use on the devices, Learn more about each Feature in the Help section.

Device

MetFlow

I Mediatrace I

Eranchi1-LA.deloud,cisco,com
Branchz-|

MY . deloud. cisco.com

< Back | Mexk = I

Firish |

Cancel Help
39. Select all technologies excepting LAN.
40. Set the interval to 30 seconds for each device, Click Next.
Configure Cisco Devices
Steps Enable Palling
1. SMMP Settings Select the Features vou want to actively monitor, and the polling rate For the devices, Learn maore about
2. €L1 Settings (Corfiquring) each feature in the Help section,
3. CLI Settings {Monitoring)
4, Validating Devices Device | Pall I QoS | Flows | 1P SLA I Routlng I LAaN* | Interval |
Branchi-La, dcloud. cisco,com [~ [ [~ [~ [T [30seconds -]

5 Seect Fedures R ——_——
6. Enable Polling
7. Update Device
8. Devices Configured

* LaM polling occurs every 15 minukes

* For SMMP 3, please see the User Guide on configuring LAM palling.

< Back | Mext = I

Finish |

Cancel | Help |

Note: For our class Labs we are gathering data every 30 seconds to reduce wait time

when we make changes.
traffic than desired.

In a production environment this may generate more network
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41. Select Send Updates to Devices and click Send.

Configure Cisco Devices E

Skeps Update Device

1. SMMP Settings The selected devices will be updated based on the configuration changes if necessary.
‘fou may choose to manually configure the devices,

2. (LI settings {Configuring)
3. CLI Settings (Monikoting) WWarning: once update processes have been skarted wou will not be able to return to eatlier screens, Learn
more about each Feature in the Help section.
4, Yalidating Devices
5, Select Features
) Device: Staktus I Descripkion I
6. Enable Foling Eranchl-LA.dcloud. cisco. com e Update Required: click to view
7. Update Device Eranchz-MY . dcloud.cisco.com Qo Update Required: click to view
g

. Devices Configured

* Send Updates to Devices

= Manually Configure Devices %

Expott Update Cormmands... |

< Back [exk = I Fimish | Cancel Help

42. Once the updates are pushed successfully, click next.

Configure Cisco Devices

Steps Update Device

1. SMMP Settings The selected devices will be updated based on the configuration changes iF necessary,
ou may choose ko manually configure the devices.

2. LI Settings {Caonfiguring)
3. CLI Settings (Monitoring) “Warning: once updake processes have been started vou will not be able to return to earlier screens. Learn
more about each Feature in the Help section.
4, Walidating Devices
5. Select Features
) Device: I Status I Description
6. Enable Paling Eranchl-LA.doloud. cisco, com Update Successful
7. Update Device Branch2-MY .dcloud. cisco.com Update Successful
i

. Devices Configured

f+ Send Updates to Devices Send |

€ Mamually Configure Devices

Export Update Commands. .. |

< Back

Fimish | Cancel Help
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43. Click finish to add the devices into the topology.

Configure Cisco Devices
Sheps Devices Configured
1. SMMP Settings The fallowing devices have been configured. Learn mare about each feature in the Help section.
2. (CLI Settings (Caonfiguring)
Drevi 5

3. CLI Settings (Maritaring) DA I S

Eranch1-LA.dcloud. cisco.com CEF, NBAR, Q03, IP 5LA, Flows, COLLECTOR, 30 ...
4. Validating Devices Branch2-MY deloud. cisco com CEF, NBAR, QOS, IP 5LA, Flows, COLLECTOR, 30.,..
. Select Features
6. Enable Palling
7. Update Device
8. Devices Configured

= Back | fext = I i Finish % Carncel I Help |

Now that you have added three devices to the topology, they should look familiar to the image
below. What is important to remember is that you should only bring in interfaces that will have
interesting traffic, to you, traversing them. We will not need all the interfaces that have been
included, so in one of the next Labs we’ll remove the unneeded interfaces.
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Lab A.3: Export/Import Device Configuration

Lab Steps:
44. From the File Menu select Export Devices.

- 198.18.133.34 - Remote Desktop (

File

LivEActiun - localhost

Wiew Users Qo3 Flow  Rou

Add Device
Discover Devices

Irnport Devices m

Export Da[:§es |I

Manage Devices
Refresh Devices

Remoyve Metwork Objects

Exit:

45. Deselect GigabitEthernet2 and LoopbackO from the 198.19.1.1 and 198.19.2.1

devices.

B Export Devices *
Type here to fiter resuits
Add{Up... Name Type Device Serial 1P Address Vendor Modsl 105 Version Description Line Rate (Kb... Node Site Sits CIDR Data Cen... ¥
E] Branch1-LA.deloud.cisco.c... Router 101 198.19.1.1 Cisco ciscoCSRIONDV  16.3.2 Cisco 105 Software [Denali], ... Local LA 10.0.1.1, 198.18.1... O
- GigabitEthemet1 Interface 158.19.1.1 Branchl LAN 1,000,000
| GigahitEtherneta Interface 10064.1.2 Internst 2,000
... GigabitEthernat3 Interface 10.255.1.2 MPLS 1,000
I O = S 7 I I |
O L Hull Interface 10,000,000
O L. valP-Null Interface 10,000,000
El HQ-BLddoud.cisco.com  Router z 156.18.125.24 Cisco ciscoCSRIONDV  16.3.2 Cisco 105 Software [Denai], ... Local HG O
GigabitEtherneti Interface 158.18.125.24 HQ-LAN 1,000,000
- GigabitEthernet? Interface 100.64.0.2 Internst 1,000,000
O Loopbackd Interface £,000,000
O - Null Interface 10,000,000
O - VaIP-Nullo Interface 10,000,000
E} HQ-BZddoud.csco.com  Router 3 158.18,129,25 Cisco ciscoCSRIODDY  16.3.2 Cisco 105 Software [Denal], ... Local HQ O
- GigabitEthernat] Interface 198.18.129.25 1,000,000
- GigabitEthemet? Interface 10.255.0.2 1,000,000
O Loopbackd Interface 10.0,0,102 £,000,000
O - Null Interface 10,000,000
O - VaIP-Nullo Interface 10,000,000
El HQ-MC.deloud.cisco.com  Router 1 156,18,129,23 Cisto CiscoCSRIONDY  16.3.2 Cisco 105 Software [Denal], ... Local HQ O
- GigabitEthernat1 Interface 198.18.129.23 1,000,000
O - Loopback Interface 10.0.0.103 £,000,000
O Wully Interfzce 10,000,000
O - VaIP-Nullo Interface 10,000,000
< >

Export to €5V

46. Select Export to csv.
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47. On the Export window give the file a name.
48. Export the csv to the desktop, or appropriate directory.

Expurt the content to a CSY file [ %]

Lok in: I. Deskkop LI 3 i

- Libraries

A Administrator
18| Computer
?j Metwork

. Livedction Upgrade

updateinterface, csy:

File name: Iupdateinterface.csv % Export I
Files of kype: Ics\.n files (*.csv) LI Cancel |

49. Close the export devices window.
50. Select File and Import Devices.

- 198.18.133.34 - Remote Desktop
LiveActiun - localhost

File | wiew Users Qo5 Fow Ro

Add Device

Discaver Devices

| Impatt Devices h

Expart Devices I
Manage Devices
Refresh Devices

Remove Metwork Objects

Exit.

51. Select the file you previously exported.
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=l 2 o

Look in: I Bl Deskiop

- Libraries
& Administrator
1% Computer
€l Network,
Livedction Upgrade

File namne: |updateinterface.csv Import
N
Files of type: ICSV Files (*,csv) Cancel
52. Click Add/Update Devices.
B Add/Update Devices X
Devices selected for Add/Update will be added or updated Q-
Add/Upd... Name Type Device Serial IP Address Vendor Maodel 105 Version Description Line Rate (K... Node Site Site CIDR Daw Ce...
[=) Branch1-LA.dcloud.cisco....  Router 101 198.19.1.1 Cisco CisCOCSR1000V  16.3.2 Cisco 10S Sofoware [Denali], ... Local LA 10.0.1.1, 198.1... C
GigabitEthernet1 Interface 198.19.1.1 Branchi LAN 1,000,000
GigabitEthernet2 Interface 100.64.1.2 Internet 2,000
GigabitEthernet3 Interface 10.255.1.2 MPLS 1,000
Loopbackd Interface 10.0.1.1 8,000,000
Hullo Interface 10,000,000
VoIP-Hullo Interface 10,000,000
=} HQ-B1.dcloud.cisco.com  Router 2 198.18.120.24  Cisco cscoCSR1000v  16.3.2 Cisco 10S Software [Denali], ... Local HQ C
GigabitEthernett Interface 198.18.129.24 HQ-LAN 1,000,000
GigabitEtherne2 Interface 100.64.0.2 Internet 1,000,000
O Loophacka Interface 8,000,000
O Hullo Interface 10,000,000
O VolP-Hullo Interface 10,000,000
=} HQ-B2.ddloud.cisco.com Router 3 198.18.129.25  Cisco CGscoCSR1000v  16.3.2 Cisco I0S Software [Denali], .. Local HQ C
GigabitEthernet1 Interface 198.18.129.25 1,000,000
GigabitEthernet2 Interface 10.255.0.2 1,000,000
Loopbackd Interface 10.0.0.102 8,000,000
Hullo Interface 10,000,000
VoIP-Nullo Interface 10,000,000
[} HQ-MC.dcloud.cisco.com  Router 1 198.18.120.23  Cisco ciscoCSR1000V  16.3.2 Cisco 105 Software [Denali], ... Local HQ C
GigabitEthernetl Interface 198.18.129.23 1,000,000
Loopbacko Interface 10.0.0.103 8,000,000
Hullo Interface 10,000,000
VoIP-Hullo Interface 10,000,000
< >
Add/Update Devices Import from CSV Export to CSV Close

53. Click OK to use the Default SNMP settings.
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A
o -
f+ Use the Defaulk SMMP connection settings Edit |

= Enter SMMP connection settings for this device

SHMP Yersion I\-'ersion 2c LI Target Port |161

Cammunity String |

Ok R{J Cancel |

Your Topology Pane will now show the appropriate devices/configurations.
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Lab A.4: Saving Server Configurations

Prior to upgrading the LiveAction Software, or to retain existing Server configuration for use in
the case of a hardware failure or misconfiguration, the current configuration file may be
Exported to a local or network drive.

Lab Steps:
54. Open the LiveNX WebUI, select Settings.
H Livexict

Sites, Devices, Interfaces byStatuses . ctvesles

SITES: 2 DEVICES: 4 INTERFACES:

55. Select Configuration.

[ = Liveaction

il

CONFIGURATION

Bl MAINTENANCE

EXPORT CONFIGURATION

aaaaaaaa

56. Click Export.
57. Enter encryption password if preferred.
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Export Configuration [¥]
Save in: I. Desktop LI G 0 5
- Libraries
g’ 2 Administrator
RecentItems [ ezt
?! Metwork
D | LiveAction Upgrade
Desktop
My Documents
i
i~
Computer
m File name: J10NOV15_Upgrade] Save
=
HETL Files of type: ILiveAcﬁon Exported Configurations (*.Ifg) LI Cancel |

58. Select an appropriate place to save the file, give the file a name, then click Save.
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Lab A.5: Connect via Remote Desktop Connection

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect, but you may use RDC as an alternate way to connect to your Student Pod.
SKIP this Lab if directly connecting with the LiveNX Client on your local workstation.

To connect using Microsoft Remote Desktop on Windows, or a compatible Remote Desktop
client on Linux and Macintosh, follow the steps below. On Windows you can typically find
Remote Desktop in START > ALL PROGRAMS > ACCESSORIES.

Note: Use the information from the Lab Details table to connect to the desired device.

Lab Steps:

Connect to the virtual Windows Workstation Desktop using the IP Address, username, and
password pre-printed on the Class Worksheet, unless otherwise instructed.

59. Launch a Remote Desktop Connection.

60. BEFORE selecting Connect, click the General tab. (On Macintosh this will be the
Preferences menu and Login tab.)

DIAGRAM

&% Remote Desktop Connection — x

| Remote Desktop
~>¢) Connection

General Display Local Resources  Experience  Advanced

Logon settings
P L Enter the name of the remote computer.

L

Computer: 1598181334 ~

Username: | DESKTOP-63VEDIF administrator

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

[] Always ask for credentials

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

Save Save As.. Cpen...

4 Hide Options Help

a. Enter the following fields:
*Computer: <ipaddress>:20201
(From your Lab Access worksheet)
*Username: administrator (or otherwise defined by instructor)

61. Set the RDC session properties on the Display tab so that your video is a minimum of
1200x800 resolution... this may NOT be changed once the connection is active. See
next page for example.
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DIAGRAM

B Remote Desktop Connection - x

| Remote Desktop
"¢ Connection

General Display  Local Resources Experience  Advanced

Digplay configuration
Choose the size of your remate desktop. Drag the slider all the
way to the right to use the full screen.

ol ' e

Full Screen

[J Uze all my monitors for the remote session

Colors
. Choose the color depth of the remate session.

Highest Guality (32 bit) w

Display the connection bar when | use the full screen

(= Hide Options Help

62. Select Connect.
63. Enter the workstation password: C1sc012345 (or otherwise defined by instructor).

Windows Security — __ _I .- ]
Enter your credentials
These credentials will be used to connect to vm.opnet.com.
DESKTOP-63VEDIFadministratar
—
|D Use another account
[] Remember my credentials
|
Ll |

64. Click OK.

Once successfully connected to your Pod you will see the Windows Desktop, and be able to
access the LiveNX Server, Client, and other pod resources.

Note: Occasionally Remote Desktop may freeze its connection to the Pod workstation. If
this happens, close the Remote Desktop window, and start again at Step 1 above. This
will continue your lab session and will generally not lose any work.
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