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IMPORTANT INFORMATION - Please Read!

The step-by-step Labs in this Workbook have been written specifically for the LiveAction
Training Student Pod, documented herein. All “Pods” have been pre-configured with the
appropriate software and generated traffic to successfully perform these labs. Pay attention to
any Notes presented as:

Note: This is a note example which gives additional information to the specific context.

The Diagrams, or screen shots, throughout this Workbook are examples for demonstration
purposes and may not reflect the appropriate parameters for the classroom and/or your specific
subnet. Unless specifically directed to do so, do not attempt to match the settings displayed in
the screen shots to your configuration.

Traffic collected by your assigned Pod may not be synchronized with other Student Pods, and in
some cases... due to specific application traffic timing, may not display the exact result specified
in the Labs. The main intent is to know HOW to access the information... not to attain specific
lab results.

Throughout this document italics, bold fonts, and words in CAPS, are used to place emphasis
on specific procedures or results.




Lab .0

Lab 0: Setup and Get Connected



Lab 0.1: Connect to the Lab Network

For this class, each attendee or Student will connect to and manage their own LiveNX
installation. In this lab you will connect to the classroom lab environment. In some locations
you may first be asked to connect your laptop to the Internet.

Your instructor will assign a dedicated environment or “Pod” to each Student and may provide
you with a handout containing connectivity information specific to your Pod. Each Pod has the
LiveNX Server and Client pre-installed, with some initial configuration already performed. Each
Student will manage:

Local:

1 x PC Workstation to be used as a Management PC (Your Laptop)
1 x Installed LiveNX Client

1 x Browser

Remote Student Pod
1 x Windows Workstation accessed via RDC (optional) with an installed LiveNX Client and
Browser
1 x LiveNX OVA Linux install
1 LiveNX Server
1 LiveNX Node (installed on LiveNX Server)

Internet
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In the diagram above your workstation is connected over the LAN or WAN to your assigned
Training Pod resources.

Note: Make sure to consult the Infrastructure Diagram, as well as specific classroom
instructions for names, IP addresses, and other parameters. The screen shots in this Lab




Workbook are examples which may NOT reflect the appropriate parameters for the classroom
and/or your specific subnet.

Each student is provided with login credentials to our Training Lab Website, which includes
connection information as illustrated below. Your instructor may provide additional class-
specific addressing and credentials. You may wish to Bookmark this Web Page or Make a
written note of this information for later reference.

DIAGRAM

— Lab Status Time Lefe: [T
= LeamingLabs Menu 50AYS 4 HOURS

Topology Lab Details

& Overview

A Labs Introduction

1 Liveaction fvenx admin Student 35.231.127.249 443
B Access Devices
2 B1-HQ HQ-B1 admin Clsco12345 35.231.127.249 20019

3 inet1 INET1 admin Cl1sco12345 35231127249 20018
4 inet2 INET2 admin Cl1sco12345 35231127249 20020
5 inet3 INET3 admin Cl1sco12345 35231127249 20021
6 BR1 Branchi1-LA admin Cl1sco12345 35231127249 20001
7 B2-HQ HQ-B2 admin Cl1sco12345 35231127249 20022
8 MPLS1 MPLS1 admin Cl1sco12345 35231127249 20010
8 MPLS2 MPLS2 admin Cl1sco12345 35231127249 20009
9 BRZ Branch2-NY admin Cl1sco12345 35231127249 20000
10 wikstl Administrator Administrator Cl1sco12345 35231127249 20201
1 Activedirectory Administrator Administrator Cl1sco12345 35231127249 20202
12 PC1 Administrator Administrator Cl1sco12345 35231127249 20203
13 pPC2 Administrator Administrator Cl1sco12345 35231127249 20204

Lab Steps:

1. Connect your workstation to the Management Network with an Ethernet cable (or,
available, connect to the Wireless network per the instructions provided by your
instructor).

if

2. Verify connectivity to the Internet by opening a browser to www.liveaction.com.

Note: Make sure to consult the Infrastructure Diagram and worksheets, as well as specific
classroom instructions for names, IP addresses, and other parameters. The screen shots in
this Lab Workbook are examples which may not reflect the appropriate parameters for the
classroom and/or your specific subnet.



http://www.liveaction.com/

Lab 0.2: Connecting to Your Training Pod

Throughout this Lab Workbook, you will be directed to connect to your Pod resources... use the
IP Address & Port information provided in your assigned Web connection document.

The instructor will have emailed credentials/login information to you prior to the start of the
Training Session... like that below...

DIAGRAM

LiveNX Training - Credentials for Hand's-on Labs - Message (HTML)

file ~ Message Insert ~ Options  FormatText  Review Help @ Tell me what you want to do

&D Calibi <11 A A== A )’Q\% il LEIB F:]' @J

27 attach ltem «
Paste L) BT U £-A. El==|=3 | Addes Cheek UM pssign Dictate
-y = ="I=="=1=" Book Names | [XSignature~ Palicy = . -
Clipboard 1 Basic Text [ Names Include Tags ml voice My Templates| &

Send
Subject | Lyl Training - Credentials for Hand's-on Labs

Here are YOUR credentials for today’s Training session. Click on the link, below... and use the Username & Password provided to
connect to your Training Pod resources:

Username Password  Admin URL
https://enterprise.criterionnetworks.com/criterion/learnings/course-details-access/leamning labs?
LA__Student9 5St@op5 id=liveaction-learning&uuid=a7c07a852cf5945ach20beb73ee3afb11&user-liveactionuserd

Click the URL above to open your Training Pod Admin page.|

You may wish to check this link to get the latest versions of Student Guide, Lab Workbook, and LiveNX Client Installer. Updated 1
April 2019: https://www.liveaction.com/support/training-resources/

If you are unable to connect to our web-based Training Pod, you will not be able to participate in the hand’s-on Labs throughout the
course. We will be using LiygX Client v. 8.1.1 during this session.

Lab Steps:
1. Click the URL provided in the email.

Note: If clicking-on the URL does not automatically launch your default browser you may need
to copy the URL to your browser address bar.

2. Enter the Username & Password as provided in the email.
3. Tick the “Terms of Service” box.

4. Click Enter.
5

In the Learning Labs menu click Access Devices to display your Lab Details.




Lab Status v READY Time Left:
Learning Labs Menu

3 Overview
Topology
& Labs Intraduction Sl No Rale Hostname Username Password IP Address Port
1 Liveaction livenx admin Student 35231127249 443
ss Devices

2 B1-HQ HQ-B1 admin C1sc012345 35231127249 20019
3 inet1 INET1 admin C1sc012345 35231127249 20018
4 inet2 INET2 admin C1sc012345 35231127249 20020
5 inet3 INET3 admin C1sc012345 35231127249 20021
6 BR1 Branch1-LA admin Clsco12345 35231127249 20001
7 B2-HQ HQ-B2 admin C1sco12345 35231127249 20022
8 MPL51 MPLS1 admin C1sco12345 35231127249 20010
8 MPLS2 MPLS2 admin C1sco12345 35231127249 20009
9 BR2 Branch2-NY admin C1sco12345 35231127249 20000
10 wihstl Administrator Administrator C1sco12345 35231127249 20201
n Activedirectory Administrator Administrator C1sco12345 35231127249 20202
12 PC1 Administrator Administrator Clsco12345 35.231.127.249 20203
13 PC2 Administrator Administrator Clsco12345 35.231.127.249 20204

10




Lab 0.3: Install the LiveNX Client

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect with the Engineering Console. You'll install the LiveNX Client now, so it is
ready for use in future labs.

Note: The Instructor will provide version information prior to the training session (via facilitation
email). Make sure to download & install the appropriate version of the LiveNX Client as
directed.

To install the LiveNX Client:

1. Download the appropriate Client version from the LiveAction Web Pages, or from the
Training Resources page.

a. https://cloudkeys.liveaction.com/downloads

b. http://www.liveaction.com/support/training-resources/

2. Launch the installer.
3. Accept all the defaults, as appropriate.

Note: At this point we will NOT login to the LiveNX Server... instructions for connecting & login
are provided in a subsequent Lab.

11
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Lab 1

Lab 1: The LiveNX Web Ul



Lab 1.1: Explore the Web Ul

The LiveNX WebUI provides an easy, convenient way to view the data collected by LiveNX.
You may create custom Dashboards to give visibility across your entire Enterprise, perform
LiveNX configuration, view & troubleshoot topology & devices, as well as view/run/schedule
reports. Dashboard settings are saved per-user login but may be initially based-upon the admin
users’ setup.

Note: The displays in these Ul labs will vary, depending upon how long your Pod has been
running, as well as the variety of traffic. These labs are meant to illustrate how to get at the
information... results are not important. Diagrams are for illustration purposes and may not
reflect the data you may view on your Training Pod.

In this, and all subsequent Labs, utilize the addressing <ipaddress> and TCP ports <port>
provided on the Access Devices web page. In this Lab you will view the different features of the
LiveNX WebUI.

Lab Steps:
1. Open your Browser and navigate to the LiveNX Server at https://<ipaddress>
2. Login to the WebUI using: Username: admin Password: Student

LiveNX

By clicking "Login", | agree to the terms of LiveAction's EULA

The Overview screen will appear.

Note: The contents of this screen may change dependent upon the version of LiveNX being
run.

3. Hover over and/or click the various icons at the Top-Right of the screen to see what
they do!

13



INTERFACES: 11

SITES: 3 DEVICES: 5

4. Click the Menu icon at the Top-Left and explore the menus.

wwwwwwwwww

nnnnnnnnnn

5. Select Sites.

[ = Liveaction

Note that the sites, and their associated statistics, are listed in columnar format.

Note: Detailed site information is specified in the Device Semantics Lab.

6. Note: Status, Utilization, Drops, Errors, etc....

7. Toggle the Auto Update to ON.
8. Click on the link to Los_Angeles to see additional site info.
Anytime you wish to return to a prior level, or the WebUI home, you can click the Breadcrumbs

(A) or Menu icon (B).

14



Sites > Site: NY 0

@™ 100% 1

Avaitabiity Devices

Site Detaits

Service Proviger Bangw(t (Inbound)

i
Q
Legend & Service Provider & Flows & Bytes Packats &
- WS 518 679M8 46802
- intemet 13 699K8 2

Service Provider Bandwith (Cutbound)

100%

Avaitabiity

Packets &
653M8
745K8

hitps://34.70.200.183/topologyiges

10. Click on a Site to see additional information & links.

BitRate

5200pps

Packet Rate O

0.10pps

11

WAN Appications

Packet Rate O
58.06 Kops 4954705
011pps

MPLS

Branch2-NY.dcloud.cisco.com

MPLS.

@ Citicy @ Waming @ Good @ PolingDisabed @ NA

Branch2NY.deloud.cisco.com

@ Citicy @ Waming @ Good @ PolingDisabed @ NA

15



= LiveAction

Geo Topology

>
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You can;also jump)to,Alerts,and

Historical Alerts usingjthese;points




11. Click on the Menu button in the upper left, then select Configure at the bottom.
12. Select Device Management.
= LiveActions ™ 0 0 eo0 0

Device Management CSV Import/Export ~ Cradential Store View Davices Add Non SNMP Device: Discover Devices

1y Devices (4] My Interfaces (8 Autodiscovery (1)

Refresh List figure slete Re e Interface: Q
© oevice & | DEVIGESTATES | IPADDRESS O | VENDOR &  MODEL O | NODE & smE & | INTERFAGES & HARDGODED.G | PoLL S aos & now 5 Psia & moutee & am & Taes s
ALY ALY L T T T R TR
up 1981812923 | Cisco CiscoCSR10.. | Local/Server v v v
up 198.18.129.24 Cisco ciscoCSR10 Local/Server v v v
Up 198.19.1.1 Cisco ciscoCSR10 Local/Server v v v
up 1981812925 | Cisco CiscoCSR10.. | Local/Server v v v
Alro .

See that you can add devices, and run Device Discovery, from the WebUI. We'll run Discover
Devices in a subsequent Lab.

17



Lab 1.2: Create a Custom Dashboard

Note: The displays in these Ul labs will vary, depending upon how long your Pod has been
running, as well as the variety of traffic. These labs are meant to illustrate how to get at the
information... results are not important. Diagrams are for illustration purposes and may not
reflect the data you may view on the Training Pod.

In this Lab you will Create and Modify your own Custom Dashboard.
Lab Steps:

1. From the Main menu, click on Dashboard (1), then click on the + icon (2) to create a
new tab in the dashboard space Dashboard. This will appear as “New Tab”.

Default templates.

Custom Dashboard

Th WAN

18

You're about to create 3

new dashboard

Shared dashboards

You have no shared dashboards on this list yet



3. Some options can be expanded to show more details, while others can be directly
dragged to the dashboard. Drag-and-drop (A) or click + to add Widgets to your custom

dashboard.

Drag;and Brop,
widgets)fromthis
©  panel

Note: For the purposes of this Lab, you may choose any combination of widgets to add to your
custom dashboard. You can add up to 9 widgets on a single Dashboard.

4. Delete un-wanted Widgets by clicking the X at top right of the widget.

5. To give the dashboard tab a more appropriate name, simply select the New Tab text
and rename your dashboard.

6. You can also change the order

You may edit or add to your Dashboard by using the Add Widget icon at the Top-Right.

Note: Since LiveNX stores breadcrumbs it will retain a trail of the last page you’ve visited in the
WebUI, based-upon your individual login credentials. Unless shared... Your custom Dashboard
will not be visible to others.

19



Lab 1.3: Pre-Configured Stories

The LiveNX WebUI has several pre-configured walk-thrus, or Stories, built-in. These Stories
may help you easily find specific workflows and statistical information regarding your monitored

devices.
Lab Steps:
1. Click the Menu icon.
2. Select Stories, and Site-to-Site Analysis.

ert Count E

Site to Site Analysis “

|l Reports

& LiveNA

# cConfigure

Note: Diagrams are for illustration purposes and may not reflect the data in your Training Pod.
These labs are meant to illustrate how to get at the information.

20



3. Select Direction > Inbound.

DIAGRAM

=  LiveActions =

Site To Site Analysis 22,2021 212000 222021213500 | 1SMin v | &
E £
Bk o

VIEW FILTER

wETRIC

4. Hover-over for Utilization info or select an area of the chart to display a Sankey Flow

Site To Site Analysis > NY-HQ < 2.2 = 021214000 > | 1M v | T
Switch Drection o wanconvoiriner  [ECRIN 0o
Applcation osce Service Provider Status

Top10 Al 0
= bittomrent
= bittorrent-networking _=I Q0. —_—
—
& —
b — meLs WA

o > [ 225 2130 035 2140

View the other pre-configured Stories to discover how they may help you with Capacity
Planning, Inventory, and Network Management.

21



Lab 1.4: WebUI Reports

You may access any of the default reports in the WebUI, as well as utilize as a template any
Dynamic Reports created in the LiveNX Client.

Lab Steps:
1. Click the Menu icon.

|sil Reports

2

. LiveNA

# Configure

2. Select Reports, and View Reports.
3. From the Top Reports section, select Application

Default Templates Favorite Reports o

AGq Report

Top Reports [+ ]

LI - - - - -

Default Templates.

22



RUN OR EDIT REPORT(S)

sharing Settings

Email 3¢

Inbound and Outbound Combined

GENERAL SETTINGS REPORT LIST REPORT DETAILS
Name Application (Flow) Fast & B B Flow Type
o MY Application Add New Report + Basic Flow
Presentation Mode Report Description Execution Type
standard Time Series
Footnote Devices Sort By
All WAN Devices Bit Rate
Time Zone DST Interfaces Business Hours
(GMT-05:00) America/New York AllWAN Interfaces
Canrot b ussd with All Davices
Time Range Flex Search @ Bin Duration
Last Hour x 1 Minutel
Flex Search @ Display Filter
Raw Flow Data
No Display Filtering
Due to the options selected, this report will utilize the
Raw Flow datastore (slower).
Display Filter Direction

Cancel Save As Template

4. Select Options.
a. Name: My Application
b. Time Range: Last Hour
c. Direction: Inbound and Outbound Combined
d. Bin Duration: 1 Minute

5. Click Execute.

My Application on 0 e o ?
Q
Default Templates Aopication (Flow)

Direction Bin

A\ —

Q 1
o Total Bytes Total Packets Average Bt Rate Averags Packet Rate Pesk B Aste Peak Packet Rate

LI I R T - I -

| ea Application Totai Flows
=
o
-
=
==
)
-

This report displays all the applications transiting the network in the past hour, in table format,
with color references for the top 10 items by Total Bytes. All reports display 10 metrics per
display page.

Note the Report Options on the image.

Device: All WAN Devices  Imerface: All WAN Imerfaces  Display Filter: No Display Filering
Start Time: Mar 28, 2019 11:44:50 PDT (GMT-07-00)

Direction: Inbound and Outbound Combined ~ Flow Type: Basic Flow
End Time: Mar 28, 2019 12:44:39 POT (GMT-07-00)

Execution Type: Time Series  Sort By: Bit Rate

Bin Duration: 1 Minute Bin Interval: 1 minute

6. Hide a metric by clicking on the Legend.
7. Re-sort by clicking on the Sort Arrows.

23



8. Zoome-in by Left-click-drag a portion of the chart.
9. Reset Zoom to normal.

10. Schedule the Report to run Hourly.

ew sepors —

My Application View Opbons - Share Download Scheduie Copy Close
Q

Default Templates Appiication (Flow) z

L - T - - - - - - -

s a o &
sgena & Agplication © Totai Flows & Total Bytes & Total Packats & Average Bt Rate & Averags Packet Rate & Peak Bt Rate & Peak Packt Rate
- o st 01536 4619 Kops 287505 108,14 Kops 68005
- o« 06 1502 9.40KDps 1765 pps 2152 Kops 5005
infx 2884 6.0 Kops 060005 5394 Kops So9s
-— samp ns 6ETS 407 Kbps: 191 pps: 1361 Kops Apps
e ! - W 168 0278 258 Kbps 119 pps 546 Kops 1Tpps
! Ianwevaget 65 1881 297 Kps: 329pps 834 KDps 9ps
- - o a 7163 207 Kbps 199 pps 8.02Kops 9pps
- 12885 1.15 Kops. 3sapps 1.41 K2ps apos
aspt 589 2835 050KDps 079pps 125 Kops Toss
- z 2120 047 Kops 053pps 1362 Kops 1655

SCHEDULE REPORT

Name

MY Application

Run Report
Hourly

(D Reports will be created on the hour for the previous hour

Schedule Ends

Never

Time Zone B bsT
(GMT-05:00) America/New York

11. Verify that the report is now scheduled by navigating to View Schedule.

View Repors Om scnase

My Application View Options share Download Schedule Copy Close
Q

Default Templates Application (Flow) 2.8

P oo c e

,
THIHT

12. Within this list you can see any report previously scheduled.

24



Reports For: Aug 1t - Sep

11th, 2021

Lets have a look at creating a Custom Report

13. Navigate back to reports by clicking Reports > View Reports.

14. Click Create Report (top right of screen)
15. Expand (A) Flow and then expand (B) QoS.

CREATE REPORT
GENERAL SETTINGS

Name

Presentation Mode

standard

Footnote

Sharing Settings

Email 3¢

File Format

PDF Row Limits

Custom Logo @

No Custom Logo

REPORT LIST REPORT DETAILS

Please choose report type

(2 Top Reports

& LiveNA

B Flow
Address
Analysis
AnyConnect
Application Performance (AVC)
Applications
Firewall
LiveAgent
Miscellaneous
Network
Network Users
PIR
Qos
Application DSCP Audit

DSCP

Cancel

My Templates

16. Select Application DSCP Audit.
17. Click Execute.
18. Verify the Application to DSCP values

Application DSCP Audit, Last Fifteen Minutes

Application DSCP Audit (Fiow)

4
]
o

Default Templates

Legend & Stte Appication oscp Totai Totsi Bytes
= tpaudio 6 (EF) i
= s 6 (EF) i

e 0(8€) 56
- s oeg) ES
= anrevagent o 2
fix o8 1
) = 0@ 19
= samp 52
p %
o= anrevagent 08 s

e cOoCQOOOOQROOOOCOQRCROOCOROERCROOCOCEC

Average Packet Rate

Downioag

Paak B1Rate

Peak Packet Rate
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Lab 1.5: Enable / Customize Alerts

The LiveNX Alert System is able to visually, or via email, inform you if there is any anomolous
behavior or issues with your monitored devices. A wide variety of issues may be brought to the
attention of users with LiveNX Alerts.

Note: By default, no alerts are enabled during initial LiveNX installation. It is up to the
administrator to turn on alerts & notifications.

In this Lab you’ll enable and customize alerting for Voice or Video packet drops.
Lab Steps:

1. Click the Menu icon.

2. Select Configure, and Alert Management.

€  Device, Interface Warning Qos Class VOICE Drop Rate = 20 kbps forat.. ~ Web Ul
€  Device, Interface Warning Drop Rate > 2500 pps for at least > 0 minutes Web Ul
Network 4 Critical for at least > 0 minutes Web UI
Network 4 Critical for at least > 0 minutes Web UI
Network Info for at least > 5 minutes Web UI
Network 4 Critical for at least > 0 minutes Web UI

3. Click on QoS Class Drop.

QoS Class Drop

Enabled

This alert may contribute to status of an Interface, Device, and/ or Site.

Severity

Warning
Note: 5 ity for this alert may b cted as the same ity used in the
status. When the severity is info, ot contribute to the status
Thresholds

Automatic Resolution Time * €
0

Catch All Threshold *

Drop Rate * For at Least *
a 0
Qos Class *
VOICE
o
Drop Rate * For at Least *
20 0
Qos Class *
VIDEOQ
o
Drop Rate * For at Least *
50

Add Specific QoS Class Alert

Sharing

4. Select to Enable this alert.
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Change the Severity if desired.
Enter QoS Class “VOICE”.
Define a DROP RATE of 20.
Leave FOR AT LEAST of “0".

© N o 0

Note: The effect of 0 mins means ANY occurrence will trigger the alert.

9. Click Add More

10. Enter QoS Class “VIDEO”.
11. Define a DROP RATE of “50”.
12. Define the interval of “1” min.
13. Click Save.

Although you may not see immediate alerts based-upon this customization... future QoS Labs

will activate this alert... depending upon traffic reply on the Training Pod. Alerts notification is at

the top of the WebUI.

40 w12 e 0 A 1279

Mar 29,2019 08:30:00 — Mar 29, 2019 08:45:00 Add Widget
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14. Enable ALL alerts (This is for use in a later Lab).

Alert Management

Rows:42/44  Selected

28

Network
Device, Interface
System
System
System
system
Device, Intertace
Device, Interface
Device, Interface

Device, Inferface

Device, Interface

Device, I

Netwark
Network
Network
Network
Appiication
Aopscation
Aopscation

Agps

Agpication

Network

seveamy

a Crtical

Multiple
4 Crical
a cimcal
a Ciical
a Citical
Multiple:

Multcie
4 crcal
u waing
 Warning
4 Critcal
& Giltcal
Maltgie

a Criical
4 crcal

a Citical
4 Crmcal

Multiple

EnamiED

<

L4 LK AN SN

L S L NN

THRESHOLDS

Total Test Errors > 3 Errors for at keast > 0 minutes
Multipie

Local/Server »« 40°% for st least » 0 minates
Local/Sarver == 60°% for 2t last = 0 minutes
Local/Server

40 % for st least » 0 minates

for 8t lesst » 0 minutes.

Multiple

Multipie:

Drop Rate > 0 kbps for at east = 0 minutes:
Muttipie

Drop Rate » 2500 pps for at least » 0 minates
for o1 least > 0 minutes.

for ot least > @ minutes.

Multipie:

tor ot least » 0 minutes.

for ot lnast = 0 minutes.

Muttipie

Jitter Avg = 30 s for gt east » 0 minates
Jitter Max == 60 ms for at least = 0 minates
Packet Loss *= 1 % for st east = 0 minates

Muttipie

stammo

weour
Wutipie
weaul
weo Ut
wea Ul
weaun
[

e
Wuipie
Wtiie
Wea Ul
weo Ui
weaun
weaun
weour
Wuiipie
weaun
weo Ul
wea Ul
weaun
Wea Ul
weo Ui

Mu

Maintenance bode

View Alarts




Lab 1.6: Add a User Account

One of the first things to do after installing LiveNX is to grant additional user access, as well as
to ensure that if you lose the credentials for the initial admin account, you will be able to login
with appropriate privileges with a backup account.

Lab Steps:
1. Inthe Browser interface, click on the gear icon to configure, select Users Management

At Management —

2. Click Add User.
3. For this exercise we will add a Local user.

ADD NEW USER

o Authentication Type Settings

Authentication Type

LOCAL @

LDAF
RADIUS
TACACS+

350

Enter a username and a Display Name (something you’ll remember).
Select the Admin role from the Group drop-down, and a Session Timeout value.

Enter a password (again, something you’ll remember or write down). Re-enter the
password for confirmation.

Note: On first login the user will be prompted to change the initial password.

7. Click Add User.

Note: You now have a backup login in case you forget the administrator credentials.
Throughout the remainder of this class, we will use the credentials associated with the admin
login.
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Lab 1.7: View and Navigate System Diagnostics

Within System Diagnostics, System health, Data store and report queue are viewable.

Lab Steps:
8. Inthe Browser interface, click on the gear icon to configure, select System
Diagnostics.
9. Click anywhere in the Local/Server to expand the details of the server.

uuuuuuuuuuuuuuuu

PROCESSED FLOW RECORDS ALFATING FLOW PROCESSING DRGP RATE

Note: If you have additional nodes, there will be multiple entries for each additional node and
the details for those nodes can be seen as well.

10. Within the expanded server information are three tabs.

11. System tab will show you CPU usage, RAM usage, Disk Space, Down Devices and
Flow details.
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12. Data Store tab will allow viewing the storage details applicable to the server.

‘System Diagnostics > Node Information

Localiserver

=5 LOCALISERVER

Bisk

oEwces

Suus: Ok Confomance: Ok Currens Deployment: Custom  1P-Logal
ceu 05 R i s
Model U Virtusl CPU version 220 osuil. 13% et 56468 Conmitied
Gores. 5 i 135 Used To8c8 Used
Symem
LONG TERM STORE SIZE FLOW STORE SIZE.

SHMP STORE GROWTH RATE ALERT STORE GROWTH RATE

4997668 Server 1o Node. WA Total Configurable 5 Lowding L]
e [PURAE A - o
e
Lowe T srosc oni aTe.
-
s stonesze

Report Queue tab will allow viewing any reports currently running on the server.
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‘System Diagnostics > Nade Information

Local/Server

Cantermancy et Dok ymart P Lol

= LOCALISERVER

Mose osua amare Comined Tl R T FS— Losdng
caes e vt vt oo r— revre oo Ed
Report Queues
] .
Nobata
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Lab 1.8: Support and Troubleshooting

If support is needed, logs will need to be generated and collected.

1. Navigate to the Settings menu.

Flow Rate.

2. Navigate and expand Troubleshooting and then click Logs.

uuuuuuuuu

Troubleshooting

Note: Most cases, will just require the default setting INFO Log Level. The support team will
indicate if a different level is needed.

3. Click Get LiveNX Logs.
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GET LOGS

Would you like to download logs of the LiveNX Server or nodes? Once ZIF
archive is generated, you may download the file from the table on the page.

Choose nodes you want to download/upload. Customer portal will have
your recent 5 uploads only. All others will be deleted automatically.

Select All Select None

Local/Server

Cancel

Note: If there are multiple nodes installed within the environment, there will be additional items
selectable.

4. Once logs are generated, you can Download the zip file. Once downloaded locally, the
logs can be shared with the LiveAction support team.

5. Navigate to Packet Capture under Troubleshooting.

PACKET CAPTURE

Troubleshooting

ot 1 it 5

6. Click Capture Packets.
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PACKET CAPTURE

Would you like to capture packets into downloadable file? Once capture
completed, you may download the file from the table on the page.

Maximum duration for capture is 1200 seconds and minimum duration is
60 seconds. Customer portal will have your recent 5 uploads only. All
others will be deleted automatically.

Interface* Device

eth0 Other
Node Protocol

Local/Server None
Host Duration*
Port

2055

Cancel

7. This allows you to capture packets on a specific device, protocol, port, and a specific
duration.

Note: If directed by support to capture packets, they will indicate the duration and other
applicable details needed.

8. Asin Logs, you can download the zip file. Once downloaded locally, the logs can be
shared with the LiveAction support team.
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Lab 2

Lab 2: The LiveNX Client



Lab 2.1: Launch the LiveNX Client

The LiveNX Client is a Java application which may be loaded and launched on your local
workstation. In this class you may alternatively run the Client on the virtual workstation
connected via Remote Desktop Connection. The Client may be downloaded at
https://cloudkeys.liveaction.com/downloads, and installation is straight-forward

A Mac version is also available for install if needed.

Lab Steps:
1. Launch the LiveNX Client.

DIAGRAM
Client Login X

Username:

Password:

For first time use:
Username and password are “admin”
Click "Configure” to setup server address

Configure oK Cancel

2. Click Configure to verify server settings.

Note: A single client installation may connect to multiple LiveNX Servers simply by modifying
the Server IP and Port. In this class we will always connect to the LiveNX Server in our Training
Pod. Use the <ipaddress> from your Lab Access Worksheet. The “For first time use”
instructions only apply to an un-configured Server.

3. Enter the LiveNX information (IP address and Port) from your Lab Access worksheet

Server Configuration X

Server Settings

Server: | | b |

Port: 7000

Save Cancel

51 e

4. Click Save

5. Enter the Username & Password.
Username: admin

37


https://cloudkeys.liveaction.com/downloads

Password: Student (note the capital S)

Client Login X

. g '-_"»_,:i'e S uﬂ‘
LiveNX = %
g W
Username: |a|:|m'|n |

Password: |------. |

For first time use:
Username and password are "admin®
Click "Configure” to sstup server address

| configure | | oK || cancel

6. Click OK
The Client will launch...

LiveAction

Loading... b

Local
I

Loaded Current User Remote_Site

LiveNX

21.3.1

© 2008-2021 LiveAction, Inc. All Right Reserved.

www liveaction.com

... and will open showing the current configured Topology.

@ LiveNX - ab04d4b54e-liveaction.pods.criterionnetworks.com

File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

Oushbaard | Manage BV g Qo8 Fow | Routng | 1pSLA | LaN

& ] @, B/ 0 - | @ @ | Tobie| ¢ huiuh || lFonTypes || CumrntTime || urrant poltng trtrval | 7o iy Fitarng

B R

o van & low.app = weber meeting
& @ erenchi-La
© Ggabitthemstt
- § Ggabisthemetz
© Gosbithemsts
2@ roer
% Gosbitethemets
® Ggabiethemetz
@ How
© Ggsbithemsty
§ Gigabitzthemetz
= @ HomMe
© Ggabisthemetl

oo Magping By Dspiay Fiter Colors
e

g}

A\ Fiovi poling Disabled icon
O s Appisd

R, Not configured

= wan

< >

crU @ | memory © | Fow Bufier © | alerts © | NSRBI Nod=s © | Refreshed at3/21/21, 12:37:33 AM: No flovis match flow display fiter criteia.

‘adimin: Admin user | 12:43:52 AM EDT

Note: Your topology may be different from the screenshot above. Some of the items may be
stacked directly on top of each other, requiring you to click and drag to make them more visible
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Lab 2.2: Explore the LiveNX Client

Although we’ve already pre-configured one or more devices... LiveNX may not be collecting any
flow data. In a subsequent Lab we will verify & complete the configuration of our class network
by adding more devices and enabling flow collection, as needed. For now, let’s look at some of
the menus and feature availability of the LiveNX Client.

Lab Steps:

1. Right-click on device HQ-B2 and select Zoom to Device to zoom into the HQ-B2
Device, and center it on the screen.

DIAGRAM

B LiveNX - a80f0067f9-liveaction.pods.criterionnetworks.com

- O x
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dachboard | Mansge [T Expa.. Qo5 Flow | Routing | 19 5LA | LAN
o @ O] < | & & | 7eble| ¥ Refresh | AlFowTypss || CurrentTime || Current Poling Interval | [ | *DefaultFikerGroup v[|Teps ~ | 1P| Display Fiter Colors
" : Search Example: (se = Honolulu | sta = Chicago) & van & flow.app = webex-mesting 7 B
= [l ve
o [
=l w
El @ Branch2-NY
% GigabitEthernett Internet
i @ GgabitEthernet2 NY Ser¥er
% GigsbitEthernet3 ‘
198. 0/24
A
Gi2
Branch2-NY
Color Mapping By Dispiay Fiter Colors Other
\ Jul 24,2021 931 P10
_we—— ¥
Gi3 >
Local
A\ Fiow Poling Disabled Icon
D AcL Appled
, Net canfigured
Lan
< >

CPU © | memory © | Fow buffer © | alarts © | Aduisories © | Nodes © | Refrashed st 7/26[21, 2:34:20 AM: 24 fows {mergec]) cisplayed. Shoviing flow dats from 4 of 5 devices. achvin: Admin user | 02:36:35 AM EDT

Note: Your topology may be different from the screenshot above.

2. Left click anywhere in the white area and move the mouse to re-position the device(s)
in the window.

3. Use the mouse scroll-wheel to zoom in & out.
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4. Note the 5 Module Tabs to the top-left of the Topology Pane.

DIAGRAM

File View Users

QoS  Flow Routing

IP5LA  LAN  Tools

Reports

Help

Dashbnardl Manage P' Expa...

J/Qos ["Flow | Routing | 1PSLA [ LAN | |

Bl /O - & Q| aa

Note: Once we confirm the collection Flow and SNMP data these tabs will be a lot more useful!

5. Click on Flow tab, and on the Home icon in the tree-view pane to the left of the
screen.

Expand the HQ-B2 device in the Home Tree View.

Click on one of the interfaces... note how the information displayed in the Topology
Pane changes.

T —
- LiveNX iveaction.pods.criterionnetworks.com o O X
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dashboard | Mansge [ Expa.. Qo5 Figu | Reuting | 1PSLA | LaN
Q. Pol Fifl Puse Display View Flows by Port ~ (@ Fil Chart | Collector Poling : 30 seconds

@  GigabiEthernet1 Input Traffic
Name
4% Home Flaws by Port in Kbps Options ¥
Sl e oo e -
@ @ wom Note;the & = - 3
£ @ Ho-m2 B ey 1.8
FHl 2t fip 1
£ Goabicthermas selections here ERre :
& Gigabitethernetz e e
@ ronc 1M 151 snmp <1
& . " We bootps =1
. Ny =1 3882 msdts1 <1
- [0 3883 wrpn <1
= MOe =1
x Fl 112 osys «1
A se3 sseprtcp <t
| E=3 e management <1
[ 3885 diameter <1
= ke o
[ =0 0
[0 3504 [
122130 A4 12:23:30 A4 12:35:30 A4 122730 200 12:29:30 204 [ =] E o
«»  GigabitEthernetl Output Traffic
Flows by Port in Kbps Options ™
Port Name Current
Port a0
M 1420 s
[ 1434 ica B
1M 161 snmp 4
(=] Ex Isnravagent 3
[+] I sos0 sip 2
[ 205 iop 2
- [ 5] sso-servies. <1
= [0 3883 wrpn <1
4 [ 22 medtsl <1
[=zIm] <1
= B - management a
1 11z nosys <1
[ 3883 asap-tcp =1
[ 2550 o
LA 122 0
122130 A 122330 A 12:25:30 A 122730 00 12:2030 04 125130 A =L B o
< >

cpU 8 | Memary © | Fow Buffer © | Aleris © | Advisories © | Nodes © | Showing collector data for 7/23/21, 12:31:00 AM - 12:31:30 AM: 17 input, 16 output ports.

| admin: Admin user | 12:31:52 AM EDT

Note: You are welcome to poke around the LiveNX Client... don’t worry, you won’t break
anything... but we will get some real usage, and see real data, in the coming labs!
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Lab 3

Lab 3: Configuring Devices
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Lab 3.1: Add Device

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.

In this Lab we’ll go to the WebUI to Discover & Add a device to our LiveNX Server.

Lab Steps:
1. Login to the LiveNX WebUI

2. Select Configure > Device Management

ULt g

3. Click Discover Devices.

DISCOVER DEVICES

6 2. SNMP Settings 0 3. Node

© SPECIFY IP RANGES

0198.19.2.'”

Add More

SPECIFY SEED DEVICE TO SCAN

Save & Next

Cancel Discover

Enter 198.19.2.1, in the IP Address field.
Select the SNMP Settings tab.

Click “Default SNMP connection settings”.
Select the Node tab.

Select Local/Server.

© ©® N o 0 A

Click Discover.
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Device Management Credential Store View Devices Add Non SNMP Device Discover Devices

terfaces (4] Discovered Devices (0 ?) Autodiscov

Locs: a5 Y

Note: Discovery may take a minute or two. If you've specified a large subnet to scan, and
Discovery seems to take too long... click Stop.

1/ SELECT DEVICES

Add All Devices Q
| oevies o semaL $  IPADDRESS ¢ venoor ¢ mooeL o wooe $ | INTERFACES & HARDCODED SAMPLERATIO
2 0000000021 1981921 Cisco CiScoCSR1000V Local/Server 6
2 SELECTINTERFACES  Devices 1 Interfaces' 6
Edit Selected: 3 Q
© name o pevice o LINERATE (Kbpe) C 1P ADDRESS ¢ wea ¢ INPUTCAPACITY (Kbps) O OUTPUTCAPACITY (Kb $  WANXCON ¢  SERVICEPROVIDER O TAGS ¢ DESCRIPTION
Al v A v A
(-] abitEthernet Branch2 1000000 1981921 Branch2 LAN WAN Branch2 LAN Branch2 LAN
(] @ Ethernet2 Branch? 2000 1006422 Infernet WAN Internet Internet
@ BabitEthernet Branch? 1000 1025522 MPLS WAN MPLS MPLS
L 8000000 10021
10000000
10000000
Back @ + Add Selected

12. Select GigabitEthernetl, GigabitEthernet2 & GigabitEthernet3.
13. Click Add Selected.

LiveNX displays the available configured interface on the device(s) that were discovered.
Notice that LiveNX also discovers additional device semantic information such as Line Rate,
Capacities, Labels, etc....

Note: LiveNX’s Rapid Device Discovery feature will automatically select the Top 4 interfaces
based-upon interface utilization. It is important that you confirm, or select, the interfaces you
wish to monitor. LiveNX may monitor up to 1000 interfaces on a single device.

H LiveAction ™ 2 e e
Device Management CSV ImporExpon —p— Vew Davicss POTOERE TR  occows Devces |
v v v
v v v
v v v
v v -

You now see we’ve added Branch2-NY for monitoring by LiveNX. Notice that there is a “not-
configured” symbol next to the link. This means we still have some configuration to complete.
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Lab 3.2: Manage & Configure Devices

You may perform many management tasks via the WebUI... but since we’ll need to go to the
LiveNX Client to configure Flow Collection in the next lab... let's complete our Device
Configuration in the Console.

Note: You can find instructions for Adding Devices via the Client in the Appendix of this Lab
Workbook.

Lab Steps:
14. Login to the LiveNX Client.
15. Right-click on Home and Expand All.

File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

nasmmam\mgxpa"d QoS Flow | Routing | 1P SLA | LAN
b @ 7Ol -| ® & | Table| ¥ Refresh| All Flow Types - | CurrentTime - |Current Polling Interval  ~ | & | *DefaultFilterGroup ~ | Tops0 ~ | B Display Filter Colors  ~
Search Example: (site = Honol site = Chicago) & wan & flow.app = webex-mesting

Name %) g

& @ Branchi-LA
- & GigabitEthernetl
- - @ GigabitEthernet2

|- ® GiaabitEthernet o
T % GigabiEthernett =
© - @ Gigabitethernet2 \Q:j ey
© GigabitEthernet3 N\
& @ Ho-Bl et >,

i - ® GigabitEthernet1

& ol i o

@ GigabitEthernet2 valk 7. S £
2 @ HQ-B2 ~ € 7
© - @ GigabitEthernetl o g / othar e

@ GigabitEthernet2 L /
5 @ Ho-MC . Ha.a1

@ GigabitEthernetl 1 [

5 ¥ Pt
o T e
e ot

Color Mapping By Display Filter Colors

e
Web nmraa)
M Internet atrer
=179 KB / 5 flows ‘f@

Network Management
M Enterprise Applications

Voice 3
*22 MB / 35 flows @ _mlea e
W Video -
W Network Mail Services n of
Directory
M Routing
*2K8 [ 1 flow otrer
Peer-to-Peer/Non-essential
=296 B/ 3 flows s
All-Remaining
*13 KB / 27 flows

A Flovr Folling Disabled Icon
D AcL Applied
<, Not configured

VLAN

< >

CPU ©| Memory ©| Flow Buffer © | Alerts © | Advisories © | Nodes © | Refreshed at 9/21/21, 4:14:17 AM: 71 flows (merged) displayed. Showing flow data from 3 of 5 devices.

Notice that the Topology Pane contains all the devices listed in the Home Tree view. Also note
that the Branch2-NY device needs to be configured.

16. Click Manage (Above the Home Tree).
17. Select only Branch2-NY
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7

B Device Management x
Filter by: Filter Clear
Select Device Name IP Address Vendor Model Node Group Poll QoS Flow IPSLA Routi.. LAN® Interval Status

[0 Branchi-LA 198.19.1.1 Cisco CiscoCSR1000v Local O |10sec onfigured
Branch2-NY CiscoCSR1000v

[0 HgB1 198.18.129.24 Cisco ciscoCSR1000v Local O |10sec ~ | Configured
[0 HQ-B2 198.18.129.25 Cisco ciscoCSR1000v Local [0 |10sec... | Configured
O HQ-MC 195.18.129.23 Cisco ciscoCSR1000v Local [0 |10sec... ~ Configured

* LAN polling occurs every 15 minutes
Device Configurations

Configure Configure QoS, Flow, and IP SLA

Remave Remove selected device(s).
Add To Group <New Group>
Remove From Group

Edit Groups Edit the groups

Removes selected devices from their groups

Select devices in the table and click the configure button.

Number of Devices: 5

Global Device Settings

Edit

Edit

Edit

Default SNMP Settings
Default CLI Monitoring Settings - Not Set Clear

Default CLI Configuration Settings Clear

@

Apply Close

18.
19.
20.
21.

Click Apply.
Click Configure.

Check ONLY Poll, QoS and Flow for each device

Change the Interval on all devices to 10 seconds.

LiveNX starts the Add Device wizard... we will basically select to use whatever defaults are
already configured...

22. Stepl: Use the Default SNMP... Click Next
23. Step2: Use My Default Configuration CLI... Click Next

Configure Cisco Features for - Branch2-NY.dcloud.cisco.com (192.18.2.1)

Steps

ly

w

[ N L

Device Connection Information

Enter the SNMP connection information.

CLT Settings HNode Local
(Configuring)

) IP Address 198.19.2.1
CLI Settings
(Monitoring) () Non SHMP device such as NetFlow probes
Select Interfaces O LiveSensor
Select VLANS Ol inas
Select Features T Enter SNMP connection settings for this device
Enable Polling

SNMP Version  Version 2¢

Review Configuration
Device Updated Community String | dcloud

Finish

Edit

Target Port 161

Cancel

Help

X

Configure Cisco Features for

Steps

1. Device Connection
Information

" (Monitoring)

4.
5.
6.
7.
8.
9.

Select Interfaces
Select VLANS

Select Features
Enable Polling
Review Configuration

Device Updated

- Branch2-NY.dcloud.cisco.com (198.19.2.1) x

CLI Settings (Configuring)

Specify the CLI connection information used for configuring these devices. Required fields
are indicated with an asterisk (*).

Configuration CLI Connection Settings
Enter Command Line Interface (CLI) connection settings used to configure these devi(

(O Add as monitor only device for non Cisco and unsupperted Cisco OS (10S, 10S-XE

® Use my default Configuration CLT seltings | Edit

O Enter connection settings for this device
Connection Type SSH Port= |22

User name on Device

Password on Device™

Enable Password

Also use these credentials for monitor made.

Finish Cancel Help
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24. Step 3: Check Use the Previous Page Connection Settings ... Click Next. You will
be shown a list of configuration elements to verify. Click Continue.

Validation Details X
Validation results for the current device:
Test Status Description
Configure Cisce Features for - Branch2-NY.dcloud.cisco.com (198.19.2.1) *
SNMP connection Succeeded ~
Steps CLI Settings (Monitoring) SNMP access o Succeeded
1. Device Connection Specify the CLI connection information shared by all users. This information will only be CLI configure connection Skipped
Information used to monitor this device. Required fields are indicated with an asterisk (*). CLI configure login Skipped
2. CLI Settings CLI configure enable password Skipped
(Configuring) Monitor-enly CLI Connection Settings CLI monitor connection Skipped
3. CLI Settings Enter Command Line Interface (CLI) connection settings used to monitor this device. (CLI monitor lagin Skipped
(Monitoring) CLI monitor enable password Skipped
(O Use the default Monitor-only CLI connection settings Edit . L .
4. Select Interfaces Serial number validation Skipped
5. Select VLANS I@ ise the previous page connection settingg Model supported 2 Succeeded
6. Select Features (O Enter connection settings for this device 105 suppor ted Succeeded
7. Enable Folin MEAR. capable Succeeded
. 9 Connection Type SSH Port* (22 NBAR.2 capable Succeeded
8. Review Canfiguration = =T e T2 MetFlow collector configure supported Succeeded
9. Device Updated . 4 om Devie™ Flexible NetFlow supported Succeeded
assword on Device Unified Perfmon (AVC/Medianet) Supported Succeeded
Enable Password Medianet Performance Monitoring supported Succeeded
MACE AVC Supported Mot supported
MLS NetFlow configure supported Mot supported
Mediatrace configure supported Succeeded
IP SLA Supported Succeeded
HQF Supported Succeeded
IMAC Tahla Sunnartacd Bt bad ¥
< Back Finish Cancel Help

Note: Any changes to the Select Features dialog will generate a CLI push to update the
current configuration. Before sending a new configuration to the device, you can verify the
configurations that LiveNX created.

25. Step 5: Ensure the correct interfaces are selected... Click Next
a. You will want to include all GE interfaces

b. You can include Loopback, but not necessary. The point is to understand you
can choose both logical and physical interfaces.

Configure Cisco Features for - Branch2-NY.dcloud.cisce.com (198.18.2.1) x
Steps Select Interfaces
1. Device Connection Select the interfaces you want to monitor on this device (maximum 1000 interfaces).

Information

2. CLI Settings
(Configuring)

3. CLI Settings

Note: IP addresses and subnet masks are editable on the table for devices that do not
provide them. See the user guide for more details.

(Monitoring) Selected Interface Trunk IP Address  Subnet Mask Description
™ GigabitEthernetl 198.19.2.1  255.255.255.0 Branch2 LAN
4. Select Interfaces & Gigabitethernet2 100.64.2.2 255.255.255.0  Internet
5. Seloct VLANS 4 Gigabitethernet3 10.255.2.2 255.255.255.0 MPLS
] LDDpEECE 10.0.2.1 255.255.255.255
6. Select Features 0 Nullg
7. Enable Polling O VoIP-ulld

8. Review Configuration
9, Device Updated

Selected interface(s): 3

< Back

Finish Cancel Help

26. Step 5: Since there are no VLANSs configured on this device, none will be displayed.
You may monitor up to 25 configured VLANs on each device. Click Next.

27. Step 6: The Select Features dialog allows you to turn-on specific Cisco technologies
per device interface using the templates included in LiveNX. This dialog displays the
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current 10S configuration of the device you are currently viewing. Match the settings
for GigabitEthernet2 and GigabitEthernet3 (WAN interfaces only). Click Next.

Configure Cisco Features for - Branch2-NY.dcloud.cisco.com (188,19.2.1)

Steps

1. Device Connection

Information

2. CLI Settings
(Configuring)

3. CLI Settings
(Monitoring)

. Select VLANS

. Select Interfaces

Select Features

in the Help section.

Features on device

[] Associate Probe at IP Address:

Select the features you want to enable on each interface. Learn more about each feature

Interface MNBAR

GigabitEthernetl

NetFlow

GigabitEthernet2

. Select Features I

GigabitEthernet3

K&

<IE]

. Enable Polling

—
wo oo = fom| n

. Review Configuration

. Device Updated

Finish

Cancel Help

28. Step 7: Enable Polling is set for 10 Seconds and ensure Flows and QoS are
selected Next. Click Continue

Steps

1. Device Connection
Information

2. CLISettings
(Configuring)

CLISettings
(Monitoring)

>

. Select Interfaces

Select VLANS
6. Select Features
8. Review Configuration
9. Device Updated

Enable Polling

Select the features you want to actively monitor and the polling rate for all the features on
this device. Learn more about polling in the Help section.

Polling Rate | 10 seconds v

Foll the following features

Flows
Qos

O sia
[ Routing
Oan=

* LAN polling occurs every 15 minutes
= For SNMP v3, please see the User Guide on configuring LAN polling.

< Back Finish Cancel Help

Cenfigure Cisco Features for - Branch2-NY.dcloud.cisco.com (198.19.2.1)

Steps
1. Device Connection
Information

2. CLI Settings
(Configuring)

3. CLI Settings
(Monitoring)

. Select Interfaces

4
5. Select VLANS

6. Select Features
7.

. Enable Palling

8. Review
Configuration

9. Device Updated

Review Configuration

The following commands will be sent to the device. Or you can choose to manually
configure the device yourself.

collect transport tep flags
exit

ON-FLOWMCNITOR.
FY. USED BY LIVEACTION.
PORTER-IPFIX

flow monitor LIV
description DO
exporter LIVEAC
cache timeout inactive 10

cache timecut active €0
record LIVEACTTON-FLOWRECORD
exit

interface GigabitEthernet2
ip flow moniter LIVEACTION-FLS
ip flow monitor LIVEACTTON-FL
exit

interface GigabitEthernet3
ip flow monitor LIVEACTION-FLOWM
ip flow monitor LIVEACTION-FLOWM

ITOR output

| @® Send the configuration commands to device. |

© Twill manually configure the device myself.

< Back Finish Cancel Help

29. Step 8: Review the code of the changes that have been made. For this lab select
“Send the configuration commands to device” radio button. You may not want to
do this in your actual deployment — it can depend on your configuration management
processes. Just know, LiveNX is able to send the config instructions if you wish.

30. Click Next.
31. Click Finish.
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Configure Cisco Features for - Branch2-NY.dcloud.cisco.com (198.19.2.1) X

Steps Device Updated
1. Device Connection You have configured this device successfully with the following settings (You may want to
Information save the current configuration to the device's startup config, so your settings will not be

lost when the device is restarted):

2. CLISettings
Configurin
( d 9 Device Settings
3. CLI Settings
(Monitoring) Setting Description
4. Select Interfaces Polling Rate 1 minute ~
NetFlow Monitoring NetFlow collector
5. Select VLANS HetFlow Polling Enabled
6. Select Features Mediatrace ) ! N/A
Routing Polling Disabled
7. Enable Palling Qos Polling Enabled
8. Review Configuration TP SLA Polling Disabled v

I 9. Device Updated | Interface Settings

Interface NBAR NetFlow

GigabitEthernet1 L] L]
GigabitEthernet2 L] L]
GigabitEthernet3 e e

< Back Next = Cancel Help

32. Step 9: You will see the summary of the changes made. Click Finish.

The device will be added to the Topology Pane in LiveNX. You will notice it no longer shows
the Wrench icon, meaning it has been configured in the LiveNX system.

Note: Your new device may not be immediately visible. Use the View > Fit to View command
to include all devices in the main view. Arrange as required.
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Lab 3.3: Configure Flow on Devices

Before removing unwanted interfaces, you should remove any existing flow configurations those
interfaces have been configured with... this will avoid any issues when writing new configuration
data to the device.

Lab Steps:
33. Select Flow from the Menu Bar, choose Configure Flow.

B LiveNX - -liveaction.pods.criterionnetwaorks.com

File View Users Co5 | Flow | Routing IPSLA LAN Tools Repoits Help

e ¥ Expe Refresh Systern View Flows IPSLA | LAN
& Configure Flow L\@J @, | Table | 43 Refresh || All Flow Types
Show Merged Flows e T T ———
Name Color Mapping
B-Q Home -
E_J.HQ IS0 ..".'...'.
E| @ HQ-BL Data Status

- GigabitEthernet1
: - GigabitEthernet?
= @ Ho-B2
- GigabitEthernet1
i g GigabitEthernat2
2 @ HoMe
"] GigabitEthernati

34. Select Branch2-NY, click Configure Selected.

. Flow Cenfiguration . - m} X
oo lheseiareiunconfigured
[ Select devices to configure flow
- Flow Configuration Table
Q;
Sel... Device Type P Address Description Tags Traffi... Appli... Voice/Vi... Tradi... Custom
Standard ~ 198.19.1.1 Cisco 10S ... WAN... © © © © <
Sonaos < -
Standard ~108.18.129.24 Cisco 105 ... WAN... e © e o <
O @ HQ-B2 Standard v 108.18.128.25 Cisco I0S ... WAN... @ [*] [*]
O @@ HG-MC Standard v 198.18.129.23 Cisco IOS ... HQ ] [~] ] © [~]
ls
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Note: If the device is grayed-out you must return to the Home tree, right-click on the
appropriate device, and select Refresh, before continuing.

Guidance: Best Practices dictate the following for deciding which interfaces to monitor for flow.

e WAN interfaces (rule of thumb, all WAN interfaces on a device, unless there is a reason
to not monitor).

¢ Only Interface for Router-On-A-Stick.
e Data Center Devices that are running East-West traffic.

Note: Your settings may be different from the screenshot above. Diagrams are for illustration
purposes and may not reflect the data you may view on your Training Pod.

35. Select Traffic Statistics (FNF), Application Performance (AVC), and Voice/Video
(Medianet) on Branch2-NY interfaces GigabitEthernet2 and GigabitEthernet3

Note: Your screen should look like that below before moving forward.

B Flow Configuration - [m] *
Instructions
Configure the type of flow you wish to receive from the interfaces
Flow Configuration Table
Device Type IP Address Description Tags  Traffi... Applic.. Voice/Vi... Traditi... Custom
= @B Branch2-NY Standard +~108.19.2.1 Cisco IOS ... WAN,... @ @ @ [~ ©
% GigabitEthernetl 198.19.2.1 Branch2 LAN| WAN, O O O () O
-~ % GigabitEthernet2 = 100.64.2.2 Internet WAN,...
# GigabitEthernet3 | - [10.255.2.2  ||MPLS

Semantics
are)important

Flow Export Destination
[] Configure Flows Export Destination

LiveNX node
LiveNX node flow replicator at port (9991

Other at IP address and port

Close

Help Save to Devices Preview CLI Revert Back

36. Click Preview CLI.
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B Muttiple CLI Viewer X

— If you have more than one device the configuration

config © ~

5 s s for each will be available to view here. Select a

device to view individual CLI file.
'pelicy-map type performance-monitor LIVEACTION-POLICY-UNIFIED
class-map match-any LIVEACTION-CLASS-AVC

exic : a

- [m] X
class-map match-any LIVEACTTON-CLASS-MEDIANET
exit Instruction
class-map LIVERCTION-CLASS-AVC | [ Configure the type of flow you wish to receive from the interfaces
match access-group name LIVEACTION-ACL-AVC |
exit | 1 Flow Configuration Tabl
class-map LIVEACTION-CLASS-MEDIANET Q:
match protocol telepresence-media
match protocol rtp Device Type IP Address Description Tags  Traffi... Applic... Voice/Vi... Traditi... Custom
exit
policy-map type performance-monitor LIVEACTION-POLICY-mY ||= @ Branch2-ny Standard ~198.19.2.1 Cisco 10S ... WAN,... © © @ © ©
class LIVEACTION-CLASS-AVC @ GigabitEthernetl - 198.19.2.1 Branch2 LAN WAN, O O O O O
E’l‘“ LVEACTION-CLASSMEDIANET % GigabitEthernet? Internet O O
class - -
s abitethernet3 MPLS T

exit

interface GigabitEthernet3

service-policy type performance-monitor output LIVEACTI(
exic

interface GigabitEthernet2 '
service-policy type performance-monitor output LIVEACTIQ
exic =
interface GigabitEthernetd 0 Flow configurations sent to devices successfully!
service-policy type performance-monitor input LIVEACTION

exit |

tavsstace GigabitEmernets ,

service-policy type performance-monitor input LIVEACTION

Succeeded x

<

Flow Export D
[] Configure Flow Export Destination

37. CIiCk Close. LiveNX node

LiveNX node flow replicator at port |9991

38. Click Save to Devices. 1 ot st e

and port

39. CIiCk Close. | Help | Freview CLL Revert Back Close

Note: Now that we’ve configured Flow Collection on Branch2-NY... we’'ll be able to view flows
on all devices in the Topology Pane!

40. Don’t forget to click Refresh in the Filter Bar.
AN

B LiveNix - a30ba74340-liveaction pod: om \ - u} X
File View Users QoS Flow Routing IPSLA LAN Tools Reporis Ndelp 'y " i ’
»___[Donit:forgetitosclickiRefresh
Dashboard | Manage [3¥ Expand LA N’
Q. % /04 - @ & Table| ¥ Refresh || Flow Types v CurrentTime | Current Polling Interval ~ [ *DefaultFilterGroup ~| Top 50 ~ e _
Search Example: (site = Honolulu | e ="Chicago) & wan & flow.app = webex-meeting X -2
B A Home >~
@ Branchl-LA
~ % GigabitEthernetl oo
% GigabitEthernet2 o \
HQMC \
% GigabitEthernet3 —— = e 4
@ Branch2-NY
% GigabitEthernetl 1
% GigabitEthernet2 : -
% GigabitEthernet3 _ 7Ji_/ - e
@ HQ-B1 / ==
- % i netl f -
. | Ha-B1
Q?Q?gfh"Ether"Etz Calor Mapping By Display Filter Colors | ) 2
% GigabitEthernett Web = R -
% Gigabitethernet2 M Internet “' i
HQ-MC *190 KB / 6 flows .
- @ GigabitEthernetl Network Management —
*140 KB / 2 flows
M Enterprise Applications
*328 KB / 4 flows s .
Voice o
*13 MB / 35 flows B Y
W video 2
M Network Mail Services B
Directory [
#6568 / 1 flowe | Eranolye Ny |
 Routng \ o g
*2KB /1 flow s \ W ea
Peer-to-Peer/Non-essential \ / = Y
“2KB / 7 flows \ / i
All-Remaining . g
*B15 KB / 40 flows — =
A\ Flow Polling Disabled Icon
1D ACL Applied
2, Not configured e
-
< o || = v
CPU © | Memory © | Flow Buffer © | Alerts © | Advisories © | Nodes © | Refreshed at 8/21/21, 5:19:44 AM: 96 flowss (merged) displayed. Showing flow data from 4 of 5 devices. admin: Admin user | 05:19:56 AM EDT
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Lab 3.4: Add/Remove Interfaces

You can add or remove any interfaces as your network evolves. This action removes the
interface from LiveNX, not from the router configuration.

Note: Your Instructor may have already performed this process when they configured your

Training Pod.

Lab Steps:

41. Right-click on the Branch1-LA device and select Add or Remove Interfaces.

B LiveNX - 29a5637908-liveaction.pods.criterionnetworks.com

File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

QoS Fow | Routing | IPSLA | LAN

b @il SO | ® & | Table| ¥ Refresh || All Fiow Types

Dashboard | Manage [E Expa...

~|| Current Time | | Current Poling Imterval | (53| No Display Fitering

Search Exampie: (ste = Honalulu | ste = Ghicago) & wan & flow.app = g
Name
= 2 Home Y
‘M e |
= @ Ho-B1 |
@ GigsbitEtherett I
@ Gigsbitthernet |
B @ nos2
® Gigabitbthernett
% Gigabittthernet2 |
& @ Home
@ GigabitEthernet!
= [ Ny
@ Branch2-NY
S
N\
MPLS [ \\
% GigabitEthernet1 \\§
& GigabiEthernety Q{
RN
N
Wy
I/ AN
Color Mapping By DSCP & ) AN
o (BE} S
=357 KB { 12 flowis Brafl Device: Branch1-LA N
M 18 (AF21) N
2 (AF31) Reports
3 (AR41) Flow
W s (cs2)
W 24 (Cs3) Edit Device Settings
M 32(cs4)
45 (cs5) Add or Remove Interfaces N
*5Ke/
Prii Refresh Device
2B/ 1 flow Remove Device
Remaining
Zoom to Device
A\ Fow Poling Disabled Tcon
O L Apied Device Tools
3, Mot configured Statistics
vLan N
< > View
cpu © | memory © | Fiow Bufier © | Alerts © [N 1odes © | Refreshed at 7723721, 5:00:47 AM: 24 Fiows Group Management Hevices.

INTERNET

v || Torse

- ] x

| #osce =

‘zdmin: Admin user | 05:03:11 AM EDT

42. Deselect GigabitEthernet2.

Add/Edit Interfaces for Cisco - Branch1-LA.dcloud.cisco.com (198.19.1.1)
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Steps Select Interfaces
1. Select Interfaces Select the interfaces you want to menitor on this device (masimum 1000 interfaces).
2. Select VLANs Note: IP addresses and subnet masks are editsble on the table for devices that do not provide them, Se= the user
3, Select Features guide for more details.
4. Enable Poliing
5. Review Configurstion Selecb_ed Interface Trunk 1P Address Subnet Mask Description
6. Device Undated -] GigabitEthernatl 1%8.15.1.1 255,255.255.0 Eranchi LAN
- Device Upd | | GigabitEthern=t2 100.64.1.2 355,255,255.0 Internat
| GigabitEthern=t3 10.255.1.2 255,255 2550 MPLS
D Loopbackd 10.0.1.1 255,255,255,255
O Nully
O VoIP-Nulkd
Selected interface(s): 2
= Bacl et = Finish Cancel Help




43. Select Next until the Device Updated window is displayed.
44. Select Finish to update the device.

Notice that the device now has 2 active interfaces, represented by GigabitEthernetl and
GigabtEthernet3

BB LivehX - a30b274340liveaction. pods.criterionnetworks.com

File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

Dashboard | Manage [ Expand QoS Flow | Routing | IP SLA | LAN

G @ 7O - & & Table ¥ Refresh All Flow Types

v
Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting X -2
2 A, Home
£ @B Branchl-LA
i & Gigabitethernetl
- @ GigabitEthernet3
- @ Branch2-NY
- @ GigabitEthernetl
i+ & Gigabitethernet2
- & GigabitEthernet3
- @ HG-B1

v ||Current Time | Current Polling Interval  ~ (&2 *DefaultFilterGroup | Top 50

* @ GigabitEtheret1 190 KB / 6 flows
HNetwork Management
*140 KB [ 2 flows
W Enterprise Applications
*328 KB/ 4 flows
Voice
*13 MB [ 35 flows
M Video
B Hetwork Mail Services
Directary
*656 B / 1 flow
B Routing
*2KB/ 1 flow

- & GigabitEthernet1 Local

8 bitEthernet2

@;Qéla;ahltahemetl Color Mapping By Display Filter Colors Other
'@ GigabitEthernet2 Web

@ Ho-MC W Internet Branch1-LA

Sep 21,2021 4:09 AM
198.19.1.0/24

T (.

ST W
-—
34

Peer-to-Peer/Non-essential
*2KB/ 7 flows
All-Remaining
*815 KB [ 40 flows

10.255.1.0/24

4\ Flow Polling Disabled Icon
B AcL Applied
2, Not configured

VLAN

< >

CPU © | Memory @ | Flow Buffer © | Alerts © | Advisories © | Nodes © | Refreshed at 8/21/21, 5:19:44 AM: 96 flows (merged) displayed. Showing flow data from 4 of 5 devices. admin: Admin user | 05:27:13 AM EDT

45. Repeat from Lab Step 1 above to perform interface addition/removal on Branch2-NY
(as needed).

Note: You may also remove multiple interfaces at a time from multiple devices. See the
Appendix for instructions to Export/Import Devices.
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Lab 3.5: Merge Clouds in Topology

Now that the LiveNX topology has discovered devices, and you've defined the correct interfaces
and NetFlow configurations, you may Refresh your Flow Tab to view any network flows
collected in the Current Polling Interval.

B LiveNX - ab04d4b54e-liveaction pods.criterionnetworks.com

- x
File View Users QoS Flow Routing [PSLA_LAN Tools Reports Help
e = = e
3 @ ALOL -| @ @ | Tabk €3 Refresh | AlFow Typss | | CurrentTime || Current Poling Interval | (3 | No Display Fitering || Top 0 | F Display Fiter Colors
Search Example: (st = Hon ste = ChicaBPRPSRENG «.2pp = webex mesting -z
Name - : &3
2 @ Eranchr-La
& GigabitEthernet1 56“
S Gigabitethernet2 b
& GgabtEthemets
& @ Ho-a
& wgabtethernatt
& GigabitEthernet2
2 @ HoB2
& GigabitEtherneti IR IZEME
P Lot
S Ggabtetherne oF Loca
B @ Ho-Me P otnar
&
S GigabitEthernatt HQ-B2
= = Ha-B1
e 2
@ ?
Toassan
s
e
Tste »
Color Mapping By Dispiay Fiter Colors
M (Remaining)
A\ Flow poling Disabled Icon fesia
D AcL applied Branchi-LA !
8, Nt configured =
VAN s s .
< >

U © | Hemory © | Flow ufir © | Arts © [N 1ioses © | Refrshed ot 3/21/2, 263733 AM: N Rows s v ey Flr crter i Adein eer | D134 AM EDT

Notice on your topology that the network clouds are not connecting between devices. Since
these clouds are across a service provider it is necessary to merge the clouds so that NetFlow
can be properly visualized across the topology.

Note: You must be in the Topology Pane to perform these steps. Click Home to ensure.
Lab Steps:

46. Right-click on the HQ-B2 Device’s GigabitEthernet2 10.255.0.0/24 network cloud and
select Merge Clouds.

HR-B2
198 1)
ANy
|l ..,'I
Reports >
Flow >
Merge Clouds %

47. On the Create Network Object dialog and configure the Network Name (This could be
your Service Provider, or Transport ID) We have used MPLS.

48. Select the Object/Shape as appropriate and useful for simple visual recognition.
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Note: You may also give the tooltip a name of WAN Cloud.

49. Select “Find” to add more networks.

. Create Network Object x
Name * | MPLS
Type * | Merged douds e

A merged cloud replaces the member douds in the topology with a single object. When used with flows, the merged doud serves as a bridge between
different clouds where the same flows traversing those clouds are connected via the merged doud network cbject.

Clouds * Click on clouds in the topology...
10.255.0.0/24

Find ‘
Click on dlouds in the topology, or use the "Find” button, or type in space separated subnets using CIDR notation (e.g., 192.168.0.0/24).
Object/Shape | Network Cloud i
Size I
Toolip |'WAN Cloud
* Required Fisld oK Cancel

50. Select the following networks and then select ok:
10.255.0.0/24
10.255.1.0/24
10.255.2.0/24

B select Clouds X
Select the douds to be merged:

] 10,0.0,102/32

] 10.0.0.103/32

[l 10.0.1.1/32

] 10.0.2.1/32

10.255.0.0/24

10,255.1.0/24

4,

10.255.2.0/24
100.64.0.0/24
100.64,1.0/24
100.64.2.0/24
198.18.178.0/18
198.19,1.0/24
198.19.2.0/24

|
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51. Click OK.
52. Click OK to finish.

[ create Network Dbject

Mame * [wan

Type * IMerged clouds

=l
A merged cloud replaces the member clouds in the tapolagy with a single obiject. When used with flaws, the merged cloud serves as 5 bridgs
between different clouds where the same flows traversing those clouds are connected via the merged cloud network object.
Clouds *

10,255.0.0/24 10.255.1.0/24 10.255.2.0

Click on clouds in the topology...

Click on elouds in the topology, or use the "Find” butten, or type in space separated subnets using CIDR notation (e.g.,
192,168.0,0/24),

Object/Shape INetwurk Cloud {blug)

Size:

=l

C3
5

Tooltip [waN Cloud

* Required Field

oK Cancel

Now all three devices should have a link to the WAN Merged cloud. Try moving the devices
around to create a topology view which makes sense for you.

53. Click the Refresh button in the Flow tab to query flows from the devices and draw them
on the topology.

HQ-E
N

56



Lab 4

Lab 4: Traffic Flows
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Lab 4.1: Discover Flows

One of the strongest features of LiveNX is its ability to differentiate traffic flows by collecting
NetFlow & SNMP from devices and mapping the flows visually in the LiveNX Client Topology
Pane.

In this Lab we need to find the address pair which has been generating so much FTP traffic over
the past few hours. We can make it easy to find with the application of just a few Filter Bar
selections!

Lap Steps:
1. Select Home level of the topology.
2. Select the Flow Tab.
3. Reset the view to Fit To View.
4. Refresh the Topology Pane.

- LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com b [m] =
File View Users Qo5 Flow Routing IPSLA LAN Tools Reports Help
Dashboard | Manags El» Expan. QoS Flow | Routing | IPSLA | LAN
o q‘,. ~| @ @& | Table| €% Refresh || Al Flow Types || CurrentTime | | Current Poling Interval | [ | *DefauitFiterGroup v Top =0 ~| i | Display Fiter Colors
Search Ex3 site = Honolulu | site = Chicags B flow.app = webex-meeting - k
Name £8
& [l ve
@ vom
£ @ Ho-s2 oS
i@ GigabitEthernetl S LC AR
;- @ GigabitEthernet? -
-
HG-B2 HG-B1 -
Flow >
Create Network Object
| View > Save Image
Group Management > Fit To View
Reset View
Reset Layout
Syne to Master Layout
Save as Master Layout
v Show Bandwidths INTERNET
¥ | ShowACLs n
¥ ShowLegends
¥ | Scale Names
Golor Mapping By Display Fiter Colors Force Subnet Display for All Interfaces
paipranch I AL “Branch2.NY
A\ Flow Poliing Disabled Icon o -
B -cL appied = z
8, Not configured
VLA
< > =
cpu @ | Memcry @ | Flow Buffer @ | Alerts © | advisories © | Nodes @ | Click Refresh to view flow information. admin: Admin user | 12:35:59 AM EDT

You'll note some traffic, but even referring to the legend at the bottom-left corner may not help
identify the specific flows!

5. Set the filters to match:

Note: Make sure to specify Voice for Display Filtering, and DSCP for color marking.

I |—I
t" Refresh | | All Flow Types ~ || Current Time || Current Poling Interval [% Voice VI Top 50 i DSCP RV
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6. Refresh the Topology Pane, if needed.

See how easy that was? The following screen shot clearly shows the Voice traffic.

. LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com b [m] X
File View Users QoS5 Flow Routing IPSLA LAN Tools Reports Help
Dashboard | Manags El» Expan.. QoS Flow | Routing | IPSLA [ LAN
@ b SO -| & & | Teble| €V Refresh || Al Fow Types || Current Time /| | Current Poling Interval | I3 | voice v ||| Top 50 ~| ¥ osce ~
Search Example: (site = Honolulu | ste = Chicago) & wan & flow.app = webex-mesting X -
Nams
& [l ve
@ HoB1
B @ Ho-B2 2
| &% Ggsbisthernett SE!L G @
H ® GigabitEthernet?
HQ-MC Fy
[ f
=80
B @ Branchz-Ny - - -
- @ GgsbitEthernatl HQ-B2 - HGB1 -
§ GigabitEtharnat? R o .
- @@ Gigabitthernetd . o _
Color Mapping By DSCP
0 (BE)}
379 KB [ 2 flows
M 18 (AF21)
26 [AF31)
34 (AFH)
M s (cs2)
W 24 (Cs3)
32 (Cs4) - =
W 48 (C58) =
4 (EF) e "
Remaining SR “BranchZ-NY
A\ Flow Poliing Disabled Icon - =
B ~cL Appied = =
8, Not configured -
VLAN
< > =
cPU @ | Memory @ | Flow Buffer @ | Alerts © | Advisories @ | Nodes © | Refreshed at 7/23/21, 12:41:11 AM: 2 flows (merged) displayed. Showing flowr data from 3 of § devices. admin: Admin user | 12:42:00 AM EDT

7. Hover over the colored lines to see the volume of Voice transmissions.

8. Click on the colored flow line to see the IP endpoints.

What other applications can you identify across our network?

Application Port# IP Pairs
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Lab 4.2: Discover Specific Flows

Note: You must be in the Topology Pane to perform these steps. Click Home to ensure.

1. Inthe Search bar, at the top left of the Topology pane enter a search string of
“flow.srcip=198.19.1.101".

Select No Display Filtering.
Click Refresh
Click on the displayed flow indicator.

B LiveNX - a9a563739b8-liveaction.pods.criterionnetworks.com
File View Users Qo5 Flow Routing IPSLA LAN Tools Reports Help

Dashboard | Manage 3! Expa.. QoS Fow | Routing | 1PSLA | LAN

bl iy S v| @ & | Table| €V Refresh | Al Fow Typss || currentTime | | current Poling Interval | (R | No Display Fitering v ||| Top 50 ~| g |osce ~
N Search flow.srcip=158.13.1,101
s
&
|
Neuauc
NG
S
f
- I
AN It S
% Gigabitithernet Ly M e—— HEB1
§ GigabitEthernet2 UERE
S GigabitEthernet Nl
1
l

Notice that LiveNX has identified one or more end-to-end flows across the network.
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Lab 4.3: Examine Specific Traffic

Another way to quickly discover flows among IP Addresses is to use the Device View * Table.

Let’'s discover where most of our BitTorrent traffic is sourced in our NY Branch.
1. Double-click on the Branch2-NY Device or select it on the Home Tree.
2. Select IP Addresses as the endpoint display type

g
7K |
7K
ich2-Ny G

r-/ o]

bk
/quu

Color Mapping By Dispiay Fiker Colors

Neturark Managsment

M Enterprise Applications

Loeat

A\, Flow Poling Dissbled 1con
1B ~cL Appiea
2, ot confgured

VLAN
< >

cPU © | Memory © | Fow Buffer © | mlerts © | Adviscries © | Nedes © | Showing collector data for 7/26/21, 2:49:10 AM - 2:49:20 AM: 13 flows displayed.

B LiveNX - a80f0067f9-liveaction.pods.criterionnetworks.com — [m] X
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dashboard | Mansge [BF Expa.e Qo5 Flow | Routng | 1PSLA | LAN e
@ & || Enable Poling| [l Pause Display || Basic Flow v| 7 | *DefaultFiterGroup ~ | Display Fiter Colors | End Points: 1P Address (D Piayback NetFlow Collector Poling : 10 seconds
Search ne [ — = x - 2
Protocol SrcIP Addr SrcPort DstIP Addr DstPort Application Bit Rate PacketRste Src Country SrcSie DstCountry DstSie IPvdIdent SrcDSCP DSCP TCPFlags Src AS  IPv4SrcPrefix  SrcPreficlen  InIF DstAS  Next Hop IF
TR 196192102 1454 196.18.133.35 4218 ica® 2.50 Kbps 4.54 pps - Ny - HQ p:3 o (eE) 0(BE) —ARRS- 01%8.13.20 24 GigabitEthernet1 01025521 A
TCP 158.15.2.82 3570 156.18.128.82 5060 sip 2.42 Kbps 3.45 pps. NY - HQ 48850 24(CS3) 24 (CS3) —AP-SF 0 138.13.2.0 24 GigabitEthernetl. 0 10.255.2.1
Tcp 198.19.2.102 3882 198.18.133.36 6881 bitterrent Ees 0.3 pps - NY | HQ 22083 0 (BE} 0(eE) —AP— 0198.19.2.0 24 GigabitEthernetl 01025521
1 i) 18192102 33 198181336 131 bttorent bps 036 pps- wooo- HQ  mo%  o(@E) o) —AP— 0191520 24 Gigabatharnatt 01028521
Tcp 196192102 1412 196.18.133.35 3886 bittorrent Kbps 0.00 pps - Ny - HQ 9565 0 (eE) 0(8E) —AP— 0158.13.20 24 GigabitEthernett 010255.2.1
TCR 136.15.2.102 6881 136.18.133.36 3882 bittorrent B64.00 bps. 0.00 pps - NY | HGQ 16033 0 (BE} 0(BE) —AP— 0138.13.2.0 24 GigabitEtherneti 010.255.2.1
uoP 156.19.2.88 31196 198.18.128.88 19420 rip-audio 49.80 Kbps 3113 pps NY - HQ 45146 46 (EF) 46 (EF) 01581320 24 GigabitEthernet1 01025521 v
< >
1005421
198.19.2.68 198.19.2.62
DT

‘admin: Admin user | 02:49:27 AM EDT

Almost too easy, wasn'tit? What are the IP endpoints of all that BitTorrent traffic?

to/from

3. Click on one of the endpoints.
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. LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com b [m] *
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dashbosrd | Mensge [FF Exps.. QoS Flow [ Routng | TP SLA | LAN
o @, @, || enable Poling| [ Pause Display || Basic Fow v [ | *DefaultFiterGroup /| I | Display Fiter Colors /| End Poinis: 1P Address | (D) Playback NetFiow Collctor Pling : 30 seconds ||
Search Examp Honolulu ) & vian & f ebem x - >
protocsl ' Srelpaddr Srcport DstIPAddr  DstPort  Applieaton BtRsts  PackstRate SrcCountry SrcSte DstCountry DstSts IPvaldent SreDSCP DSCP TP Flags SrcAS  IPvaSrcbrafx  Sre
e 156.18.133.36 1137 18150101 21 fip® 138Kbps 426 pps- HQ - LA 77 o(BE)  O(BE) —R— 0 158.18.128.0 ~
TP 196.18.133.36 4218 198192002 1494 =l 128 Kbps 399 pps - HQ - NY 7424 0(eE) O(eE) —R— 0 198.18.128.0
= 156.18.133.36 4218 18192402 149 a? 12BKbps 333 pps- HQ - 03 7424 o(BE)  O(BE) —R— 0 138.18.128.0
& GigabitEtherneti TCP 196.18.133.36 21 198191101 1137 fp* 125 Kbps 331 pps- HQ I LA pr=t] 0(eE) 0({BE} —R— 0 158.18.128.0
- 6 Ggsbitgtherneiz e 156.18.133.36 21 850101 1137 Rp? 125Kbps 332 pps- HQ - LA 77 o(BE)  O(eE) 0 158.18.128.0
@ Home L= 196.19.2.102 3068 196.18.133.36 2710 bittorrent-networking  3.23 Kbps 0.00 pps - Y = HQ 21634 0(EE) 01(BE) 0138.19.2.0
n = 156.13.2.400 3868 19818.433.36 2710 bittorrentnetworking  3.23Kbps 0.0 pps- Ny - HQ 21834 o(BE)  o(eE) 0138.15.2.0
- = 198.19.2.102 3904 1981803336 2710 bmtorrentnstworking  3.a2kbps 0.0 pps- Ny - HQ 22748 o(eg)  ofeE) 01981920
5@ oranchany = 156.13.2.400 3504 198.18.433.36 2710 bittorrentnetworking  3.42Kbps 0.0 pps- Ny - HQ 22748 o(BE)  o(eE) 0138.15.2.0
ranenet TP 196.19.2.102 3882 198.18.133.35  6BBL bittarrant 297,62 bps 0.34 pps - Ny B HQ 22089 0(BE) 0(BE) 0198.19.2.0
“ & Ggsbtethernan Tcp 19B.15.2.102 3882 196483336 6881  bittorrent 25762bps 0. pps- NY B HQ 22088 0(BE) 0(BE) 0 138.19.2.0
g ‘;'9‘:"5’:9'”“1 Tce 196.19.2.102 3883 1961813336 18231  bmtorrent 28935bps 033 pps- Ny B HQ 22086 0(8E) 0(8E) 01881920 .
- & GigabitEthernets = e e SR RE— e ——— — o= = mime e = =
< >
Colar Mapping By Display Fiter Colors
Web
M internet
*39 KB 4 flovrs
LI
i7Ke/ 28 [ 5 e, T —
M Enterprie Apps (Camans I _zmvees (Cesmames
*165 KB | 8 flovrs
Voice
B3 KB/ 4 flows
Video
M Netvrork Mail Services
Directory
*1KB 2 flowrs
M Routing
956 B [ 3 flows
Pesr-to-Peer/Hon-essential
1B 12 flows (Crmezes | AT [ zmoss |
M All-Remaining [Ceeiezez | Cieeieram J[ tezssen |
782 KB [ 40 flows
A\ Flow Poling Disabled Icon
B -cL appied
R, Nt configured
VLAN
< >

CPU @ | Memory © | Fow Buffer @ | Aleris © | Advisories @ | Nodes @ | Showing collector data for 7/23/21, 12:

:43:30 AM - 12:50:00 AM: 75 flows displayed. | admin: Admin user | 12:50:25 AM EDT

There is some other traffic, such as rtp, sip, and Citrix... but these 2 IPs are mostly generating
BitTorrent. Make sure there isn’t a ghost server in your network serving movies and such!
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Lab 4.4: Troubleshoot Issues

Users in the Marketing Department at our San Jose Headquarters have been complaining that
their workstations seem to be “slowing down” numerous times a day. A pattern is developing
that this happens about 4x per hour!

It looks as though we may have an infected PC on the HQ sub-net... we need to identify the
source PC by IP Address so that we can re-load anti-virus software on the identified user’s
workstation.

1. Open the HQ-B2 device. Double-click on it OR select from the Home Tree view.
2. Click the Playback button in the Filter Bar.

| File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
| Dashboard | Manage [E¥; Expand QoS” Flow | Routing | IP SLA | LAN 2
@ &, & Enable Polling| [y Pause Display | Basic Flow | B =DefaultFilterGroup | © Display Filter Colors | End Points: TP Address @ Playback
| T (G = e T (| T = S B B e = o -2
Mhame Search Example: (site = Honolulu | site = Chicago) & wan & flow.app ting x
W ® Home Protocol ! SrcIP Addr Src Port  Dst IP Addr Dst Port  Application Bit Rate Packet Rate Src Country Src Site Dst Country Dst Site  IPv4 Ident DSCP TCPFlags SrcAS Rout
@ Branchl-LA uor LYN.1Y.288  SLIY0  LUN.LE.LZU.S LY4Z0  (Tp-audie 2L.L/ KDPS  3L.W¥ pps- nternet iTernet  44uzs 40 (EF) vu
@ Branch2-NY uDP 198.18.128.80 20004  198.19.1.80 20004  rtp-audio 21.34 Kbps ~ 21.47 pps- Internet - LA 23895 46 (EF) ———— 00
8 uDP 198.19.1.81 20004 198.18.128.81 20004 rtp-audio 21.34 Kbps 2148 pps- LA - Internet 23915 46 (EF) ——— oo
upP 198.19.1.80 20004 198.18.128.80 20004 rtp-audio 16.02 Kbps 16.21 pps- LA - Internet 20475 46 (EF) ——— 00
uppP 198.18.128.81 20004 198.19.1.81 20004 rtp-audio 14.66 Kbps 14.87 pps- Internet - LA 21118 46 (EF) ——— 0o
nne 108 101 an INNNS 108 1% 178 &0 INNNS nnamuahnat® 4 AN Khne n 78 nne - a - Tntarnat  71ARAT 4R B —— nn v
< >
10.255.0.2
Local
Other
Color Mapping By Display Filter Colors
amy Ha-B2
web -
224.0.0.5
M Internet -10
<17 K8 / 2 flows Sep 21,2021 440 AW
Network Management Nuo

W Enterprise Applications
*6 K8 / 2 flows

-=.|.”l
Voice
6 MB / 25 flows \ / 508t ‘
W video
M Heturork Mail Services
Directory
M Routing
Peer-to-Peer/Non-essential 198.18.128.80 ﬁ 198.18.128.81 | 198.18.128.82 |
=296 B/ 2 flows

| All-Remaining 198.18.128.84 | [ 198.18.128.88 5 198.18.133.36 |

| =2 Kk8 / 7 flows [ 19819480 | [ 198 19181 198.19.2.82 | [ 198.19.2.102
A\ Flow Poling Disabled con [T19s19.0.84 | [ 198019 248 ] [ 198.19.1.62 |
D AcL Applied L
3, Nt configured [T05504 ) [ 198494401 | [ 224005
VLAN

< >

CPU © | Memory © | Flow Buffer © | Alerts © | Advisories © | Nodes © | Showing collector data for 9/21/21, 9:52:40 AM - 9:52:50 AM: 38 flows displayed. admin: Admin user | 09:53:00 AM EDT
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3. Scroll through the time display until you discover anomalous behavior.

@ Historical Playback of HQ-B2.dcloud.cisco.com — a X
&) Ql‘ All Flow Types |¢ |Na Display Filtering |' Display Filter Colors End Points:|IP Address | Show |30 seconds | per frame ‘ ?
T ¥ T T
b 1 4l b Playback Fastest ‘ Date:Sep 21, 2... ~ | 12:09:30 AM 09:55:00 AM | 04:26:00 AM
x-| 2

Dst Country DstSite ADAvg NDAvg CNDAvg SND Avg Jitter

Thisjisp
history/o!

H (Remaining)
=6 MB / 112 flows

Color Mapping By Display Filter Colors

A\ Flow Polling Disabled Icon

=,

198.19.1.80 198.19.1.81 [ 19819282 198.19.2.102
TIr -

198.19.2.88 198.19.1.84 10.255.0.1

[Caseaoaos | [ tsroaee ][ zee00s |

Time ! protocol SrcIPAddr  SrcPort DstIPAddr  DstPort Application Bit Rate te  Src Country  Src Site
Sep 21, UoP 198.18.128.82 20101 198.19.1.82 20101 unknawn 2.51 Kbps Internet - LA 0ms 0ms 0ms 0ms A
Sep 21, 20! TCP 198.19.2.102 0 198.18.133.36 14291 bittorrent 0.00 bps Internet - Internet 0ms 0ms 0ms 0ms
Sep 21, 202! TCP 198.19.2.102 0 198.18.133.36 16881 bittorrent 0.00 bps 0.00 pps- Internet - Internet 0ms 0ms 0ms 0ms
Sep 21, 2021k e 198.19.2.102 0 198.18.133.36 2710 bittorrent-networking 0.00 bps 0.00 pps- E Internet oms  0ms oms oms
Sep 21, 2021, AM TCP 198.19.1.101 1137 198.18.133.36 0 ftp 0.00 bps 0.00 pps- - Internet 0ms 0ms 0ms 0ms
Sep 21, 2021, TCP 198.19.2.102 0 198.18.133.36 1413 10.21.1.154" 0.00 bps 0.00 pps - Internet 0ms 0ms 0ms 0ms v
< >
[(198.18.128.80 | [ 198.18.128.81 | [ 198.18.128.82 |
198.18.120.08 | [ 198.18.128.04 | [ 198.18.133.36 Mhis isithe scoll bar:
TE - U UAUSAUSAAUUAA A AALLASL

Showing collector data for 9/21/21, 4:25:30 AM - 4:26:00 AM: 112 flows displayed.

Note: The traffic we are looking for happens every 15 minutes (approx.). It helps if you have
the Flow Filter set to All Flow Type, and No Display Filtering.

The instructor will review this Lab so everyone will see the results!
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Lab 5

Lab 5: Custom Filters
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Lab 5.1: Creating Custom Filters

Creating and using Custom filters will help you in your day to day use of LiveNX. It is
recommended that you create custom filters for common traffic types that you are interested in

viewing regularly.

e SIP Ports: 5060 5061 5062

e RTP Ports: 16384-32767

Lab Steps:

In this lab you'll create a custom filter based-upon given ports to identify SIP and RTP
traffic and verify their markings. Ports being used for the filters in this lab are:

1. Select HQ-B1, and then click the Filter icon (looks like a funnel) to Open the Flow

Display Filters Set-Up.

ting IPSLA LAN Tools Reports Help

QoS Flow | Routing | IPSLA | LAN
@, % @ Enzble Poling m Pause Display || Basic Flow

search Example: (site = Honclulu | site = Chicago) & wan & flow.app

DefzultFlterGroup

«| I | Display Fiter Colors | End Points:| IP Address |

2. Click Create Filter on the top right of the Flow Display Filters Set-Up.

¥ Create Filter | 7 Copy g Delete ff

Filter: PDefaul Create Mew Filter|............

Filter Entries
[E. AddEntry [ Add Other Filter [ Re

3. Enter a Name label:

Create Flow Display Filter E3

Type in the name of the new Flow display Filker:

uotPFiker

oK I Cancel

4. Onthe Basic Tab, check Match Protocol/Ports and select the SIP Protocol.

5. Click Edit.

66



Basic | Advanced

| [¥] Match Protocol/Ports | =
Select from a pre-defined list of protocols fapplications or create new
definitions
|'s.ip v| oo Creaté .7 Edit [Ty Copy
7 sip

6. Edit both entries, for TCP and UDP, to match the ports provided.

7. Select to “Match Ports Regardless of Source and Destination” for both TCP and
UDP.

- Create Definiton [y Copy 3¢ Delete BU] Rename

Defined Protocolsf Applications: |'s.ip

Entries

[ AddEntry . Add Defined Prot/app [3 Delete

>

Mote: Defined protocols (applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above,

Entry Details
Layer 4 Protocol: | TCP (5) v/

Ports

H Match Ports Regardless of Source or Destination

L
Source: | 5060 5061 5062 | [ ]

Destination: 5050 5061 5062 |[]
Enter port numbers or ranges separated by spaces (e.g., 80 33-443)

Help

8. Click OK
9. Click Add Entry.
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5. CreateFilter Rr Copy N Delete FfER

Filter: | VOIPFilter

Filter Entries

(57 Add Other Filter [§ Delet
| fhasess
‘ L[] 5t Add Filter Ent

----- T Yy 1ot App =sip)
10. Select the “rtp” Protocol and Edit the ports.
Basic | Advanced

| [¥] Match Protocol/Ports | &
Select from a pre-defined list of protocols/applications or create new
definitions
|'ﬂp P w | op Creatd 7 Edit [y Copy
Vo

“[§ (L4Protocol=UDP) AND ({Src=16384-32767) AND (Dst=16384-32767)

11. Edit the UDP Entry to “Match Source and Destination Ports” to 16384-32767 for
both source and destination.

o Create Definition [y Copy 3¢ Delete ] Rename

Defined Protocols/Applications: |';-tp

Entries
[E. AddEntry ¥ Add Defined Protfapp [S Delets

>

Mote: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above,

Entry Details
Layer 4 Protocol: | LDP (17) v

Ports

Match Source and Destination Ports

Source: | 16384-32767

Destination: | 16384-32767

Enter port numbers or ranges separated by spaces (e.g., 80 83-443)

Help

12. Click OK
13. Click Apply to save the custom filter, then Click OK.
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Flow Display Filters Setup

‘E{J_, Create Fiter Ry Copy ﬁ;" Delete Ry Rename

~Filter Entry Details
Filter:

Filter Entry Action: * Show or " Hide the follawing
IP Type: % IPv4Only ( IPvd Only  Both IPw4 & IPve
Filter Entries

[ AddEntry  [5 Add Other Fiter [3 Delete Entry  [5 [y

Y VOIPFilker
’ Ty
W [2] Show IPw4 Only (Protfapp=rtp)

Color Mapping Label & Color: Ill

Biasic I Advanced I

- ¥ Match Protocol/Ports ;I
Select fram a pre-defined list of protocols/applications or create new
definitions
Isip LI op Create 7 Edit [py Copy
Y sip

[5 (L4 Protocol=TCP) AND (Src OR Dst=5060 OR 5061 OR 5062 OR 5060
[5 (L4 Protocol=UDP) AND (Src OR Dst=5060 OR 5061 OR 5062 OR 5060

4

- [ Match IP, Range, Subnet

IMatch 1P Addresses Regardless of Source or Destination

Source: |

Destinatian: |

Enter IP addresses, ranges, andfor subnets separated by spaces {e.q.,
172,120,0.1 192,168.0,0/24 10.0,0,1-10,100.0,1)

- [~ Match DsCP

|0 (BE)

- [~ Match Device Interface

Match Flows traversing through a particular device's interface

I*Branch1-LA.ch0ud.C|sco.com

LI I"‘G\gabltEthernetl LI
& Inbound and Gutbound Combined € Inbound € Guthound

Mote: Tremns marked with a (*) are non-histases|
Mote: Other filkers added as entries are not editable here, but can be edited by selecting them in the Filter )
drop-dawn bax.

-
Help |

Ok Cancel |

14. Select your new filter, select “DSCP” and select “Refresh” to verify the DSCP
markings for your SIP and RTP traffic.

Apply
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LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com

File View Ussrs QoS Flow Routing [PSLA LAN Tooks Reports  Help
Dashboard | Manage [3H Expand Qos | Flow | Routing| 1P SLA | LAN|
HE- R Q Tab\elGnerresh‘nuﬂuwnws =] [eurent e =] fcunent pating reerval = ﬁhowﬁ\te. j [rese = |E|DSCP L‘l
x - 3

Search Example: (site = Honcluls | sie = CRIC300) & wan & How.apn = webex-mesting

Ha-MC

HG-B2 Ha-B1

INTERNET
MPLS

Color Mapping By DSCP
0(8E)
*375 KB | 2 Flows

26 (AF3L)
34 (AF41)
W 16(cs2)
W 24(C53)
W 32(C54)
W a4B(C36)
46 (EF)
*3MB [ 1 Flow
Brancht-LA Brinch2-HY

Remaining

A\, Flow Poling Disabled 1con

D ACL Applied
3, ot configured

admin; Admin user | 11:33:10 FM PDT

5 VLA

KT
PU© Memery © FlowBuffer © Alerts © Advisories ©  Nodes © Refreshed at 7/22/21, 11:32:55 PM: 3 flows (merged) displayed. Showing flow data from 3 of 5 devices,

Do you see any BE or Best Effort Marked Traffic in your Lab? Best Effort is the default traffic
type for any un-marked flows.
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Lab 5.2: ACL Creation

LiveNX gives you the ability to easily create and monitor ACLs with its intuitive User Interface.
You can manually create ACLs, or you can create them based upon flow information with only
few clicks. You can also monitor the statistics of how an ACL is performing without having to
access the router/switch CLI.

In this lab you’ll create an ACL to identify the SIP and RTP traffic to be used in a QoS Marking
Policy.

Lab Steps:

1. Right-click on the Branch2-NY device (you may also right-click on the device in the
Topology Pane) and Manage ACLSs.

. LiveMX - a9a56379b8-liveaction.pods.criterionnetworks.com

File  Wiew Users ©o5  Flow  Roukting IPSLA  LAM  Tools  Reports  Help

Dashboard | Manage [ Expand Qo3 |Flow | Routing | IP SLA | LAM |

| @- i A OL - | @ &L | Table | €% Refresh |8l Flow Types vl ICurrent Time vl ICurre|
Marng Search Example; (site = Honolulu | site = Chicago) & wan & flow,app = webex-meeting
w Bl
e m
= [ wy
et 8 Branchz-bly

Device: Branch2-NY.dcloud.cisco.com

Qo5 »
Flon ]
Raouting ]
IP SLA ]
LAMN ]

Edit Device Settings
Add or Remove Interfaces Ha-82
Refresh Device
Remove Device

Zoam ko Device

Device Tools Save bo Startup Config
Skatistics Open Device Web Page
View Manage ACLs

aroup Management

2. Select “Create ACL”

a
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ACL Management for Branch2-NY

Current Router |Branch2-NY

Access Control Lists (ACLs)

Marmne | Mumber ! | Tvpe Applied Interfaces || Create ACL “
ACL-BITTORREMT-PC Extended (Mared)
AL -CITRIS-PCL Extended (Mamed) Edit ACL |
ACL-FTP-PCL Extended (Mamed)
ACL-G711-19420 Extended (Mamed) %I
ACL-INET-PUBLIC Extended {Mamed) Copy AL |
BEST_EFFORT Extended (Mamed)
CRITICAL Extended (Marmed) Apply | Remave ACL |
DEMY_GLOBAL_LEARN_LIST Extended (Mamed)

LIYEACTION-ACL-AYC Extended (Marmed)
ROP Extended (Named)
WOICE_WIDED Extended (Mamed)

Access Rules and Remarks

Save ACL File |
Load &CL File |

Close |
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Select “Extended” for the ACL Type.
Give a name to the ACL, such as “RTPQoSMark”.

Click Create Remark to document your work!

a > w

6. Select Create Rule.

ACL Management For Branch2-NY

Current Router |Brann:h2—N‘|"

Create ACL x|

Access Conl
————— Type IExtended b I

Tarm e ACL |
ACL-BITTORF  Mame | Mumber, IRTPQDSMark Help |
ACL-CITRIA-I L
ACL-FTP-PC1 AL |
ACL-G711-1% Access Rules and Remarks
ACL-INET-PU

AL

BEST_EFFOR Create Rule
CRITICAL Comy ks | move ACL |
DEMY _GLOBE
LIVEACTION- Add Remark Create Remark
ROP
WOICE_VIDEC Remark: [Marking ACL For RTP Traffic| Edit Rule/Remark |

Delete Rule/Remark |

L File:

oK | Cancel |
Access Rule
E— Mowe g
[More Davin
Preyie CLT Save ko Device Zancel

1_L File

11

Close
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ACL Rule Editor
7. Select “UDP” as the protocol type.
8. For Source and Destination check the “by Port” box.
9. Select “Between” as the operator value.
10. In the entry box use “16384 32767” as the field entry.

11. Click OK when your fields match the diagram below.

* permit  deny

P TCP Object-Group |< Mo Object Groups = j = Other Iby Marre j Iahp LI

"SDUI’CE - Destination

% any " by Metwork or IP I = by Object-Groum % amy " by Mebwark or TP " by Ohjrct-Groum
= |
.0 192.168.1.0/24 or 192.168.1.19 |< Na Ohject Groups = vl £.9 192,168,1.0/24 or 192,168.1.19 |<N0 Object Groups = 'l
¥ by Port |Between - I Manage Pork(s) a2 | v by Part IBetween j' Manage Partis) |
16384 32767 Ji6384 32767
" Match  [byDsce =l =l
[~ Log Rule ILog VI

ok | Cancel

Once completed you can use “Preview CLI” to see the configuration that will be pushed to the
device.

12. Click Save to Device.

Type IExtended - I
Mame | Number IRTPQDSMark Help |

Access Rules and Remarks

remark Marking ACL For RTP Traffic | o Create Rule I

permit udp any range 1635 7 any range

Copy Rule

Create Remark,

|
|
Edit Rule/Remark |
Delete RuleiRemark, |

Move Up |
Move Down |
Preyies CLT | Sawve bo Device Zancel

13. Create ACLs for the SIP ports.
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ACL Management for Branch2-NY

Current Router IBranch2—NV

Access Control Lists {(ACLs)

hame | Mumber @ I Type Applied Interfaces I Create ACL |
ACL-BITTORRENT-PCL Extended (Marmed)
ACL-CITRIX-PCL Extended (Named) Edit ACL |
ACL-FTP-PC1 Extended (Mamed)
ACL-G711-19420 Extended (Named) %l
ACL-IMET-PUBLIC Extended (Named) Copy ACL |
BEST_EFFORT Extended (Named)
CRITICAL Extended (Mamed) fpply | Remave ACL |

DEMY_GLOBAL_LEARN_LIST Extended (Named)
LIVEACTION-ACL-AVC Extended (Marmed)
Extended (Mamed)

WOICE_VIDED Extended (Mamed)

Access Rules and Remarks

remark Marking ACL for RTP Traffic Save ACL File |

permit udp any range 163384 32767 any range 163584 32767
Load ACL Fils

Close

.

14. Select “Extended” for the ACL Type.

15. Give a name to the ACL, such as “SIPQoSMark”.
16. Click Create Remark to document your work!

17. Select Create Rule.

ACL Management for Branch2-NY

%]

Current Rouker |Branch2-N\"

Nanm
sIPQostark Help |
ACL-FTP-PCL

Create ACL
ACL-BITTORE  Mame | Mumber
ACL-G711-15  Access Rules and Remarks

#ccess Conl
———— Tvpe IExtended - I
ACL-CITRIX-
ACL-INET-PL
ACL
BEST_EFFOR ‘ li Create Rule |

r N L
pd ] hog
—

\i \i

CRITICAL Copy Rule rove ACL |
DENY_GLOBE

LIVEACTION- Add Remark Create Remark

ROP

] ark Remark: IMarking ACL For SIP TraFFic|
WOTCE_WIDES

Edit Rule/Remark |
Delete RulefRemark |

Access Rule
I Move g |
L File

remark Marki

permit udp ar Mave Do |
_L File

K | Cancel |

i

Brewigy CLI Saye bo Device | Cancel |

Close

L
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18. Select “TCP” as the protocol type.

19. For Source check the “by Port” box.

20. Select “Between” as the operator value.
21. In the entry box use “5060 5062” as the field entry.

22. For Destination check Any

23. Click OK when your fields match the diagram below.

Add Extended Rule Entry for SIPQoSMark

(= permit  deny

O ject-Group |« Mo Ohject Groups = - er [by Mame
" IP) f+ TCP R UDP  Ohjeck-G Mo Object G i~ Othy b 1

Source
f* any " by Metworkar IP I = by Object-Group
|< Mo Object Groups = - l

2.0 192,168.1.0/24 or 192,168,119

v by Port |Bebween - l Manage Pork(s)

|s060 S062

[~ Match Jbv psce

[ LogRule ILog - l

H||

|
==

=] Jahe =]

- Destination

= any (]

[~ by Fort

by Metwork or IP = by Object-Group
e.g 192.168.1.0/24 or 192.1658.1.19 |<No Object Groups = vl

IBetwean - l [Manage Parkis) |

[5oe0 so6z

Ok | Cancel

Next create another rule for destination SIP Ports.
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Type Extended

Name J Number 'SIPQuSACL | | Help |

Remarks
remark Marking ACL for SIP Traffic | Create Remark |

Edit Remark

Remave Remark

permit tcp any range 5060 5062 any

Edit Rule

Copy Rule

Delete Rule

Mowve Up

Mowve Down

Preview CLI | | Save to Device | | Cancel

24. Select “TCP” as the protocol type.

25. For Source check Any.

26. In Destination select By Port.

27. Select “Between” as the operator value.

28. In the entry box use “5060 5062” as the field entry.

29. Click OK when your fields match the diagram below

* permit  deny

(" If} {+ TCP§{" LDP " Ohject-Group |<No Object Groups = j = Other Iby Marre j Iahp LI
e Destination

by Metwark ar TP I = by Object-Groum % amy " by Mebwark or TP " by Ohjrct-Groum
== |
.0 192.168.1.0/24 or 192.168.1.19 |< Na Ohject Groups = vl £.9 192,168,1.0/24 or 192.168.1.,19 |<N0 Object Groups = 'l

I by Port [Equalto - I Manags Port(s) [v by Part IBetween VI Manage Port(s) |
| 5060 5062]

I~ Match Iby [ =l | =l
[~ Log Rule ILog VI

ok | Cancel
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30. Click Preview CLI to review the configuration to push.
31. Click Save to Device.

ACL Management for Branch2-NY X
Current Router |Brann:h2—N‘|"
Edit Extended ACL SIPQoSMark E3

Access Conl
e Type IExtended - I

Tarm e ACL |
ACL-BITTORF  Mame | Mumber ISIPQDSMark Help |
ACL-CITRIA- ACL
ACL-FTR-PC1 Al |
ACL-G711-1% Access Rules and Remarks
ACL-INET-PU
BEST EFFOR remark Marking fCL For SIP Traffic Create Pule | ACL
CRITI_C.C\L permit bep any range 5060 5062 any

f Copy Rule more SCL |

DENY_GLOBE permit bep amy any range 5060 5062 Py |
LIVEACTION- Create Remark |
ROP
RTPCQoSMar Edit RulefRemark. |
SIP I3
WOICE YIDE! Delete Rule/Remark |

Access Rule

E— Mowe g

rennark Markil | L File: |
permit bep an owe Lo |

permit bep an L File |

Preyie CLT | Save ko Device Zancel |

Close

You’ve now created an Access Control List (ACL) via the LiveNX Console. The ACL just
created may not produce any results, based-upon traffic availability & timing... but the main
point to this lab was to demonstrate the process required to create the ACL.
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Lab 6

Lab 6: Making the Topology Work
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Lab 6.1: Setting Device Semantics

Note: Semantics may have already been configured on most of the devices in this Lab. You
need to ensure that all the devices have their semantics entered.

Device semantics are very useful for getting the most out of your LiveNX deployment. Whether
it's grouping devices according to region, or identifying high priority links, setting semantics will
help you in your day-to-day operations.
Your task in this Lab will be to identify WAN links and tag them to populate dashboard data, set
bandwidth rates for these links, group devices, and merge clouds.
Lab Steps:

1. Select Expand to set semantics for devices.

B LiveNx . liveaction.pods.criterionnetworks.com

File View Users CoS5 Flow Routing IPSLA LAMN Tools Reports  Help

Dashboard | Managd [EF QoS- Flow | Routing [ IPSLA [ LAN

oo i [ A O - | @ G | Tabl| ¥ Refresh || All Fow Ty

= = Chicaoo} & wan =pp =

Search Example: (site = Honolulu | site = Chicago) & wan & flow.app

Mame
EH.‘ Home
= [l ve
= @B Ho-Bt
| 1 GigshitEthernstl
L@ Gigsbitttherner?
= @ Hoe2
.~ § GigsbitEthernatt
| @ GigabitEthern=t2
2 @8 HQ-MC
- 5 GigabitEthernstt
=
B @ Branch2-NY
- @ GigabitEthernst1
- % GigabitSthernet? HIIQ
i 5 GigabitEthernst3
= @ Branchi-L& \ |
i~ @ GigabitEthernati i
- % GigsbitEthemet? |

Expanding the window Home Pane shows an overview of configured device options... as well
as a Detail view of a selected device including CPU and memory utilization, Serial Number,

Device Name, Mode, etc.
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. LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com b [m] X

File View Users QoS5 Flow Routing IPSLA LAM Tools Reports Help

Dashboard | Manage |[E Collapse Detais
CPU and Memory Usage £y
Name 1P Address Hode Label Input Capacty Output Capa.. WAN/XCon  Service Provider Site. She 1P feat] R EERERERERRRRRNARNAEEEEE 2%
5 4% Home
MR | —prr—rr—rrrrrrrrreee—m 8
198.18.129.24 Local HQ 10.0.0.102,10.25} SrEET
198.18.129.24 None =
Device Details £y
100.64.02 4.0 Mbps 40 Mbps WAN Internet
198.18.129.25 Loesl HQ 100.0.102,10.25K  Device name
158.18.129.25 WAN Default Service Provider Branch-LA deloud.cisco.com
10.285.02 None
156.18.125.23 Local HOQ 10.0.0.102,10,25  Serisl number
198.18.129.23 Nene 01
1P address
198.19.21 Loesl Ny 198.19.2.0/24 158.13.0.1
198.19.2.1 None Descrigtion
100.64.2.2 2.0 Mbps 20Mbps WAN Internet e e ”
al et 10.285.2.2 2.0 Mbps 2.0 Mbps  WAN MPLS B
= L 6. 15,01 =] N N S N R S TTEERTEEEL |06 64 LINUX IOSDUNVERSALK-N),
% Gigabitethernet 196.19.1.1 Branchi LAN WAN Branch1 LAN ::3::&1?;&5"55 ETRCITEED o
i @ Gigabitethernet2 100.64.12 2.0 Mbps 20Mbps  WAN Internst i
i @ Ggabrethernet3 1025512 MeLS wWaN MeLS =
ciscoCSR1000w
05 verson
1632
Locatior
site £y
-
ranchil-LA has beenselected o
U —A LA A A 198.19.L0/24
Enter 1P address rangs in CIDR format
|
Tags 2
E TER 1o 2dd
Tag Used
< > Remove unussd tags
cpu © | memory © | Fiow Buffer © | alerss © [N od=s © | Shoving colector dats for 7/23/21, 5:27:50 AM - 5:28:00 AM: 4 fiows displayed. | admin: Admin user | 05:28:05 AM EDT

Note: LiveAction recommends tagging your WAN interfaces so that the corresponding NetFlow
data goes to the Dashboard to give you high-level information about data crossing through
those interfaces. Besides setting the WAN tags, you can set other information such as a Label,
Capacity and Site to give you usage rates for the tagged interface.

Adding semantic information to an interface allows you to more easily filter information to see
exactly what you are looking for.

To allow this, check the semantic settings of the following devices.

Device Interface Label Input Output WAN
Capacity Capacity

Branch1l-LA | GigabitEthernet3 | LA 2000kbps 2000kbps WAN

Branch2-NY | GigabitEthernet3 | NY 2000kbps 2000kbps WAN

HQ-B2 GigabitEthernet2 | HQ 2000kbps 2000kbps WAN

Note: Tags such as WAN and Labels can be used in conjunction with the search string for the
topology and in reports.

You can also tag individual or multiple devices that may belong to a site. This information can
be used with the Dashboard, topology search, and reports.
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. LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com b [m] X
File View Users QoS Flow Reuting IPSLA LAM Tools Reports Help
Dashboard | Manage |[E{ Collapse Details
Interface Details £y
Q.
Interface name
Name 1P Address Node Label Input Capacty Output Capa... WAN(XCon | Service Provider Ste She 1P T
24 Home 1P address
ol
6 Ho-EL 156.18.125.24 Local HQ 10000210255 10012
i & GigabitEthernetl 196,18.129.24 None Description
& Gigabitethernetz 100.64.02 4.0 Mbgs 40 Mbps WAN Internst MPLS
& @ Ho-e2 196.18.129.25 Local HQ 10.0.0.102,10.255
- @ GigabitEthernatl 196.18.129.25 WAN Default Service Provider
| - @ GigabiEthernet2 1025502 HO 2.0 Mbps 2.0Mbps WAN HPLS
& @ Ho-MC 158.18.129.23 Local HQ 10.00.102,10.55%  Interface type
. @ GigabitEthernatl 198.18.129.23 None athernet o
- [
£ @ Branchz-NY 196.19.2.1 Local NY 198.19.2.0/24 IisEerd)
- @ GigabitEthernatl 198.19.2.1 Nene 1000000
% GigabitEthernat? 100.64.2.2 2.0 Mbps 20Mbps WAN Internat
- & GigabitEthernety 10.255.2.2 Y 2.0 Mbps 2.0Mbps WAN HPLS Define &
- @ Branchi-LA 156.19.1.1 Local LA 100.1.8.15815.4 -
& Ggabitthernstl 18.19.01 Branchl LAN WAN Branchl LAN
i § Gigabitthernet2 100.64.0.2 2.0 Mbps 2.0Mbps WAN Internst Input Capacity 2000 | Kbps
£ Giabicthernsiz 10,5512 L e | 2okkes | 20mbes Al oL I — .
Output Capacty 2000 | Kbps
Service Provider £y
WAN Type | wan v]

Hame [MPLS ~

Remove unused sarvice providars

2. Select the device and then on the bottom right portion you will see a Site field.

3. Configure each device to a site as shown below:
a. Branchl-LA Device as LA
b. Branch2-NY Device as NY

C.

HQ-B2 Device as HQ




% GigabitEthernetl 196.19.L1 Branchi-LA LAN 1.0 Ghps 10Gbps None Branch1 LAN

. LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com b [m] X
File View Users QoS Flow Reuting IPSLA LAM Tools Reports Help
Dashboard | Manage |[E{ Collapse Details
e CPU and Memory Usage £y
Name 1P Address Hode Label Input Capacty Output Capa.. WAN/XCon  Service Provider Site. Site IP feat] ™
£ 49 Home
£ @ Ho-E1 198.18.129.24 Local HQ 10.0.0,102,10.255] e
& Gigabitethernaty 198.18.129.24 HQLAN 1.0Gbps 10Ghps None P A
& Gigabitethernetz 100.64.02 HQ Internst 4.0 Mbps 40 Mbps WAN Internst
B @ Hom2 198.18.129.25 Loesl HQ 100.0.102,10.255 Device name
i - (@ GigabitFtherneti 136.18.129.25 HQ LAN 1.0 Gbps 10 Gbps None Default Service Provider Branch1-LA.dcloud.cisco.com
i - @ GigabitEthernet2 10.285.02 HGQ MPLS 2.0 Mbps 2.0Mbps WAN MpLS
£ @ Ha-Me 156.18.125.23 Local H 10.0.0.102,10.255  Serial number
& GigabitEthernetl 196.18.129.23 None 101
I~ 1P address
E @ Branch2-ny 198.19.2.1 Local Ny 138.15.2.0/24 1564511
- & GigabitEtherneti 198.19.2.1 Branch2-NY LAM 1.0 Ghps 10Ghps None Descrigtion
% GigabitEthernet? 100.64.2.2 WY Internet 2.0 Mbps 2.0Mbps WAN Internet e e ~
& GigabitEthernety 10.285.2.2 WY MPLS. 2.0 Mbps 2.0 Mbps WAN MPLS B
anchiLs e S =T N I R E— Lo I, oo TR A Tkg

Version 16.3.2, RELEASE SOFTWARE (fed)

H Technical Support: -
i @ Gigabitethernet2 100.64.12 LA Internet 2.0 Mbps 20Mbps  WAN Internet i
“ @ GigsbitEthernat3 10.255.1.2 LA MPLS 2.0 Mbps 20Mbps  WAN MPLS
€iscoCSR1000v
05 verson
16.3.2
Location
site £y
-
P 10011
198.19.1.0/24
Enter 1P address rangs in CIDR format
|
Tags 2
Enter tag hare then press ENTER to
v Tag Used
< > Remove unused tsgs

cpu © | memory © | Fiow Bufer © | alerss C [N odes © | Shoving colector dats for 7/23/21, 5:59:20 AM - 5:55:30 AM: 7 flows displayed.

‘sdmin: Admin user | 05:59:49 AM EDT

4. Open the dashboard to ensure that data is populating correctly.

Note: It may take up to 15 minutes for the Dashboard to populate with data.

B LivenNx - a9a56379b8-liveaction.pods.cri

File View Users Qo5 Flow Reouting [P SLA

Manags Onh:se

—

Name 1P Address

@ Ho-Er 136.18.125.24

i 5 GigzbitEthernatl 158,18,129.24
i @ GigabitEthemetz 100.64.0.2

- @ Ho-B2 156.18.129.25
i 5 GigabitEthernett 198.18.129.25
i @& GigabitEthernet2 10.255.0.2

On the System Dashboard, if you scroll all the way to the bottom on the window you should see
data populating the Site WAN Interface Utilization if you configured the semantics correctly.
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Site WAN Interface Utilizat...

5. Scroll back up on the Dashboard window and select the Flow tab.

~
Site ! Interface ... Input Cap... OutputCa... InputAvg Input Peak  Cutput Avg  Output Peak CPU Avg CPU Peak Memory Avg Memory P...
HQ HQ Internet 4,000 4,000,000 0% 0% 0% o< [l 31 [l 2% ] 15% i 15 %
HQ HEQ MPLS 2,000 2,000,000 | 39| 4% 0% oo [l B | 229 13% 13 %
LA LA MPLS 2,000 2,000,000 0% 0% 0% o [l 3% [l L | 6% i 16 %
LA LA Internet 2,000 2,000,000 0% 0% 0% o [l 3% [l L | 6% i 16 %
Y NY MPLS 2,000 2,000,000 0% 0% 0% R | z% [l 259 ] JELH | 3%
MY MY Internet 2,000 2,000,000 0% 0% 0% o= [l 1% [l 259 13% 13 %

Notice the Flow Source is set as “WAN | XCON”. You can modify the flow source to use other
tags, such as Site and Device, if you wish to monitor that specific data on the dashboard.

Application Performance

Manage Application Groups

B Dashboard — O x
System | Application | QDSI lP SLA | WAN |
- 2 ~
- = Flow Alerts - 24 Hours
Rlerts
1 Alert Count
Reports High media packst rate 0 A
High media packet loss p.. 0
= High network delzy )
Setup & 5 High retransmission count 0
=] 5
NSEL flaw denied svent ... )
Discover Devices © There is no data to display for the given time period ¢ cenisd sven
= PIR Out of Poiicy event o... 0
Manage Devices g PR TCA - packet/byte d... 0
Define Sites PIR TCA - one wiay delsy )
PIR TCA - jitter inter arri... )
Configure Alerts PIR TCA - unreachable 0
Gonfigure Flow a Biacksted NetFlow address ol
_ X = .
15m 30m 1hr 4hr
Application £y

Basic Flow 07/23/21, 05:45:00 AM to 07/23/21, 06:00:00 AM
Top 10 Source Addres... Bytes Top 10 Destination Addres... Byt
Src 1P Addr Bytes * Flows Dst IP Addr Bytes ! Flows
- 2ME 5 - & ME 15
- €28 KB 321 - 864 KB 293
- 248 KB 96 - 585 KB 28
152 KB 3 - 126 KB £
SKB 1 77KE 8
BKB 13 19 K8 3
7KB 13 - 5168 H
7KB 13 - BB 3
2K 4 - 1528 H
45 B 3 - 128 2]
Top 10 Source Countr... Bytes Top 10 Destination Countr... |Bytss
Src Country Bytes * Flows Dst Country Bytes ! Flows
Unknovin 3ME 500 Unknovm 7ME 485
v

Note: Data in the Flow and Application Dashboard widgets are automatically sent to the long-
term flow store.
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Lab 6.2: Adding Devices to Groups

Having devices in groups makes it easier to manage the topology. You can also use group tags
in reports and topology searches.

In this Lab you will create three groups, one called LA, one called NY, one called HQ.

Lab Steps:
1. Open the Device Management window by selecting Manage.

B LiveNx - -liveaction.pods.criterionnetworks.com

File View Users Qo5 Flow Routing IPSLA LAM Tools Reports Help

Daﬁhbmrd; Expand QoS- Flow | Routing | IPSLA | LAN
o i MO0 - | @ & | Table| €Y Refresh || 4

4|Managethe devices in theAplecatmnl SEp——

Name

= [l v
E- @B Ho-Bt
& GigabitEthernet1
: & GigabitEthernet2
B @ HQ B2
- GigabitEthernetl
: - GigabitEthernet?
B @8 HQ-MC

‘- & GigabitEthernatl
= [l wr
=] @ Branchz-Ny

- % Gigabittthernstl

On the Device Management window note that you can modify many settings for the device,
such as polling technologies, polling intervals, manage CLI configuration settings, etc.

2. Select “Edit Groups”
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B Device Management %
Filter by: | | [ Ee [ e |
Select Device Name IF Address vendor Madsl Node Group Flow IPSLA  Routing LAN® Interval Status
[0  Eranchi-La 158,15.1.1 Cisco CiscoCSR10D0 Local O O [0 |ioseconds | Configured
[0 Eranchz-ny 138.15.2.1 Cisco CiscoCSR10D0V Local MY O O [0 |i0seconds | Configured
[0 hoe1 196.18.129.24  Cisco CiscoCSR10D0v local  HQ [} O O [0 |10seconds | Configured
[0 hge 156.18.129.25  Cisco ciscoCSRI0D0Y Local  HQ O O [0 |ioseconds | Configured
(= 156.18.129.23  Cisco ciscoCSR10D0 local  HQ O O [0 |i0seconds | Configured
= LAN poling occurs every 15 minutes MNumber of Devices: &
- Device Confi r Global Device Settings
Configure QoS, Flow, and IP SLA E Default SNMP Ssttings
EITIITE Select devices in the table and dlick the configure button. -
e Remove selected device(s). Default CLI Monitoring Settings - Not Set Clear
Add To Group =MNew Group= A

Remove From Group

Removes selected devices from their groups

I Edit Groups

Exii the groups I

Default CLT Configuration Ssttings

Apply

3. Click Add

B Edit Groups

Groups

MNams

HQ
NY

4. Enter LA in the Name field.
5. Select Branchl-LA from the All Other Devices list
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6. click the green Right arrow.
7. Click Add.

8. Repeat the steps above to create any other groups as necessary.

B Add Group ¥

MName (*) LA a

Drescription

Q.

(MY} Branch2-NY @ Branchi-LA
{HQ) HQ-BL
(HQ} HQ-B2
(HQ} HQ-MC

E Other Devices ‘Q Current Group of Devices

Asterisks {*) indicate required fizlds.

9. Once all groups have been created and devices correctly added, select Done.

Once completed your groups should look like the one below.
10. Click OK and return to the topology pane to see the changes.
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B Edit Groups ¥

Groups
Mame . Size
HQ 3 Edit
LA 1
NY 1 Remove

11. You may need to exit out of the previous windows to return to the Device
Management window.

12. Double-click on the group to expand.
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. LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com

File View Users QoS Flow Routing IPSLA LAN Tools

Reports  Help

QoS Flaw | Routing | 1P SLA | LAN

Dashboard | Manage [EH Bxpand

@ SO -] @ @ | Tabk | b refesn Al Fow Ty

|01rr€rl1'-ns vammﬁgm V||§‘M:Eisﬂ:yﬁui\g erupsn:

V| & o

® GigabitEthernetl

S GigabitEthernet2
5 @ vom
- @@ GigabitEthernetl
- @ GigabitEthernet?
£ @ Ha-Me

& GigabitEthernetl

LA
=8
£} @ Branchz-NY
- @@ GigabitEthernetl
- @ GigabitEthernet?
& GigabitEthernet3

Golor Mapping By DSCP

Flow Poling Dissbled Tcon
B AcL Appied
X, Not configured
-
VLAN
< > ™

Search Example: (site = Honolulu | site = Chicega) & vian & flow.app = webex-mesting

Expanded Group.

LR
458.18.129.24)

Collapsed Group

Double Clickito,@pen ExpandedGroup

cpu © | memory © | Fiow Buffer © | alerss C [N od=s © | Refreshed st 7/23/21, 6:17:45 AM:

admin: Admin user

06:21:02 AM EDT
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Lab 6.3: Creating Network Objects

Network objects can be used to better visualize and understand how traffic traverses the
topology. LiveNX allows you to assign various icons to flow endpoints, such as laptop or server
icons for those host-types, as well as phone set or camera icons, to denote appropriate
infrastructure.

In this Lab we’ll identify several specific flows and assign appropriate end-point objects.

Lab Steps:
1. Make sure that there is no filter being applied (No Display Filtering)
2. Inthe Flow tab, Enter the search string: flow.dstip=198.19.1.101
3. Click on the Flow line to select it.... And note the IP endpoints.
4. Right click on the IP Address endpoint 198.19.1.101 and select Create Network

Object
a X
o
vpes Currert Tme rent Polng inters 55 Mo Dupiay Fiterng. o0 & s
m7 e — .
\
\
- / INTERNET
4 T

5. Select an Object/Shape as “PC”.
6. Click OK.
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B cdit Network Object X

Name = |LA PC |

Type*|IPaddrEsendpoi'l v|

Represents an IP end point in the topology. The IP end point must be connected to/associated with an interface, subnet, or merged cloud in order for
flowss to be drawn to the network object.

1P Address *

158.19.1.101

Type in an IP address, or select a device interface or IP address end point in the topology.

Object{Shape | PC RV
1P Phons s
Si
* |Laptop E’
Tooltip Netwark Cloud 6 —
Network Cloud {blus)
* Required Fglp o 4o oK Cancel
Swiitch Processar
‘Custom... W

7. Click Refresh.

You will now see the flows to your new network object.
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Qo5 Flow | Routing | IPSLA | LAN

@ SO .| & G| Tabe

t" Refresh § All Flow Types ~ || Current Time | | Current Polling Interval E Mo Displey Filtering

Search flow.dstip=158.15.1.101

Color Mapping By DSCP

*\:@ »

Other
- |
<1 Branch1-LA <AK
Gi3 Gi2

Jul 23, 2021 12:22 PM

Local

198.19.1.0/24 LA PC

|| Top

Note: Assigning representative icons to the flow endpoints makes it easier to locate potential

trouble spots!

8. Enter the search string: flow.srcip=198.19.2.102
9. Select the flow (it will be near the NY router), right click on the IP Address endpoint.
10. Select Create Network Object
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. Create Network Object

MName =

Type *

Object{Shape
Size

Tooltip

NY Server
1P address end point

Represents an IP end point in the topology. The IP end point must be connected tofassociated with an interface, subnet, or merged doud in order for
flowis to be drawn to the network object.

IP Address *
138.15.2.102

Type in an IP address, or select 2 device interface or IP address end peint in the topology.

Generic Sguare b
’ .

1P Phane

Laptop

Network Cloud
Metwork Cloud (blus)

* Required Fig|pc Cancel

Router

11.
12.

13.
14.
15.

s

Switch Processar W

Select an Object/Shape as “File Server”.
Click OK. This will add the device to the diagram

Next, add a Laptop in HQ.
Enter the search string: flow.srcip=198.18.133.36
Select the flow (it will be near the HQ-B1 and HQ-B2 routers), right click on the IP

Address endpoint.

16.
17.
18.
19.

Select Create Network Object.
Select an Object/Shape as “Laptop”.
Click OK.

Click Refresh.

You will now see the flows to your new network objects.




QoS- Flew | Routing | IPSLA | LAN
o i SO | @ & | Table| € Refresh || Al FowTypes | | CurrentTime | |Current Poling Interval || (R} | o Display Fitering ~ || Tepso ~ | | psce
Search flow.srcip=158.18.133.36.

iner
ns3s
Ha-B2 on s s

Ha-81 Lowm
Mgy

MPLS
INTERNET

o ‘‘‘‘‘‘ 9

Color Mapping By DSCP Lard wY e
o(eg)
129 KB / 8 flovs
W 18 (aF21)
26 (aF31) 4 senfhzane
34 (AF41)
W 15 (cs2)
W 24 (Cs3)
32(cs4)
W 48 (Csg) o
46 (EF) o
Remaining >
Branchi-LA
an

A\ Flow Polling Disabled Icon o

@ AcL Appiied
A, Nt configured o
Branch2-NY

VLAN

ts © | Advisories © | Nodes © | Refreshed st 7/23/21, 1:23:16 PM: S flows (mergad) displayed. Showiing fiow data from 3 of § devices.

Note: It is always good practice to save your best laid out topology as Master Layout (if you
are an administrator) so that if you accidentally move devices on your topology, or would like to
share your layout with others, you may then Sync to Master Layout.

20. To save the current layout as the master layout, right click anywhere on the white
background, click View, and Save as Master Layout.

Flow ¥

Create Network Object

View 2 Save Image
Group Management > Fit To View

Reset View

Reset Layout

Sync to Master Layout
Save as Master Layout
Show Bandwidths
Show ACLs

Show Legends

| S| | &

Scale Mames

Force Subnet Display for All Interfaces
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Lab 7

Lab 7. Dashboards & Reports
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Lab 7.1: The Dashboard

The LiveNX Dashboard is your first stop to view overall network health. Alerts, Top CPU &
Memory Usage, Bandwidth, Packet Drops, and more, are displayed in a System view. You may
also view information, statistics, and alerts from Application, Flow, QoS, IP SLA, and WAN
provided in separate tabs.

In this Lab you’ll examine the data provided within the Dashboard views, and later use this as a
launching-point to configure Alerts based-upon Dashboard results. We will investigate the
Dashboards from both the Client and WebUI view.

Lab Steps:

1. Click the Dashboard tab (above the Home Tree-view). You will first see the System
Dashboard.

Fle View Users QoS Flow Routing IPSLA LAN Tools Reports Help

[ (—— G5 Fom | Roting | DA a0
1 B B ST @ Qe e lFonTypm v |Cummarme | Gumeetooing vl | 9 o Daplay Fhermg i
Search x -
i IL: B Dashboard - o x
System]| Application QoS Flow |IP SLA | WAN
= * | system Alerts - 24 Hours
o
Count
sapets
_4
Satup 2 =
8
csvar Duvicw e
won Drvicm 3
Defre Stes. 1
Confgure Hars 1
W oo Py o oA @ 0 AM CBoAM GA0O AM 1000 ®
ste 5

15m 30m Ahr dnr
Sta WAN Irarface Utizatin

System Status 07/23/21, 01:45:00 PM ko D7/23/21, 02:00:00 PM
[Jopnwmmp Top 10 CPU Usage Top 10 Memory Usa...
Cevice avg Pea Av * Peak ET
— —-— v - - wn e
e —1 % — - 5% 5%
wa1 | o [N - = Il "
won —] v - ] us M Bs
a1 — N —] = - B
Top 10 Interface Bandwi... St B (. Top 10 Interface Drops Gupt brom s
Deser Input BW (Kb. Output B, Description Input Drops (. Output Dr.
Erancht LaN = o
u

S FE|

inerre: . o o

HQ-LAN s +
TS reeigurd =
S wan —- Brancnz WY

P © | Mamery © | Fiom Buffer © | Alars © | Advisrs © | Hodes © | Cick Relrash o view o information.

The Dashboard displays, showing a time-series of Alert Counts for the past 24-hours. To the
right of the time-series note the Alert Type and Count.

i A ar | G2:06:41 PH EBT

2. Un-check any alerts that are not relevant to your view (in this case, device up down as
we have been working in a lab environment to build this course — we know what those
incidents are)

3. Left-click-Drag to Zoom into a flow of interest.

B Dashboard — O *
System  Application | QoS | Flow |IP SLA | WAN
Main & ~
System Alerts - 24 Hours
Herts
o Alert Count
Reports < o ]
E LAN []
5 2 3 Routing 9
5]
Discover Davices o1 QoS ¢
5 1P sLA [
Manage Devices = Interface Up/Down 0|
Define Sites Devit IMemory 0
0
Configure Alerts o [l
Jul 22,0400 PM Jul 22, 08:00 PM Jul 23, 12:00 AM TUT23. 0400 AM Jul 23, 08:00 AM Jul 23, 12:00 PM
Site ES
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Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.

Note: The following lab depends upon specific traffic being present at the specific time you are
viewing. The process is important here... not the results!

| B Dashboard — O *
| | system | Application | QoS | Flow | TP SLA | WAN |
1 vra x ~
| System Alerts - 24 Hours
Alerts
Alert Count
Reports Device Canfig Change and... 3
n
| E 1 LAN 90
Setup 2 3 Routing 0
5]
Discover Devices = QoS 0
| k] 1P SLA 0
|| Manage Devices = Interface Up/Dovin 0|
Define Sites Device CPU/Memory 0|
Interface Rate [
Il Configure Alerts Flow 0
Jul 23,02:15 AM Jul 23, 02:30 AM Jul 23, 02:45 AM Jul 23, 03:00 AM Jul 23, 03:15 AM Jul 23, 03:30 AM Jul 23, 03:
B Dashboard — O X
Application | QoS | Flow | IP SLA | WAN |
Mai E ~
- System Alerts - 24 Hours
Alerts
Alert Count
Reports 3 Device Canfig Change and 9
Devics Up/Dowin &
E LAN 0
Setun & = Routing
8=
Discover Devices b Gos |v Show Alerts |
b P sta 3 Selectal
Manage Devices <, Interface Up/Dovr K
- Device GPUfMemory | | i Select None
Interface Rate [5] Export Legend Data
Configure Alerts g Flow v
Jul 23, 02:15 AM Jul 23, 02:30 AM Jul 23, 02:45 AM Jul 23, 03:00 AM Jul 23, 03:15 AM Jul 23, 03:30 AM Jul 23, 03:45 AM |

5. Click the Alert Type column header to re-sort.
6. Right-click a Flow alert and select Drill Down... and Top Analysis Report.
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Q. 1,030 results

Severity Device Group Alert Type ~1 Details
1eM——wamng o R e acet s percent... High mecia ket osspercent... I
Warning HQ-51 Flg Open Report nacket loss percent.., High media packet loss percent...,
2016/05/13 08: Warning HQ-s1 Flel " Drill Down on Specific Flow > :
2016/05/13 09:04:02 PM Warning HQ-51 Fig B 1S
2016/05/13 11:01:01 PM Warning HQ-51 Flg Export Data Top Conversations Report
.35: " " i i
2016/05/13 01:35:02 FM ‘Warning Branchi-LA Flow H!gh mEd!a| Bidirectional Source/Destination Pair Report
2016/05/13 05:49:30 FM ‘Warning Branchi-LA Flow High media | o
2016/05/13 09:04:02 PM Warning Branch11A Flow High media | Source or Destination Address Report
2016/05/13 11:0 Warning Branch14LA Flow High media | Address Pair Report
2016/05/13 01:00: Warning HQ-51 Interface Up/Down Interface er Destination Add R
2016/05/13 01:0 Warning HQ-51 Interface Up/Down Interface e estination ress Repo
Warning HQ-5] Interface Up/Down Interface er Source Address Report
Warning HQ-51] Interface Up/Down Interface er

Destination Address Popularity Report

2016/05/13 01:1 Warning HQ-51 Interface Up/Down Interface e .
2016/05/13 01:12: Warning HQ-53 Interface Up/Down Interface er Source Address Popularity Report
2016/05/13 01:1° ‘Warning HQ-53 Interface Up/Down Interface er Site Traffic Report
17 o "

2016/05/13 01:17:06 FM ‘Warning HQ-51 Interface Up/Down Interface er Destination Site Traffic Report
2016/05/13 01:22:06 FM Warning HQ-51 Interface Up/Down Interface e ) .
2016/05/13 D1:22:06 PM Warning HQ-52 Interface Up/Down Interface ef Source Site Traffic Report
2016/05/13 01: 2 Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd/0; ...
2016/05/13 01: 2 Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd/1; ...
2016/05/13 01:3, Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernet 0; ...
2016/05/13 01:3 Warning HQ-51] Interface Up/Down Interface error Interface name - Ethernetd/1;
2016/05/13 01: Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd, 0
2016/05/13 01:38:36 FM Warning HQ-53 Interface Up/Down Interface error Interface name - Ethernetdf1; ... w

Filter by Time [ Filter by Device [ Filter by Alert Type

Start Time  |05/13/16 w | |12:00:00 PM -5+ hh:mm:ss Branchl1-LA Device unavailable

End Time 05/14/16 w | |12:00:00 PM 5| hh:mm:ss

[ Filter by Severity Maximum Mumber of Results

Emergency Include higher priorities il
Execute

Note: The alert window contains a variety of Search and Filtering options. Although there is
very little traffic in our lab Pods, remember... with a lot of time/data comes a lot of detractors.
Filter/Search/Sort as needed in a production environment.

7. Review the Top Analysis Report.
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1 (Al Flow Reports

Type here to filter reports.

E-Reports

Interface Bandwidth
op Analysis

~1Ps and Ports

#-Address

-Applications

Qos

- Network

#-Medianet

#-Applications (AVC)

NSEL

-PFR

#-Wireless

AnyConnect

Lim =»i

#-Miscellaneous
Custom Reports

Report Actions

Save
Save As
Create

Edit

Delete
Schedule

PDF

Export to CSV

Help

- [m] X
Top Analysis. [
Top Analysis 15m 1h 6h 0d Custom
05/13/16, 01:05:31 PM to 05/13/16, 02:05:31 PM Execute Report
Source [FleE] ~ All Interfaces Number of flows: 1
[SIE “DefaultFilterGroup ~ Inbound Medianet ~ | Time Sorted - Unique Flows
Search -UDP & flow.part.src=20004 & flow. port.dst=20004 & flow. dscp=BE & flow.direction=INGRESS & flow.medianet.event=0 & flow. medianet. & flow.medianet. WErTor =6284274599932723200 -+ | ?
Time Protocol Src 1P Addr SrcPort Dst IP Addr Dst Port Application Flow Record Co...  Src Country Dst Country RTP SSRC Direction| ||
May 13, 2016 1:3... UDP 198.19.181 20,004 198.18.128.81 20,004 3 i - 2432754705 INGRESS
il
3
< > -
< Previous  Flows1-1 Next »

With about 5 clicks we’ve discovered WHICH flow was having troubles, what the problem may
be, and the device, address pair, protocol, ports, etc. This Report may be printed/saved for
documentation purposes.

Take some time to review the information in the other Dashboards; Application, QoS, etc...., to
familiarize yourself with the available statistics displayed.
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Lab 7.2: Viewing Reports

We’'ll run 3 of the most used reports, based-upon available data in our Training Pods. Reports
work the same with any installation... only the data is changed (... to protect the innocent? ;-).

Lab Steps:
Run an Applications Report

1. You will be using the WebUI for this part of the lab.

2. Select View Reports from the menu on the left.

e e
sk Topology
s
DEWICES: § INTERFACES: 11
= storios.
|4 Reports ) EVICE o INTERFACES o
View Reports .
. .
LiveNA .
. b
# Congure .

Select the Application report from Top Reports.

Enter a meaningful name for your report and select other options that are relevant to
your task. Here | have chosen lhour for the Time Range. You may want to view just a
site, or a device. Be aware of what is needed.

5. Select the Inbound and Outbound Combined filter.

RUN OR EDIT REPORT(S)

GENERAL SETTINGS REPORT LIST REPORT DETAILS

Name Your reference information for this report Application (Flow = e Flow Type

Application New Repo Your reference information for this report Basic Flow

Presentation Mode Report Description Execution Type

Standard Time Series

Footnote Devices SortBy

All WAN Devices Bit Rate

Time Zone Inerfaces. Business Hours

(GMT-05:00) America/New York Al WAN Interfaces

Time Range Flexsearch @ Bin Duration

Last Hour

Flex Search @ Display Filter

No Display Filtering

Display Filter Direction

Inbound and Outbound Separated

Sharing Settings Inbound

Email 3¢ Outbound

Inbound and Outbound Combined @

File Format

PDF Row Limits

Cancel Save As Template

6. Click Execute.
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Agplication iew Options swe Downlosd Schusde conr s

|

cecocece

a o

Legend s Agplication & Total Flows & Taotal Bries & Totsl Packsts ¢ Arrage B Rate Bask Bt Rste Pask Packet Fate
- e 108737 5198208 EXY
- e  ae aowm esm xops ppa
1088 410pe 4ppe
- 0 e 6737 269K008 o
- 4 B804 KB o7 251 Kepe 3ppe
1738 62.29 KB 384bps oppe
- 30,86 KB o Opps
- . B80S KE 137 1,07 Kbps 2008
388 B7EKE = 92 bos [
- o asexn 0 001k o 4 tps oppe

Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.

The default Application report is displayed when you select Reports, and after you clicked
Execute Report the system filled-in the report template with current 15-minute data. Notice the
report parameters (A), the various applications (B), view options (C), export options (D) and the
actual data in the report (E).

When you run a report... try to do filtering and searching so the system only needs to pull
appropriate data to answer your question. LEAVE THE REPORT OPEN!

Run a Top Talkers Report

1. Click on the Pen icon near the top-right side of the report to load the current report
parameters.

Wiew Options ~ Share Download Schedule Copy Close

=

23,2021 13:28:12 EDT (GMT04:00)  End Time: Jul 23, 2021 14:28:13 EDT (GMT-04:00)  Bim Imterval: 5§ minutes Load Parameters

14: 1415 14:20 1
Q m &
Average Packet Rate 2 Peak Bit Rate Peak Packet Rate 2
18.33 Kbps 30.20 pps 51.98 Kbps 32pps
9.92 kKbps 18.59 pps 11.16 Kbps 20 pps
3.56 Kbps 3.05pps 414 Kbps 4pps
2.38 Kbps 743 pps 2.63 Kbps 8pps
175 Kbos 252pos 2.51 Kbos 3Foos

Click Add New Report, and then select Top Conversations.

You will be able to configure parameters that will affect both reports, and certain
parameters specifically for the Top Conversations report. These parameters are
independent of the original Applications report.
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RUN OR EDIT REPORT(S)

GENERAL SETTINGS

‘Shouk Wait For DNS Resolution
Faise

SpecificitotheReportiSelected

4. Click Execute.

Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.

Q. Type here to filter reports. N Schadie

P ~

Interface Bandwidth b I ViewOstens Sun | Dowicsd  Sedde | | ey Com
Top Analysis
1Ps and Ports
Address vicm ot AWt ey gy P Do O oy e sk T Tiraes Bt Bt Do e St i T
Top Conversations

-Address Pair
-Destination Address

Source Address
Destination Address F
Source Address Popul

Site Traffic Asgicamer © Torwl Fow ¢ o Packe © e = e & Aowrage Pkt Ry i B ok Backet Raoe
Destination Site Traffi | | ~pwse -
“Source Site Traffic - 20

=

-Protocol E
Protocol Port B
‘Application Group conbereneing

DSCP vs Application
Business Relevance
Traffic Class

QoS rancns (Flow) s
- Network

- Medianet

i Applications (AVC)

NSEL
PR

H-Wireless
‘AnyConnect by

EESE

This Top Conversations report has been appended to the Applications report. in the selected
time period including Source address, Destination address, total flows, etc.... a good way to see
who is using the bandwidth, and what for... All that BitTorrent may not be good for business!
Right-clicking to open a New Report leaves the prior reports open, in a tabbed manner, for
comparison purposes. Bin Duration has been singled out as different.

Flow Identification
1. Close the report view. Next, we will look at QoS information by DSCP value.
2. On the report menu, click DSCP.
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View Reports

Reports Hissory

Q. sppiication
Default Templates Favorite Reports
° Add Repert
°
°
o oescRPTION &
°
o This Flow-based repart il ighit the Top 10 applications’ bandwidth basec on the selecte fier citeria. f wil also st up ta 100D appiications
o This Flow-based repart wil ighligh the Top 10 conversions. sz sed on the selected fite erteria. It will aleolist up t 1000 comversations.
This Flowbased repart il ighligh the Top 10 inerfaces bandwidh based on the selected fiter citera. It wil st p to 1000 interfaces
°
This Flow-besed repart il highligh the Top 10 DSCP markings'bandwidih, based on th selected fite oreri.fwill st p 1o 64 DSCP velusa. ]
= Z Speaed e

This SNIP based raport shows a table of all interface arrors (CRC/Runts/ Overruns, erc) per the specifid fiter
This SNMP based report shows a table of all QoS class bandvwickhe for allinterfaces per the specifed fiter
This SNMPbsssd rapart showe atable of ll QoS class drops on sl imarfaces per the spacfied fiker

This SNMP based repart graphs bandwickh utiization of a specific nterface.

This SNMP-based repart graphs the imerface bandwicth utiization (by percentage) of  specificnterfaoe.

This SN based rapart graphs the number of

C/ Rurts] Overruns, axc) of 2 specifc nterface.

This SNMP-bssec rapart graphs the QoS drops of o classss on & specific intefs

Thie inge of spplicstir . reria

This ighight theingrean and besed on the aelected fitr riterie It wil st up to SB interfaces
Default Templates

have 5 DESCRETION 3

3. For this exercise, do not alter any default parameters, but review the options available.

RUN OR EDIT REPORT(S)
GEMNERAL SETTINGS REPORT LIST REPORT DETAILS
Name DSCP {Flow) Normal T & et Flow Type
DscP + Basic Flow
Presentation Mode Report Deseription Exscution Type
Standard Time Series
Footnote Devices Sort By
2l WAN Devices Bit Rate
Time Zone DST Interfaces. Business Hours
(GMT-05:00) America/New York All WAN Imerfsces.
Time Range Flex Search @ Bin Duration
Last Day x Auto
Flex Search © Display Filter
Long Term Store
x No Display Filtering
Due to the report options selected. this report will
utilize the Lang Term datastore (faster). To over-ride
Display Filter Direction this behavior and use the Raw Flow datastore, set the
Bin Duration option to 1 Minute (slower)
Outbound
Sharing Settings
Email ¥
PDF Row Limits
Custom Logo €
No Custom Logo
eyl ...... |
Number of datasets: & Q-
Report Actions
Save DScP Total Flows Total Bytes Total Packets Average Bit Rate Average Packst Rate  Peak Bit Rate Peak Packst Rate
0(@E) 40,832 568 16,556,237 48 Mops 18396 pps 49,8 Mbps 18541 pps
Save As 46 (EF) 86 250M8 1,604,622 2Mbps 1783 008 2.3 Mbps 1833p0s
Create 26 (AF31) 131 33MB 460,629 291Kbps 512pps 344.9 Kbps 607 pps
34 (AF41) 230 27MB 40,823 240 Kbps 45 pps 301.4Kbps 56 pps.
Edit 8 (Cs1) 197 17M8 118,117 147 Kbps 131pps 163.5 Kbps 144 pps
Delete 48 (CS6) 125 sMB 28,982 51Kbps 32pps 53.2Kbps 33pps
16(c52) 2,368 979KB 2,368 9Kbps 3pps 5.6 Kbps 2pps
Schedule 40 (CS5) 50 24KB 265 217bps 0pps 272bps 0pps
PDF
Export to CSV
Help

Look at the distribution of discovered traffic across the DSCP values. What does the amount of
traffic marked O(BE) tell you?
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0(BE) traffic has not been recognized as a certain type by the router and it will use its BEST
EFFORT to route it. This may be a candidate for marking so that QoS may use priority routing.

Bandwidth by Flow Type

5. Let’s add some more information to our page. Click the Load Parameters pen icon and

add Interface Bandwidth Summary from the Top Reports section.

RUN OR EDIT REPORT(S)
GENERAL SETTINGS REPORT LIST
Name DSCP (Flow)
DscP Please choose report voe

REPORT DETAILS
Normsl O @&

Q

Presentation Mode

Time Zone DST

(GMT-05:00) America/Naw Yark

Time Range

Custom

Start Date SwrtTime  End Date End Time

07/2/2071 || 110 07/23/2021 1510

Flex Search @

Display Filter

Sharing Settings

Email 3

File Format

PDF Row Limits

Custom Logo €

B Top Reports
Application (Flow)
Top Conversations (Flow)
Interface Bandwidth (Flow)
DSCP (Flow)
Top Interface Bandwidths (SNMP)
Top Interface Errors (SNMP)
Top Class Banduwidths (SNMF)
Top Class Drops (SNMP)
Interface Bandwidth (SNMF)
Interface Urilization (SNMP)
Interface Errors (SNMP)
Post Policy Drops (SHMF)

Application DSCP Audit (Flow)

| Interface Bandwidth Summary (Flow)

= LiveNA

= Flow
= SNMP

= Cisco SD-WAN

= Alerts

b

Cancel

Save As Template

6. Enter a Search String: wan & flow.dscp=EF (note upper-case).

7. Select All devices.
8. Click Execute.

°
o
°
°
o v~
° [
o |
|
°
OwicaZ  lefacaan - SenicnFroide
ve wets
sabtinerne:
Vv
|
|
Logwe Deven Saricn o
- ums
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This report shows the INGRESS & EGRESS flows for each relevant interface, for all marked EF
traffic flows. This is a Quick way to see how much traffic “stays inside” and how much transits
the device.

Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.
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Lab 7.3: Create a Custom Report

In this Lab you’ll create a Custom Report to display the last of the most popular reports.
Although the IPs & Ports are now an included report, due to its popularity, we’'ll create a similar

Custom report to visualize the process.

Lab Steps:

1. Inthe View Reports page, click on Create Report at the top-right of the screen.

o bk~ 0D

the diagram, below.

6. Click Execute Report.

Click on Flow, then Analysis, and select IPs & Ports. Name your report.
Select HQ-B2 device.

Enter wan & flow.dscp=EF in the Flex Search field.
Set the Direction as Inbound and Outbound Combined. the Fields as indicated in

RUN OR EDIT REPORT(S)
GENERAL SETTINGS

Hame

IPs and Ports, Last Fifteen Minuteq

Presentation Mode

Standard

Footnote

Time Zone B osT
(BMT-05:00) America/New York

Time Range
Custom

Start Date StartTime  End Date End Time
07/23/2021 | 1529 07/23/2021 15:44

Flex Search @

Display Filter

Sharing Settings

Email ;&

File Format

PDF Row Limits

Custom Logo €}

REPORT LIST

IPs and Ports (Flow)

REPORT DETAILS

Report Name.

Report Description

Devices

HO-B2

Interfaces

Al Interfaces

Flex Search ©

wan &flow decp=BE

Display Filter
No Display Filtering
|

||| Direction

inbound and Outbound Combined

Should Wait For DNS Resolution

Falze

Flow Type

Basic Flow

Execution Type

Time Series

SortBy

Bit Rate

Business Hours.

All Hours
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TR

i

0000000000000 000000000

You now have a report which, at-a-glance, shows all the flows that are using Best Effort. You
can select which columns to show or hide simply by selecting and deselecting them in the Filter
Columns dropdown.
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Lab 8.1: QoS Marking Policy

LiveNX can help with creating your Marking policies by using pre-defined templates, or you may

easily create new policies within the QoS Module. You can validate how well your marking
policies are performing by using NetFlow data to observe what the markings are, for each
conversation, on a hop-by-hop basis.

Since you've installed ACLs to use in your INGRESS marking policy, let’s create the QoS
marking policy using the LiveNX client.

Lab Steps:
7. From the Home menu location (top-left of screen) right click on the “Branch1-LA”
device.

8. Highlight QoS and select Manage QoS Settings.

B LiveNX - a9a56379b8-liveaction.pods.criterionnetworks.com
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dashboard | Manage > Expa... QoS- Flow | Routing | TPSLA | LAN
Heb/ /0@ Q

Table t‘ Refresh || All Flow Types ~ || Current Time | | Current
Search Example: (sit Chic

3B HQ-B1
38 HQ-B2
@ HQ-MC
B -

i @ e DE\;RI:;:: Branch1-LA.dcloud.cisco.com
= [l vy

H@el Q05 > || Enable QoS Polling
Flow > Manage Qo5 Settings he
Routing >
IP SLA > Manage NBAR
LAN > Apply Policy to Interfaces...
Edit Device Settings Rernove Policy from Interfaces...

Add or Remove Interfaces Copy Policy to Devices...

Refresh Device Reports
wirLS

Remave Device

Zoom to Device

Device Teols >
Statistics >
View >
Group Management > ([:17?

ARG

9. Click the Add Policy Icon.
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[ e nage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

b4
Heanases
Palicies  Classes  Interfaces
] Mapped Classes
[Elrganwas znne
| . ClassNam=  Classfy Marking Qususing  Policing  Shaping  Comprssson WRED DBL  Unknown
Add PO|I(.£.‘

Mapped Chss Detai

Crop all traffic for class

Match on: Amy Reference

Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must
meet all criteria to be a
member of the class.

Edit

Save to Device Preview CLI Close

10. Give the new Policy a name, such as “DSCPMARK”

B 2dd Policy *

Policy name: | DSCPMARK

o | [ ]

11. We are going to add two classes to this policy: RTP and SIP
12. Right Click on your new “DSCPMARK” policy and select “Add Class to Policy”

B Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198,
Jdadaaes

Policies | Classes  Interfaces
Policies Mapped Classes

DORERSRE REE
=] [

Marking  Queuw

L2] class | Copy Policy...
@ Delete Policy...
L3 Add Class to Policy |

2] Apply Policy to[Add Class to Polic
&)

Remove Policy from Interface...
[

Mapped Class Detail

Drop all traffic for dass

PO T

13. Select “Create a new class” and give the class a name RTP.

110



14. Click OK

B Add Class to Policy ¥

Select one of the following options:
() Use existing class: b
(@) Create new class: |RTH

Note: This option will create an empty dlass. You will

need to select the "Class tab” to add classification
paramsters,

OK Cancel

15. Select “Add Class to Policy”

B Manage QoS Settings - Branch1-LA.dcloud.cisco.com (19
JEdadées

Policies | Classes  Interfaces
Policies Mapped Classes

TDRERDRE BERBE
e U Copy Policy... Fy | Marking | Qu
“E e R Delete Policy...
(3 Add Class to Policy N

@] A[Add Class to Policy Jce..

€] Remove Policy from Interface...
[

Mapped Class Detail

Drrop 2l traffic for class

16. Click Create new class, Label it SIP.
17. Click OK.

B Add Class to Policy ¥

Select one of the following options:
Use existing class:
@ Cresate new class: 5IP1

Note: This option will create an empty dlass. You will
need to select the "Class tab” to add dassification

parameters,
@K Cancel

You should now see your two new classes added to the “DSCPMARK?” policy.
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B Manage QoS Settings - Branch1-LA.dcloud.cisco.com |
IR R RS

Policies | Classes  Interfaces
Policies Mapped Classes
DOIRERBERE ZTRER

[SE B DSCPMARK

—

Clzss Name  Classify  Marking
RTP v
EIP L ]
class-defaut [

Mapped Class Detail
Drop zll traffic for class

Llzss darking | Queusing | Po

18. Select the “Classes” tab to match them to the created ACL'’s.

Palicies Mapped Classes

DABLRERE SRB&

E‘“’—I SCEM Class Mame  Classify | Marking Queueing Pol
|5 RTP *
et ]

g WhylsThisHere class-default v

Mapped Class Detail
[ brop all traffic for dass

Classify | Marking | Queusing I Policing | Shaping I ¢

Match on: Any

Select and match the SIP class...
19. Select the SIP Class.
20. For Match Type select ACL Name.
21. Select the SIPQoSMark ACL you created.
22. Select Add Match Statement.

112



B Manage QoS Settings - Branch2-NY.dcloud.cisco.com (198.19.2.1)
883 &%

Policies Classes  Interfaces

Classes Create and Edit Match Statemen:
B © [ Match type: | ACL Name w| |mMatchany | 3R
M RTP
SIF 1 Walus: [ACL-INET-PUBLIC ~ Ma... Match Ty.. Valus

BEST_EFFORT ACL Name |SIPQoSMark
CRITICAL

DENY_GLOBAL_LEARN_LIST

Match/match not: | Match

o Add Match Statement Replace Match Statement

Help

Save to Device Preview CLI Cancel

Next select the RTP Class and do the same...
23. Select the RTP Class.
24. For Match Type select ACL Name.
25. Select the RTPQoSMark ACL you created.
26. Select Add Match Statement.
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B,

Manage QoS Settings - BranchZ2-NY.dcloud.cisco.com (198.19.2.1) by

8283 &%

Policies  Classes | Interfaces

Classes Create and Edit Match Statements

2 © bt = 2 ) J "
Hcir Valus: [ACL-INET-PUBLIC A | | M. Match Ty.. value
BEST_EFFORT ACL Mame |RTPQoSMark
CRITICAL

DENY_GLOBAL_LEARN_LIST

RDP
RTPQoSMark
SIPQoSMark

VOICE_VIDED hd

Match/match not: | Match R

add Match Statement Replace Match Statement

SavetoDevice | | PreviewCll | | Cancel

27. Select the Policies Tab.

28. Select the RTP Class.

29. Select the Marking Tab

30. Choose to mark the RTP Traffic with DSCP 46 (EF).
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B Manage QoS Settings - Branch2-NY.dcloud.cisco.com (198.19.2.1)

cﬂ@ﬁ]mwa
Classes  Interfaces

Policies Mapped Classes
ZABLRURY ZRA
Bj FSCPM Class Mame  Classify  Marking Queusing Policing  Shaping Compression 'WRED DEL  Unknown
w
5| classdefaut clzzs-defauit L ]
Mapped C il
|:| Drop r clzss
Classify 9  Queusing Policing Shaping Compression WRED DEL Unsupported
Mark withz HEETErE
Differentiate packets
DECP ~ | |0(BE) b belonging to this class
based on marking.
|:| Tunnel 42 63 g
43
e 44 Mark On
45 K
|:| ATM Csll Loss Pricrity DSCP: marks a packet by
=etting the differentiated
[] Frame Relzy Discard £ services code point (DSCP)
48 (C56) value in the type of service
43 hd (TOS) byte.
Precedence: sets the
precedence value in the
packet header.
Help Save to Device Preview CLI Cancel

Next it is necessary to set the DSCP Markings for the SIP Class.
31. Select SIP
32. Select the Marking tab.
33. Mark with DSCP as below.
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B Manage QoS Settings - Branch2-NY.dcloud.cisco.com (198.19.2.1)
QDI |ES

Classes  Interfaces
Policies Mapped Classes

DABLRRERY B

S . DSCPMARK Class Mame  Classify  Marking
DSCP: BE

class-default L

Queusing  Policing  Shaping

Compression  WRED DEL

Unknown

: RTI
RTP L

Mapped
[] orep r class

Classify Marking  Queusing Policing Shaping Compression

WRED DEL Unsupported

References

Mark withz
Differentiate packets
||3‘5CF" ~ | |0(BE) b belonging to this class
[ Tunns 21 A based on marking.
e
22 [AF23)
Qe 23 Mark On
L DSCP: marks a packst by
ATM Cell Loss Pricrity|
[ 25 setting the differentiated
[] Frame Relzy Discard g2° (AF31) services code point (DSCP)
7 value in the type of service
28 (AF32) W (TOS) byte.
Precedence: sets the
precedence value in the
packet header.
| SevetoDevice || previewcu || Cancel

34. Click Preview CLI to see the policy you have created.

35. Click Save to Device if satisfied.

A Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

daaaaesn
Polides | Classes | Interfaces

Palices Mapped Classes

0 5 B =

EL

LE RTR
i config t [l
m—
class-map match-any SIP
= g WhyIsThi e ¥

exit
] dassq
class-map match-any RTE

exit
class-map SIP

Unknown

match access-group name SIPOoSMark
exit

class-map RTP

match access-group name RTPQoSMark

Precedence: sets the
nracadanca ualis in the

<

exit

policy-map DSCEMARK

class RTP chets

exit s class.

class 5IFP e

exit

class RIFP

set dscp 46 v | [ packet by
erentiated
point

Close the type

) byte.

>

I| Save to Device | ‘ Preview CLI I ‘ Cancel
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We can now push our newly created polies to multiple devices.
36. Select the “DSCPMARK” policy.
37. Click the “three arrow” icon to copy policy to devices.
38. Select the DSCPMARK Policy.
39. Select the other relevant devices in the topology.
40. Click OK

a

JeEdDa@ s

Polices  Classes Interfaces 9

Policies Mapped Classes

DO RLEGEERE EREE

B p— Class Name  Classfy  Marking  Queusing  Poliing  Shaping  Compresion  WRED  DEL  Unknown

sIp
class-defauit

RTP L J DECP: EF
SIP 1% DSCP: C53

Select 2 policy:
DSCPMARK ~

Select the devices to which you want to save this policy: |

Branch].-LF..dchud.ciscD.cDm (158.15.1.1)
HQ-Bl.dekoud. cisco.com (198.18.129,24) I
HQ-B2.dekoud. cisco.com (198.18.129,25) Reference
DHQ-MC.dcbud.ciscD.com (196.18.129.23)

Differentiate packets
belonging to this class
based on marking.

Mark On
e oK e DSCP: marks a packet by
setting the differentiated

Frame Relay Discard Eligible services code point (DSCP)
value in the type of service
(TOS) byte. |

Precedence: sets the
precedence value in the
packet header,

Help Save to Device Preview CLI Close

You should see that both policies copied to the device successfully.

41. Close the Copy Policy window, and the Manage QoS Window to return to the
Topology pane.

Copy Policy to Devices X

Saving to devices...
Eranchi-LA.dckoud cisco.com (158.19.1.1) @ Succesded
HQ-Bi.doloud.cisco.com (198.18.129.24) @ Succesded
HQ-B2 deoud.cisco.com (198.18.129.25) @ Succesded

eportcsy | | Canee

Note: You want to apply marking policies as close as possible to where traffic enters the
network.

In this scenario we will be applying the marking policies on the ingress of the LAN interfaces
for each device. Perform the following steps on EACH DEVICE.

42. In the main device menu on the top-left, right-Click on the appropriate interface.
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43. Select QoS, and then Apply Policy to Interface.

File View Users Qo5 Flow Routing I[PSLA LAN Tools Reports Help

Dashboardl Manags > Expa... - @ Flow | Routing | IPSLA | LAN

| @ Enable Poliing @ Pause Display View Flows by Port - @ Fill Chartl Collector Polling : 10 seconds

¢ GigabitEthernetl Input Traffic

Port

Qo3 Create Policy from Template
- Flow Adjust Input Qo5
[+ * Branch J e
Routing Adjust Output CoS
IP SLA Manage Qo5 Settings
LAN Revert QoS Configuration
Edit Device Settings Manog SRR
Add or Remove Interfaces Apply Palicy to Interface... k
Refresh Device Remove Policy from Interface...
Remove Device Reports

Zoom to Device

Device Teols >

Statistics >

Wiew 3

Group Management 3
Port

44, Select the “DSCPMARK” policy.
45. Click the Input of the LAN Interface
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B Apply Policy to Interfaces e

I DSCPMARK | e

Selert the interfaces to which you want to apply this policy:

= [m] &8 GigabitEthern=t1
&= Input I

- = Output

OK Cancel

Do this for each LAN interface! (Loop to #1 above for each device)
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Using your Voice Filter, and then refreshing the Topology, you should no longer see any BE
Traffic — Remember, it may take a bit of time for Netflow to catch up.

File View Users QoS Flow Routing [PSLA LAN Tools Reports Window Dev Help

Dashboard | Manage (3% Expand Qo5 Flow | Routrg | Psa | Lan
[#le i /0 @ & 1 o oo [srontpes v curentne v | armentputng izl | 67 voe<at Jwn @ 2]
e ] <

Search Example: (site = Honolulu | site = Chicago) & wan & fiow.app = webex-meeting
E A, Home

@ Branch14A
@ Branch2ny

@ HQ-8) B
.__x: &>

Color Mapping By DSCP

0 (BE)
M 18 (AF21)
W 26 (AF31)
34(AF41)
W36 (C50)
W 24 (C53)
*703KE / 11 fiows
W 32(cs4)
W 48 (Cs6)
4

(EF)
=30 MB f 28 flows
=5

A\ Fiow Poling Disabled Icon
B AcL Applied

3, Not configured

-

( BRI

CPY ©  Memory © | Flow Buffer © | Alerts ©  Advisories © | Nodes © | Refreshed at 11/5/15 4:27:05 PM: 39 flows flow data from 3 of 3 devices. admin: Admin user _04:27:15 PM PST
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Lab 8.2: QoS Queueing Policy

As in the prior Lab, LiveNX also makes it easy to manage your Queueing policies by either
using our pre-defined templates or create them in the LiveNX interface. You can validate how
your queueing policies are performing by utilizing our QoS Tab and the CBQoS MIB.

Now that you’ve verified your traffic is marked correctly through the network, using Netflow, you

can create a queuing policy to protect the critical traffic.
Lab Steps:

46. Right-click on the Branchl1-LA Device, select QoS, and Manage QoS Settings.

P SO R Q|

. l.- ice: -LA. .ci .
@ Brancha vice: Branch1-LA.dcloud.cisco.com

& @B HQ-5I QoS * |||+ | Enable QoS Polling
Flow » Manage QoS Settings
Routing 3
P SLA v Manage NBAR
LAN » Apply Policy to Interfaces...
Edit Device Settings Remaove Policy from Interfaces..,
Add or Remove Interfaces Copy Policy to Devices...
Refresh Device Reports

Remove Device

Zoom to Device

Device Tools 3
Statistics 3
View 3
Group Management 4

47. Select the Policies Tab.
48. Click Add Policy to create a queuing policy.

Policies | Classes  Interfaces

j Mapped Classes
;;l‘ E % L R:Y BB

: Class Name  Classify  Marki
Add Policy...

Klu

Mapped Class Detail
Drop all traffic for class

H@-
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49. Name the new policy QUEUEING.

50. Right-click on the new QUEUEING Policy, select Add Class to Policy.

Policies Mapped Classes
TORERBRE BREBERE
E DSCEMARK | |C|ass Mame Classify M
=3 : .

opy Policy...

CI Wh & Delete Policy...
|3 Add Class to Policy |

] Apply Policy to Interface... |Add Class to Pali
ﬂ Remove Policy from Interface...

51. Create a new class labeled VOIP.
52. Click OK.

Select one of the following options:

() Use existing dass: |4C_BL_Cr1timIDa13_App—Mabd1_Mark
(®) Create new dass: u’DIF‘

Mote: This aption will create an empty dass. You will need to
select the "Class tab” to add dassification parameters.

53. Right-click, again, on the QUEUEING Policy, select Add Class to Palicy.

Policies I Mapped Classes
DOUREHRLBRE BREE

Class Mame  Classif

b

Copy Policy...
Delete Policy...

Add Class to Policy [

Apply Policy 170 44 Class to Policy |
{l Remove Policy from Interface...
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54. Create a new class and label it SIGNALING.
55. Click OK

Select one of the following options:

() Use existing dass: | 4C_BL_CriticalData_App-Match_Mark

(@) Create new dass: | SIGNALING|

Mote: This option will create an empty dass. You will need to
select the "Class tab” to add dassification parameters.

|| Cancel

Configure VOIP Class:

Click the Classes Tab.

Select the VOIP Class.

Select the Match Type as DSCP.
Select 46 (EF).

Click Add Match Statement

arwnhpE

daaaalesn

Poh'ciesl Classes faces|
Classes eate and Edit Match Statem

Fo® Match type: | DSCP v L

W 4C_BL_CriticalDaty

M 4C_BL_Resltime_{ 3 | |M.. MatchT.. Value

M <C_Bl_Scavenger
W 4C-MN_CONTROL
W 4C-MN_CRITICAL
W 4C-MN_REALTIME
M RDP

M RTP

M SIGNALING

W sIP (Select up to 8 values)
Match/match not: |Match

[]1Pv4 Only

Add Match Statement I Replace Match Statement

SavetoDevice | | PreviewCl | | Cancel
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Configure SIGNALING Class:
56. Select SIGNALING.
57. Use DSCP as Match Type.
58. Select 24 (CS3).
59. Click Add Match Statement.

JdJdaaaes

| Palicies | Classes | Interfaces |

M 4C_BL_CriticalDat;
W 4C_BL_Realtime_4
M 4C_BL_Scavenger
M 4C-MN_CONTROL,
M 4C-MN_CRITICAL

Setup VolIP Priorities:

Value:

e (CS3

Match/match not: |Match e

Classes Create and Edit Match Sta
ER me=|m,,? /] =

17 A1 | M... MatchT... Value
18 (AF21) psce |2

(Select up to 8 values)

[]1Pv4 Only

ol Add Match Statement I Replace Match Statement

60. Select the Policies Tab.

61. Select the VOIP Class.

62. Select the Queuing Tab.

63. Select Priority Queuing, enter a rate of 33%.

Policies

SARLMES

Mapped Classes

R

1 DSCPMARK e

SIGMNALING
class-default
Cl WhyIsThisHere

124

Class Name  Classify Marking Queueing Poliqing Shaping Compression WRED DBEL  Unknown

- o3 | | | |

Mapped Class Detail

[] brop &l traffic for d

Classify | Marking | Queueing | Palicing | Shaping | Compressien | WRED | DBL | Unsupported
Qs o 7] -

Distribute the available 2
Rate: |E"‘ﬂ | |Peroent hd | bandwidth between

. lasses by specifying a

s o :
U b minimum bandwidth

Unknown elements: guarantee to each class.




Setup Signaling Priorities:
64. Select the Signaling Class.
65. Select The Queueing Tab.
66. Select Class-Based with a rate of 7%.

Folicies Mapped Classes

DABLMES: FREE
1 DSCPMARK
547 queunG

VOIP
S — SIGNALING | = |
SIGNALING ———
~|=| dass-default

CI WhyIsThisHere

Class Name  Classify Marking Queueing Poliqing Shaping Compression WRED DBEL  Unknown

Mapped Class Detail
[ Drop &l traffic for dass

| Classify | Marking| Queueing | Palicing | Shaping | Compression | WRED | DBL | Unsupported

Queueng tye: s bosed Refeeee

3 Distribute the available 2
Bal=s |7 | |PE"C‘E'"'t b | bandwidth between
lazses by specifying a
eue depth: |1 Bytes c
D = = | | | 4 | minimum bandwidth
|:| Enable Fair Queusing guarantes to each class.

Unknown elements:

Queueing Type

Class-based: utilizes
Clazs-based weighted fair
queusing (CBWFQ) using
derived weight for packets
from the bandwidth

allnrated tn the rlass
£ >

SavetoDevice | | PreviewCl | | Cancel

Create a Shaping Policy:
67. Click Add Policy.

BIRT R R~

Policies | Dassesl Lnterﬁ:ces|
poces
IIILLLY

Add Poli

=] varp

) EEYe
- Lo dass-default
CI WhyIsThisHere
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68. Give the Policy a name of Shaper.

Policy name: |Shaper|

69. Select the class-default class under Shaper.
70. Select the Shaping tab.
71. Select Average, enter 1500 Kbps.

Jdyadles

Folicies Mapped Classes
DABLR S RER

Class Name  Classify Marking Queueing Poliqing Shaping Compression WRED DBEL  Unknown

sk

Mapped Class Detail
[] Drop &l traffic for dass

| Classify | Marking | Queueing | Palicing | Shaping | Compression | WRED | DBL | Unsupported|

éape s e e

Control the flow of traffic ™
Bal=s |150"':l | |Kbp5 ¥ | and eliminate bottlenecks

[[] committed burst: bits by delaying packets and
conforming to a specified
[ ] Excess burst: l:l bits bit rate.

Unknown elements: Rate

Peak: alows the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
. . ¥

Save to Device | | | | Cancel
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72. Click and Drag the QUEUEING Policy on top of class-default class for the Shaper.

Policies

DOREMDH

Mapped Classes

ZRE B

[#--1gy DSCPMARK

Class Name  Classify Marking Queueing
VOIP L] Priority: 3...
SIGMALING ™) Class-bas...

class-default

Poliing  Shaping Compression WRED DBEL  Unknown

Mapped Class Detail
[ Drop &ll traffic for dass

|Classiﬁ' IMal'king IQueueing IPc.Iicing | Shaping |C0mpression I'\'-a'RED IDBL |Unsuppo|‘ted

S —

Reference

Control the flow of traffic
and eliminate bottlenecks

by delaying packets and
conforming to a specified

bit rate.

Rate

Peak: alows the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
. . W

Save to Device | | Preview CLI | | Cancel

Now you should see the QUEUEING Policy as part of the shaper. This allows you to reserve the
percentage of BW in the shaping policy!

aQades

Palicies

2 LY

Mapped Classes

ZRE B

-1 g DSCPMARK
QUEUING

~[5] vorp

| LS| SIGNALING
dass-default
E| {] Shaper

E}D dass-default

- FIETTS

U WhyIsThisHere

Class Mame Classify Marking Queueing
VOIP L] Priority: 3...
SIGMALING ™) Class-bas...

class-default ™)

Policing Shaping Compression WRED DBL  Unknown

Mapped Class Detail
[ Drop &l traffic for dass

|Classiﬁ' Il'v1a|'king IQueueing IPc.Iicing | Shaping |C0mpression I'\'-a'RED IDBL |Unsuppo|‘ted

-

Copy the shaping policy to the other devices:

Reference

|r'nn+|-n| 4ha flnus af draffie M |

127



73. Select the Shaper Policy.

74. Click the three-arrow icon to copy the policy.
75. Ensure the Shaper Policy is selected.

76. Select the other two devices.

77. Click OK to push the policy.

Al Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)
Jaaales

Policies
TOIRERGSS

-1g DSCPMARK

Mapped Classes

Folicies [Jassesll.nterﬁces 2
ERE B

: Class Name Classify Marking Queueing Policng  Shaping Compression WRED DBL  Unknown
=] QUELING
- dass-default v 1,500 Kbps
ool VOIP
SIGNALING

| dassn
= -
BHo| dass t Select a policy:

L, quEumG |Bhaper e v
»ﬂ WhyIsThisHere

Select the devices to which you want to save this policy:

[W]Branch2-Y . dcloud. cisco. com (198, 19.2.1)

[W]HQ-51.deloud. cisco.com (198, 18,129,25) DBL | Unsupported

Reference

Control the flow of traffic ™
and eliminate bottlenecks

by delaying packets and

conforming to a specified
bit rate.

Rate

Peak: allows the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
- . W

Help Save to Device Preview CLI

78. Click Close.
79. Click OK.

Saving to devices...
Branch2-4MY.ddoud. dsco.com (198.19.2.1) «» Succeeded

HQ-51.ddoud. dsco.com (198.18.129.25)  w» Succeeded

Cancel
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We still need to apply the policy to the WAN interfaces. Do the following steps on EACH of the
3 devices.

80. Right-click on the WAN interface and select QoS and Apply Policy to Interface.

File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help
Deshboord Moncoe EEend |~ @05 [ Pow | Rautg | A | AN
o |l m s m-la e wn

Name

@ Branch11A
@ Branch2-vY

HQ-S3 - / ™ P
0 . . .‘e e // i
- Y / =) -
- Branch2Y - 5
( e Branomiia L
CEERRC BT~
-— - R ,/’
)
o
] interface: HQ-5J - Ethernetd/t
[, was | QoS » ||| #| Enable QoS Polling
Biss151
\= Edit Device Settings Create Policy from Template
N\ Add or Remove Inteifaces Revert QoS Configuration by user ‘admin’
gius Pu‘h(‘f Applied — Refresh Adjust Input QoS
orml
@ Drops (see Alerts) Remove Dence! Adjust Output QoS
@ Varming Zoom to Device Manage QoS Settings
@ bown Device Tools » Manage NBAR
@ Al Poling Dissbled
4\ Qos Polling Disabled Icon St > | Apply Policy to Interface..
B At Applea View s Remove Policy from Inteiface,
3,
2 e configured Group Management s Copy Policy to Devices...
=
4 D Reports

81. Select the Shaper Policy and the Output for the WAN interface.

Select a policy:
lShaper W I

Select the interfaces to which you want to apply this policy:
- [w] & Ethernetd/1

Input
- [¥] | Output

82. Click OK.
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Once Completed you can go to the QoS Tab, select a devices WAN Interface, Select
Application/Class and view the Output of the policy.

Dashboard | Manage [EM Expand | Qo5 [|Fiow | Routing | 1P SLA | LAN
a |®Enablepmng| application | Class ~ Dumutvllsm i 1d w BB Top 40 - Rate
S 2 Output: Shaper
Name
549 Home Before QoS - by Application (NBAR) Before QoS - by Application (NBAR) in Kbps Options ~
£ @ EranchiiA Name Current Peak. S-minute Avg
i@ Ethernetojo W Lyre 306 307 271 A
£ Ethernetd/2 294 295 294
2,000
2@ Branch2-Ny a7 103 a6
- Ethernetd/
P 1500 3 = "
- & Ethernetd/2 12 12 12
a-@ Hes)
B 7 15 4
i@ Ethernetd/0 s
[ = <1 <1 <1
i@ Ethernetn/1 o
<1 <1 <1
<1 4 2
windows-azure <1 <1 <1
W dns <1 <1 <1
o M outiook-web-ser... <1 <1 <1
044702 P 04:63.02 Prd 04500 P 05:05:02 P 05:11:02 At 050702 A e L . v
Tatak 1,127 1,127 1,080
< >
After QoS -by Class After QuS - by Class in Kbps Options ™
Name Current Pesk S-minute Avg 14}
=] dass-default 1,130 1,130 1,130
2008 + [v] [ class-default 710 710 710
- i Ovor 401 a01 401
1500 i [¥] I SIGNALING 12 12 12
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1200
B L L T TR E LRSS S =
=
w0 %
an
S0
044702 P 04:63.02 Prd 04500 P 05:05:02 P 05:11:02 At 050702 A
Tatak 1,123 1,123 1,123
< > < >

Do you notice any drops on your VOIP class or your Class-Default? Let’'s add some more
protection to those classes with increasing the burst size for VOIP and adding a scavenger
class for bit torrent traffic.
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Lab 8.3: QoS Verification

Managing QoS is an ongoing process where you may need to adjust your policies according to

your network needs. You can use LiveAction elements such as NetFlow analysis or CBQoS

Statistics to determine if policy changes are necessary.

Since there seem to be drops on our device, let’s investigate the drops and add a more granular

QoS configuration.

Lab Steps:
Select a device and select QoS and Manage QoS Settings.

| | Name Policy
- Ethernetdn

Name

4% Home T4 Input DSCPMARK
@ Branch14A L cutput
| ~ Ethernetd/D 2% Ethernetd/1
- & Ethernet0/2 & Input
Branch2-NY 13 output Shaper

vice: HQ-5J.dcloud cisco.com
QoS * ||| v || Enable QoS Pelling
Flow L | Manage Qo5 Settings
Routing D Revert QoS Configuration by user 'admin’
IP SLA > Manage NEAR
LAN 3 Apply Policy to Interfaces...
Edit Device Settings Remove Policy from Interfaces...
Add or Remove Interfaces Copy Policy to Devices..
Refresh Device Reports
Remove Device
Zoom to Device
Device Tools >
Statistics 3
View >
Group Management 3

83. Select the VOIP Class.
84. Click the Queueing Tab.
85. Select Burst Size of 128000.

x
Haedaaes

Policies | Classes | Interfaces

Policies Mapped Classes
CaBRBLAR RSy BRAE
% DSCPMark ClassMame Classify Marking Queusing Polidng  Shaping Compression WRED DBL  Unknown
-1 g DSCPMARK =
o1 ueume oty [ [ | [ | |
= ISIGMALING L Class-bas...
l—J dess-default @
~[E| SIGNALING
- d Class-default
=l Shaper

[E] dass-default

Mapped Class Detail
[ Drop all traffic for da

Classify | Marking | Queueind | Policing | Shaping | Compression | WRED | DBL | Unsupported

Queueing type: |Priority v eference
Distribute the available @
gat=)| 33 el 0 bandwidth between
Burstsize: 128,000 | bytes classes by specifying a
minimum bandwidth
Unknown elements: guarantee o each class.
Queueing Type

Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
allnrated tn the rlass

< >

Help Save to Device Preview CLT Close
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Note: Configuring a burst rate is something that is not always common and should be fully
understood before looking to implement in your own network.

Read more about configuring a burst rate here:
http://www.cisco.com/c/en/us/td/docs/ios/12 2/gos/configuration/quide/fgos c/qcfpolsh.html

An excerpt about the math behind deciding the burst rate would be:

Cisco recommends the following values for the normal and extended burst parameters:
normal burst = configured rate * (1 byte)/ (8 bits) * 1.5 seconds

extended burst = 2 * normal burst

86. Right-click on the QUEUEING Policy.
87. Select Add Class to Policy.

Policies Mapped Classes

DDRERERE BREE
-3 | DSCPMark
[+-1 g DSCPMARK

Class Mame  Classify
VOIP v

opy Policy... .
L]

lEj 3 Delete Policy...

5% s L% Add Class to Policy .
& E) | Apply Pol[Add Ciass to Policy

a Remowve Policy from Interface..,
| rEppETCEss ol

88. Give the new class a label of SCAVENGER.

Select one of the following options:

() Use existing dass: |RTP

(@) Create new dass:  |SCAVENGER

Mote: This option will create an empty dass. You wil
need to select the "Class tab™ to add dassification
parameters.
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89. Select the Classes Tab.

90. Select the Scavenger Class.

91. For Match Type select Protocol — Using NBAR.
92. Select both “bittorrent” and “bittorrent-networking”.
93. Click Add Match Statement for both Applications.

Classes 3 aces
Classes Create and Edit Match Statements
Match type: |Protoco| - using NBAR. W | '

Value: |bhmds A1 | M... MatchT... Value
binary-over-http Ma... Protocol -... bittorrent

o ittorrent Protocol -... [bittarrent-networking

bl-idm

blizwow

blogger

bmpp v

Match/match not: |Match W

I Add Match Statement I Replace Match Statement

94. Now let’s go back to the Policies Tab

95. Select the Scavenger Class

96. Then select the Queueing Tab

97. Next select Class-based and give the class a rate of 1 percent

98. Finally select Save to Device

Policies Mapped Classes

DABRLK R BB

" DSCPMark Class Name Classify Marking Queueing Poliging Shaping Compression WRED DBEL  Unknown

VOIP o Priority: 3...
SIGNALING . Cla
SCAVEMGER. .

SIGMALING dlass-default
class-defaul

D class-default

Mapped Class Detail
[] Drop all traffic for dass

m Queueing Sicing | Shaping I Compression I WRED I DBL | Unsupported

Queueing type: M Reference

Distribute the available ~
Rate: I1 | IPE“:'E'"It hd | bandwidth between

. classes by specifying a
[] Queue depth: |1 | [Bytes | minimurm bandwidth

[[] Enable Fair Queueing guarantee to each class.

trom the bandwidth
allnrated tn the rlazs
£ >

6| Save to Device || Preview CLI || Cancel
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When making changes to the QUEUEING Policy it will also affect the Shaping Policy.

Policies Mapped Classes
ZaBL&uRs GREBR

a DSCPMark Class Mame  Classify Marking  Queueing Poliing Shaping Compre... WRED DBL U...
[+ gg DSCPMARK
H VOIP L J Priority: 33%

VOIP LInG = Class-hased: 7%.
SIGNALING dg::j:;ﬁt L Class-based: 1%
SCAVEMGER hd

class-default
E| 1} Shaper

- an Q' JEUING Mapped Class Detail

Drop all traffic for dass

Classify | Marking | Queueing |Pc-|icing |Shaping |Cc-mp|'essic-n |'\','RED IDBL ILlnsuppc-rted

Queueing type: |Class-based Reference

Distribute the available 2
Ral=s |1 | |Percent bandwidth between
Queue depth: |1 | |Packets Cl?%ses by 5pec_|fymg a
minimum bandwidth
Enable Fair Queueing guarantes to each class.

Unknown elements:

Queueing Type

Class-based: utilizes
Class-baszed weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
allnrated tn the rlazs

£ >

W

| Save to Device || Preview CLI || Cancel

Copy the updated policy to other devices in the topology.
99. Select the Shaper Policy
100. Click the Policy to Devices button.

Policies | Eiassesl Lnterﬁ:::es|

Policies Mapped Classes

E}’ﬁiﬁalﬂﬁﬁlﬂ’*l EREB B

@i | DscPMark 1

. a DSCPMZ::'.K ICopﬂr Policy to Devices |11:¥ -
dass-default w

EI 7] QuEUNG

=] vorp
=] SIGMNALING

Mapped Class Detail
Drop all traffic for dass
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101. Select Shaper and select the other devices.

Select a policy:

Shaper

Select the devices to which you want to save this paolicy:

[#|Branch 1-LA. ddoud. cisco.com (198.19.1.1)
[#|Branch2-MY .ddoud. cisco.com (198,19.2.1)

You are given a warning that you are overwriting a policy on both devices. This is what we want

to do!

102. Select perform this action for all devices which have conflicts.
103. Click Overwrite.

Conflicts were encountered when saving the policy on device
Branch1-A.ddoud. cisco,com (198,19, 1. 1).

The palicy is shown below, with conflicting settings highlighted
in red, Do you want to continue?

U Shaper - Overwritten (& policy with the same name exists)
EID dass-default
& p Shaping: 1,500,000 bps
E}--Qu QUEUING - COverwritten (A policy with the same name exists)
=5 vor
- b Queueing: Priority 33%
= Match DSCP "46 (EF)”
=] SIGNALING
- ¢ Queueing: Class-based 7%
-i= Match DSCP "24 (C53)"
=] SCAVENGER
- b Queueing: Class-based 1%

View all conflicts
Berform this action for ail devices which have conflicts

I][]".rerwrite||| Skip || Cancel |

Ensure the copy is successful.
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104. Click Close.

Saving to devices...

Branch1-A.ddoud. cisco.com (198,19, 1.1) & Succeeded

Branch2-MY.ddoud. dsco.com (198.19.2.1) » Succeeded

Cancel

When completed you should no longer see VOIP Class drops, and you should see traffic in the
scavenger class in the QoS Interface View.

&
File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help
Dashboard | Manage [I¥ Expand " Qos [ Fiow | Routing | P SLA | LaN
a ) na| Application /Class ~ output ~ | 15m thr 1d 1w [ Top 40 - Rate +
> 1 Output: Shaper
Name
58 Home Before QoS5 - by Application (NBAR) Before QoS - by Application (NBAR) in Kbps Optiens
F Branch1ia Name Current Peak S-minute Avg
@ Branch2:nY Wync 423 458 409 A
@ Hos) 2000 -~ & @ 180 183 173
- Ethernetd/0 164 164 164
1800 106 116 105
15 15 15
- 3 12 5
o [ 6 1
= 4 4 2
<1 <1 <1
bittor t-netwo. <1 <1 <1
<1 <1 <1
0 <1 <1 <1
05:2752 P 05:33:52 M 05:39:52 M 05:45:52 PM 05:51:52 Pua 05:5752 P “ . o
Total; 1,237 1,334 1,185
< >
After QoS - by Class After QoS - by Class in Kbps Options ™
Name Current Peak S-minute Avg  1H
S 1,153 1,238 1,141
2000 v CJvorP 598 682 581
[m] 555 613 541
1500 . . [ SIGNALING 18 18 18
- (¥ [l SCAvENGER <1 <1 <1 |
et B e Rt 11| R
__________________ 5
2
800 =
— N
o
05:2752 P 05:33:52 PM 05:39:52 M 05:45:52 PMA 05:51:52 Pt 05:57:52 P
Total: 1,171 1,249 1,140
< > < >
U © Memory ©  Fiow uffer © [ Advisories © | Nodes ©

| admin: Admin user | 05:58:15PM PST

Good job! You have successfully created Marking and Queueing policies for your network
devices! There still may be drops in the class-default, but that is the purpose of this Lab... to
help you identify and eliminate issues.
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Lab A

Lab A: Appendix
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Lab A.1: Add Device

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.

Lab Steps:
1. Select File, Add Device

E_E 198.18.133.34 - Remote Desktop

LivEActiun - localhost

File | Wiew Users Qo5 Flow  Roo
Add Device
I~
Illﬂsa:wer Devices I

Impart Devices I~
Export Devices I
Manage Devices
Refresh Devices

Remove Metwark Objecks

Exit

2. Enter 198.19.1.1 in the IP Address field.
3. Select “Use the Default SNMP connection settings”.

Add Device X
Steps Device Connection Information
1. Device Connection Enter the SNMP connection information,
Information
2. LI Settings (Configuring) Node Local ~
3. CLI Settings (Monitorin
os (4 %) IP Address 198.19.1.1)
4. Select Interfaces
5, Select VLANS (Z) Non SMMP device such as NetFlow probes
6. Select Features () Livesensor
7. Enable Polling (®) Use the Default SNMP connection settings Edit
8. Review Configuration () Enter SNMP connection settings for this device
9, Device Updated SNMP Version Version 2c TargetPort |151
Community String
= Back Finish Cancel Help
4. Click Next.
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5. Select “Use my default Configuration CLI connection settings”.

HQ-51.dcloud.cisco.com (198.18.129.25)

Skeps LI Settings {Configuring)
1. Device Connection Specify the (LT connection infarmation used for configuring these devices. Required fields are indicated with
Infarmation an asterisk (*3,
2. CLI Settings
{Configuring)

Configuration CLI Connection Settings

. CLI Settings (Manikaring) Ertter Command Line Intetface (CLI) connection settings used ko configure these devices,

. Select Interfaces

. Select YLANS

= Add as monitar only device for non Cisco and unsupported Cisco O3 (105, [05-XE and M4-05 supp

% Use my default Configuration CLI connection settings

. Enatle Polling " Enter connection settings For this device

. Rewview Configuration Connection Type ISSH ‘l Part* |22

3
4
5
6. Select Features
7
g
9, Device Updated User name on Device I

Fassword on Device™® I

Enable Password I

™ Also use these credentials For monitar made,

< Back | Mext = Fimish Cancel | Help |

-

6. Click Next.

HQ-51.dcloud.cisco.com {198.18.129.25)

Steps CLI Settings (Monitoring)
1. Device Connection Specify the CLI connection infarmation shared by all users, This infarmation will only be used ko monitor this
Infarmation device, Required fields are indicated with an asterisk (*),
2. CLI Settings {Configuring)

CLI Settings Monikaor-only CLI Connection Settings
{Monitoring)

“

Enter Command Line Interface {CLI) connection settings used ko monitor this device.

+ Select Interfaces " Use the default Monitor-only CLI connection settings Edit |
. Select YLAMNs

% se the previous page connection sektings

. Enable Foling " Enter connection settings far this device

. Review Configuration Conneckion Type |S5H  + l Paort* |22

. Device Updated User name on Device |

4
5
6. Select Features
7
g
9

Password on Device® I

Enable Password |

< Back | ek = I Fimisi Cancel | Help |

7. Select “Use the previous page connection settings”.
8. Click Next.
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You can verify what capabilities LiveAction is able to interact with the device.
9. Click Continue.

yalidation Details
Yalidation results for the current device:
Test I Skatus I Description |
SHMP conneckion Succeeded "
SHMP access Succeeded =
"LI configure connection Skipped
LI configure login Skipped
_LI configure enable password Skipped
_LI monitar connection Skipped
_LI monitar login Skipped
_LI monitor enable password Skipped
Serial number validation Succeeded
Model supporked Succeeded
105 supparked Succeeded
MEBAR capable Succeeded
MBARZ capable Succeeded
etFlow colleckor configure supported Succeeded
Flexible MetFlow supported Succeeded
Unified Perfmon supported Succeeded
IMedianet Performance Monitoring supported Succeeded
AW'C supporked Succeeded
LS MetFlow configure supported Mok supported
Mediatrace configure supported Succeeded
1P SLA Supported Succeeded
HF Supported Succeeded
MaC Table Supported Mok supported ;l
Zonkinue

On the select interfaces window you may notice 3 interfaces are already selected. LiveAction
automatically selects the interfaces based on the highest bit rate.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps Select Interfaces
1. Device Conneckion Select the interfaces you want ko manitor on this device {maximurn 1000 interfaces).
Information

2. CLI Settings {Configuring) Selected I Interface I Trunk I IP Address Description

3, (LI Settings (Monitoring) W Ethernetofn 198.18.129.25
¥ EthernetOfl 10,255.0.2

4. Select Interfaces ¥ Loopbacko 10.0.0.102

5. Select YLANS [T Ml

6. Select Fegtures Il Turneld PFR. auto-tunnel For YRF default
- YoIP-Mulld

7. Enable Polling

8. Review Configuration

9, Device Updated

Selected interface(s): 3

< Back |

Fimish Cancel | Help |

I

10. Click Next.
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Note: Since there are no VLANSs configured on this device, none will be displayed. You may
monitor up to 25 configured VLANS on each device.

Add Device - HQ-5].dcloud.cisco.com (198.18.129.25)

Skeps Select YLANS

1. Device Connection Select the YLANs you wank ko monitar on this device (maximum 25 YLANS),
Information

. CLI Settings {Configuring) Mo ¥LANS were found on the ﬁvice. Mo YLANS will be managed.
. CLI Setkings (Monitoring)

. Select Inkerfaces

. Select ¥LANs

. Select Features

. Enable Polling

. Review Configuration

Moo ol otm B T

. Device Updated

Fimish Cancel Help

11. Click Next.

The Select Features dialog allows you to turn-on specific Cisco technologies using the
templates included in LiveNX. This dialog displays the current I0OS configuration of the device
you are currently viewing. Leave this screen AS-IS.

Add Device - H(-5].dcloud.cisco.com {198.18.129.25)

Steps Select Features
1. Device Connection Select the Feakures wou wank to enable on each interface. Learn more abouk each Feature in the Help
Information section,

2. (CLI Settings (Caonfiguring)
Features on device

3. CLI Settings {Monitoring)

4, Select Interfaces I”" Enable Mediatrace

5. Seleck YLANS [ Associate Probe at [P Address: |

6. Select Features Inkerface I MEAR TetFlow

7. Enable Palling Ethernietdf1 v cd

8. Review Configuration Ethernat0/0 3 F
Loopbackn I~ v

9, Device Updated

< Back. | Mext = I Fimish Cancel Help

12. Click Next.
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13. Change the polling rate to 30 seconds.
14. Verify that ONLY the Flow & QoS boxes remain checked.

Add Device - HQ-51.dcloud.cisco.com (198.18.129.25)

Steps Enable Poling
1. Device Connection Select the Features wou want ko actively monitor and the polling rate For all the Features on this device,
Information Learn more about polling in the Help section,

2, CLI Settings {(Configuring)
3, CLI Settings {Monitoring)
4, Seleck Interfaces
5. Select YLANS Polling Rate 30 seconds LI
6. Seleck Features

Poll the Following Features
7. Enable Polling
3. Review Configuration
9, Device Updated ¥ QoS

[ IP 5LA
¥ Routing
[~ Lan*

* LaN poling occurs every 15 minutes
* For SMMP +3, please see the User Guide on configuring LAM polling.

< Back | Mext = I Finisty | Cancel | Help |

Note: Any changes to the Select Features dialog will generate a CLI push to update the current
configuration. Before sending the NetFlow configurations to the device, you can verify the
configurations that LiveAction created.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Skeps Review Configuration
1. Device Connection The Following commands will be sent ta the device, Or you can choose to manually configure the device
Information wourself,
2. CLI Settings (Configuring)
3. CLI Settings {Monitoring) description DO NOT MODIFY. USED BEY LIVEACTION. LI
4, Select Interfaces exporter LIVEACTION-FLOWEXPORTER
5. Seloct YLANS cache timeout inactiwve 10
' cache timeout active 60
6. Select Features record LIVEACTION-FLOWRECORD
7. Enable Polling exit
8. Review Configuration interface Ethernec/1
ip flow monitor LIVEACTION-FLOWMONITOR input
9, Device Updated

ip flow monitor LIVEACTION-FLOWMONITOE output
exit

interface Ethernet0/0

ip flow monitor LIVEACTION-FLOWMONITOER input
ip flow monitor LIVEACTION-FLOWMONITOER output
exit

interface Loopback(

ip flow monitor LIVEACTION-FLOWMONITOER input
ip flow monitor LIVEACTION-FLOWMONITOER output

* Send the configuration commands to device.

= Twill manwally configure the device myself,

< Back | et = I Finishy | Cancel | Help |[

15. Select “Send the configuration...” radio button, if available.
16. Click Next.
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17. Click Finish.

Add Device - HQ-51.dcloud.cisco.com (198.18.129.25)

Steps

Device Lpdated

1. Device Connection
Information

. LI Settings {Configuring)
. LI Settings {Monitaring)
. Select Interfaces

. Select YLAMS

. Select Features

. Enable Polling

. Review Configuration

[T T = TN R = 1 B I

. Device Updated

¥ou have configured this device successFully with the Fallowing settings (¥ou may wank ko save the current
configuration ta the device's startup config, so your settings will not be lost when the device is restarted):

Device Settings

< Back | [exk =

| Finish I

Cancel | Help

Setting I Description |

Polling Rate 30 seconds
fetFlow Monitoring MetFlow colleckor
fetFlow Polling Enabled
Mediatrace Disabled
Adjacency Polling Enabled
os Palling Enabled
1P SLA Palling Enabled
CEF Enabled
Interface Setkings

Inkerface I MEAR TMetFlow
Etherneto) 1 ®
Ethernetd o
LoopbackD

The device will be added to the Topology Pane in LiveNX. Note that LiveNX will not

automatically position a new device with reference to any existing devices... you may need to
scroll-about in the Topology Pane to locate your new device(s).
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Lab A.2: Client Device Discovery

As we discovered in a prior Lab, the LiveNX Server in your topology has had device(s) pre-
installed. In the following Lab you may add additional devices to your Topology, configure those
devices to send flow and SNMP data to the LiveNX Server, and discover what data your LiveNX
solution is gathering.

Lab Steps:
Adding several devices at once is as easy as adding a single device at a time. To do this:

1. Select File and Discover Devices.

% 198.18.133.34 - Remote Deskto
Li'.rEAcl:iun - localhost

File | Wiew Users Qo3 Flow R
Add Device

Ciscover Dexfg&s

Import Devin:;% B

Expart Devices

Manage Devices
Refresh Devices

Femaove Metwork Ohjects

Exxit

2. Specify the following IP addresses:
198.19.1.1
198.19.2.1

3. Select Use the default SNMP connection settings.

Step 1: Specify what to scan
{* Specify IP ranges (ex: 192,168, 1,1-200) ar one IP per line:

195.19.1.1
195.19.2.1

(" Specify seed device to scan

IP Address Hops |1 - I
Step 2: Specify SNKP settings
% Use the Default SMMP connection settings Edit |
(" Enter SNMP connection settings for this device
SMMP YWersion I'u'ersion 2c LI Targek Pork |161

Carnrnunity Skring |
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Note: In the Lab infrastructure we are utilizing the Local LiveNX Node included with the Server
installation. If you require access to a Remote Node to access the subnets or addressing in
“Step 1: Specify what to scan” you would use the Specify node drop-down at the bottom of this
dialog box.

Step 3: Specify node
Local LI

o4 | Cancel |

4. Click OK.
5. Verify that both devices were found, and then select Add Devices.

Note: LiveNX may only discover a single router in the above steps. Your Student Pod may
already be pre-configured with multiple devices. Your instructor may direct you to add one or
more devices in this

lab.

Fle View Users QoS Flow Routing PSLA LAN Tools Reports Help
Dasttosrd | Mensoe (B Expend Qo5 Pow (atty [ PN,
B YR | R Q| Tave| ORefesh AlFowTyoes - CurentTme | Curentpoingntenl | (53 Mo Duplay Flterng ~ | Top 200

Name

L. >
maome
+ @ Branch14
& @ tranchany
@ res) 120,00 1813338
=
¥

X ——u
=

G

admin: Admin ser | 09:54:59 PM POT
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evice Discovery on Local E

Filter by | Filter | Clear |
Select: Device hame IF Address Hops ‘endor IModel
~ EBranchZ-MY. dcloud. cisco.com 198.19.2.1 ) Cisco ciscoGateway Server
~ Branchi-LA. dcloud cisco.com 198,19.1.1 o Cisco ciscoGatewayServer
Selected: 2 Discovered: 2 Device Limit: 10,000,000 {1 active devices)

Add Devices Advanced add... | Pauise: Stop: | %CIDSE

6. Select Yes on the configure devices dialog.

Configure Devices

2 configurable devices added to the application.
Do you wank bo configure Qo3, Flow, Routing, IP SLA, or LAM For the added devices?

Mo |
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7. Use the default SNMP connection settings and then select Next

Note: You must be logged-in as the original admin user so that the LiveNX Wizard will inherit
the appropriate credentials. Ask your instructor for clarification on this, if desired.

Configure Cisco Devices B

Skeps SMMP Settings

1. SNMP Settings Entet the SMMP connection information used for monicoring the selected devices.

2. (LI Settings {Configuring)

3. CLI Settings (Menkoring) * [se the Default SNMP connection settings ﬂl

4. Validsting Devices ™ Enter SNMP connection settings For this device

5. Select Features SMMP Yersion IVErsion 2 LI Target Port  |161
6. Enable Polling Community String |

7. Update Device

8. Devices Configured

= Back | ext = I Fimish S Cancel | Help |

8. Select Use my default Configuration CLI connection settings.
9. Click next.

Configure Cisco Devices E
Steps CLI Settings (Configuring)
1, SMMP Settings Specify the CLI connection information used For configuring these devices, Required fields are indicated with

i -
2. CLI Settings em gk )

{Configuring)

3, CLI Settings (Monitoring) Configuration CLI Connection Settings

4, Validating Devices Enter Command Line Interface (CLI) connection settings used to configure these devices,

5. Select Features " add as manitor only device for non Cisco and unsupported Cisco OF (105, I05-KE and MNy-CS5 supp
6, Enable Polling {* Use my default Configuration CLI connection settings Edit |

7. Update Device " Enter connection settings For this device

g

. Devices Configured
Connection Type ISSH VI Port* |22

User name on Device I

Password on Device™ I

Enable Password I

[™ | &lso use these credentials Far monitor mode,

< Back | Mexk = I Finiist Cancel | Help |
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10. Select Use the previous page connection settings.

Configure Cisco Devices E
Skeps LI Setkings (Monitoring)
1. SMMP Settings Specify the CLI connection information shared by all users. This information will only be used ko monitor this
2. LT Settings (Configuring) device. Required fields are indicated with an asterisk (*).
3. CLI Settings ) ) ’
{Monitoring) Monitor-only CLI Connection Settings
4. Validating Devices Enter Command Line Interface {CLI) conneckion settings used ko monitor this device.
5. Select Features " Use the default Maonitor-onlky CLT connection settings Edit: |
&, Enable Palling f+ Use the previous page connection settings
7. Update Devics ™ Enter connection settings For this device
&. Devices Configured

Connection Type ISSH VI Part* |22

User name on Device I

Password on Device® I

Enable Password I

= Back | Mext = I I%sh | Cancel Help

11. Click Next

12. After verifying that the device validation is successful, Click Next.

Steps Yalidating Devices

1. SMMP Settings The Following devices are being walidated. You can review each device's status in the table below, IF a
2. CLI Settings (Configuring) validation issue occurs, dlick on the description field to view additional details,
3. CLI Settings {Monitaring)
4. validating Devi Device Skatus Descripkion
- validating Devices Eranchl-La,dcloud.cisco,com Succeeded: click for details. ..
5. Select Features Eranchz-hy.dclaud. cisco. com Succeeded: dick For details. ..
6. Enable Polling
7. Update Device
8. Devices Configured

Export Walidation Details. .. |

= Back Next = Fimisty | % Cancel Help
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13. Select NBAR and NetFlow for both devices, Click Next.

Configure Cisco Devices

Steps Select Features

. SMIMP Settings Select the Features you wank to use on the devices. Learn more about each Feature in the Help section.

. CLI Settings (Configuring)

Device | | MetFlow | Mediatrace |

. CLI Settings (Monitaring)

MEAR.
Eranchi-LéA,deloud,cisco,com 2 ¥ [

. Walidating Devices

. Select Features
. Enable Poling
. Update Device

[ T T S

. Devices Configured

= Back | Mext = I Firish | Cancel Help

14. Select all technologies excepting LAN.
15. Set the interval to 30 seconds for each device, Click Next.

Steps Enable Polling

1. SMIMP Settings Select the features vou want to actively monitor, and the palling rate for the devices, Learn maore about

h Feature in the Hel kion,
2. LI Settings {Configuring) each feature in the Help section

3. CLI Seftings (Monitoring)

. Validating Devices Device | poi | qos | Flow | psia | Rouwing | Lant | interval |
Eranchi-La, doloud.cisco.com = [l [~ = = [ ED seconds - |
- Select Features Branchz-My . dcloud cisco.com w*nlsu seconds -I

. Enable Polling
. Update Device

[ N R - I I

. Devices Configured

* LAN polling occurs every 15 minutes
* For SMMP w3, please see the User Guide on configuring LAM polling.

< Back | Mext = I Finist | Cancel | Help I

Note: For our class Labs we are gathering data every 30 seconds to reduce wait time when we
make changes. In a production environment this may generate more network traffic than
desired.
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16. Select Send Updates to Devices and click Send.

Configure Cisco Devices E

Skeps Update Device

1. SMMP Settings The selected devices will be updated based on the configuration changes if necessary.
‘fou may choose to manually configure the devices,

2. (LI settings {Configuring)
3. CLI Settings (Monikoting) WWarning: once update processes have been skarted wou will not be able to return to eatlier screens, Learn
more about each Feature in the Help section.
4, Yalidating Devices
5, Select Features
) Device: Staktus I Descripkion I
6. Enable Foling Eranchl-LA.dcloud. cisco. com e Update Required: click to view
7. Update Device Eranchz-MY . dcloud.cisco.com Qo Update Required: click to view
g

. Devices Configured

* Send Updates to Devices

= Manually Configure Devices %

Expott Update Cormmands... |

< Back [exk = I Fimish | Cancel Help

17. Once the updates are pushed successfully, click next.

Configure Cisco Devices

Skeps Update Device

1, SMMP Settings The selected devices will be updated based on the configuration changes if necessary.
¥ou may choose ko manually configure the devices.

2. (LI 3ettings (Configuring)
3. CLI Settings (Monitoring) “Warning: once updake processes have been started vou will not be able to return to earlier screens. Learn
more about each Feature in the Help section.
4, Walidating Devices
5. Select Features
) Device: I Status I Description
€. Enable Poling Branchl-LA.dcloud. cisco,com Update Successful
7. Update Device Eranchz-MY.dcloud. cisco. com Update Successful
g

. Devices Configured

% Send Updates to Devices Send |

£ Manwally Configure Devices

Expork Update Commands. .. |

= Back

Fimishy | Cancel Help
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18. Click finish to add the devices into the topology.

Configure Cisco Devices
Steps Devices Configured
1. SMMP Settings The fallowing devices have been configured. Learn mare about each Feature in the Help section.
2. (LI Settings {(Configuring)
Drevi b=l

4, CLI Settings (Monitoring) _JEviee I ST

Eranch1-LA.dcloud. cisco.com CEF, NBAR, Q3, IP 5LA, Flows, COLLECTOR, 30 ...
4. Walidating Devices Eranch2-MY .dcloud. cisco.com CEF, MBAR, 05, IP 5LA, Flows, COLLECTOR, 30...
5. Select Features
6. Enable Palling
7. Update Device
&. Devices Configured

= Back | Mext = I { Finish % Caricel I Help |

Now that you have added three devices to the topology, they should look familiar to the image
below. What is important to remember is that you should only bring in interfaces that will have
interesting traffic, to you, traversing them. We will not need all the interfaces that have been
included, so in one of the next Labs we’ll remove the unneeded interfaces.
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Lab A.3: Export/Import Device Configuration

Lab Steps:
1. From the File Menu select Export Devices.

L 198.18.133.34 - Remote Desktop (]
LivEActiun - localhost

File | Wiew Users Qo3 Flow Rou

add Device
Discover Devices ul
Import Devices I

Expart Da{}ees |I

Manage Devices

Refresh Devices

Remove Metwark Objects

Exit:

2. Deselect GigabitEthernet2 and Loopback0 from the 198.19.1.1 and 198.19.2.1
devices.

B Export Devices P4
Type here to fiter results
AddfUp... MName Type Device Serial IP Address Vendor Model 10S Version Description Line Rate (Kb... Node Site Site CIDR Data Cen... ¥

) Branch1-LA.ddoud.cisco.c... Router 01 136.19.1.1 Cisco CiscoCSR1000v  16.3.2 Cisco 105 Software [Denall], ... Local LA 10.0.1.1, 198.19.1... D
GigabitEthernet1 Interface 158.19.1.1 Branchl LAN 1,000,000
D GigabitEthernst2 Interface 100.64.1.2 Internct 2,000
- GigabitEthernet3 Interface 10.255.1.2 MPLS 1,000

I T O S N ¥ A S O . I I

O - wully Interfzce 10,000,000
N . VeTP-ullo Interface 10,000,000

El HQ-BLddoud.cisco.com  Router z 156.18.125.24 Cisco ciscoCSRIONDV  16.3.2 Cisco 105 Software [Denai], ... Local HQ O
GigabitEthernett Interface 156.18,129,24 HO-LAN 1,000,000
- GigabitEthernet2 Interface 100.64.0.2 Internet 1,000,000
O . LoopbackD Interface £,000,000
O - Nully Interface 10,000,000
O ValP-Nuld Interface 10,000,000

El- HQ-B2.deloud.cisco.com Router 3 198.18.1259.25 Cisco ciscoCSRI000Y  16.3.2 Cisco 105 Software [Denal], ... Local HQ IH
- GigabitEthemet1 Interface 156.18.125.25 1,000,000
GigahitEthernet2 Interface 10,255.0.2 1,000,000
I:l - Loopback0d Interface 10.0.0.102 8,000,000
O - Null Interface 10,000,000
O VaIP-Nulkd Interfzce 10,000,000

= HQ-MC.ddoud.cisco.com  Router 1 156.18.125.23 Cisco CiscoCSRI000v  16.3.2 Cisco 105 Software [Denal], ... Local HQ O
- GigabitEthernetl Interface 19€.18.129.23 1,000,000
O - Loopback Interface 10.0.0.103 8,000,000
O Hullo Interface 10,000,000
IH - VaIP-Nullo Interface 10,000,000

<
Export to CSV Close

3. Select Export to csv.
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4. On the Export window give the file a name.
5. Export the csv to the desktop, or appropriate directory.

Expurl: the content to a CSY file [ %]

Look in: I. Desktop LI 5 il -
. Libraries
g A Administrator
Recent Ttems :?; Computer
i Metwork

. LiveAction Upgrade

updateinterface. csv

File name: Iupdateinterface.csv Q Export I
Files of type: Ics\,lfﬂes (*.cv) LI Cancel |

6. Close the export devices window.
7. Select File and Import Devices.

-y 198.18.133.34 - Remote Desktop
Il LiveAction - localhost

Fille | Yiew Users Qo5 Flow Ro
Add Device

Discawver Devices

| Import Devices h | =

Export Devices I
Manage Devices
Refresh Devices

Remowe Mebwork Objects

Exit

8. Select the file you previously exported.
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[ 5 =

Look in: I Bl Deskiop

L Libraries
2 Administrator
M| Computer
?j Metwark.
LiveAction Upgrade

File narne: Iupdateinterface.csv Imnport
\
Files of type: ICSV Files (*,csv) Cancel
9. Click Add/Update Devices.
@ Add/Update Devices
Devices selected for Add/Update will be added or updated Q-
Add/Upd... MName Type Device Serial TP Address WVendor Model 105 Version  Description Line Rate (K... Node Site Site CIDR Datz Ce...
=) Branch1-LA.dcloud.cisco....  Router 101 198.19.1.1 Cisco CisCOCSR1000V  16.3.2 Cisco 10S Sofoware [Denali], ... Local LA 10.0.1.1, 198.1... C
GigabitEthernetl Interface 198.19.1.1 Branchl LAN 1,000,000
GigabitEthernet2 Interface 100.64.1.2 Internet 2,000
GigabitEthernet3 Interface 10.255.1.2 MPLS 1,000
Loopbackd Interface 10.0.1.1 8,000,000
Hullo Interface 10,000,000
VoIP-Nullo Interface 10,000,000
=] HQ-BL.ddoud.cisco.com  Router 2 198.18.129.24  Cisco scoCSR1000v  16.3.2 Cisco 10S Software [Denall], ... Local HQ C
GigabitEthernett Interface 198.18.120.24 HQ-LAN 1,000,000
GigabitEthernet2 Interface 100.64.0.2 Internet 1,000,000
O Loopbacka Interface 8,000,000
O Hullo Interface 10,000,000
O VolP-Hullo Interface 10,000,000
I HQ-B2.ddoud.cisco.com  Router 3 1981812925  Cisco CscoCSR1000v  16.3.2 Cisco I0S Software [Denall], ... Local HQ C
GigabitEthernetl Interface 198,18.129.25 1,000,000
GigabitEthernet2 Interface 10.255.0.2 1,000,000
Loopbackd Interface 10.0.0.102 8,000,000
Hullo Interface 10,000,000
VoIP-Nullo Interface 10,000,000
) HQ-MC.ddoud.cisco.com  Router 1 1981812023 Cisco CscoCSR1000v 16.3.2 Cisco 10S Software [Denal], ... Local HQ C
GigabitEthernett Interface 198.18.129.23 1,000,000
O Loopbacko Interface 10.0.0.103 8,000,000
O nullo Interface 10,000,000
O VoIP-Nullo Interface 10,000,000
<
AddjUpdate Devices Import from CSV Export to CSV Close

10. Click OK to use the Default SNMP settings.
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A

ode -
{* |lse the Default SMMP connection settings Edit |

" Enter SMMP connection settings For this device

SMMP Yersion I\-‘ersion 2c LI Target Port |161

Cammunity String |

Ok Q{J Cancel |

Your Topology Pane will now show the appropriate devices/configurations.
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Lab A.4: Saving Server Configurations

Prior to upgrading the LiveAction Software, or to retain existing Server configuration for use in
the case of a hardware failure or misconfiguration, the current configuration file may be
Exported to a local or network drive.

Lab Steps:

1. Open the LiveNX WebUI, select Settings.
[ = Liveaction'

Sites, Dievices, Intertaces by Statuse Active Alerts

SITES: 2 DEVICES: 4 INTERFACES: 8

2. Select Configuration.
[ = Liveaction'

Q
CONFIGURATION
ER - MAINTENANCE

EXPORT CONFIGURATION

ssssssss

3. Click Export.
4. Enter encryption password if preferred.
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Export Configuration <]
Save in: I. Desktop ﬂ 1- % [@-
- Libraries
g. & Administrator
RecentItems [ e Sloticy
G‘! Metwork
D | LiveAction Upgrade
Desktop
My Documents
A
L=
Computer
File name: IlUNO\c'lS_Upgrade| [E—
Files of type: ILiveAcﬁon Exported Configurations (*.Ifg) LI Cancel |

5. Select an appropriate place to save the file, give the file a name, then click Save.
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Lab A.5: Connect via Remote Desktop Connection

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect, but you may use RDC as an alternate way to connect to your Student Pod.
SKIP this Lab if directly connecting with the LiveNX Client on your local workstation.

To connect using Microsoft Remote Desktop on Windows, or a compatible Remote Desktop
client on Linux and Macintosh, follow the steps below. On Windows you can typically find
Remote Desktop in START > ALL PROGRAMS > ACCESSORIES.

Note: Use the information from the Lab Details table to connect to the desired device.

Lab Steps:

Connect to the virtual Windows Workstation Desktop using the IP Address, username, and
password pre-printed on the Class Worksheet, unless otherwise instructed.

6. Launch a Remote Desktop Connection.

7. BEFORE selecting Connect, click the General tab. (On Macintosh this will be the
Preferences menu and Login tab.)

DIAGRAM

& Remote Desktop Connection - x

| Remote Desktop
~>¢) Connection

General Display Local Resources  Experience  Advanced

Logon settings
P L Enter the name of the remote computer.

L

Computer: 198.18.133.34 ~

Usermame: | DESKTOP-63VEDIF\administrator

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

] Mways ask for credentials

Connection settings

Save the cument connection settings to an RDF file or open a
saved connection.

Save Save As... Cpen...

4 Hide Options Help

a. Enter the following fields:
*Computer: <ipaddress>:20201
(From your Lab Access worksheet)
*Username: administrator (or otherwise defined by instructor)

8. Set the RDC session properties on the Display tab so that your video is a minimum of
1200x800 resolution... this may NOT be changed once the connection is active. See
next page for example.

v
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DIAGRAM

B Remote Desktop Connection -

| Remote Desktop
"¢ Connection

General Display  Local Resources Experience  Advanced

Digplay configuration

Choose the size of your remate desktop. Drag the slider all the
way to the right to use the full screen.

ol ' e

Full Screen

[J Uze all my monitors for the remote session

Colors
. Choose the color depth of the remate session.

Highest Quality (32 bit) w

Display the connection bar when | use the full screen

i~ Hide Options Help

9. Select Connect.

10. Enter the workstation password: C1sc012345 (or otherwise defined by instructor).

DIAGRAM

Windows Security — __ _l .' [

Enter your credentials
These credentials will be used to connect to vm.opnet.com.

]| DESKTOP-B9VEDIF admiristratar

r 1l
I\:\ Use another account

[] Remember my credentials

Co g |

11. Click OK.

Once successfully connected to your Pod you will see the Windows Desktop, and be able to
access the LiveNX Server, Client, and other pod resources.

Note: Occasionally Remote Desktop may freeze its connection to the Pod workstation. If this

happens, close the Remote Desktop window, and start again at Step 1 above. This will
continue your lab session and will generally not lose any work.
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