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IMPORTANT INFORMATION - Please Read!

The step-by-step Labs in this Workbook have been written specifically for the LiveAction
Training Student Pod, documented herein. All “Pods” have been pre-configured with the
appropriate software and generated traffic to successfully perform these labs. Pay attention to
any Notes presented as:

Note: This is a note example which gives additional information to the specific context.

The Diagrams, or screen shots, throughout this Workbook are examples for demonstration
purposes and may not reflect the appropriate parameters for the classroom and/or your specific
subnet. Unless specifically directed to do so, do not attempt to match the settings displayed in
the screen shots to your configuration.

Traffic collected by your assigned Pod may not be synchronized with other Student Pods, and in
some cases... due to specific application traffic timing, may not display the exact result specified
in the Labs. The main intent is to know HOW to access the information... not to attain specific
lab results.

Throughout this document italics, bold fonts, and words in CAPS, are used to place emphasis
on specific procedures or results.

© Copyright 2019, LiveAction, Inc.
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Lab .0

Lab 0: Setup and Get Connected
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Lab 0.7: Connect to the Lab Network

For this class, each attendee or Student will connect to and manage their own LiveNX
installation. In this lab you will connect to the classroom lab environment. In some locations
you may first be asked to connect your laptop to the Internet.

Your instructor will assign a dedicated environment or “Pod” to each Student, and may provide
you with a handout containing connectivity information specific to your Pod. Each Pod has the
LiveNX Server and Client pre-installed, with some initial configuration already performed. Each
Student will manage:

Local:

1 x PC Workstation to be used as a Management PC (YOUR Laptop)
1 x Installed LiveNX Client

1 x Browser

Remote Student Pod
1 x Windows Workstation accessed via RDC (optional) with an installed LiveNX Client and
Browser
1 x LiveNX OVA Linux install
1 LiveNX Server
1 LiveNX Node (installed on LiveNX Server)

DIAGRAM
Lab Status : Time Left :

Topology Lab Details

Real Intemet

INET

e e J—
! e }

inett
T e emamnns / BlHG
p—

In the diagram above your workstation is connected over the LAN or WAN to YOUR assigned
Training Pod resources.

Note: Make sure to consult the Infrastructure Diagram, as well as specific classroom
instructions for names, IP addresses, and other parameters. The screen shots in this Lab
Workbook are examples which may NOT reflect the appropriate parameters for the classroom
and/or your specific subnet.

© Copyright 2019, LiveAction, Inc.
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Each student is provided with login credentials to our Training Lab Website, which includes
connection information as illustrated below. Your Instructor may provide additional class-
specific addressing and credentials. You may wish to Bookmark this Web Page, or Make a
written note of this information for later reference.

DIAGRAM

— Lab Status Time Left - |JETTERIT
= LeamingLabs Menu 50AYS 4 HOURS

Topology Lab Details

B Overview

A Labs Introduction

1 Liveaction iivenx admin Student 35.231.127.249 443
§ Access Devices
2 B1-HQ HQ-B1 admin Clsco12345 35.231.127.249 20019

3 inetl INET1 admin Clsco12345 35.231.127.249 20018
4 inet2 INET2 admin Clsco12345 35.231.127.249 20020
5 inet3 INET3 admin Clsco12345 35231127249 20021
6 BR1 Branchi1-LA admin C1sc012345 35231127249 20001
7 B2-HQ HQ-B2 admin C1sco12345 35231127249 20022
8 MPLS1 MPLS1 admin C1sco12345 35231127249 20010
8 MPLS2 MPLS2 admin Clsco12345 35.231.127.249 20009
9 ER2 Branch2-NY admin Clsco12345 35.231.127.249 20000
10 wikstl Administrator Administrator Clscol12345 35.231.127.249 20201
n Activedirectory Administrator Administrator Clsco12345 35.231.127.249 20202
12 PC1 Administratar Administrator Clscol12345 35.231.127.249 20203
13 pPC2 Administrator Administrator C1sc012345 35231127249 20204

Lab Steps:

1. Connect your workstation to the Management Network with an Ethernet cable (or, if
available, connect to the Wireless network per the instructions provided by your
instructor).

2. Verify connectivity to the Internet by opening a browser to www.liveaction.com.

Note: Make sure to consult the Infrastructure Diagram and worksheets, as well as specific
classroom instructions for names, IP addresses, and other parameters. The screen shots in
this Lab Workbook are examples which may not reflect the appropriate parameters for the
classroom and/or your specific subnet.



http://www.liveaction.com/

Lab 0.8: Connecting to YOUR Training Pod

Throughout this Lab Workbook, you will be directed to connect to YOUR Pod resources... use
the IP Address & Port information provided in YOUR assigned Web connection document.

The Instructor will have emailed credentials/login information to you prior to the start of the
Training Session... similar to that below...

DIAGRAM

LiveNX Training - Credentials for Hand's-on Labs - Message (HTML)

file  Message Insert  Options  FormatText  Review  Help Q@ Tell me what you want to do
o P o o B,
n| Calibi  -|11 - A A [iE-i=- A R | U AnachFie Fl N @J :: | ,‘
[iE] = S o ptrach em- =
Paste 2. A = 5= | Address Check Assign Dictate
¢ BIUu|Z2-A-Bl==|==
- Book Names | [ Signature~ Palicy - -
Clipboard 1= Basic Text [ Names Include Tags ml voice My Templates| &

To. LiveAction Training:
E Ce

Send
Subject | Liyelli Training - Credentials for Hand's-on Labs

Here are YOUR credentials for today's Training session. Click on the link, below... and use the Username & Password provided to
connect to your Training Pod resources:

Username Password Admin URL

https-//enterprise_criterionnetworks. com/criterion/learings/co details-acct ing labs?
LA__ Student9d 5St@op5 id= -learr =a7c07a852cf5945ach20beb73ee3afb11&user=liveactionuserd

Click the URL above to open your Training Pod Admin page.

You may wish to check this link to get the latest versions of Student Guide, Lab Workbook, and LiveNX Client Installer. Updated 1
April 2019: https://www.liveaction.com/support/training-resources/

If you are unable to connect to our web-based Training Pod, you will not be able to participate in the hand's-on Labs throughout the
course. We will be using LiyghX Client v. 8.1.1 during this session.

Lab Steps:
1. Click the URL provided in the email.

Note: If clicking-on the URL does not automatically launch your default browser you may need
to copy the URL to your browser address bar.

2. Enter the Username & Password as provided in the email.

3. Tick the “Terms of Service” box.

4. Click Enter.

5. Inthe Learning Labs menu click Access Devices to display YOUR Lab Details.

— 0 Lab Status : Time Left :
= Learning Labs Menu 2 DAYS 17 HOURS

& Overvi i :
< Overview Topology Lab Details s

A Labs Introduction

1 Liveaction livenx admin Student 104.196.66.177 443

2 B1-HQ HQ-B1 admin C1sc012345 104.196.66.177 20019
3 inet1 INET1 admin C1sco12345 104.196.66.177 20018
4 inet2 INET2 admin C1sco12345 104.196.66.177 20020
5 inet3 INET3 admin C1sc012345 104.196.66.177 20021
6 BR1 Branchi-LA admin C1sco12345 104.196.66.177 20001
7 B2-HQ HQ-B2 admin C1sco12345 104.196.66.177 20022
8 MPLS1 MPLS1 admin C1sc012345 104.196.66.177 20010
8 MPLS2 MPLS2 admin C1sco12345 104.196.66.177 20009
9 BR2 Branch2-NY admin C1sc012345 104.196.66.177 20000
10 wkst1 Administrator Administrator C1sco12345 104.196.66.177 20201
1 Activedirectory Administrator Administrator C1sco12345 104.196.66.177 20202
12 PC1 Administrator Administrator C1sco12345 104.196.66.177 20203
13 PC2 Administrator Administrator C1sc012345 104.196.66.177 20204

© Copyright 2019, LiveAction, Inc.
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Lab 0.9: Install the LiveNX Client

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect with the Engineering Console. You'll install the LiveNX Client now so it is
ready for use in future labs.

Note: The Instructor will provide version information prior to the training session (via facilitation
email). Make sure to download & install the appropriate version of the LiveNX Client as
directed.

To install the LiveNX Client:

1. Download the appropriate Client version from the LiveAction Web Pages, or from the
Training Resources page.

a. http://www.liveaction.com/download/links/

b. http://www.liveaction.com/support/training-resources/

2. Launch the installer.
3. Accept all the defaults, as appropriate.

Note: At this point we will NOT login to the LiveNX Server... instructions for connecting & login
are provided in a subsequent Lab.

If you DO decide to launch the Client now... you may be presented with a dialog to enter the
LiveNX Server IP Address, Use the addressing from your Lab Details web page.

DIAGRAM

Server Configuration >

| Server settings

| server: 198.18.133.34

| Port: 7000

Save Cancel



http://www.liveaction.com/download/links/
http://www.liveaction.com/support/training-resources/

Lab 1

Lab 1: The LiveNX Web Ul

10
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Lab 1.1: Explore the Web Ul

The LiveNX WebUi provides an easy, convenient way to view the data collected by liveNX. You
may create custom Dashboards to give visibility across your entire Enterprise, perform LiveNX
configuration, view & troubleshoot topology & devices, as well as view/run/schedule reports.
Dashboard settings are saved per-user login, but may be initially based-upon the admin users’
setup.

Note: The displays in these Ul labs will vary, depending upon how long your Pod has been
running, as well as the variety of traffic. These labs are meant to illustrate how to get at the
information... results are not important. Diagrams are for illustration purposes and may not
reflect the data you may view on your Training Pod.

In this, and all subsequent Labs, utilize the addressing <ipaddress> and TCP ports <port>
provided on the Access Devices web page. In this Lab you will view the different features of the
LiveNX WebUI.

Lab Steps:
1. Open your Browser and navigate to the LiveNX Server at https://<ipaddress>
2. Login to the WebUI using: Username: admin Password: Student

Live

admin

The Main Dashboard will appear.

Note: The contents of this screen may change dependent upon the version of LiveNX being
run.

3. Hover over and/or click the various icons at the Top-Right of the screen to see what
they do!

Dashboard Mar 27,2019 12:00:00 ~ Mar 27,2019 12:15:00 Add Widget o

Status -l WAN - System -k Alerts -4

:: Top Sites by WAN Utilization Peak Inbound WAN Interface Ufilization X :: Top WAN Applications by Bandwidth Inbound/Outbound Bandwidih X :: Top Interfaces % Changed - Interface Burstable Rate x

| ] e Branch2-NY|GigE:
I ® Out Branch2-NY|GigE!

H
B
H
B

bittorrent|p2p-file-transfe

11



4. Click the Menu icon at the Top-Left and explore the menus.

= i LNE/A\CUOH' NX 0 0 e0 0

& MAN Mar 27,2019 12:00:00 ~ Mar 27,2019 12:15:00 ‘Add Widget o
Dashboard E WAN e System e Alerts .
Peak Inbound WAN Interface Utilization X :: Top WAN Applications by Bandwidth Inbound/Outbound Bandwidth X :: Top Interfaces % Changed - Interface Burstable Rate x
0 536.3 L ®hn Branch2- Outbour
0 1343 I @ Out Branch2-NY|G nboun:
0 51.5 I
437 I
kiop-virtualization 10.1
snmplops-admin-mgmt 9.6
openwebnet|unknown 68
& TOPOLOGY nntplbulk-data 41
ftpifil aring 27
bittorrent|p2p-file-transfer 22
-— Kbps
= STORIES
x i Overall Status A x = Top Devices Top Devices CPU Usage x
|l REPORTS -
Critical warning Good al il k 50.0
HQ-8J|San_Jose DC 40.0
|o* INSIGHT Sites | 0 2
# CONFIGURE Davices | 0 =

waNApps | O

-+

5. Select Sites.

Sites Mar 27,2019 11:55:00 —~ Mar 27,2019 1210:00 - Configure Sites

SITE NAME ¢  smEsTATUS $  IMPORTANCE $ DEVICEREACHABILTY ¢  DEVICECPU/MEMORY $  PEAKUTILZATIONIN £  PEAKUTILIZATIONOUT §  CONGESTIONDROPS £  INTERFACEERRORS &
All v Al v Al v All v All v
York L[] Unspecified L[] L[] 1.09% 15.46% L] [}
San_Jose_DC [ ] Unspecified [ ] [ ] 072% 003% . o
Unspecified L) Unspecified L) L) - - L] 0

Note that the sites, and their associated statistics, are listed in columnar format.

Note: Detailed site information is specified in the Device Semantics Lab.

Note; Status, Utilization, Drops, Errors, etc...
Toggle the Auto Update to ON.

© N o

Change the display to Hour.
9. Click on the link to New_York to see additional device info.

Anytime you wish to return to a prior level, or the WebUI home, you can click the Menu icon.
10. Select Topology > Geo Topology

12
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= LN’MKIIO“' NX 0 mo0 e0 0

& mMan Critical &> Mar 27,2019 12:35:00 ~ Mar 27,2019 1250:00  15Min v & Aut
+
& TOPOLOGY
Geo Topology -
=
a
= STORIES
-
|l REPORTS
& INSIGHT NORTH
AMERICA EUROPE ASIA
# CONFIGURE
AFRICA
SOUTH
AMERICA
OCEANIA

Note: Anytime the Geo Topology is launched it defaults to filter for Status: Critical Alerts.

11. Delete Critical alerts by hovering over Critical button & click the “x”, then click Apply

Geo Topology Status:  Critical <»

12. Click on a Site to see additional information & links.

Geo Topology Mar 28,2019 12:20:00 — Mar 28, 2019 12:35:00 15Min v
+
X
a
-
NORTH
AMERICA EUROPE ASIA
New_York
NPl Can lnen AP
Site: San_Jose_DC 7
= Good: No Alerts for San_Jose_DC
Active Alerts 7 Alert History [
AFRICA
SOUTH
AMERICA

13



13. Click on the Menu button in the upper left, then select Configure at the bottom.

14. Select Device Management.

Device Management

Refresh List

DEVICE £ IPADDRESS $

HQ-SJ 198.18.129.25

Branch2-NY 1981921

<

VENDOR

Al

Cisco

Cisco

MODEL

cisco3945

cisco3945

My Interfaces (4)

HODE

Local/Server

Local/Server

SIE

INTERFACES

Credential Store

POLL

View Devices Add Non SNMP Device
Autodiscovery (3)
Q
$ Fow T $  RouTNG $  am
v Al v All v All v Al
v v
v v

See that you can add devices, and run Device Discovery, from the WebUI. We’ll run Discover
Devices in a subsequent Lab.

14
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Lab 1.2: Create a Custom Dashboard

Note: The displays in these Ul labs will vary, depending upon how long your Pod has been
running, as well as the variety of traffic. These labs are meant to illustrate how to get at the
information... results are not important. Diagrams are for illustration purposes and may not
reflect the data you may view on the Training Pod.

In this Lab you will Create and Modify your own Custom Dashboard..

Lab Steps:
1. From the Main>Dashboard click on the + icon to create a new Dashboard.

Dashboard Mar 27,2019 12:10:00 ~ Mar27,2019 122500 [ RiCE ] 7
" WAN s System N Aerts ( +
N/

2. Click Custom Dashboard.

Dashboard Mar 27,2019 12:10:00 — Mar 27,2019 12:25:00 Add Widget

Status ol WAN S System e Alerts +
"
You're about to create a new dashboard
Choose one of pre-defined widget groups or create a new dashboard by adding a single widget
Default templates Shared dashboards

You have no shared dashboards on this list yet

# § Custom Dashboard T or that is no one shar ashl et. You can
vill b
N[ & Customwidgets
H ea fo
LiveNX provides insights into multiple dimensions to This dashboard reveals the overall status of the
help users understand and menitor network behavior. network, monitored by LiveNX

Using custom dashboards, LiveNX users can create
their own network views that provide them with the
most value

This dashboard, focused on WAN, indicates which sites, This dashboard provides visibility into the overall health
service providers, and application groups are the most of the LiveNX deployment, visualizing whether the
utilized and how they consume the most WAN LiveNX system is normal or needs immediate attention
bandwidth
No WMIC or Cisco ISE No Cisco SD-WAN
Configuration Found Configuration Found
Configure Configure

Note: The contents of this screen may change dependent upon the version of LiveNX being
run.

15



Dashboard Mar 27,
tatu: VAN tem Al
Q
A~
Alerts
Current Active Alert Count ~
Availability
Availability v
Applications
Top Application Performance Summary
Top Voice/Video Performance Summary
Address
Source Address v
Destination Address v
- -
> Source or Destination Address ~
- ~ : Average Inbound
© Average Outbound
Drop widgets here Average Inbound & Outbound Combined
Site Traffic v
Source Site Traffic v
Destination Site Traffic W
Bidirectional Source/ Destination Pair
Network
Source Network W
Destination Network ~
# Average Inbound
= Average Outbound
* Average Inbound & Outbound Separated
Source or Destination Network & -
[ Create New Widget

3. Drag-and-drop, or click + to add Widgets to YOUR Custom Dashboard.

Note: For the purposes of this Lab you may choose any combination of widgets to add to
YOUR Custom Dashboard. You can add up to 12 widgets on a single Dashboard.

4. Delete un-wanted Widgets by clicking the Trash icons.
5. Select the New Tab text and rename your Dashboard.

Dashboard Mar 27,2019 12:15:00

You may edit or add to your Dashboard by using the Add Widget icon at the Top-Right.

Note: Since LiveNX stores bread crumbs it will retain a trail of the last page you've visited in
the WebUI, based-upon your individual login credentials. Unless shared... YOUR custom
Dashboard will not be visible to others.

© Copyright 2019, LiveAction, Inc.
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Lab 1.3: Pre-Configured Stories

The LiveNX WebUI has a number of pre-configured walk-thrus, or Stories, built-in. These
Stories may help you easily find specific workflows and statistical information regarding your
monitored devices.

Lab Steps:
1. Click the Menu icon.

2. Select Stories, and Site-to-Site Analysis.

Note: The displays in these Ul labs will vary, depending upon how long your Pod has been
running, as well as the variety of traffic. These labs are meant to illustrate how to get at the
information... results are not important. Diagrams are for illustration purposes and may not
reflect the data you may view on the Training Pod.

3. Select Inbound.
DIAGRAM

Site To Site Analysis Mar 27,2019 12.20.00 — Mar 27,2019 12:3500 15Min v & Aulo v

&
]
H
s

VIEW FILTER

DIRECTION SOURCE SITE & UTILIZATION OUT

New_York
METRIC

4. Hover-over for Utilization info, or Select an area of the chart to display a Sankey
Flow Diagram.

Site To Site Analysis > Internet - New_York ¢ Mar27,201912:25:00 — Mar 27, 2019 12:40:00 15Min v £ Auo
Switch Direction IWAN CONTROL FILTER | | OFF Flow Details

APPLICATION DSCP SERVICE PROVIDER STATUS
Top 10 All Al All

= bittorrent
= “http
0(BE) MPLS N/A

ica
= A6 (EFy

=rp
= www-http

View the other pre-configured Stories to discover how they may help you with Capacity
Planning, Inventory, and Network Management.

17



Lab 1.4: WebUI Reports

You may access any of the default reports in the WebUI, as well as utilize as a template any

Custom Reports created in the LiveNX Client.

Lab Steps:

1. Click the Menu icon.

2. Select Reports, and View Reports.

"
View Reports
Template:
Q
My Templates
e- Inter i Prvate B @
e
]
e
]
(]
)

Default Templates

Voice Analysis
“This group of reports is useful for understanding enterprise-wide:
QoS performance for VoIP. It includes DSCP marking validation
per site, QoS performance information, and Voice/Video
performance data (iter and packet loss), based on the Cisco.
Performance Monftor.

Apple Fastlane Applications

“This report template provides sn understanding of the Apple

IWAN

This group of reports provides rapid understanding of Gisco

View Schedule

©
Favorite Applications
This report template provides an understanding of the
specific site, based on

IWAN performance iineludes an
of which service provider a specific class of wafficis udizing,
rafficelass, and. d

vs. uncorrected events.

Apple Fastlane Voice Analysis

This group of rep

the Gisco Performance Monitor,traffc class, and business
relevance.

WAN Interface Capacity

st a specific site,
(based onthe Cisco Performance Monitor) rafic class, and
business relevance.

Top Reports

Application

“This Flow-based report will highlight the Top 10 applications
bandwidth, based on the selected filte criteria. ltwill also list up
101000 applications.

pscp

“This Flow-based report will ighlight the Top 10 DSCP markings
bandwidth, based on the selected fiftr criteria. Ft will istup 1o
64 DSCPvalues.

for Vol It incluces DSCP
marking validation per site, nd

WAN interface. It ineludes interface bandwidth, interface
uilization errors, QoS performance, top applications,

Voice/Video performance data (jtier and packet loss), based on
the Cisco Performance Monitor

Top Conversations

This Flow-based report will highlight the Top 10 conversions,
based on the selected fiter crteria. 1 wil also list up 101000
conversations.

Top Interface Bandwidths

This SNMP-based report shows a table of all the interfaces
bandviidth utilzation per the specified fiter.

top talkers, and top DSCP reports.

Interface Bandwidth

This Flow-based report will highlight the Top 10 imterfaces'
bandwidth, based on the selected fier criteria. It will list up to
1000 intexfaces.

Top Interface Errors

rt she table of all
(GRG/Runts/Overruns, ic.) per the specified fier

3. From the Top Reports lower section, select Application

RUN OR EDIT REPORT(S)
GENERAL SETTINGS

NAME

MY Application

PRESENTATION MODE

Standard

FOOTNOTE

TIME ZONE

(GMT-08:00) America/Los Angeles

TIME RANGE

Last Hour

SHARING

REPORT LIST

Application (Flow)

REPORT DETAILS

Fast &
DEVICES

@ ost

Send PDF

FLEX SEARCH ©

DISPLAY FILTER

All WAN Devices

INTERFACES

AllWAN Interfaces

FLEX SEARCH @

DISPLAY FILTER

No Display Filtering

DIRECTION

Inbound and Outbound Combined

FLOW TYPE

Basic Flow

EXECUTION TYPE

Time Series

SORT BY

Bit Rate

BUSINESS HOURS

BIN DURATION

1 Minute

Cancel

be used with All De:

Save As Template Execute

4. Select Options;
Name: My Application Report

a.
b.
c.
d.

|

Time Range: Last Hour

Direction: Inbound and Outbound Combined

Bin Duration: 1 Minute

5. Click Execute.
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View Schedule Create Report
MY Application View Options v Share Print Schedule Copy Close
Application (Flow) £ B
Device: Al WAN Devices  Interface: Al WAN Interfaces  Display Filter No Display Filering  Direction: Inbound and Outbound Combined  Flow Type: Basic Flow  Execution Type: Time Series  Sort By: Bit Rate
Bin Duration: 1 Minute  Start Time: Mar 28. 2019 11:44:30 PDT (GMT07-00)  End Time: Mar 28, 2019 12:44:39 PDT (GMT07-00)  Bin Interval: 1 minute
oao - -
- unknown =
— ica
_E - sip
4 - citrix
@ 500 -
g S cpenwebnet
[ - nmp
ftp
- bitarrent
0 Tota
11:50 12-00 1210 1220 12-30 12:40
Page | 1 | /2 3% Q m &
Legend & Application Total Flows & Total Bytes & Total Packets Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
- rtp 951 235.52 MB 1,013,578 523.38 Kbps 281.55 pps 571.08 Kbps 302 pps
- unknown 250 58.52 MB 74,056 130.05 Kbps 20.57 pps 152.54 Kbps 23 pps
ica 338 23.25MB 336,180 51.67 Kbps 93.38 pps 55.66 Kbps 100 pps
- sip 501 19.44 MB 163,226 43.19 Kbps 45.34 pps 45.65 Kbps 47 pps
- citrix 12 452 MB 80,932 10.05 Kbps 22.48 pps 11.02 Kbps 24 pps
snmp 120 432 MB 4244 9.60 Kbps 1.18 pps 15.12 Kbps 1pps
[ ] openwebnet 199 3.02MB 4,066 6.72 Kbps 1.13 pps 974 Kbps 1pps
- nntp 14 175MB 28,776 3.89 Kbps 7.99 pps 4.28 Kbps 8 pps
ftp 116 1.22MB 26,802 2.71 Kbps 7.45pps 2.90 Kbps 7 pps
- bittorrent 3492 982.14 KB 12816 2.18 Kbps 3.56 pps 270 Kbps 4 pps

This Report displays all the applications transiting the network in the past hour, in table format,
with color references for the top 10 items by Total Bytes. All reports display 10 metrics per
display page.

Note the Report Options on the image.

Device: All WAN Davices  Interface: All WAN Interfaces  Display Filter: No Display Fikering  Direction: Inbound and Outbound Combined  Flow Type: Basic Flow  Execution Type: Time Series  Sort By: Bit Rate
Bin Duration: 1 Minute  Start Time: Mar 28, 2019 11:44:59 PDT (GMT-07-00) End Time: Mar 28, 2019 12:44:59 PDT (GMT-07-00) Bin Interval: 1 minute

6. Hide a metric by clicking on the Legend.

7. Re-sort by clicking on the Sort Arrow.

8. Zoom-in by Left-click-drag a portion of the chart.
9. Reset Zoom to normal.

10. Schedule the Report to run Hourly.

SCHEDULE REPORT

NAME

MY Application
RUN REPORT
Hourly

Reports will be created on the hour for the previous hour

‘SCHEDULE ENDS

Never

TIME ZONE ST

(GMT-08:00) America/Los Angeles

Cancel Schedule
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Lab 1.5: Enable / Customize Alerts

The LiveNX Alerrt System is able to visually, or via email, inform you if there is any anomolous
behavior or issues wuth your monitored devices. A wide variety of issues may be brought to the
attention of users with LiveNX Alerts.

Note: By default, no alerts are enabled during initial LiveNX installation. It is up to the
administrator to turn on alerts & notifications.

In this Lab you’ll enable and customize alerting for Voice or Video packet drops.
Lab Steps:
1. Click the Menu icon.

2. Select Configure, and Alert Management.

€  Device, Interface Warning Qos Class VOICE Drop Rate > 20 kbps forat.. ~ Web Ul
€  Device, Interface Warning Drop Rate > 2500 pps for at least > 0 minutes Web Ul
Network 4 Critical for at least > 0 minutes Web Ul
Network 4 Critical for at least > 0 minutes Web Ul
Network Info for at least > 5 minutes Web UI

Netwaork 4 Critical for at least > 0 minutes Web Ul

3. Click on QoS Class Drop.

4. Selectto Enable this alert.
QoS Class Drop
5. Change the Severity if desired.
ENABLED
6. Enter QoS Class “VOICE”.
—_ 7. Define a DROP RATE of 20.
farning
e o s . e 8. Leave FOR AT LEAST of 0".
THRESHOLDS Note: The effect of 0 mins means ANY
qos cLass occurrence will trigger the alert.
. 9. Click Add More
DROP RATE FOR AT LEAST
20 0 10. Enter QoS Class “VIDEO”.
11. Define a DROP RATE of “50”.
QOS CLASS
VIDEO 12. Define the interval of “1” min.
DROP RATE FOR AT LEAST o 13 ClICk Save_
50 1
Although you may not see immediate alerts
based-upon this customization... future QoS
SHARING Labs will activate this alert... depending
Emai Servoeow upon traffic reply on the Training Pod.

supponi@ ‘ T Alerts notification is at the top of the WebUI.
Syslog

1) This alert may contribute to status of an Interface, Device, and/or Site

Cancel
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14. Enable ALL alerts (This is for use in a later Lab).

File Edit View History Bookmarks Tools Help

B LiveNX| Alert Management X il

<« E Q L4 https://104.196.66.177 /livenx/settings/alerting (& @ é » =
¥ Most Visited
H iveActi NX 0 0
Alert Management View Alerts
ble Disable Selected: 31
ALERT TYPE £ CATEGORY £ sEvERmY $ CENABLED  {  THRESHOLDS SHARING =
[ ] All A4 All v Al v
Network A Critical v for at least > 0 minutes Web Ul
Network 4 Critical v for at least > 0 minutes Web Ul
Network A Critical v for at least > 0 minutes Web UI
[} Netwaork A Critical v for at least > 0 minutes Web Ul
[/} Application A Critical v Response Time >= 5 ms for at least > 0 mi Web Ul
Device, Interface A Critical v Utilization 0 % for at least > 0 minutes Web Ul
[/} Device, Interface A Critical v for at least > 0 minutes Web Ul
Device, Interface A Critical v Utilization == 90 % for at least > 0 minutes Web UI
[} Device, Interface A Critical v for at least > 0 minutes Web Ul
/] Device, Interface A Critical v Number of Errors >= 40 Errors for at least > ... Web Ul
= Device, Interface m Warning v for at least > 0 minutes Web Ul
[ ] Network A Critical v Total Test Emors > 3 Ermors for at least>0m.. ~ Web Ul
Network A Critical v Total Test Errors > 3 Errors for at least>0m._. ~ Web Ul
(/] System A Critical v LocalfServer >= 40 % for at least > 0 minutes Web UI
/] System A Critical v LocalfServer >= 60 % for at least > 0 minutes ‘Web Ul
[/} System A Critical v Local/Server >= 40 % for at least > 0 minutes Web Ul
System A Critical v for at least > 0 minutes Web UI
Application 4 Critical v Jitter Max >= 60 ms for at least > 0 minutes Web Ul
(/] Application A Critical v Jitter Min >= 30 ms for at least > 0 minutes Web UI
/] Application A Critical v Packet Loss == 1 % for at least > 0 minutes Web Ul
[ ~] Networ P Network A Critical v Delay Time >= 40 ms for at least > 0 minutes Web Ul
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Lab 1.6: Add a User Account

One of the first things to do after installing LiveNX is to grant additional user access, as well as
to ensure that if you lose the credentials for the initial admin account, you will be able to login
with appropriate privileges with a backup account.

Lab Steps:
1. Inthe Browser interface, click on the gear icon to configure, select Users Management

File Edit View History Bookmarks Tools Help

S I8 LiveNX | Dashboard X

<« a2 @ @ & hitps//35.231.127.249 [+ dic) o In & » =

Dashboard

Users Management

[l

i Top Sites by WAN Utilization Peak Inbound WAN Interface Utilization x i Top WAN Applications by Bandwidth Inbound/Outbound Bandwidth x

tplvoip-telephony 528.4 - in

2. Click Add User

ADD NEW USER

USERNAME * DISPLAY NAME *

ROLE * SESSION TIMEOUT =
| 15 Minutes
Admin

REPEAT PASSWORD *
Clerk
Demo User
Full Config cancel
Monitor Only

Partial Config

Enter a username (something you’ll remember).
Select the Admin role from the drop-down.

Enter a password (again, something you'll remember or write down). Re-enter the
password for confirmation.

Note: On first login the user will be prompted to change the initial password.

6. Click Add User.

Note: You now have a backup login in case you forget the administrator credentials.
Throughout the remainder of this class, we will use the credentials associated with the admin
login.
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Lab 2

Lab 2: The LiveNX Client
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Lab 2.1: Launch the LiveNX Client

The LiveNX Client is a Java application which may be loaded and launched on your local
workstation. In this class you may alternatively run the Client on the virtual workstation
connected via Remote Desktop Connection. The Client may be downloaded at LiveAction.com,

and installation is fairly straight-forward.

There is also a Mac client available.

Lab Steps:
1. Launch the LiveNX Client.

Java Web Start will begin to download and may take several minutes depending on your
connection speed. You may be prompted with download warnings, or various save options,

depending on your OS and security configuration.

DIAGRAM

Client Login
/Action
Username:

Password:

For first time use:
IUsername and password are “admin®
Click "Configure” to setup server address

2. Click Configure to verify server settings.

Note: A single client installation may connect to multiple LiveNX Servers simply by modifying
the Server IP and Port. In this class we will always connect to the LiveNX Server in our Training
Pod. Use the <ipaddress> from YOUR Lab Access Worksheet. The “For first time use”

instructions only apply to an un-configured Server.

Client on YOUR Workstation

24
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Client Login

L Server Configuration X

Server Settings

Usen

Pass Server: EEYourServerIP)tj

For{ Port: 7000

Configure ok . Cancel

3. Click Save

Enter the Username & Password.
Username: admin
Password: Student (note the capital S)

Client Login >

i ot
W™

LiveAction”

Username: |admin |

xa

Password: |noooo.| |

For first time use:
Username and password are “admin®
Click "Configure™ to setup server address

| Configure | I oK || Cancel

5. Click OK
The Client will launch...

LiveAction

Loading...

Loading Config Model Cache ote_site 6.1.0

LiveNX

B 2008-20 an, Inc. All Rights Reserved.

www. liveaction.com

. and eventually display the Client window showing the current configured Topology.
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veAction - localhost
File Wiew Users QoS Flow Routing IPSLA LAN  Took Reports  Help

Dashboard | Manage [V Expand Qa5 [ Flow | Routing | 1P 5LA | LN |

@ i O] - @ G |Table ¥ Refresh |AI\ Flow Types ¥ ICurrentnme - ICurrEnt Faling Interval ¥ | 7

Hame Search Example: {site = Honolulu | site = Chicago) & wan & flow. spp = webex-mesting

»)
*DefaultFilerGroup -

@ Ho-sa

ey

e etz
T mmme
o
ot e
_

e

woa10202
Ha-sJ

= 1001132 10251024
- - - ey’

e [
Branch2NY g

F 2
Locs e 1asezans tnassonas

Color Mapping &

weh
M Internet
Mekwork Ma
M Enterprise £
Woice [
W video
W Metwork Ma,
Directory oz a0
W Routing
Peer-to-Peer/Non-essential
All-Remaining

ap
e

e

A\ Flow Puling Disabled Tcon

D) AcL Applizd

8, Mot configured

. il AN

CPU ©  Memory © FlowBuffer ©  Alerts & _ Modes ©  Click Refresh to view flow information. admin: Admin user | 023039 P PDT

Note: YOUR topology may be different from the screenshot above. Some of the items may be
stacked directly on top of each other, requiring you to click and drag to make them more visible
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Lab 2.2: Explore the LiveNX Client

Although we’ve already pre-configured one or more devices... LiveNX may not be collecting any
flow data. In a subsequent Lab we will verify & complete the configuration of our class network
by adding more devices and enabling flow collection, as needed. For now, let’s take a look at
some of the menus and feature availability of the LiveNX Client.

Lab Steps:
1. Right-click anywhere in the white area of the Topology Pane, and select View > Fit To
View to zoom into the HQ-SJ Device, and center it on the screen.
DIAGRAM

Al LiveAction - 198,18.133.34

[m] X
File View Users QoS Flow Routing IPSLA LAM Tools Reports Help
Dashboard | Manage [FF Expand QoS Fiow [ Routing [ TP SLA [ LAN
3 @ iy SO} -| @ & |Table| t¥Refiesh | AlFlowTypes ~ | CurentTime | CurrentPoling Interval + | [} | *DefauiiFiterGroup « | Top 50 ~ | P psce -
Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting X v | ?
B 4., Home
@ Hos)
M_ N Flow >
14 Create Network Object
View 4 Save Image
Eth0/0 Group Management > Fit To View
HQ-SJ R
198.18.129.25
- = = Syne to Master Layout
Gy IS ERIS L Save as Master Layout
v | Show Bandwidths
M | v | ShowACLs
v ShowLegends
12M | 7 Seoietiames
. Force Subnet Display for All Interfaces
Color Mapping By DSCP
0 (BE)
M 18 (AF21)
26 (AF31)
34 (AF41)
M 15 (CS2)
W24 (cs3) 10.255.0.0/24
W 32(Cs9)
W 45 (C36)
46 (EF)
Remaining
A\ Flow Poling Disabled Icon
D AcL Applied
B, Not configured
VLAN
< >

CPU @ | Memory @ | Flow Buffer @ | Alerts © | Advisories @ | Nodes @ | Click Refresh to view flow information. admin: Admin user | 03:51:44 PM PDT

Note: YOUR topology may be different from the screenshot above.

2. Left-click anywhere in the white area and move the mouse to re-position the device(s)
in the window.

3. Use the mouse scroll-wheel to zoom in & out.
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4. Note the 5 Module Tabs to the top-left of the Topology Pane.
DIAGRAM

File View Users Qo5 Flow Routing

IPSLA | LAN

Flow | Routing

QoS

Dashboard | Manage [ Expand

Audi

Mame

(- @ HQ-52

Note: Once we confirm the collection Flow and SNMP data these tabs will be a lot more useful!

5. Click on Flow tab, and on the Home icon in the tree-view pane to the left of the
screen.
Expand the HQ SJ device in the Home Tree View,
Click on one of the interfaces... note how the information displayed in the Topology
Pane changes.

=] B3

[ALiveAction - localhost

Dashboard | Manage [ Expand

_——

Hame

@ Ho-sa

File Wiew Users QoS Flow Rouing IPSLA LAN Tools Reports

Hep

Qa5 [Flow | Routing | 1P 5LA | LN |

Color Mapping By Display Fiker Colors

weh

M Intermst
Metwiork Managemerit

M Enterprise Applications
Woice

W video

I Mebwork Mail Services
Directory

W Routing
Pesr-to-Peeriton-essenitial
All-Remairing

D) AcL Applizd
3, Nt configured
YLAN

-é' SO - & & Table €3 Refresh |AI\ Flow Types ICurrentnme v ICurrEnt Poling Interval ¥ EI*DeFaultFulteerup

Search Example: {site = Honolulu | site = Chicago) & wan & flow. spp = webex-mesting

=

5
x[ 7

i | ]

CPU© Memory © FlowBuffer © lerts © [[EBBNESIGN Modes © Click Refresh ta visw flow information.

admin: Admin user

02:30:39 PM POT

Note: You are welcome to poke around the LiveNX Client... don’t worry, you won’t break
anything... but we will get some real usage, and see real data, in the coming labs!
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Lab 3

Lab 3: Traffic Flows
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Lab 3.1: Discover Flows

One of the strongest features of LiveNX is its ability to differentiate traffic flows by collecting
NetFlow & SNMP from devices and mapping the flows visually in the LiveNX Client Topology
Pane.

In this Lab we need to find the address pair which has been generating so much FTP traffic over
the past few hours. We can make it really easy to find with the application of just a few Filter
Bar selections!

Lap Steps:
1. Select the Flow Tab.
2. Refresh the Topology Pane.

Users QoS Flow Routing
Dastboard | Manage (3B Expand QoS Flow | Routng |
B 9B /3@ - @ & |Table| ORefesh | MFowTyes | CurentTme - CurentPoinginterval ~ | 53 No Deplay Fitering —— & o

Name.

10.255.0.0/24

o
|
BnncT—NY Y e
i
Local //%iﬂ/ﬂ 198.19.2.0124
|
] ,'//
o

|

‘\

|

|

ol |/

You'll note some traffic, but even refereeing to the legend at the bottom-left corner may not help
identify the specific flows!

3. Set the filters to match:

4% Refresh || All Flow Types “ | |CurrentTime s ||Current Poling Interval - [a Voice I “ ||| Top 50 - & DSCP I w

Note: Make sure to specify Voice for Display Filtering, and DSCP for color marking.

4. Refresh the Topology Pane, if needed.

See how easy that was? The following screen shot clearly shows the Voice traffic.
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File View Users QoS Flow Roung IPSLA LAN Took Reportz Help
QoS Fow Routng | PSUA | LAN

B o5/ T - R @ Tae| ORefesh | MFowTyes v CurentTme - CurentPolagintervel | &3 Voice v TepS0 v i oscp

Search

-
= ~~gryrre
® Goat 199/16.128.0/18
B GgabitEthernet0/1
2
Other -

HQ-sJ

Dashboard | Manage (¥ Expand

Mar 06,2018 343 M

Local 7 |
Giou’\

10.255.0.0724

Other

Local G0/ 198.19.2.0124
Color Mapping By OSCP

0@
6348 /9 flams.
180

%)
Remaning

i Flow Poling Desbled lcon
A0 Aopled
3, ot confipued

N

0 6 vemary © owtte © | Aers © (IR Noces © Rebeshed at 329/1 10:3409 A: s (nrged) itayed. Shomeg o data from 20f 2 devies s Ak s | 10:3142 AMPOT

5. Hover over the colored lines to see the volume of Voice transmissions.

6. Click on the colored flow line to see the IP end-points.

What other applications can you identify across our network?
Application Port# IP Pairs
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Lab 3.2: Discover Specific Flows

Note: You must be in the Topology Pane to perform these steps. Click Home to ensure.

Enter a search string of “flow.srcip=198.19.1.101".
Select No Display Filtering.

Click Refresh

Click on the displayed flow indicator.

Fie View Users QoS Flow X —ee
Dashbosrd | Mensge [ Experd

B oS/ E - R Q| Tade| O Rekesh | AlFowTypes CurentTme ~ CutentPolnglntervel | [ Mo Display Fiterng v| Topso - | & oscp S
P SeodTomecns196.19..101

—_y ETErT.

19y/1€.128.0/18
5
Other ¢
HQ-SJ
Mar o5, 261 943 4

P w0 NP

Local K )
Gt ‘!\
10.255.0.0124
Other
Branch2-NY )
iy
Local Gioo 198.19.2.0724
K|
oz
U 6 ey © Fom e © | ot © (IR oces © | Reeshed 1 3729/19 10:3:59 A 2 o (evged) oy, Showng o o Som 102 devcs. s A s | 103725 AP

Notice that LiveNX has identified one or more end-to-end flows across the network.
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Lab 3.3: Examine Specific Traffic

Another way to quickly discover flows among IP Addresses is to use the Device View * Table.
Let’s discover where most of our BitTorrent traffic is sourced in our NY Branch.

1. Double-click on the Branch2-NY Device, or select it on the Home Tree.

Fle e sen Qo5 Fow Boting PSLA LAN Tooh FRegorts Help

Dustibourd | Manage (35 Expans Qo5 Flom, Routng | PRA | L
R Q@ Bl poling! [ Pose Oucley | Bascion | G No Duplay Fitarng v P [Duptoy i Colors. £ Poss: B Address. ~ | (D) Payoack NetFiow Colectar Polng 30 secends 1
x- [
[T P [T e Fo— P
- o wor) » X
= pd poreh H
o b Pt *
= b prs P
5 20 = H
2o oe =
Vot Pores e »
i Biom ose H
sk Lo ome
St v =t .
e ot oe »
o oo oe H
i v oe i
ol oot om *
s Skt e u
bt oot o8 n
s prtee e »
et b = ;.
ot ot 0w .
i - = »
o e =
mminx podi v b= = .
o o
fme, OB canch2-NY |
| " yeket |
Ethort Nud
8.1 [Cr0ss21 ]
S T90.10.120.08 | [ 196.18.493.04 | 198184931 ]
e T s
i o Pl s
30 v
S tores s |
=t LT
. .
U 6 Moy ] Powadier ©] Mrs © | s © ks © - o e

Almost too easy, wasn'tit? What are the IP end-points of all that BitTorrent traffic?
to/from

2. Click on one of the end-points.

Eie ¥ew Usen Qo6 Flow Rowting PSUA LAN Took Regoris el

Dashioard | Manage (I8 Exand 8, Flam | Routrg | PAA (LAY
® R, | vl Poling I Fucse Dacisy  Basic Fow v Defmisimese v| O Duplay e Cotorn | Enspontic P adiem | (D) Payback NetFiow Colectis Polig : 30 secords M
o L [
s~ acax e oupads  owrn Ak St et wccany o oncanny owsm T
e 198.15,2,302 -t Ggabrehenen o0y £l 0 —ap5- 0 0 e
T vk b o1 R e
icd e York G e EGAESS 0 (0E) 2l " —ams- 00 0o ne
T e Yok G eTE2 PGHESS 0 ) B i o) o a@m
e e Yok GgabrEhemesif0 EGRESS O BE) M ] 0
e ew Vork GoaNEhenen EGRESS 0] x —— 30 ]
g M Yok GounE e EGRESS 0 ) 4 w—— oe 0 ewp
e e Yok GbETeTE0 EGRESS 0 ) » B o) o ems
g ew_vork CgabrEhenesi0 BGRESS 0 (BE) el " —ap— 0B 0 aus
e ew_York GgarEthene0 EGRESS 4 (BE) £l 18 —P— 0 (5E) 0 4uB
g M Yok GounE e EGRESS 0 ) 2 W—— opE ]
o e Yok GbETeTE EGRESS 0 ) - T o ms
g ew_vork CgabrEhenesiO BGAESS 0 (BE) el " —ap— ) 0 348
e Hew Vork GigabEemei0 EGRESS 0 (BE) £l 1B —ap— 05 o mae
er e York G e T TUGRESS 0 (BE) " M—h— 00 0 08
o e Yok G E ez PIGRESS 0 BE) " H—a— oE) o 8
g oew_vork CgabrEhenesd(z IGRESS 0 (BE) " H—R— 0@ L.
i e Vark G Eheme/2 MRESS 0 " H—— o0 0 me
e e Yok G E e 2 NUGRESS 0 (BE) " M—h— 00 0 1
o P —— ] " H—a— oE) o s
e e _vork CgabrEhenesd(z IGRESS 0 (BE) " H—R— 0@ LI
e Hew Vork GigabEemei/Z IVGRESS 0 (BE) ] H—A— o) 0 e
e e Yok G E e NGRESS 0 (BE) " M—h— 00 0 1w
e ew_vork GgabrETeme iz o) » H—a— o) o 1ms
= vk bl g5 ) o e
o v 2 neess i e
. e Scr o PGS S -

o
e man O T nze ) Cmnze
»
et = e T
e
U & venary © | Founste © sers - [ 1occs © shoung coiectr o for 32313 10:410 A4 - AL Ro: 27 s gy, s e | 452 0450

There is some other traffic, such as rtp, sip, and Citrix... but these 2 IPs are mostly generating
BitTorrent. Make sure there isn’t a ghost server in your network serving movies and such!
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Lab 3.4: Troubleshoot Issues

Note: Your Instructor may direct you to skip this Lab, and will instead demonstrate these steps
for the class.

Users in the Marketing Department at our San Jose Headquarters have been complaining that
their workstations seem to be “slowing down” numerous times a day. A pattern is developing
that this happens about 4x per hour!

It looks as though we may have an infected PC on the HQ sub-net... we need to identify the
source PC by IP Address so that we can re-load anti-virus software on the identified user’s
workstation.

Lab Ste

ps:

1. Open the SJ HQ device.
a. Double-click on it OR select from the Home Tree view.

2. Click the Playback button in the Filter Bar.

3. Scroll through the time display until you discover anomalous behavior.

Note: The traffic we are looking for happens every 15 minutes (approx.). It helps if you have
the Flow Filter set to All Flow Type, and No Display Filtering.

(S Historical Playback of HO-S).dcloud cisco.com

@ & | AlFiowTypes

I 10 4) [p Playback Fastest v | Date:May 13,2016 | 12:00:10 AM

~ | [ |No Display Fitering

| B Display Filter Colors | End Points: TP Address

~| | shon |1seconds | per frame

B ozzsoen | ousnaoen

Search Example: (site = Honolulu | site = Chicago) &wan & flow.app = webex-mecting

Time ~1 Protocol SrcIP Addr SrcPort Dst IP Addr DstPort BitRate Packet Rate Src Country Dst Country PerfRate aD#
May 13, 2016 1:3...TCP 198.18.133.35 57,018 1721026144 139 &3bps Opps - - Obps
May 13, 2016 1:3... TCP 198.18.133.3 57,018 17219.26.145 22 63bps 0pps 0bps
May 13, 2016 1:3... TCP 198.18.133.3 57,018 172196145 2 &3bps opps bps
May 13, 2016 1i3.., TCP 198.18.133.36 57,018 172,19.26.155 139 63bps 0pps Obps
May 13, 2016 1:3... TCP 198.18.133.35 57,018 172.19.%6.155 139 &3bps 0pps 0bps
May 13, 2016 1:3... TCP 198.18.133.36 57,018 172.19.26.160 139 63bps Opps Obps
May 13, 2016 1:3... TCP 198.18.133.35 57,018 172.19.26.180 139 63bps 0pps 0bps
May 13, 2016 Li3... TCP 1981813336 57,018 172.19.6.167 1% &3bps Qpps bps
May 13, 2016 1:3... TCP 198.18.133.3 57,018 17219.26.167 139 63bps 0pps 0bps
May 13, 2016 1:3...TCP 198.18.133.35 57,018 172.19.%6.17% 135 &3bps Opps Obps
May 13, 2016 1:3... TCP 198.19.262 - 196.18.128.82 3,970 i 0bps 0pps 0bps
May 13, 2016 1:3...TCP 198.18.181 198.18.18.81 3,970 sp 0bps 0pps Obps
May 13, 2016 1i3... TGP 198.18,128.80 198.19.1,80 3,970 sp 0bps 0pps 0bps
May 13, 2016 1:3... TCP 198.16.1.101 198.18.133.36 4218 unknown 0bps 0pps 0bps
May 13, 2016 1:3... TCP 198,191,101 196,18.13336 1,137 mip 0bps Opps Obps
May 13, 2016 1:3... TCP 198.10,1.101 198.18.13336 21 fp* 0bps 0pps 0bps
May 13, 2016 Li3... HOPOPT 0.0.0.0 0.0.00 1,494 ©0) Obps Qpps bps
May 13, 2016 1:3... TCP 198181101 - 196.18.135.3%6 1494 aitrix™ 0bps 0pps 0bps
May 13, 2016 1:3... UDP 199.18.128.80 20,004 198.19.1.80 20,004 o 651Kbps 0pp: Obps
May 13, 2016 1:3... UDP 19.18.18.61 0,004 198.19.1.81 2,004 o 646 Kbps 0pp: 0bps
May 13, 2016 1:3... UDP 198.18.128.81 20,004 198.19.1.81 20,004 o 646 Kbps 0 Obps
<

198.19.2.102

196.16.128.64

1961813836 ||_ 2240000 ||

815180
WE.980 XD 1%8.15.288

Tooa1 ][ fozses )

Pl tssia izt

Other

N

91812650 [\ 158131288
T N

Showing collector data for 5/13/16 1:37:20 PM - 1:37:30 PM:_273 flows displayed (403 total),

The Instructor will review this Lab so everyone will see the results!
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Lab 4

Lab 4: Filtering, Identifying, Marking
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Lab 4.1: Creating Custom Filters

Creating and using Custom filters will help you in your day to day use of LiveNX. It is
recommended that you create custom filters for common traffic types that you are interested in
viewing regularly.

¢ In this lab you'll create a custom filter based-upon given ports to identify SIP and RTP
traffic, and verify what their markings are. Ports being used for the filters in this lab are:
e SIP Ports: 5060 5061 5062
e RTP Ports: 16384 — 32767

Lab Steps:
1. Click the Filter ICON (looks like a funnel) to Open the Flow Display Filters Set-Up.
SLA  LAM  Tools Reports Window Dev  Help

"Flow | Routing | TP SLA | LAN |

@ Enable Polling ﬁ Pause Display | Basic Flow L E lDE'F.

2. Click Create Filter on the top right of the Flow Display Filters Set-Up.

¥ Create Filter | 7 Copy g Delete ff

Filter: FDefaul Create Mew Filter|..............

Filter Entries
[ addEntry [ Add Other Filter [ Re

3. Enter a Name label:

Type in the name of the new flow display filter:

VOIPFilter|

4. Onthe Basic Tab, check Match Protocol/Ports and select the SIP Protocol.
5. Click Edit.

Basic | Advanced

| [¥] Match Protocol/Ports | ~
Select from a pre-defined list of protocols/applications or create new
definitions
Sin {w | op Creatd A Edit [Ty Copy
W sip

[ (L4 Protocol=TCP) AND (Src OR Dst=5060 OR 5061 OR 5062 OR. 5060

36
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6. Edit both entries, for TCP and UDP, to match the ports provided.
7. Select to “Match Ports Regardless of Source and Destination” for both TCP and UDP.

o Create Definition [y Copy 3¢ Delete 3%] Rename

Defined Protocols/Applications: |'sip

Entries
E;\ Add Entry E Add Defined ProtfApp ﬁ Delete

>

Mote: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box abaove,

Entry Details
Layer 4 Protocol: TCP (£) v/

Ports

|]Match Ports Regardless of Source or Destination

L
Source: 5080 5061 5062 | [-]

Destination: 5060 5061 5062 |[]
Enter port numbers or ranges separated by spaces (e.g., 30 838-443)

Help

8. Click OK
9. Click Add Entry.

. Create Filter p Copy Tk Delete @R

Filter: |VOIPFilter

Filter Entries

[%r Add Other Filter [§ Delet
‘? VO 4 Filter Ent

B} [1] shdwr i wronny wrut/App=sip)

10. Select the “rtp” Protocol and Edit the ports.
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Basic | Advanced

Select from a pre-defined list of protocols/applications or create new
definitions

Y rip

“[§ (L4 Protocol=UDP) AND ((Src=16384-32767) AND (Dst=16384-32767)

|[#] Match Protocol/Ports | 2

11. Edit the UDP Entry to “Match Source and Destination Ports” to 16384-32767 for both

source and destination.

o Create Definion 3y Copy 3¢ Delete 3% Rename

Defined Protocols/Applications: |';-tp

Entries
EE‘; Add Entry E Add Defined ProtfApp Q‘ Delete

>

(L4 Protocol=UDP) AND ((Src=15384-32757) AND (Dst=15384-32757)]

Mote: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above,

Entry Details
Layer 4 Protocol: |UDF (17) v

Ports

Match Source and Destination Ports

Source: | 16384-32767

Destination: |16384-32?6?

Enter port numbers or ranges separated by spaces (e.q., 80 88-443)

Help

12. Click OK
13. Click Apply to save the custom filter.
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x
. Create Fiter Ry Copy T Delete Jfg Rename Filter Entry Details
ﬁtenlvD[Pﬁ\tEr " | Filter Entry Action: (®) Show or () Hide the follawing
IPType: (® IPv4Cnly () IPv6Only () Both IPv4 &IPvE
Filter Entries
[ AddEntry [Br Add Other Filter [3¢ Delete Entry (33 By € abel & Color: 2 v |
T VOTFFilter Basic | Advanced|
-1 [1] Show IPv4 Only (Prot/App=sip) Match Protocol/Ports ~
&% 1[2] Show IPv4 Only (Prot/App=rtp)
e e e Select from a pre-defined list of protocols/applcations or create new
definitions
[Ho P b Creste 7 Edit [y Copy
Tre
“.[§ {L4Protocol=UDP) AND {(Src=16384-32767) AND (Dst=16384-32767)]
< >
[[] Match IP, Range, Subnet
‘Mabch IP Addresses Regardless of Source or Destination ‘
Source: |
Destination: |
Enter IP addresses, ranges, and/or subnets separated by spaces (e.q.,
172,120.0.1 192.168.0.0/24 10.0.0.1-10,100.0.1)
[] Match DSCP
[oem
[] Match Device Interface
Match flows traversing through a particular device's interface
Mote: Other filters added as entries are not editable here, but can be edited by selecting them in I = 1 | v
the e chop-down bor, *Branch 1-LA,deoud.cisco.com *Ethernet0/0
- o ][ e [oov_]

14. Select your new filter, select “DSCP” and select “Refresh” to verify the DSCP markings

for your SIP and RTP traffic.

File View Users QoS Flow Routing [PSLA LAN Tools Reports Window Dev Help

"'qos” Flow | Routing | Psta | Lan

Dashboard | Manage (I Expand

@ Q‘Tahlel@aeﬁ&dl |arFowTypes v

chrrenmme vHDJrrenthhngLnteNa\ v”@lvo«:ﬁab vmmpan v"ﬂllnscv I v‘

lam 0.

B A, Home
@ Branch14a
- @ Branch2-NY

@ HQs1

Color Mapping By DSCP

o (e
~253 KB / 4 flows

W)
M 26 (AF31)
I 34 (AF41)
W 16 (CS2)
W 24(Cs3)
659 KB /& flows
W 32(cs9)
W 48 (Cs6)

6 (EF)
=34 B [ 28 flows
M Remaining

@ AcL Applied
Q, ot configured

Search Example: (site = Honolulu | site = Chicago) & wan & fiow.app = webex-meeting

x[7]

L THErTS |

Do you see any BE or Best Effort Marked Traffic in your Lab? Best Effort is the default traffic

type for any un-marked flows.
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Lab 4.2: ACL Creation

LiveNX gives you the ability to easily create and monitor ACL’s with its intuitive User Interface.
You can manually create ACL'’s, or you can create them based upon flow information with only a
few clicks. You can also monitor the statistics of how an ACL is performing without having to
access the router/switch CLI.

In this lab you'll create an ACL to identify the SIP and RTP traffic to be used in a QoS Marking

Policy.

Lab Steps:

1. Right-click on the Branch2-NY device (you may also right-click on the device in the
Topology Pane) and Manage ACLs.

File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help

Dashboard  Manage [ Expand

.~ Qos F!owlRouﬁngIIPSLA LANI

(2 Enable Poling

Name
- Ethernetd/0

& Input

= Device: Branch1-LA.dcloud.cisco.com
HQ-51 Qo5

Flow

Routing

IP SLA

LAN

Edit Device Settings

Add or Remove Interfaces
Refresh Device

Remove Device

Device Tools
Statistics
View

Group Management

r v v v ¥

Palicy

DSCPMark

r v | v

Save to Startup Config
Open Device Web Page

Manage PfRv3 Policy
Manage ACLs

2. Select “Create ACL”

CurrentRouter  |Branch11A

Access Control Lists (ACLs)

ACL-CITRIK-PC1
ACL-FTP-PC1
ACL-G711-19420
ACL-INET-PUBLIC
BEST_EFFORT
CRITICAL
DENY_GLOBAL_LEARN_LIST
ROP

RTPACL

SIPQoS
VOICE_VIDEQ

=
Name / Number
ACL-BITTORRENT-PC1

Type Applied Interfaces
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)
Extended (Named)

‘I Create ACL I

Edit ACL
Delete ACL
Copy ACL

Apply / Remove ACL

Access Rule Entries

permit tcp host 198,19, 1.101 eq 47309 host 198.18.133.36 eq 1044
permit tcp host 198,19, 1.101 eq 1044 host 198.18.133.36 eq 47309

Save ACL File

Load ACL File

Close
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Select “Extended” for the ACL Type.
Give a name to the ACL, such as “RTPQoSMark”.
Click Create Remark to document your work!.

3.
4,
5.
6.

-

Name f Number IRTPQOSMark I | | Help |

Select Create Rule.

remark Marking ACL for RTP Traffic Create Remark
Edit Remark

Remowve Remark

Create Rule
Edit Rule
Copy Rule

Delete Rule

Mowve Up

Mowe Down
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ACL Rule Editor
7. Select “UDP” as the protocol type.
8. For Source and Destination check the “by Port” box.
9. Select “Between” as the operator value.
10. In the entry box use “16384 32767” as the field entry.
11. Click OK when your fields match the diagram below.

(@) permit () deny

(1P (TCP Object-Group | < Mo Object Groups > | () Other ‘by MName

|

Source Destination
(@ any () by Network or IP |:| by Object-Group (@ any () by Network or IP |:| by Object-Group
e.g 192,168, 1.0/24 or 192.168.1.19 e.g 192.168.1.0/24 or 192.168.1.19
by Port I‘ Between v I | Manage Port(s) ‘ by Port || Between v | | Manage Port(s) |
|15334 32767 | |16384 32767 |
[ Match [by DSCP |
[ LogRule
o]

Once completed you can use “Preview CLI” to see the configuration that will be pushed to the

device.
12. Click Save to Device.

Type Extended

Mame / Number |RTPQ05Mark

| [ hep |

Remarks

remark Marking ACL for RTP Traffic

permit udp any range 16384 32757 any range 16384 32767

Create Remark

Edit Remark

Remove Remark

Create Rule
Edit Rule
Copy Rule

Delete Rule

Move Up

Move Down
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Create ACLs for the SIP ports.

Current Router  Branch1-LA

Access Control Lists (ACLs)
Mame f Mumber . Type Applied Interfaces I Create ACL I
Extended (Named) _ | Edit ACL |
ACL-CITRIN-PC1 Extended (Named)
ACLFTP-PC1 Extended (Named) | Delete ACL |
ACL-G711-19420 Extended (Named)
ACL-INET-PUBLIC Extended (Named) | Copy ACL |
BEST_EFFORT Extended (Mamed)
CRITICAL Extended (Named) | Apply / Remove ACL |
DENY_GLOBAL_LEARN_LIST Extended (Named)
ROF Extended (Wamed)
RTPACL Extended (Named)
RTPQaoSMark Extended (Named)
SIPQoS Extended (Named)
VOICE_VIDEOD Extended (Named)
Access Rule Entries
permit tcp host 198,19, 1, 101 eq 47309 host 198, 18, 133,36 eq 1044 | Save ACL File |
permit top host 198,19, 1,101 eq 1044 host 198, 18,133, 36 eq 47305
| Load ACL File |

13. Select “Extended” for the ACL Type.

14. Give a name to the ACL, such as “SIPQoSMark”.
15. Click Create Remark to document your work!.
16. Select Create Rule.

Type | Extended v|

Mame | Mumber ISIF‘Q::SMarld I

|| ek |

remark Marking ACL for S5IP Traffic

I Create Remark I

| EditRemark |

| Remove Remark |

I Create Rule I

Edit Rule
Copy Rule

Delete Rule

Mowe 1In
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17. Select “TCP” as the protocol type.

18. For Source check the “by Port” box.

19. Select “Between” as the operator value.

20. In the entry box use “5060 5062” as the field entry.
21. Click OK when your fields match the diagram below.

@ permit () deny

(JIP @TCP (QJUDP () Object-Group | < Mo Object Groups > | () Other ‘by MName | |ah|:| |

Source Destination
(@ any () by Network or IP I:l () by Object-Group -
->>

e.g 192.168.1.0/24 or 192.168.1.19 < No Object Groups >

e.g 192.168. 1.0/24 or 192.168.1.19

[JbyPort |Equalto

by Part ‘Between v | | Manage Port(s) ‘ Manage Port(s)

=]
S060 5052 | | |

[Match  [byDscP |

oot o5

L —

) by Object-Group

< No Object Groups >

=

Next create another rule for destination SIP Ports.

Type Extended

Mame / Number 'SIPQoSACL

| [ heb

Remarks
remark Marking ACL for SIP Traffic

| Create Remark |

Edit Remark

Remove Remark

permit tcp any range 5050 5062 any

Move Up

Move Down
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e permit () deny
O @TcP (O UDP () Object-Group | < No ObjectGr... 5| (O Other | by Name s] [ahp 3]
Source Destination
(®any () by Network or IP () by Object-Group (®any () by Network or IP () by Object-Group
e.g 192.168.1.0/24 or 192.168.1.19 [ < No Object Gr... 3| e.g 192.168.1.0/24 or 192.168.1.19 |_< No Object Gr... % |
™ by Port [ Between 4| [ Manage Ports) | iy e ualita i a0 agesPortis) |
[5060 5062 |
] Match | by DSCP 2| ¥

[] Log Rule | Log

22. Select “TCP” as the protocol type.

23. For Source check Any.

24. In Destination select by Port.

25. Select “Between” as the operator value.

26. In the entry box use “5060 5062” as the field entry.
27. Click OK when your fields match the diagram below

® permif (O deny

(JIP (@ TCP () UDP Object-Group | < No Object Groups > | () Other ‘hy Name | |ahp |

Source

Dt B

e.g 192.168.1.0/24 or 192.168.1.19

[]by Port Manage Port(s)

Destination
by Object-Group

< No Object Groups >

e.g 192,168, 1.0/24 or 192.168.1.19

by Port |Between w ‘ | Manage Port(s) |

L

by Object-Group

< No Object Groups >

|s080 5062

[Match  [byDscP

Do

[o | [omei
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28. Click Preview CLI to review the configuration to push.
29. Click Save to Device.

Type ul

Remarks
remark Marking ACL for SIP Traffic | Create Remark

Edit Femark

Remove Remark

Access Rules

permit top any range 5060 5062 any
permit top any any range 5080 5062

You’ve now created an Access Control List (ACL) via the LiveNX Console. The ACL just
created may not produce any results, based-upon traffic availability & timing... but the main
point to this lab was to demonstrate the process required to create the ACL.
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Lab 5

Lab 5: Configuring Devices
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Lab 5.1: Add Device

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.

In this Lab we’ll go to the WebUI to Discover & Add a device to our LiveNX Server.

Lab Steps:
1. Login to the LiveNX WebUI

2. Select Configure > Device Management

File Edit View History Bookmarks Iools Help

B LiveNX | Device Management X [

[ R ) @ @ hittps//104.196.66.177/liveny/settings/device-management o D= » =
£+ Most Visited

~
& MAN Credential Store View Devices Add Non SNMP Device
& TOPOLOGY

= STORIES

VENDOR ¢ mooEL ¢ mNoDE %  smE ¢ INTERFACES $  POLL ¢  aos ¢  Fow $  Psa

L4l REPORTS Al v Al v A ~ A ~ A

Cisco cisco3945 Local/Server San_Jose_DC 2 v v

|#* INSIGHT
Cisco Cisco3945 Local/Server New_ 2 v v v v v

# CONFIGURE

Device Management

3. Click Discover Devices.

DISCOVER DEVICES

1. What to scan 2. SNMP Settings 3. Node

) SPECIFY IP RANGES
198.19.1.1 &

198.19.2.1
198.18.129.23-25

Add More

SPECIFY SEED DEVICE TO SCAN

Save & Next

Cancel Discover

4. Enter 198.19.1.1, 198.19.2.1, and 198.18.129.23-25 in the IP Address field.
5. Select the SNMP Settings tab.
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Click “Default SNMP connection settings”.
Select the Node tab.
Select Local/Server.

© N o

9. Click Discover.

Device Management Credential Store View Devices Add Non SNMP Device

DISCOVERY LOGS: —

Note: Discovery may take a minute or two. If you've specified a large subnet to scan, and
Discovery seems to take too long... click Stop.

1 SELECT DEVICES Devices: 1 terfaces: 5
Add All Devices Edit Q
DEVICE ¢ SERIAL $  IP ADDRESS $  VENDOR ¢  MoDEL £ NODE $  INTERFACES $
10 1981911 Cisco cisco3945 Local/Server 5
2 198.18.129.24 Cisco cisco3945 Local/Server 6
1 198.18.129.23 Cisco cisco3945 Local/Server 3
All rows
10. Tick the box next to Branchl-LA.
11. Click Select Interfaces.
2 SELECT INTERFACES Devices: 1 terfaces: §
Edit elected: 4 a
NAME ¢ DEVICE ¢ LUNERATE(KBP..{  IP ADDRESS ¢ LammL £  INPUTCAPACITY £  OUTPUTCAPAC..S  WAN (Kbps) £  SERVI. §  TAGS ¢ DESCRIPTION ¢
All v All v Al
100000 198.19.1.1 Branch1 LAN 100000 100000 v Branch. Branch1 LAN
2000 1006412 Internet 2000 2000 v Internet Internet
1000 10.255.1.2 MPLS 1000 1000 « MPLS MPLS
8000000 10.0.1.1
10000000
Allrows s
Back

LiveNX displays the available configured interface on the device(s) that were discovered.
Notice that LiveNX also discovers additional device semantic information such as; Line Rate,

Capacities, Labels, etc...

Note: LiveNX’s Rapid Device Discovery feature will automatically select the Top 4 interfaces
based-upon interface utilization. It is incumbent upon YOU to confirm, or select, the interfaces
you wish to monitor. LiveNX may monitor up to 1000 interfaces on a single device.
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NAME %  DEVICE ¢ UNERATE(KB.. {  IP ADDRESS < LABEL + INPUT CAPACI.. JUTPUT CAPA.. 3 WAN (Kbps| < . $ T $ b IPTI Z
All All v Al v
100000 19819.1.1 Branch1 LAN 100000 100000 v Branch.. Branch1 LAN
2000 100.64.1.2 Internet 2000 2000 v Internet Internet
1000 10.255.1.2 MPLS 1000 1000 v MPLS MPLS
8000000 10011
10000000

12. Select ONLY GigabitEthernetl & GigabitEthernet3.
13. Click Add Selected.

Device Management Credential Store View Devices Add Non SNMP Device
Refresh List Q
DEVICE { IPADDRESS $  VENDOR $  mopEL & mooE $ | sme $ INTERFACES §  POLL ¢  cos | n $ | wsu $  RouTING S
All All All All All All All
8.19.1.1 Cisco cisco3945 Local/Server v v v v
198.18.129.25 Cisco cisco3945 Local/Server v v v
198.19.2.1 Cisco cisco3945 Local/Server v v v v v
< >
All rows. 3

You now see we've added Branch1-LA for monitoring by LiveNX. Notice that there is a “not-
configured” symbol next to the link. This means we still have some configuration to complete.

Note: Since the creation of this lab guide, Cisco has changed the labeling on the interfaces.
Some of the screenshots may still reflect the older naming convention, i.e. Ethernet 0/0,
Ethernet 0/2, while what is shown on your screen may be different — GigabitEthernet1,
GigabitEthernet3. Please adjust accordingly and note that items may not appear exactly as they
do in the screenshots
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Lab 5.2: Manage & Configure Devices

You may perform many management tasks via the WebUI... but since we’ll need to go to the
LiveNX Client to configure Flow Collection in the next lab... let's complete our Device
Configuration in the Console.

Note: You can find instructions for Adding Devices via the Client in the Appendix of this Lab
Workbook.

Lab Steps:
1. Login to the LiveNX Client.
2. Right-click on Home and Expand All.

L T

Brancht LA

Notice that the Topology Pane contains all the devices listed in the Home Tree view. Also note
that the Branch1-LA device needs to be configured.

3. Click Manage (Above the Home Tree).
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B Device Management

Filter by: Filter Clear

Select  Device Name 1P Address Vendor  Model Node  Group Pol QoS  Fon IPSLA

[0 ranchaar 195.19.21  Csco disco3945 Local O
D HQ-S1 198.18.129.25 Cisco dsco3945 Local D

Routing  LAN®

[ ['=

Interval

o od
o o

10 seco.

10 seco..

oot Conficu...

+ | Configured
+ v | Configured

Status

*LAN poling occurs every 15 minutes

Device Configurations Global Device Settings

Remove From Group Removes selected devices from therr groups

Edit Groups Edit the groups

Number of Devices: 3

Configure Configure QoS, Flow, and IP SLA Edit Default SNVP Settings
Select devices in the table and dick the configure button.
e Remove selected device(s). Edit Default CLT Monitoring Settings - Not Set
AddTo Group <Hew Group>
Edit Default CLI Canfiguration Settings

Apply

Clear

Clear

Close

. Un-tick all but the Poll, QoS, and Flow features.

. Change the Interval on all devices to 10 seconds.

. Tick the box next to Branch1-LA device.

4
5
6. Click Apply.
7
8

. Click Configure.

LiveNX starts the Add Device wizard... we will basically select to use whatever defaults are

already configured...
9. Use the Default SNMP... Click Next

10. Use my default Configuration CLI... Click Next

Steps Device Connection Information

1. Device Connection Enter the SNMP connection information,

Review Configuration (O Enter SNMP connection settings for this device

SNMP Version

Information
2. CLI Settings (Configuring) ~ Nede Local
3. CLI Settings (Monitoring) . te819.01
4. Select Interfaces
5. Select VLANs () Non SNMP device such as NetFlow probes
6. Select Features () LiveSensor
7. Enable Poling @ Uz ihe Befault STME conneclion seitings Edit
8.
9

Device Updated Version 2 TargetPort 161

Commurity String | ddloud

< Back Finish Cancel Help

| Configure Cisco Features for - Branch1-LA.dcloud.cisco.com (198.19.1.1) X |
i
Steps CLI Settings (Configuring)
1. Device Connection Spedify the CLI connection information used for configuring these devices. Required fields are indicated with
Information an asterisk ().
2. CLI Settings
(Configuring) Configuration CLI Connection Settings
3. CLI Settings (Monitoring) Enter Command Line Interface (CLI) connection settings used to configure these devices.
4. Select Interfaces O #dd itor oy device for nion Ci d e Cisco 05 (105, TO8XE and NK-08 supp
5. Select VLAN
e s (@ Use my default Configuration CLI connection settings | Edit
6. Select Features
7. Ensble Poling (O Enter connection settings for this device
8. Review Configuration Connection Type |5+ Port* |22
9. Device Updated User name on Device

Password on Device™

Enable Password

Also use these credentials for

Finish Cancel Help
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11. Check Use the previous page connection settings... Click Next. Ensure Interfaces
GigabitEthernetl & Gigabit Ethernet3... Click Next

Steps

1. Device Connection
Information

2. CLI Settings (Configuring)

3. CLI Settings
(Monitoring)

4. Select Interfaces

5. Select VLANs

6. Select Features

7. Enable Poling

8. Review Configuration
9. Device Updated

i
1
LI Settings (Monitoring) |
Specify the CLI connection information shared by all users. This information will only be used to monitor this
device. Required fields are indicated with an asterisk (%).
Monitor-only CLT Connection Settings
Enter Command Line Interface (CLI) connection settings used to monitor this device.
(O Use the default Monitor-only CLI connection settings ~ Edit
(® Use the previous page connection settings.
(O Enter connection settings for this device
Connection Type |55+ port* |22

User name on Device

Configure Cisco Features for - Branch1-LA.dcloud.cisco.com (198.19.1.1) X ¥

Steps

1. Device Connection
Information

2. CLI Settings (Configuring)

3. CLI Settings (Monitoring)
4. Select Interfaces

5. Select VLANs

6. Select Features

7. Enable Poling

8. Review Configuration

9. Device Updated

Password on Device™

Enable Password

<Back

Cancel

Help

Select Interfaces
Select the interfaces you want to monitor on this device (maximum 1000 interfaces).

Note: IP addresses and subnet masks are editable on the table for devices that do not provide them. See
the user quide for more detais.

Selected  Interface Trunk P Address  SubnetMask Description
GigabitEthernet1 198.19.11  255.255.255.0  Branch1lAN
O  Gigabitthernet2 100.64.1.2  255.255.255.0  Intemet
GigabitEthernet3 10.255.1.2  255.255.255.0  MPLS
0  Loopbackd 10.0.1.1 255.255.255.255
O o
O  vorP-wio

Selected interface(s): 2

<Back Next> | Cancel Help

12. Note: Since there are no VLANs configured on this device, none will be displayed.
You may monitor up to 25 configured VLANSs on each device.

13. The Select Features dialog allows you to turn-on specific Cisco technologies using
the templates included in LiveNX. This dialog displays the current I0S configuration of
the device you are currently viewing. Match the settings for GigabitEthernet3. Click

Next.

Configure Cisco Features for - Branch1-LA.dcloud.cisco.com (198.19.1.1)

Steps

1. Device Connection
Information

2. CLI Settings (Configuring)
3. CLI Settings (Monitoring)
4, Select Interfaces

5. Select VLANs

6. Select Features

7. Enable Poling

8. Review Configuration

9. Device Updated

Select Features

Select the features you want to enable on each interface. Learn more about each feature in the Help

section.

Features on device

[[] Associate Probe at IP Address:

Interface NBAR NetFlow
(GigabitEthernet1 i | 1 O
(GigabitEthernet3
<Back Cancel Help

Note: Any changes to the Select Features dialog will generate a CLI push to update the current

configuration. Before sending a new configuration to the device, you can verify the
configurations that LiveAction created.
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14. Enable Polling. Next. Click Continue

Configure Cisco Features for - Branch1-LA.dcloud.cisco.com (198.19.1.7)

Steps Enable Poling

1. Device Connection
Information Learn more about poling in the Help section.

2. CLI Settings (Configuring)
3. CLI Settings (Monitoring)
4, Select Interfaces
5. SelectVLANS Poling Rate | 10 seconds
& Select Features Pol the following features
7. Enable Polling
8. Review Configuration Floms
9. Device Updated Qos
Orsa
[JRouting
[JLan=

Einish

= LAN poling occurs every 15 minutes
* For SNMP v3, please see the User Guide on configuring LAN poling,

Select the features you want to actively maritor and the poling rate for al the features on this device

Cancel Help

Validation Details X
Validation results for the current device:

Test Status Description

SMMP connection L) Succeeded A

SNMP access v Succeeded

CLI configure connection Skipped

CLI configure login Skipped

CLI configure enable password Skipped

CLI monitor connection Skipped

CLI monitor login Skipped

CLI monitor enable password Skipped

Serial number validation Skipped

Model supported @ Succeeded

105 supported L] Succeeded

NEAR. capable v Succeeded

MBAR 2 capable - Succeeded

MNetFlow collector configure supported L) Succeeded

Flexible NetFlow supported @ Succeeded

Unified Perfmon {(AVC/Medianet) Supported L] Succeeded

Medianet Performance Monitoring supported v Succeeded

MACE AVC Supported Mot supported

MLS MetFlow configure supported Mot supported

Mediatrace configure supported @ Succeeded

IP SLA Supparted L] Succeeded

HOQF Supparted v Succeeded

MAr Tahle Sunnartad Mot cunnartad

Configure Cisco Features for - Branch1-LA.dcloud.cisco.com (198.18.1.7)

Steps Review Configuration

1. Device Connection
Information yourself,

The following commands wil be sent to the device. Or you can choose ta manually configure the device

2. CLI Settings (Configuring)
3. CLI Settings (Monitoring) No configuration command(s) will be sent to the device. A
4. Select Interfaces
5. Select VLANS
6. Select Features
7. Enable Poling
8. Review Configuration
9. Device Updated
v
Send the configuration commands to device.
Iwill manually configure the device myself.
< Back Finish Cancel Hep

Configure Cisco Features for - Branch1-LA.dcloud.cisco.com (198.19.1.1)

Steps Review Configuration

1. Device Connection
Information yourself.

. CLI Settings (Configuring)

The following commands will be sent to the device. Or you can choose to manually configure the device

. CLI Settings (Monitoring)
. Select Interfaces
. Select VLANS.

. Enable Poling

2
3
4
s
6. Select Features
7.
8. Review Configuration
9.

. Device Updated

O Send the configuration commands to device.

il manialy configure the device myself

15. Select “I will manually configure...” radio button, if available.

16. Click Next.
17. Click Finish.

The device will be added to the Topology Pane in LiveNX.

Cancel Help

Note LiveNX will not automatically position a new device with reference to any existing
devices... you may need to scroll-about in the Topology Pane to locate your new device(s).
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Lab 5.3: Configure Flow on Devices

Before removing unwanted interfaces you should remove any existing flow configurations those
interfaces have been configured with... this will avoid any issues when writing new configuration
data to the device.

Lab Steps:
1. Select Flow from the Menu Bar, choose Configure Flow.
-/ 198.18.133.34 - Remote Desktop Connection

Li?enctiun - localhost
File Wiew Users QoS | Flow | Rouking IPSLA  LAM  Tools
| - . L
| Dashboard | Manage r Ex Refresh System Wiew Flows Bl
I Cnnfigurq\glnw G
iy
v | Show Merged Flows
Mame r
Color Mapping
@ Branchl-LA Histarical Plavback.
- @8 Branchz-My
@ Ho-5] Drakta Skatus
+] -
Q .
2. Select all three devices, click Configure Selected.
B
Instructions
Select devices to configure flow
Flow Configuration Table
Select Device Type IP Address Description Tags Traffic Stati... Application ... Voice/Video Pe... Traditional Custom
@B Branch1LA Standard ~ [198.19.1.1 Cisco IOS Softwa... WAN, 100... 1] © © [~ [~
@B Branch2-Ny Standard v (198.19.2.1 Cisco IOS Softwa... WAN, New... ] L] (~] [~ [~

Note: If the device is grayed-out you must return to the Home tree, right-click on the
appropriate device, and select Refresh, before continuing.

Note: YOUR settings may be different from the screenshot above. Diagrams are for illustration
purposes and may not reflect the data you may view on your Training Pod.
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3. Select Traffic Statistics (FNF), Application Performance (AVC), and Voice/Video
(Medianet) on:

a. GigabitEthernet3 on both Branchl-LA and Branch-NY
b. GigablitEthernetl and GigabitEthernet2 on HQ-SJ.

Note: Your screen should look similar to that below before moving forward.

B Flow Configuration - m] X

Instructions
Configure the type of flow you wish to receive from the interfaces

Flow Configuration Table

2@ He-5I Standard | 198.18.129.25 Cisco 105 Softwar... WAN, San_J...
& GigabitFthernetd/0 3
" GigabitEthernetd/1 - 10.255.0.2 100000, MFL...

&

Device Type IP Address Description Tags Traffic Statist... ApplicationR... Voice/Video Perf... Traditional Custom

= @ Branch1LA Standard ~ 198.19.1.1 Cisco 10S Softwar... WAN, 1000, ... @ (%] "] [+] o
i GigabitEthernet0/0 - 198.19.1.1 Branch1 LAN 100000, 100... O O O O
% GigabitEthernet0f2 = 10.255,1.2 MPLS MPLS, 1000, ... O

é @B Branch2-NY Standard W [198.19.2.1 Cisco I0S Softwar... WAN, New_... @ (%] "] [s] Q
% GigahitEthernet0/0 = 198.19.2.1 Branch2 LAN - O O O O
% GigabitEthernet0f2 - 10,255,2.2 MPLS 1544, MPLS, ... O

] @ ] ] [*]

I e | &5 | = 5 | m |

O

Flow Export Destination
[ configure Flow Export Destination

LiveMX node
LiveMX node flow replicator at port 9991

Other at IP address and port

Help Save to Devices Preview CLI Revert Back Close

4. Click Preview CLI.

A Mutiple CLI Views x

———— Select device to view individual CLI file.

Al Flow Configuration - o x
Instructions

Configure the type of flow you wish to receive from the interfaces
Flow Configuration Table

Device Type 1P Address Desaripton  Tags  Traffic.. Applica.. Voice/Vide... Traditio.. Custom
=@ Branch14A Standard v |198.19.1.1 Cisco 10550, - ® e ® © ©
I T T T N T R
& Ethemnetd/1 = 100.64.1.2 Intemnet - O O O O
& Ethernet/2 - 10.255.1.2 MPLS. [}
& Loopbacko s 10.0.1.1 O O O (m}
(=@ Branch2-NY Standard v |198.19.2.1 Cisco 105 So... @ © @ © ©
- Ethernetd/0 e 198.19.2.1 Branch2 LAN O O O (m}
& Ethernetd/1 - 100.64.2.2 Internet O O O [m}
& Ethernetd/2 - 10.255.2.2 MPLS O
- Loopbackd - 10.0.2.1 - O O O [m}
=@ HQ-s1 Standard + 1198.18." Sending flow configurations. .. L] ] L] © o
T @ Ethernetd/0 - 193.18.: 50% complete O O O O
& Etherneto/1 - 10,255, | EE— O
% Loopbackd - 10.0.0.1 O O O O

5. Click Close.
6. Click Save to Devices.
7. Click Close.

Help Preview CLT Revert Back Close

Note: If you get an error while saving to devices... simply click-thru. This is expected on
certain versions of LiveNX Client.
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Note: Now that we’ve configured Flow Collection on our devices... we’ll be able to view flows in

the Topology Pane!

8. Click Refresh in the Filter Bar.

File View Users QoS Flow Routing BSLA LAN Tools Repots Help

Dashbourd | Mensge [ Expand

QoS Flow | Routng | PSLA | LAN

B @D/ - & Q| Teble| O Refesh | AlFiowTypes

v (CurentTme ~ Qurentpoinginend v (7 "Defastfitercron v Ton v & oo
1o 2024
=
on i
.t
Branch? NY, i wiE
PN Ed
100642024
sssss
Lo \ Local »
X it
R Enarn
Emoze
10282024 16838024
x
-~
Branch1{A
N —
s L,
v+ 100641024

sgighznons
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Lab 5.4: Delete Unused Interfaces

Remove any interfaces we don’t need to collect data from.

Note: Your Instructor may have already performed this process when they configured your

Training Pod.

Lab Steps:

1. Right-click on the HQ-SJ device and select Add or Remove Interfaces.

100.64.1.0524

198.18.120. 0018
HQ-5J
198.18.129.25
Doz 2004 1128 A
|
Device: HQ-5J
i
- Reports ]
<il
Flows »
g~ —

100.01E25E2

Edit Device Settings

Add or Remgye Interfaces

Refrash Devll'ég
Remove Device

Zoom ko Device

Device Tools »
Statistics ]
Wigw 4
Group Management ]

2. Deselect LoopbackO.

Add/Edit Interfaces for Cisco - HQ-S1.dcloud.cisco.com (198.18.129.25)

Skeps Select Interfaces

1. Select Interfaces Select the inkerfaces ywou want ko monitar on this device {maximum 1000 interfaces).

2, Select VLANS

3. Select Feahures Selected I Interface I Trurk I IP Address Description

~ Ethernetoo 198.18,129,25

4. Enable Polling ~ Ethernetif1 10.255.0.2

5. Review Configuration iLoophackn 10.0.0.102

6. Device Lpdated o

» Levice Lpaate Tunneld PFR auto-tunnel for YRF default
YolIP-Mulld

Selected interface{s): 2

+ Back | Mexk > I Finist |

Cancel | Help |

3. Select Next until the Device Updated window is displayed.
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4. Select Finish to update the device.

Notice that the device now has 2 active interfaces, represented by Gil and Gi2

Other

HQ-SJ

Apr 08,2019 3:39 P4

Local

10.255.0.0/24

5. Repeat from Lab Step 1 above to perform the same interface removal on Branchl1-LA
and Branch2-NY (as needed).

Note: You may also remove multiple interfaces at a time from multiple devices. See the
Appendix for instructions to Export/Import Devices.

59



Lab 5.5: Merge Clouds in Topology

Now that the LiveNX topology has discovered devices, and you've defined the correct interfaces
and NetFlow configurations, you may Refresh your Flow Tab to view any network flows
collected in the Current Polling Interval.

Fle View Users QoS Flow Routing BSLm AN Tooks Repots Help
ol - @ | Y es | curentTme + [Gurentrotnginenel | 67 Defousriterenn Top & o

Notice on your topology that the network clouds are not connecting between devices. Since
these clouds are across a service provider it is necessary to merge the clouds so that NetFlow
can be properly visualized across the topology.

Note: You must be in the Topology Pane to perform these steps. Click Home to ensure.

Lab Steps:
1. Right-click on the HQ-SJ Device’s Gi2 10.255.0.0/24 network cloud, and select Merge
Clouds.
Gther -_c‘ﬁ:&

HG-5. Eshan

Local

Emhi’)

Reports »
Flow ¥
| M[}ge Clouds |

2. On the Create Network Object dialog enter a Name of WAN.

Note: You may also give the tooltip a name of WAN Cloud.
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3. Select “Find” to add more networks.

Ereate MNetwork Object
Marne * [vier
Type * IMerged clouds LI

A merged cloud replaces the member clouds in the topology with a single object. When used with Flows, the merged cloud serves as a bridge
between different clouds where the same Flows traversing those clouds are connected via the merged cloud network object.

Clauds * Click on clouds in the topology...
10.255.0.0/24

Click on clouds in the topology, or use the "Find" button, or type in space separated subnets using CIDR notation {e.g.,
192.168.0,0/24),

CObjectfShape INatwork Cloud {blue) % LI

L

Size

Tooltip [vA8 Cloud|

* Required Field Cancel

4. Select the following networks and then select ok:
10.255.0.0/24
10.255.1.0/24
10.255.2.0/24

Select Clouds E

Select the clouds ko be merged:

r 10.0.0,102/32
r 10.0.1.1/32

198,19.1.0/24

]
r
r 195.18.128.0/15
r
r 198.19.2.0/24

* Items marked in red are nok currently Found in the system or displayed (o4 Cancel

5. Click OK.
6. Enter a Name of WAN.
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7. Click OK to finish.

[ create Network Dbject

Mame * [wan

Type * IMerged clouds LI
& merged cloud replaces the member clouds in the topolagy with & single object, When used with flows, the merged cloud serves as  bridge
between different douds where the same Flows traversing those clouds are connected via the merged cloud network object,

Clouds * Click on clouds in the topology...

10,255.0.0/24 10.255.1.0/24 10.255.2.0/24

click on clouds in the topology, or use the *Find” button, o type in space separated subnets using CIDR notation (2.9,
152.168.0.0/24).

Object/Shape |Netwurk Cloud {blug) ;I

Size:

[

Tooltip [waN Cloud

* Required Fisld

oK Cancel

Now all three devices should have a link to the WAN Merged cloud. Try moving the devices

around to create a topology view which makes sense for you.

8. Click the Refresh button in the Flow tab to query flows from the devices and draw them

on the topology.

Users QoS Flow Routing PSLA LAN Tools Reports Help
Dastborrd | Mensoe (3 Expend QoS Mow | Routng | PSA | LN

B 9D /3| & Q Tave| ORebesh MFowTiwes - CumentTme

« | urentpoing inteval | 3 o Dslay Fterry v v @
@ tranch2y
& coumevarenn phzsons
& Gosetemen2
ondt T
Ho-sy o
¥
Local Bl
o
|
Jl
198452004

¢ e “/'/ ‘ -

waN

. = s /
: I 12 Goa

G

xocal

i Flon Pollog Destied ion
D AL dcpied
3, Nt conigured

wan
< >

CPU © | Memary ©  Flow Buffer © | Alots © | Advisories © | Nodes © | ReSreshed at 3(29/19 1:28:32 PM: 45 flows (merged) dsplayed. Showng flow data from 3 of 3 cewices.

498191024

admin: Admn ser | 01:29:37PM POT
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Lab 6

Lab 6. Making the Topology Work
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Lab 6.1. Setting Device Semantics

Note: Semantics may have already been configured on most of the devices in this Lab. You
need to ensure that all the devices have their semantics entered.

Device semantics are very useful for getting the most out of your LiveNX deployment. Whether
it's grouping devices according to region, or identifying high priority links, setting semantics will
help you in your day-to-day operations.

Your task in this Lab will be to identify WAN links and tag them to populate dashboard data, set
bandwidth rates for these links, group devices, and merge clouds.

Lab Steps:
1. Select Expand to set semantics for devices.

EE, 198.18.133.34 - Remote Desktop Connection

Li\rEActiun - localhost
O

File  Wiew  Use Routing  IP SLA
Dashboard | Mana g [E¥ Expand QoS |Fln:uw
| [#]e s,

Mame Search Exam)

=@ Branchi-LA

fee B3 Frharnabnin

Expanding the window Home Pane shows an overview of configured device options... as well
as a Detail view of a selected device containing; CPU and memory utilization, Serial Number,
Device Name, Mode, etc.

[ 198.18.133.34 - Remote Desktop Connection [_[=]
[ALiveaction - localhost 1 [=]
Fle Visw Users Qo5 Flow Routing IPSLA LGN Tools Reports Window Dev Help
Dashboard | Manage | [ Collapse || Details
I P and Memary Usage
[ Name | tpaddess | mode | Label | capacty | wan [service Provi...| Site: [ Site 1P [l @
=% Home
36.19.1, local || | | [ |/} 5
{ @ Ethermetoin 196.19.1.1 = L
: % Ethernetdy2 10.255.1.2 LA 15Mops | 123MB of 36
@ Branchz-ny 198.19.2.1 Local Device Details
H & Ethernst0jo 195.19.2.1 r Device name
: @ Ethernet0j2 10.255.2.2 MY 15Mops W e T
@ Hos 1961812925 Locsl ranc] cloud. cisco. com
% Ethemnst0j 196.18.129.25 r [ —
S Ethernet0j1 10.255.0.2 51 15Mbps |2 ,b
[0
IP address
198.19.1.1
Description

Cisco 105 Software, Linux Software
(186BT_LINUX-ADVENTERPRISEKS-M),
Excperimental Version
15.4(20140912:223819)
[jesswanz-liveaction 103]

Model

ciscoGatewayServer

10 version

15,40

Location

—

Site

Site [

il
Enter IP address ranges in CIDR form:

Remove unused sites

Tags
Enter tag here then press ENTER to add

v | Tag | use:
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Note: LiveAction recommends tagging your WAN interfaces so that the corresponding NetFlow
data goes to the Dashboard to give you high-level information about data crossing through
those interfaces. Besides setting the WAN tags, you can set other information such as a Label,
Capacity and Site to give you usage rates for the tagged interface.

To tag an interface

e Branchl-LA Interface GigabitEthernet3

Label Interface as LA, give Capacity of 1500 Kbps and select WAN
e Branch2-NY Interface GigabitEthernet3

Label Interface as NY, give Capacity of 1500 Kbps and select WAN
o HQ-SJ Interface GigabitEthernetl

Label Interface as SJ, give Capacity of 1500 Kbps and select WAN

E_a 198.18.133.34 - Remote Desktop Connection
Livem:tinn - localhost

File  Wiew Users Qo3 Flow  Rouoting IPSLA  LAN  Tools  Reports  Window  Dev  Help
Dashboard | Manage

Tarne IP Address I MNade Caparity | ervice Provi
oeal . [ | [ |
r

E|--".‘ Hame

B &% Branchl-LA

% Ethernetdjo 1958.19.1.1

| % Ethernet0jz 10.255.1.2 LA 15Meps
El- @8 Branchz-Ny 198,19.2.1 Lacal
. @ Ethernetojo 198.19.2.1 r
© L@ Ethernetdz 10.255.2.2 MY 15Mps ¥
é..@ H-53 195,18.129,25 Local

L@ Ethernetifn 198.18,129.25 r

‘.. Ethernetifl 10,255.0,2 5 15Mps

Note: Tags such as WAN and Labels can be used in conjunction with the search string for the
topology and in reports.

You can also tag individual or multiple devices that may belong to a site. This information can
be used with the Dashboard, topology search, and reports.

2. Select the device and then on the bottom right portion you will see a Site field.

3. Configure each device to a site as shown below:
a. Branchl-LA Device as Los Angeles
b. Branch2-NY Device as New York
c. HQ-SJ Device as San Jose
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% 198.18.133.34 - Remote Desktop Connection

[ALiveaction - lacalhost
Fle View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help

Dashboard | Manage | [E¢ Collapse | Details

I CPUl and Memory Lisage

[ Hame: | Paddess | wode | Label | Capacity [ wan [Service Provi. Sie Site P T e -
2-4% Home

Memory 4%

& Ethernetn/o 198.19.1.1

B Ethernetofz 10.255.1.2 L& 15Mbps [ 123ME of 3631
£ @ Branchz MY 198.19.2.1 Local Device Details
% Ethernet0fo 198.19.2.1 r Devics name
@ Ethernetnfz 10.255.2.2 i 1.5Mbps [ e YT
=@ HQ-s) 196.18.129.25  Loral S
% Etherneto/o 196.18.129.25 r
@ Ethernetoft 10.255.0.2 5 1.5Mbps [ fl:a‘ IEE?
IP address
J198.15.1.1
Deseription

Select each device
individually and
give them each a
unique Site name

Cisco 105 Scftware, Linw: Software
(186BI_LINUX-ADYENTERFRISEKS-M),
Experimental Yersion 1]
15.4(20140912:223619)

[liesswan2-liveaction 103]
Model

[aiscogatewayserver
105 version
[543

Location

4. Open the dashboard to ensure that data is populating correctly.

Note: It may take up to 15 minutes for the Dashboard to populate with data.

CE 198.18.133.34 - Remote Desktop

LivEActiun - localhost

File Wiew Users ©Co5  Flow  Roy

Manage F Expand
|

| Mame

[+ @ Branchi-LA
[+ @8 Branch2-hy
- @B HQ-5]

On the System Dashboard, if you scroll all the way to the bottom on the window you should see
data populating the Site WAN Interface Utilization if you configured the semantics correctly.

P
Site WAN Interface Utilization
Site A1 Label I Capacity (Kbps) I Input Avg I Input Peak I Output Avg | Cutput Peak I
LA LA 1,500 NN 57 % [ 65% NN 72 N 5%
MY MY 1,500 |0 22 % 24% B 17 % [ 13 %
5] 51 1,500 [N =0 - N occc I oo N s oo

5. Scroll back up on the Dashboard window and select the Flow tab.
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Notice the Flow Source is set as “wan”. You can modify the flow source to use other tags, such
as Site and Device, if you wish to monitor that specific data on the dashboard.

LiveAction Training Sessions

Dashboard
System \Appllcatlon |Qn P SLA | WAN—PfR|
Main S
Flow Alerts - 24 Hours
Alerts
Reports 1
=
Setup E 5
Q . . . .
Discover Devices E—j There is no data to display for the given time period
T
Manage Devices L
g I
Define Sites
Configure Alerts
0
Configure Flow
I
wan 3
|
Application F-3
Application Performance Basic Flow 12/02/
Manage Application Groups . .
Top 10 Source Addresses IEvtes - Top 10 Destination Addresses |Bytes vl
Src IP Addr [ Bytes B Flows | Dst IP Addr [ Bytes
198.19.1,101 65MB 214 198.18.133.36
198.18.133.36 47 MB 586 198.19.1.101
198.19.2.102 19 MB 518 198.19.1.81
198.19.1.80 13 MB 111 198.19.1.80
198.18.128.62 18 MB 111 198.19.2.82
198.18.128.80 13 MB 112 198.18.128.81
198.18.128.81 18 MB 112 198.18.135.80
198.19.1.81 18 MB 110 198.19.2.102
198.18.128.88 &MB 15 198.19.2.88
198.19.1.84 &MB 15 198.19.1.84

Note: Data in the Flow and Application Dashboard widgets are automatically sent to the long-
term flow store.
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Lab 6.2: Adding Devices to Groups

Having devices in groups makes it easier to manage the topology. You can also use group tags
in reports and topology searches.

In this Lab you will create three groups, one called LA, one called NY, one called SJ.

Lab Steps:
1. Open the Device Management window by selecting Manage.

@00

File View Users QoS Flow Ro

Dashboard [E]¥ Expand
|

Mame L«E

— -

On the Device management window note that you can modify many settings for the device,
such as; polling technologies, polling intervals, manage CLI configuration settings, etc.

2. Select “Edit Groups”

Device Management
Filter by: || Filter Clear |
Select | Device Name IF Address Vendar Model | Mode I Group I Poll I QoS | Flow I 1P SLA I Routing | LAN= I Interval I Status I
T Branchiia 198,19, 1.1 Cisco dscoGatewaySe... Local I W ~ ~ W I iminute = | Configured
T Branch2y 198.19.2.1 Cisco cdiscoGatewaySe... Local I I ~ ~ W — iminute = I Configured
T HQs: 198.18.129,25 Cisco dscoGatewaySe... Local =3 ¥ I~ 72 W - 1 minute 'I Configured
* AN polling occurs every 15 minutes Number of Devices: 3
rDevice Configurations rGlobal Device Settings
Configure Configure QoS, Flow, and IP SLA
- Select devices in the table and dick the configure button.
Remoye Remave selected device(s). il Default SNMP Settings il
Add To Group | <New Group=> v Edit Default CLI Monitoring Settings - Mot Set Clear |
Remove From Group, Removes selected devices from their groups Edit Default GLT Configuration Setings Clear |
Edit Groups Edit the groups

Apply | Close |
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3. Click Add
Ed'rl: Groups
Groups
| Name A Size | | Add |
Remove

New and modified group entries have a (*).

OK I Cancel

4. Enter SJ in the Name field.

5. Select HQ-SJ from the All Other Devices list and click the right arrow.
6. Click Add, repeat the steps above to create Groups for LA and NY.
Add Group

Mame (%) 1 [ 1]

Description

All Other Devices
=

| (LA) Branch1-LA

7. Once all three groups have been created and devices correctly added, select Done.
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Once completed your groups should look like the one below.

8. Click OK and return to the topology pane to see the changes.

Groups
I Name ’ I Size I |
* LA i
= Ny 1 Edit |
¥ 5 4 Remaove |

New and modified group entries have a (*).

oK | Cancel |

9. Double-click on the group to expand.

LiveAction - localhost

e View Users QoS Flow Routing IPSLA LAM Tools Reports Window Dev Help
ashbuard‘ManagE [EW¥ Expand QoS |Flow | Routing| P SLA | LAN |

i @» HoAO - & & |Tah|e | % Refresh |IAII Flow Types v| ICurrentTlme v| ICurrentPnHing Interval v|| =

Mame Search Example: (site =Honolulu | site = Chicaga) & wan & flow.app = webex-meeting
[ s
o [l
w5
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Lab 6.3: Creating Network Objects

Network objects can be used to better visualize and understand how traffic traverses the
topology. LiveNX allows you to assign various icons to flow end-points, such as laptop or server
icons for those host-types, as well as phone set or camera icons, to denote appropriate
infrastructure.

In this Lab we’ll identify a number of specific flows and assign appropriate end-point objects.

Lab Steps:
1. Make sure that there is no filter being applied (No Display Filtering)
2. Inthe Flow tab, Enter the search string: flow.srcip=198.19.1.101
3. Click on the Flow line to select it.... And note the IP end-points.
4. Right click on the IP Address endpoint.
5. Select Create Network Object

QoS | Flow | Routing | TP SLA | LAN |
- & &

hle | 4% Refresh IAII Flow Types Vl ICurrent'ﬁme Vl ICurrent Pollire

Reports ]
Create Display Filter ]
Add to Current Display Filter »

Mo Display Filter
Add 198.19.1.101 to IP Blacklist
Y Add 198,19, 1,101 to IP Mapping

mar .
a3 Copy 193.19.1.101 to dipboard
Branchi-LA / ==an
3 || Create Network Object
View ]
" Group Management ]

6. Select an Object/Shape as either‘PC” or “Laptop”.
7. Click OK.
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Al Edit Network Object X

Name * |MediaServer (SEC)
Type * |IP address end point v

Represents an IP end point in the topology. The IP end point must be connected to/associated with an interface, subnet, or merged doud in
arder for flows to be drawn to the network object.

IP Address *
192.168.12.3

Type in an IP address, or select a device interface or IP address end point in the topology

Object/Shape |Laptop v

[Fie Server ~
S22 | eneric Circle

(Generic Square

Toolty
% e phone
Laptap
*Required Fiefenork Cloud oK Cancel

[Network Cloud (blue)

8. Click Refresh.

You will now see the flows to your new network object.

QoS |Flow | Routing | TP SLA | LAN |

Search flow.srcip=198.19.1.101

[EERTRN T

e T

Branchi-LA =~ ==am

@. h A0 - & & Tabl | Flow Types ll ICurrentTlme ll ICurrentPc

Note: Assigning representative icons to the flow end-points makes it easier to locate potential

trouble spots!

9. Enter the search string: flow.srcip=198.19.2.102

10. Select the flow (it will be near the NY device), right click on the IP Address endpoint.

11. Select Create Network Object
12. Select an Object/Shape as “File Server”.
13. Click OK.
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Name * 198.19.2.102
Type * IP address end point ~

Represents an IP end point in the topolegy. The IP end point must be connected to/assodated with an interface, subnet, or merged doud in
order for flows to be drawn to the network object.

TP Address *
188.19.2.102

Type in an IP address, or select a device interface or IP address end peint in the topology.

Object/Shape |File Server -
Size I
Tooltip

*Required Field Cancel

14. Enter the search string: flow.srcip=198.18.133.36

15. Select the flow (it will be near the SJ HQ device), right click on the IP Address

endpoint.
16. Select Create Network Object.
17. Select an Object/Shape as “Laptop”.
18. Click OK.
19. Click Refresh.

You will now see the flows to your new network objects.

-

818120000 1989843336

190.19.2.002

oo 0 Network Object

s

4 Ome’ granch2-NY
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Note: It is always good practice to save your Topology as Master Layout (if you are an
administrator) so that if you accidentally move devices on your topology, or would like to share
your layout with others, you may then Sync to Master Layout.

Flow >
Create Network Object

View >
Group Management ¥

| S| 2| &

Save Image
Fit To View
Reset View
Reset Layout

Sync to Master Layout
Save as Master Layout
Show Bandwidths
Show ACLs

Show Legends

Scale Names

Force Subnet Display for All Interfaces

74

© Copyright 2019, LiveAction, Inc.



LiveAction Lab Workbook Pt. 1

Lab 7

Lab 7. Console Dashboard & Reports
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Lab 7.1: The Client Dashboard

The LiveNX Dashboard is your first stop to view overall network health. Alerts, Top CPU &
Memory Usage, Bandwidth, Packet Drops, and more, are displayed in a System view. You may
also view information, statistics, and alerts from Application, Flow, QoS, IP SLA, and WAN P1R,
provided in separate tabs.

In this Lab you’ll examine the data provided within the Dashboard views, and later use this as a
launching-point to configure Alerts based-upon Dashboard results.

Note: Since the System Dashboard’s default time interval is 24 hours, you may not see a lot of
detail. Zoom-in to see more granular data.

Lab Steps:
1. Click the Dashboard tab (above the Home Tree-view).

File View Users QoS Flow Routing PSLA (AN Tools Reports Help

Dastbowd | Marsge [ Expend Qus’ Fow | Routrg | PSUA | LN
A Dashbosrd - o x y
X2
System | Application | QoS Flow | 1P SLA WAN-PIR
Hain o))
= System Alerts - 24 Hours
Herts
. jert Count
Reports W sreroce 1085
1 3 Fow s
£s] | = o
3 3.l 3 Rou o
S Elos o
e Eirs 0
=, | = ] 0
£ o
1 ' o
) B o
My 12, 1200 P11 May 12,0400 PM May 12.08.00 P My 14,1200 AW May 14,0400 AW May 14,0600 AW
2
- 15m 30m 1hr 4hr
Ste WAN Interface Uthaaton
System Status 05/14/16, 11:30:00 AM to 05/14/16, 11:45:00 AM
[Jopenststarsp Top 10 CPU Usage Top 10 Memory Usage
Device v * peak Device Avg ¢ Peak
Brarchi i 0% on| s e 7% E— 1%
s 0% o%f Banchiv — 6% E— %%
Eranch2 it 0% 0%|  Branchaay — % I— 3%
Top 10 Interface Drops Ouwt orops (s)
Input BW (Kbps)  Output B (. Device Deserption Input Drops (ops) | Output Drop... ¢
130 1,400 Benchiia Branchi Lan ° o
1350 1.2 Banchi4A Irzemet ° o
50 103 Banchida weLs o 0
1063 a5 s o o
7 2 "5 o o
= m Sranch240 o o
< < Bench2 o 0
< 1 Banchz Y o 0
[,
Site WAN Interface Utilization
site * Label Capacity Input Avg Input Peak Ouput Avg OutputPeak  CPUAvg CPU Peak Memory Avg  Memory Peak
A Flow Polng Desbled fcon
B AL Aopied
3, ot configured
wan
CPU © | Memry © Flow Buffer © | Alrts © | Adviories © | Hodes © | Cick Reresh to view fow nformaton s Adr user | 11:46:52 AMPOT

The Dashboard displays, showing a time-series of Alert Counts for the past 24-hours. To the
right of the time-series note the Alert Type and Count.

2. Un-check Interface Up/Down.

3. Left-click-Drag to Zoom into a flow of interest.

System Application | QoS | Flow IP SLA | WAN-PfR
Main £3 "~
System Alerts - 24 Hours
Alerts
o Alert Count
Reserts "W fnterface Up/oown
" Fiow g
[ | = [V 0
Setup 2 a Routing [}
o % [ 0
Discover Devices et Eo g
o
Manage Devices =y 0
0
Define Sites 0
Configure Alerts 1] Interface Rate 0
May 13, 12:00 FM Way 13, 0400 P4 W2y 13, 0800 P11 Way 14, 12:00 AM Wy 1, 0200 AM Way 14, 02:00 AM

Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.
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Note: The following lab depends upon specific traffic being present at the specific time you are
viewing. The process is important here... not the results!

System  Application QoS | Flow IP SLA | WAN-PfR

Main 2 ~

System Alerts - 24 Hours

Aerts

Alert Count
Repors
Flow 9
LAN
Setup A Routing

Discover Devices

Alert Count
-

[Device Config Change a...
Device Up/Down

Device CPU/Memory
Interface Rate

Manage Devices

Define Sites

Configure Alerts

0
Way 13, 08:20 PM May 13, 08:30 PM Way 13, 08:40 PM WMay 13,08:50 PI Way 13, 09:00 PM May 13, 08:10 PM Way 13, 08:20 PM May 13,09:30 PM

4. Right-click on the Flow Alert to the right side and select Show Alerts.

System | Application | QoS | Flow IP SLA | WAN-PfR

Main & ~

System Alerts - 24 Hours

Mlerts

Alert Count
Reports Interfae Up/Dann
Flow 9
= LAN Show Alerts 0

rS =

Setup & Q Routing ¥ SelectAl 0
D D ot 205 Select N 0
iscover Devices v P oA elect None B
Manage Devices T [Device Confié [¥]  Export Legend Data [}
Device Up/Down 0
Define Sites Device CPU/Memory 0
Configure Alerts o Interface Rate 0

Way 13,08:40 Pl May 13, 08:50 Pl May 13, 09:00 Pl Wiay 13,0010 PM Way 13,0920 Pl Way 13, 09:30 P May 13, 09:40 Pl

5. Click the Alert Type column header to re-sort.

6. Right-click a Flow alert and select Drill Down... and Top Analysis Report.

1,030 results
Time Sewverity Device Group Alert Type ~1 Details
2016/05/13 0135317 wamng s e e osspercen. g mediapackeoss percent.. [
2016/05/13 05:49:30 FM ‘Warning HQ-51 Flg Open Report packet loss percent... High media packet loss percent...
2016/05/13 08:44:30 FM Warning HQ-51 Flg Drill Down on Specific Fl 3 -
pecific Flow Top Analysis Report
2016/05/13 09:04:02 PM Warning HO 51 Fle Rl
2015/05/13 11:01:01PM Warning HQ-5] Flc Export Data Top Conversations Report
.35 o ] i i
2016/05/13 01:35:02 PM Warning Branch1-LA Flow High media | Bidirectional Source/Destination Pair Report
2016/05/13 05:49:30 PM Warning Branch1-LA Flow High media | o
2015/05/13 09:04:02 PM Warning Branch1-LA Flow High media | Source or Destination Address Report
2016/05/13 11:01:01PM Warning Branch1-LA Flow High media | Address Pair Report
2016/05/13 01:00:36 FM Warning HQ-53 Interface Up/Down Interface er Destination Add Report
2016/05/13 01:01:36 PM Warning HQ-s3 Interface Up/Down Interface e estination Address hepo
2016/05/13 01:06:06 PM Warning HQ-51 Interface Up/Down Interface er Source Address Report
2016/05/13 01:07:06 FM Warning HQ-51 Interface Up/Down Interface e Destination Address Popularity Report
2016/05/13 01:11:36 FM Warning HQ-51 Interface Up/Down Interface e i
2016/05/13 01:12:06 PM Warning HO 51 Interface Up/Down Interface ey Source Address Popularity Report
2016/05/13 01:17:06 PM Warning HQ-51 Interface Up/Down Interface e Site Traffic Report
17 o '
2016/05/13 01:17:06 PM Warning HQ-51 Interface Up/Down Interface e Destination Site Traffic Report
2016/05/13 01:22:06 PM Warning HQ-51] Interface Up/Down Interface er ) )
2016/05/13 01:22:06 PM Warning HQ-S] Interface Up/Down Interface e Source Site Traffic Report
2016/05/13 01:27:35FM Warning HQ-53 Interface Up/Down Interface error Interface name - Ethernetd,o; ...
2016/05/13 01:27:35FM ‘Warning HQ-53 Interface Up/Down Interface error Interface name - Ethernetd/1; ...
2016/05/13 01:33:06 FM ‘Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd/0; ...
2016/05/13 01:3%:35FM Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd/1; ...
2016/05/13 01:38:36 FM Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd,0
2016/05/13 01:38:36 PM Warning HQ-51 Interface Up/Down Interface error Interface name - Ethernetd/1; ... w
Filter by Time [] Filter by Device [] Filter by Alert Type
Start Time  |05/13/16 ~ | |12:00:00 PM 5 hh:mm:ss Branch1-LA& Device unavailable
End Time 05/14/16 w | |12:00:00 PM 5| hhimm:ss
[] Filter by Severity Maximum Mumber of Results
Emergency Indude higher priorities 100,000 ~
Execute

Note: The alert window contains a variety of Search and Filtering options. Although there is
very little traffic in our lab Pods, remember... with a lot of time/data comes a lot of detractors.
Filter/Search/Sort as needed in a production environment.
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7. Review the Top Analysis Report.

3 (Al Flow Reports

Type here to filter reports. Top Analysis

ports
“Interface Bandwidth
-

1Ps and Ports
#-Address
#-Applications

-QoS

(t-Network
#-Medianet
#-Applications (AVC)

Top Analysis

16, 01:05:31 PM to OF

[FI3d ~DefaultFilterGroup

15m 1h eh 1d

Execute Report

Number of flows: 1

Medianet

0d Custom

M CSV File Results

~ | Time Sorted - Unique Flows ~

-NSEL Search -UDP & flow. port.src=20004 & fiow. port. dst=20004 & flow.dscp=8E & flow. direction=INGRESS & flow.medianet.event=0 & flow.medianet.eventStop=0 & flow.medianet.

TError =62842745999327232¢0 ~ | 2

PfR
E-wireless

Lim =

-AnyConnect
#-Miscellaneous
Custom Reports

SrcIP Addr srcPort
193.19.1.81 20,004

Dst [P Addr DstPort
198.18.128.81 20,004

Time Frotocal
May 13, 2016 1:3... UDP

Report Actions

Save
Save As
Create

Edit

Delete
Schedule

PDF

Export to CSV

Help <

Application
rp

Flow Record Co...  Src Country
1-

Dst Country

RTP SSRC

2432754705 INGRESS

>

< Previous  Flows1-1 Next >

With about 5 clicks we’ve discovered WHICH flow was having troubles, what the problem may
be, and the device, address pair, protocol, ports, etc. This Report may be printed/saved for

documentation purposes.

Take some time to review the information in the other Dashboards; Application, Qos, etc..., to

familiarize yourself with the available statistics displayed.
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Lab 7.2: Viewing Console Reports

We’'ll run 3 of the most commonly used reports, based-upon available data in our Training Pods.
Reports work the same with any installation... only the data is changed (... to protect the
innocent? ;-).

Lab Steps:

Run an Applications Report
1. Select Reports > Flow from the top Menu Bar.
2. Select the Inbound and Outbound Combined filter.
3. Click Execute Report.

Al Flow Reports

Q- Type here to filter reports. Application | ~

ports 0
Interface Bandwidth - -

“Top Analysis Appllcatlon 15m 1h 6h 1d 1w 30d Custom
1Ps and Ports

H-Address 05/15, 8 PM to 05/15/16, 03:42:18 PM  Data bin: 1 minute
plications

~Protacol [SIEes] Al Devices v . Bl interfaces o e ! d M Utilize Long Term Cach:
Protocol Port T
Application Group 3l g “DefaultFilterGroup ~ Il 1nbound and Outbound + [eleTi) Basic Flow + | Time Series | Bit Rate

~DSCP s Application Search Example: {site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting x -2
Business Relevance
Traffic Class

QoS

#-Networl

- Medianet

#-Applications (AVC)

PR
-Wireless
AnyConnect
- Miscellaneous
-Custom Reports

AppDscp

asdf
~awc-asr-test
~banwidth

benstest

BKPPort

-G clarksElPs Date
B clarkstest

Clarkstest2 v Show Total Bit Rate

Bit Rate

Number of datasets: 52 Q
Report Actions

Application Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate

Save
cuseeme 183 E=:] 3,229,619 23Mbps 3588 pps 23.7 Mbps 3756ps A
Save As unknown 6,156 1GB 4,078,440 10 Mbps 4532 pps 10.2 Mbps 4720 pps
Create http 47,399 168 1,691,963 10 Mbps 1830 pps 11,4 Mbps 2094 pps
unciassified 3,270 393 MB 2,754,937 9 Mbps 3061 pps 9.4 Mbps 3287 pps
Edit RTP 694 523 M8 4,894,871 5 Mbps 5439 pps 5 Mbps 5812pps
— fip-data 368 403 MB 313,424 4Mbps 348 pps 3.9 Mbps 376 pps
ditric-static 450 369 MB 1,138,805 3Mbps 1265 pps 3.8 Mbps 1488 pps
Schedule ditrix 1,106 355 M8 3,035,754 3Mbps 3373pps 3.4 Mbps 3634pps
ping 114 355 MB 248,390 3Mbps 276 pps 3.2 Mbps 273 pps
FDF +ip 27 346 MB 262,652 3 Mbps 292 pps 4,4 Mbps 409 pps
Export to CSV ms-bt 853 33218 1,033,511 3Mbps 1155 pps - -
RTP-CAMPUS-VIDEQ 401 318MB 3,%7,623 3Mbps 3742pps - -
Help RTP-CAMPUS-VIDEO3 157 298 M8 220,480 3Mbps 245pps - -~
v
>

e SOaT Ur e TEDUNE. 01 TOMoer U Tows. Ul UIsSGIEE Udld DUnis. 0E TE0UNT UisUiavs. arid o1e

Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.

The default Application Report is displayed when you select Reports, and after you clicked
Execute Report the system filled-in the report template with current 15-minute data. Notice the
time span of the report, the number of flows, or discrete data points, the report displays, and the
time-series chart above the Classes Table.

4. Click the 6h time setting at the top-right. (we do this in the lab to get more flows)
5. Click Execute Report.

Did you notice the report took longer to run this time? Depending on the amount of flows across
YOUR production network... report execution will get longer in direct proportion to the time
setting. In some cases it may take up to 10 minutes to run the report!

When you run a report... try to do filtering and searching so the system only needs to pull
appropriate data to answer your question. LEAVE THE REPORT OPEN!
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Run a Top Talkers Report

1. On the report menu, open the Address category and right-click Top Conversations,
and click New Report.

Click the 6h time setting at the top-right.
3. Click Execute Report.

Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.

Al Flow Reports - 0O X

Q.- Type here to filter reports. Application Top Conversations X | ~

b -
~Interface Bandwidth -
~Top Analysis Top Conversations 15m 1h sh 1d 1
1Ps and Ports

Address 05/15/16, 03:41:14 PM to 05/15/16, 03:56:14 PM  Data bin: 1 minute
Top Conversations

| Mew Report Source ECE] ~ _ All Interfaces ~ Number of flows: 88,540 M Utilize Long Term Cach
L

~Address Pair [FI3d *DefaultFilterGroup ~

-Destination Address
-Source Address Search Example: (site = Honolulu | site = Chicaga) & wan & flow.app = webex-meeting x -2

[eleToly} Basic Flow ~ | Time Series + | Bit Rate

-Destination Address P
Source Address Popul
Site Traffic

Destination Site Traffi 50 Mbps
Source Site Traffic

~Pratocol 40 Mbps =
-Protocol Port
-Application Group

30 Mbps

DSCP vs Application
Business Relevance
Traffic Class

Qos

- Network

- Medianet

- Applications (AVC)
NSEL

sty WMay 15, 03:43 Ph WMay 15, 03:45 P Way 15,0347 PM

Bit Rate

20 Mbps

May 15, 03:48 PM May 15, 03:51 PM May 15, 03:53 PM May 15, 03:58 PM

5 Wireless Date K
I

AnyConnect v
< >

Show Total Bit Rate

Number of datasets: 169 Q.
Report Actions

Save 1P Addr 1 1P Addr 2 Total Flows In Bytes In Bit Rate Out Bytes Out Bit Rate IP Addr 1 Country  IP Addr 2 Country
192.168.12.2 192.168.15.200 69,258 268 14 Mbps 268 17 Mbps - E "
| Save As 10.254.20.88 10.254,101.212 654 268 16 Mbps 168 11 Mbps -
3| create John-Doe (10.254.50... 10,254,100.2 7,264 653M8 & Mbps 829M8 7 Mbps -
[ 10.254.20.88 10.254.100.2 4,266 533MB 5 Mbps 693 M8 & Mbps - -
|| Edit 1L1L1L11 192.168.12.2 590 121M8 1Mbps 226MB 2Mbps ES US/UNITED STATES -
4| belete 10.0.12.2 258 70ME 625 Kbps 193 M8 2 Mbps S US/UNITED STATES -
i 10.0.0.2 239 52MB 266 Kbps 142M8 1 Mbps B US/UNITED STATES -
4| schedule 10.0.12.2 208 50 M5 496 Kbps 115 MB
It 10.0.0.2 162 25M8 218 Kbps 87MB
3| POF 10.0.0.2 59 81M8 723 Kbps 86 MB 762 Kbps S USUNITED STATES -
Export to CSV 88.8.3 10.0.12.2 155 33M8 292 Kbps 84MB 745 Kbps 5 USJUNITED STATES -
7.7.7.47 10.0.0.2 E3 16 M8 141 Kbps 53 M8 522 Kbps &S} US/UNITED STATES -
Help 8.8.8.4 10.0.12.2 106 1M8 13Kbps B MB 426 Kbps ES| US/UNITED STATES - v
v
3 < >

This report shows the top conversations in the selected time period including; Source address,
Destination address, total flows, etc... a good way to see who is using the bandwidth, and what
for... All that Bittorrent may not be good for business! Right-clicking to open a New Report
leaves the prior reports open, in a tabbed manner, for comparison purposes.

Flow Identification
1. On the report menu, open the QoS category, right-click DSCP, and click New Report.
2. Click the 6h time setting at the top-right.
3. Click Execute Report.

Q.- Type here to filter reports. Application x| Top Conversations DSCP x|

B Reports ~
~Interface Bandwidth
~Top Analysis DSCP 15m 1h 6h 1d 1w 30d Custom
- IPs and Ports

E-address 05/15/16, 03:52:59 PM to 05/15/16, 04:07:59 PM  Data bin: 1 minute

Top Conversations

Bidirectional Source/C Source NSNS ~ Al Interfaces ~ Number of flows: 44,299 M utilize Long Term Cache

Source or Destination

Address Pair [3[l¢=Id *DefaultFilterGroup ~ J=dl Outbound v [ellslyY Basic Flow « | Time Series « || Bit Rate
Destination Address
Source Address Search Example: (site = Honalulu | site = Chicaga) & wan & flow.app = webex-meeting

Destination Address F
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Report Actions

Save

Save As
Create

Edit

Delete
Schedule

PDF

Export to CSV

Help

Number of datasets: 8

LiveAction Lab Workbook Pt. 1

DSCP Total Flows Total Bytes Total Packets Average Bit Rate
0 (BE) 40,832 568 16,556,237 48 Mbps
% (EF) 386 250 M8 1,604,622 2Mbps
(W25 (4F31) 131 33M8 460,623 291Kbps
34 (AF41) 230 27M8 40,823 240 Kbps
8 (Cs1) 197 17M8 118,117 147 Kbps
48 (Cs6) 125 6MB 28,982 51Kbps
16(c52) 2,368 979K 2,368 9Kbps
40 (cs5) 50 24KB 265 217bps

Average Packst Rate  Peak Bit Rate
18396 pps

Peak Packet Rate

49,8 Mbps 18541 pps

1783 pps 2.3Mbps 1833 pps
512 pps 34,9 Kbps 607 pps
45pps 301.4Kbps 56 pps
131pps 163.5 Kbps 144 pps
32pps 53.2Kbps 33pps
3pps 9.6 Kbps 2pps
Opps 272bps 0pps

See that the majority of the discovered traffic is marked as 0 (BE). This means that this traffic
has not been recognized as a certain type by the router and it will use its BEST EFFORT to rout
it. This may be a candidate for marking so that QoS may use priority routing.

Bandwidth by Flow Type

1. On the report menu, open the Network category, click Interface Bandwidth
Summary.

P wDn

Click the 6h time setting at the top-right.
Select SJ HQ device.

5. Click Execute Report.

Enter a Search String: wan & flow.dscp=EF (note upper-case).

Al Flow Reports

Type here to filter reports,

E-Reports

Interface Bandwidth
Top Analysis

IPs and Ports
&-Address
@-Applications

Qos

Bandwidth Summary
Traffic Volume Pair
Outbound Bandwidth |
-Bidirectional Network
-Source or Destination
~Network Pair
-Source Network
-Destination Network
-Bidirectional AS Pair
-Source or Destination
-AS Pair
-Source AS
Destination AS
i) Medianet
&) Applications (AVC)
NSEL
PR
i Wwireless
AnyConnect
& Miscellangous
Custom Reports

- AppDscp

i asdf
< >

Interface Bandidth Summary

Interface Bandwidth Summary

05/15/16, 10:57:51 AM to 05/15/16, 04:57:51 PM Data bin: 5 minutes

[l e c2921-E5-13 v _ GigabitEthernet/1 ~
=

[3/l¢=Id *DefaultFilterGroup v

Search wan & flow.dscp=EF

Graph

15m 1h 6h 1d 1w

Execute Report

Number of flows: 1,7 M Utilize Long Term Cache

Basic Flow ~ | Time Series ~ | Bit Rate

Report Actions

Save

Save As
Create

Edit

Delete
Schedule

PDF

Export to CSV

Help

©2921-ES-13 test.com - GigabitEthernsto/1

200 Kbps |

VY

Bit Rate

100 Kbps {

May 15, 11:00 AM May 15, 12:00 PM May 15,0100 PM May 15, 02:00 PM

Date

Number of datasets: 2

May 15, 03:00 Pl

May 15, 0400 Pl May 15, 05:00 Pl

Average Bit Rate Average Pack...

Device Interface Name  Direction Total Flows Total Bytes Total Packets
P 29216513 GigabitEthernet0/1  EGRESS 1,424 539 MB 3,023,645
29216513 GigabilEthernetd/1  INGRESS 356 207M8 3,453,040

Peak Bit Rate
2585 Kbps
78.3 Kbps

Peak Packet R...
142 pps
163 pps

255 Kbps
77Kbps

140 pps
160 pps

This report compares the INGRESS & EGRESS flows for the selected interface, for all marked
EF traffic flows. This is a Quick way to see how much traffic “stays inside” and how much
transits the device.

Note: Your results may not look the same as the images in this Lab. These images are for
example purposes only.
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Lab 7.3: Create a Custom Report

In this Lab you’ll create a Custom Report to display the last of the most popular reports.
Although the IPs & Ports is now an included report, due to its popularity, we’'ll create a similar
Custom report to visualize the process.

Lab Steps:
1. On the report menu, in the bottom-left Report Actions pane, click Create.

2.

Enter a Report Name.

3. Select the Fields as indicated in the diagram, below.

Aggregated: Byte/Packet Statistics

\
| Report: My IPs &Ports Report
|
|

Type: BasicFlow v

Direction: Inbound and Outbound Combined

Keys
Selected Name Field Name Search String  Field ID (v9) IPFIX ID PEN

Protocol protocolldenti... flow.protocol 4 4 0 A
Src DSCP ipClassOfServ... flow.tos.src 5 5 0
SrcPort sourceTransp... flow.port.src 7 7 0
Src IP Addr sourceIPv4Ad... flow.ip.src 8 8 0
O SrcPrefixLen  sourcelPv4Pr... flow. mask src 9 0
Sl F  roesinterfaceffowibn  J0 lo 0|
O Dst Port destinationTr.. ﬂow port. dst 11 0
O Dst IP Addr destinationIP... flow.ip.dst 12 12 0
O DstPrefixLen destinationIP... flow.mask.dst 13 13 0
O Out IF egressinterface flow.ifidx.out 14 14 0
|:| NextHop IP ... ipNextHopIPv... flow.ip.nextHop 15 15 0
O Src AS bgpSourceAs... flow.as.src 16 16 0
O Dst AS bgpDestinatio... flow.as.dst 17 17 0
O BGP NextHop bgpNextHopl... flow.bgpNext... 18 18 0 v

Preview

Rearrange by dragging the headings below.

Protocol SrcD... SrcPort Srcl... InIF Appli... SrcC... SrcSite Tot... Tot... Tot.. Av... Av...
Create Cancel

4
5.
6

7.

Click Create.

Select SJ HQ device.

Click the 6h time setting at the top-right.
Click Execute Report.

You now have a report which, at-a-glance, shows all the flows that are using Best Effort. Now
you go mark these flow for priority processing as part of your production QoS Policy!
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Lab 8

Lab 8: QoS
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Lab 8.1: QoS Marking Policy

LiveNX can help with creating your Marking policies by using pre-defined templates, or you may
easily create new policies within the QoS Module. You can validate how well your marking
policies are performing by using NetFlow data to observe what the markings are, for each
conversation, on a hop by hop basis.

Since you've installed ACLs to use in your INGRESS marking policy, let’s create the QoS
marking policy using the LiveNX client.

Lab Steps:

1. Right click on the “Branch1-LA” device.
2. Highlight QoS, and select Manage QoS Settings.

IEike View Users QoS Flow Routing [P5LA LAN Tools Reports Window Dev Help

-- HQ-53

3. Click the Add Policy Icon.

JEasales

Polides | Classes | Interfaces

Policies

Mapped Classes

TRBLREG: TREBER

(3 Encble Poling
MName Palicy
=% Ethernet0/o
i le nput DSCPMark
Device: Branchi-LA.dcloud.cisco.com
QoS * [||¥ | Enable QoS Polling
Flow (3 Manage (oS Settings
Routing 3 Revert Qo5 Configuration
IP SLA 3 Manage NBAR
LAN 3 Apply Policy to Interfaces...
Edit Device Settings Remove Policy from Interfaces...
Add or Remove Interfaces Copy Policy to Devices...
Refresh Device Reports

i L WhylsThisHere
Add Policy...

ClassName Classify Marking Queueing Poliing Shaping Compression WRED DBL  Unknown

Mapped Class Detail
Drop all traffic for dass

Match on: Any

Reference

Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must meet
all criteria to be a member of

Help

Edit the class.

Save to Device Preview CLI Cancel
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4. Give the new Policy a name, such as “DSCPMARK”

Paolicies Mapped Classes

DODREMTRE TREBER
: ] - -

|
: E EES] Copy Policy...
-] WhyIsThis 50 pjete Policy...

% add Class to Policy

) Apply P[Add Class to Pol

&l Remove Policy from Interface...
[
6. Select “Create a new class” and give the class a name RTP.

7. Click OK

Select one of the following options:
(") Use existing dass: |4C_BL_Er1ﬁ:3IDa13_App—Matd’1_Mark

(®) Create new dass: |F‘.TP

Mote: This option will create an empty dass. You will need to
select the "Class tab™ to add dassification parameters.

8. Select “Add Class to Policy”

dedadales
Policies Ciassesllnterﬁces

Policies Mapped Classes

TOBRLMOGR G RER

1
T E® | copy policy.. i
3% Delete Policy... :
e w & Add Class to Policy |
) Apply Policy to Interface..
@] Remove Policy from Interface...
[ I
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9. Click Create new class, Label it SIP.
10. Click OK.

Select one of the following options:
() Use existing dlass: |4C_BL_CﬁﬁmIDa13_App—Matd’1_Mark

(@) Create new dass: |SIP

Mote: This option will create an empty dass. You will need to
select the "Class tab™ to add dassification parameters.

oK || Cancel

You should now see your two new classes added to the “DSCPMARK?” policy.

11. Select the “Classes” tab to match them to the created ACL'’s.

Policies Mapped Classes
TRABRLR R BB

Classify | Marking Queueing Paol

Class Name

Mapped Class Detail
[ ] Drop all traffic for dass

Classify | Marking | Queueing | Policing | Shaping | ¢

Match on: Any

Select and match the SIP class...
1. Select the SIP Class.
Select ACL Name as Match Type.
Select the SIPQoSMark ACL you created.
Select Add Match Statement.

P oD
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Classes

D

M 4C_BL_CriticalDat]
W 4C_BL_Realtime_4

Create and

Match

"I Match any | 5%

A1 M. MatchT... Value

ACL Name |SIPQoSMark

Match/match not: |Match

Replace Match Statement

‘ Add Match Statement I

Next select the RTP Class and do the same...
Select the RTP Class.

Select ACL Name as Match Type.

Select the RTPQoSMark ACL you created.
Select Add Match Statement.

> wnN

LR RIE-

| pouq-es| Classes | I_nterﬁ:ces|

Classes

D

M 4C_BL_CriticalDaty
W 4C_BL_Realtime_4
M 4C_BL_Scavenger
M 4C-MMN_CONTROL,

Create and Statements
Match " ACL Name vl R’
Value: |CRITICAL Al M., MatchT... Value
EDE':"_GLOBAL-LEARN—LIST ACL Name |RTPQoSMark
@TPACL
SIPQOS
SIPQoSMark
WVOICE_VIDED W
v]

Replace Match Statement

Match/ma : |Match
Add Match Statement
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> wnh PR

Select the Policies Tab.

Select the RTP Class.

Select the Marking Tab

Choose to mark the RTP Traffic with DSCP 46 (EF).

Mapped Classes

R

-|=| dass-default
WhylIsThisHere

D class-default

Class Name Classify Marking Queueing Polidng Shaping Compression WRED DBL  Unknown

- psceEr | | | | | |
L

Eusing I Policing | Shaping | Compression | WRED I DBL I Unsupported

Reference

Differentiate packets
|psce v||%ER) v| belonging to this class
based on marking.

[]1Pv4 Only

[] ATM Cell Loss Priority Mark On

DSCP: marks a packet by
=etting the differentiated
services code point
(DSCP) value in the type
of service (TOS) byte.

["] Frame Relay Discard Eligible

Precedence: sets the
nraradan~a valie in tha

< >

SavetoDevice | | Previewdll | | Cancel
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Next it is necessary to set the DSCP Markings for the SIP Class.
1. Select SIP
2. Select the Marking tab.
3. Mark with DSCP as below.

Paolicies Mapped Classes
ZRBLAKRG: SRBH
ﬂ DSCPM ClassMame Classify Marking Queueing Polidng Shaping Compression WRED DBL  Unknown
N RTP [
: R
: -|=| dass-default class-default
B {] WhylIsThisHere =
D class-default
Mapped Class Detail
[Jorop all tra
Classify | Marki eusing I Palicing | Shaping I Compression I WRED I DEL I Unsupported
Mark with: pEfReue
Differentiate packets [l
|sce v| 24(cs3) v| belonging to this class
based on marking.
[] 1Pv4 Only
(] ATM Call Loss Priority Mark On
3 o DSCP: marks a packet by
[ [emepea R bt i setting the differentiated
services code point
(DSCP) value in the type
of service (TOS) byte.
Precedence: sets the
nreredenee valie inthe
Help | savetoDevice ||  Previewc: || Cancel

4. Click Preview CLI to see the policy you have created.
5. Click Save to Device if satisfied.

A Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)
Japaales

Polides | Classes | Interfaces|
Policies Mapped Classes
SUBRER Sy FRREE
& BL  Unknown
config t _
H dassT class-map match-any SIP
E-{] WhyIsThi .
T D dass || |EELE
class-map match-any RIP
exic
class-map SIP
match acceas-group name SIPQoSMark
exit
class-map RTP
match access-group name RIPQoSMark
exit
policy-map DSCEMARK
class RTF chets ~
exit [¢ class
class SIF -
exit
class RTF
set dscp 46 v | [ Packetby
erentiated
point
e tyoe
) byte
Precedence: sets the
nreredence valis in the
Help I| Save to Device H Preview CLI ” Cancel
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We can now push our newly created polies to multiple devices.

Select the “DSCPMARK” policy.

Click the “three arrow” icon to copy policy to devices.
Select the DSCPMARK Policy.

Select the other two devices in the topology.

Click OK

A Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

B EE-F- LY

Palicies

A

Mapped Classes

Compression WRED DBL Unknown

[¥]Branch2-MY .ddoud. cisco.com (198.19.2.1)
[W]HQ-51.ddloud . cisco.com (198.18.129.25)

Reference
Differentiate packets [l
belonging to this class

based on marking.

ATM Cell Loss Pririty Mark On
DSCP: marks a packet by
Frame Relay Discard Eligible sefting the differentiated

services code point
(DSCP) value in the type
of gervice (TOS) byte.

Precedence: sets the
nraradenra valie in the

< >

Save to Device Preview CLL Close

You should see that both policies copied to the device successfully.

6. Close the Copy Policy window, and the Manage QoS Window to return to the
Topology pane.

Saving to devices...
Branchz-MY.ddoud. cisco,.com (198.19.2.1) « Succeeded

HQ-51.ddoud. dsco.com (198.18.129.25)  «» Succeeded

Cancel

Note: You want to apply marking policies as close as possible to where traffic enters the
network.
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In this scenario we will be applying the marking policies on the ingress of the LAN interfaces for
each device. Perform the following steps on EACH DEVICE.

1. Right-Click on the appropriate device.

2. Select QoS, Apply Policy to Interface.

File View Users QoS Flow Routing [PSLA LAN Tools Reports Window Dev Help
Dashboard | Manage [F) Expand QoS | Flow | Routing | PsLA | LaN
L S
B A, Home
& @ Branch14A
@ Branch2-NY
@ Hos) o
sz . . -
— o= N\ N\
o e asan
e — [T
5 | e, Branchi-
TR Ry [®= 193.19.1.1 ‘@
AN / “ / || Enable QoS Polling
. S~ Create Policy from Template
- Revert QoS Configuration
P
23 Vo Adjust Input QoS
L
\ ‘| Adjust Output QoS
‘\ ’ Manage QoS Settings
-
— Manage NBAR
Apply Policy to Interface...
Remove Policy from Interface..
Interface: HQ-SJ - Ethernet0i0 CapyBoncytoDievices=
| QoS » Reports
[03 Qus Polcy Applied 7 | Edit Device Settings
@ Mormal / - Add or Remove Interfaces
@ Drops (See Aertz) . vas Refresh Device
@ Warning & 1981812025
@ oown | = Remove Device
@ All Poling Disabled \ Zoom to Device
AN |
4 QoS Poling Disabled Icon N Device Tools N
@ AcL Applied
2, Not configured Statistics. »
-
G 5| | AN View b
»

3. Select the “DSCPMARK” policy.
4. Click the Input of the LAN Interface

cpy © Mermxﬁ © | Flow Buffer © | Alerts © Advisories © | Nodes © StoupiManagiment adimin: Admin user | 041635 PM PST

Select the interfaces to which you want to apply this policy:

% Ethernet0/0
< Input
[] 7= Output

Do this for each device! (loop to #1 above for each device)
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Using your Voice Filter, and then refreshing the Topology, you should no longer see any BE
Traffic — Remember, it may take a bit of time for Netflow to catch up.

Dashboard | Manage [F) Expand

- @ Branch2-NY
@ HQs1

File View Users QoS Flow Routing [PSLA LAN Tools Reports Window Dev Help

' Flow | Routing | PSLA | LAN

@ B A OL- @ & bk refesh [alFonTipes v [curentTme v | |curentpoling ntervel | B voice4ab vt o] e fosce v|
Search Example: (ste = Honolulu | site = Chicage) & wan & flow.2pp = webex-mesting
B 4, Home

@ Branch14a

Color Mapping By DSCP
0(@E)
W 18 (AF21)
M 26 (AF31)
34 (AF41)
W16 (Cs2)
W 24(Cs3)
“703KB { 11 flows
W 32(cs9)
W 48 (Cs6)
6 (EF)
=30 MB 28 flows

@ AcL Applied
Q, ot configured

5 vLan

x-[2]
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Lab 8.2: QoS Queueing Policy

As in the prior Lab, LiveNX also makes it easy to manage your Queueing policies by either
using our pre-defined templates, or create them in the LiveNX interface. You can validate how
your queueing policies are performing by utilizing our QoS Tab and the CBQoS MIB.

Now that you’ve verified your traffic is marked correctly through the network, using Netflow, you
can create a queuing policy to protect the critical traffic.

Lab Steps:
1. Right-click on the Branchl1-LA Device, select QoS, and Manage QoS Settings.
Q [ o i A~ OF - | @ & | Audt
MName
@ Erancha Device: Branchi-LA.dcloud.cisco.com
- @ HQ-5) QoS P ||l v | Enable QoS Polling
Flow 4 Manage QoS Settings
Routing » Revert QoS Configuratio
P SLA » Manage NEAR
LAN 3 Apply Policy to Interfaces..,
Edit Device Settings Remove Policy from Interfaces... -
Add or Remove Interfaces Copy Policy to Devices...
Refresh Device Reports
Remove Device :_:._'_
Zoom to Device
Device Tools »
Statistics 3
View k
Group Management b
[ HQ-

2. Select the Policies Tab.
3. Click Add Policy to create a queuing policy.

Polides | Clagses | Interfaces

Policies
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4. Name the new policy QUEUEING.

5. Right-click on the new QUEUEING Policy, select Add Class to Policy.

Puolicies Mapped Classes

DOREME S GTRER

% DSCPMARK | ‘Class Mame Classify M
=3

..... opy Policy... N
3k Delete Policy...
|C&%  Add Class to Policy |

izl Apply Policy to Interface... [Add Class to Poli
a Remove Policy from Interface...

. _
6. Create a new class labeled VOIP.
7. Click OK.

Select one of the following options:

() Use existing dass: |4C_BL_Cr1ﬁ:3IDaIa_App—Matd’1_Mark
(@) Create new dass: u’DIF'

Mote: Thiz option will create an empty dass. You will need to
select the "Class tab™ to add dassification parameters.

8. Right-click, again, on the QUEUEING Policy, select Add Class to Policy.

Policies Mapped Classes

TOIREN SR BREBE

| |Class Mame  Classif

Copy Policy... e
e
g4 Delete Policy...

--~ Why
- & Add Class to Policy |

Apply Policy 10 0 Class to Policy |
€| Remove Policy from Interface...
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9. Create a new class and label it SIGNALING.
10. Click OK

Select one of the following options:
() Use existing dass: | 4C_BL_CriticalData_App-Match_Mark

(@ Create new class: | SIGNALING]

Mote: This option will create an empty dass. You will need to
select the "Class tab”™ to add dassification parameters.

| Cancel

Configure VOIP Class:

Click the Classes Tab.

Select the VOIP Class.

Select the Match Type as DSCP.
Select 46 (EF).

Click Add Match Statement

arwbdE

daaaalesn

Poh'ciesl Classes faces|

Classes eate and Edit Match Statem
0= Match type: | DSCP v/ "
M 4C_BL_CriticalDat]
M 4C_BL_Resltime_{ 3 | |M.. MatchT.. Value

I 4C_BL_Scaverge
M 4C-MN_CONTROL,
M 4C-MN_CRITICAL
0 4C-MN_REALTIME
M ROP

M RTP

W SIGMALING

W sIP (Select up to 8 values)
Match/match not: |Match

[]1Pv4 Only

Add Match Statement I Replace Match Statement

SavetoDevice | | PreviewCl | | Cancel
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Configure SIGNALING Class:
1. Select SIGNALING.
2. Use DSCP as Match Type.
3. Select 24 (CS3).
4. Click Add Match Statement.

Jdadaaaes

Policies | Classes | Interfaces|

Classes Create and Edit Match Sta

D » Matmwpe:lnsc:e v] L
W 4C_BL_CriticalDat]
W 4C_BL_Realtime_/ Value: |17 Al M. MatchT.. value
M 4C_BL_Scavenger| 2
W 4C-MN_CONTROL
W 4C-MN_CRITICAL
I 4C-MN_REALTIME

Match/match not: |Match w
[ 1Pv4 Only

ol Add Match Statement I Replace Match Statement

(Select up to 8 values)

Setup VolIP Priorities:

Select the Policies Tab.
Select the VOIP Class.
Select the Queuing Tab.

e

Select Priority Queuing, enter a rate of 33%.

Policies Mapped Classes
DARLR RS BRA=
& 1} DSCPMARK Class Mame  Classify Marking Queueing Polidng Shaping Compression  WRED DBL  Unknown
e - | ot | ! | | | |
SIGNALING v
dass-default v

Cl WhyIsThisHere

Mapped Class Detail
["] Drop all traffic for d
Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DL | Unsupported

) e

Distribute the available )

Rate: |3‘?'| | |Peroent hd | bandwidth between
. lasses by specifying a
austozes [i2|oyes :
U b minimum bandwidth
Unknown elements: guarantee to each class.
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Setup Signaling Priorities:
1. Select the Signaling Class.
2. Select The Queueing Tab.
3. Select Class-Based with a rate of 7%.

Policies Mapped Classes

DABRLK R BB

1} DSCRMARK Class Name Classify Marking Queueing Poliging Shaping Compression WRED DBL  Unknown
QUELING

VOIP

' P - SIGNALING | = |

ESls1GHALING et
dlass-default

‘ﬂ WhylIsThisHere

Mapped Class Detail
[ Drop &l traffic for dass

| Classify | Marking | Queueing | policing | Shaping | Compression | WRED | DBL | Unsupported

R —— Referenc

3 Distribute the available 2
Rate: |? | |Peroent b | bandwidth between

) classes by specifying a
[[] Queue depth: |1 | |BYt‘35 | minimum bandwidth

[[] Enable Fair Queueing guarantee to each class.

Unknown elements:

Queueing Type

Class-based: utilizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
allnrated tn the rlaze

L4 >

W

Save to Device | | Preview CLI | | Cancel

Create a Shaping Policy:
4. Click Add Palicy.

IR R~ R

Policies | Uassesl I.nterﬁ:ces|
poces
I LI

Add Paoli

=] vOIP

SIGMALIMG
1= dass-default
ﬂ WhylsThisHere
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5. Give the Policy a name of Shaper.

Policy name: |Shaper|

1. Select the class-default class under Shaper.
2. Select the Shaping tab.
3. Select Average, enter 1500 Kbps.

Jdyadles

Folicies Mapped Classes
DABLR S RER

Class Name  Classify Marking Queueing Poliqing Shaping Compression WRED DBEL  Unknown

sk

VOIP
SIGMALING
dass-default

Mapped Class Detail
[] Drop &l traffic for dass

| Classify | Marking | Queueing | Palicing | Shaping | Compression | WRED | DBL | Unsupported

sope o e e

Control the flow of traffic ™
Bal=s |150"':l | |Kbp5 ¥ | and eliminate bottlenecks

[[] committed burst: bits by delaying packets and
conforming to a specified
[ ] Excess burst: l:l bits bit rate.

Unknown elements: Rate

Peak: alows the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
. . ¥

SavetoDevice | | PreviewCl | | Cancel
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4. Click and Drag the QUEUEING Policy on top of class-default class for the Shaper.

Jdyadles

Policies
Folicies Mapped Classes

TOUBELMGURE EREBR

1 DSCPMARK

Class Name  Classify Marking Queueing Poliqing Shaping Compression WRED DBEL  Unknown
VOIP L J Priority: 3...

SIGMALING L ] Class-bas...

class-default

Mapped Class Detail
[ Drop &l traffic for dass

|Classiﬁ' Il'v1a|'king IQueueing IPc.Iicing | Shaping |C0mpression I'\'-a'RED IDBL |Unsuppo|‘ted

Sroe sng: ione | refrence

Control the flow of traffic ™
and eliminate bottlenecks

by delaying packets and
conforming to a specified

bit rate.

Rate

Peak: alows the
transmission rate to
burst higher than the
shaping rate.

Average: sets the
. . ¥

SavetoDevice | | PreviewCl | | Cancel

Now you should see the QUEUEING Policy as part of the shaper. This allows you to reserve the
percentage of BW in the shaping policy!

Jdyadles

Polides | Classes | Interfaces

Folicies Mapped Classes

ZeaRL&uUsRy SRER

1} DSCPMARK Class Name Classify Marking Queueing Poliging Shaping Compression WRED DBEL  Unknown
=] QUEUING

: E VOIP VoI ® Priarity: 3...

class-default -

E| C] Shaper

E}D dass-default

" ST

Cl WhylsThisHere

Mapped Class Detail
[ Drop all traffic for dass

|Classif'-r' Irvlarking IQueueing IPn:-Iicing | Shaping |Cc-mpressic.n I'\'-e'RED IDBL |Unsuppo|‘ted

‘ Shape using: Reference

|I"nr|h—nl tha flaus aftraffic A |
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Copy the shaping policy to the other devices:

Select the Shaper Policy.

Click the three arrow icon to copy the policy.
Ensure the Shaper Policy is selected.
Select the other two devices.

A

Click OK to push the policy.

A Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)
Jeaadaales
Policies Classesl Interfaces

Policies
DODRERES

-1 DSCPMARK

Mapped Classes

hE B

CI Class Name Classify Marking Queueing Policng Shaping Compression WRED DBL  Unknown
QUEUING
VOIP dass-default o 1,500 Kbps
SIGNALING

dassn
dass : Select a policy: e

v

{dn QUEUING Shaper

Select the devices to which you want to save this policy:

»Cl WhyIsThisHere

[¥]Branch2-MY .ddoud. cisco.com (198.19.2.1)

[W]HQ-51.ddloud . cisco.com (198.18.129.25) Unsupported

Reference

Control the flow of traffic ™
and eliminate bottlenecks

by delaying packets and

coenforming to a specifisd
bit rate.

Rate

Peak: allows the
transmission rate to
burst higher than the
=haping rate.

Average: sets the
. PR w

Help Save to Device Preview CLI

6. Click Close.
7. Click OK.

Saving to devices...
Branch2-4MY.ddoud. dsco.com (198.19.2.1) «» Succeeded

HQ-51.ddoud. dsco.com (198.18.129.25)  w» Succeeded

Cancel
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We still need to apply the policy to the WAN interfaces. Do the following steps on EACH of the
3 devices.

8. Right-click on the WAN interface, and select QoS and Apply Policy to Interface.

-
File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help

castbomd | Marage Eieand |~ 5 [Fow | Routng | Paua | 1w |

[a |Flem/ o-aa ma

Name

@ Branch1LA
@ Branch2-HY
@ HQs1

[} ‘;
4
o
:
] interface: HQ-5J - Ethernetdit
[, mas I » [l v Enable QoS Polling
Siosny
L= Create Policy from Template

AN Revert QoS Configuration by user 'admin’
3 QoS Polcy Applied = Adiust Input Qo5
@ Normal
@ Drops (See Alerts) Adjust Output QoS
@ warning Zoom to Device Manage QoS Settings
@ Down Device Tools v Manage NBAR
@ Al Polling Diszbled
A\ QoS Poling Disabled Icon Statistics. | Apply Policy to Interface...
B ACL Applied View > Remove P
9, Not configured
= Group Management 3 Copy Pelicy to Device..
=

< > Reports

9. Select the Shaper Policy and the Output for the WAN interface.

Select a policy:
[shaper vl

Select the interfaces to which you want to apply this policy:
[ [m] & Ethernet01
Input

S Output

10. Click OK.
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Once Completed you can go to the QoS Tab, select a devices WAN Interface, Select
Application/Class and view the Output of the policy.

Dashboard | Manage [T Evpand [ 55 J[Fou | Routing | st | tan
a [ G Enable Pnﬂlngl Application / Class. = Output vIlSm 14w BB Top 40 ~ Rate

% 2 Qutput: Shaper
Name
5% Home Before QoS - by Application (NBAR) Before QoS - by Application (NBAR) in Kbps Options ¥
@ Branchi1A HName Current Peak S-minute Avg
@ Ethernetd/0 - ] W Lyne 306 307 71 A
e 295 2
5@ Branch2-NY zom e 103 6
@ Ethernetnjo » 28 1
i~ Ethemetd2 1600 o 1 1
' % Etherneto/t =3 I selesforce <1 P <1
X [ linkedin <1 <1 <1
O htp <1 4 2
W windows-azure <1 <1 <1
W dns <1 <1 <1
o I outiook-web-ser... <1 <1 <1
044702 PO 04:53.02 P14 04:50.0 P 05:05:02 P14 05:11:02 POt 05702 PO o el > . P
Tatak 1,127 1,127 1,080
< >
After QoS - by Class After QoS - by Class in Kbps Options ¥
HName Current Peak S-minute Avg 14
£ [V] dass-default 1,130 1,130 1,130
00 + [v] [ class-default 710 710 710
- [v] O vore 401 401 401
1600 i [v] [ SIGNALING 12 12 12
______________________________________________________________ 1200
....................................... SOe | g
wo <
0
o
044702 PO 04:53.02 P14 04:50.0 P 05:05:02 P14 05:11:02 POt 05702 PO
Total: 1,123 1,123 1,123
< > < >

Do you notice any drops on your VOIP class or your Class-Default? Let’'s add some more
protection to those classes with increasing the burst size for VOIP and adding a scavenger
class for bit torrent traffic.
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Lab 8.3: QoS Verification

Managing QoS is an ongoing process where you may need to adjust your policies according to
your network needs. You can use LiveAction elements such as NetFlow analysis or CBQoS
Statistics to determine if policy changes are necessary.

Since there seem to be drops on our device, let’s investigate the drops and add a more granular
QoS configuration.

Lab Steps:
Select a device and select QoS and Manage QoS Settings.

Name Policy
A =) & Ethemnetfo
=9 Home i Tnput DSCPMARK
@@ Branch14A L output
@ Ethernet0/o [=- % Ethernetd/1
% Etherneto/2 L Tnput
Branch2-NY b output Shaper

vice: HQ-SJ.dcloud.cisco.com

QoS * ||| % | Enable QoS Pelling

Flow 4 Manage Qo5 Settings

Routing b Revert QoS Configuration by user 'admin’
IPSLA > Manage NBAR

LAN 5 Apply Policy to Interfaces...

Edit Device Settings Remove Policy from Interfaces...

Add or Remove Interfaces Copy Policy to Devices...

Refresh Device Reports

Remove Device
Device Tools
Statistics

View

Group Management

Select the VOIP Class.
Click the Queueing Tab.
Select Burst Size of 128000.

x
Hadaaes

Policies | Classes | Interfaces

Policies Mapped Classes

ERBLAERGy BRR

% ggg;::’;l( ClassName Classify Markng Queueing Polidng Shaping Compression WRED DBL  Unknown

s I N 277 S A S N S
" FJ ISIGMALING L Class-bas...

5 Soene dess-default @

=] dass-default
E% Shaper
[5) dass-default

Mapped Class Detail
[ Drop all traffic for da

Classify | Marking | Queueind | Policing | Shaping | Compression | WRED | DBL | Unsupported

Queueing type: |Priority v eference
Distribute the available ~ *
R T bandwidth between
Burstsize: 128,000 | bytes classes by specifying a
minimum bandwidth
Unknown elements: guarantee to each class.
Queueing Type

Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth

allnrated tn the Flass

v

Help Save to Device Preview CLT Close
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Note: Configuring a burst rate is something that is not always common and should be fully

understood before looking to implement in your own network.

Read more about configuring a burst rate here:
http://www.cisco.com/c/en/us/td/docs/ios/12 2/gos/configuration/quide/fgos c/qcfpolsh.html

An excerpt about the math behind deciding the burst rate would be:

Cisco recommends the following values for the normal and extended burst parameters:

normal burst = configured rate * (1 byte)/(8 bits) * 1.5 seconds

extended burst = 2 * normal burst

4. Right-click on the QUEUEING Policy.
5. Select Add Class to Policy.

Policies Mapped Classes
DTODRER SR RER
..: Eggi:::}( Class Mame  Classify
= 1o vOIP v
opy Policy... L

l[j 3 Delete Policy... N
o %5 [®  Add Class to Policy .

-5\ ) Apply PollAdd Class to Policy

a Remowve Policy from Interface.., _

6. Give the new class a label of SCAVENGER.

Select one of the following options:

() Use existing clazs: |RTP

(@) Create new dass:  |SCAVENGER

rEppETCEss ol

Mote: This option will create an empty dass. You will
need to select the "Class tab™ to add dassification

parameters.
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Select the Classes Tab.
Select the Scavenger Class.
For Match Type select Protocol — Using NBAR.

Select both “bittorrent” and “bittorrent-networking”.
Click Add Match Statement for both Applications.

g w0 DN PE

Classes Create and Edit Match Statements e

Match type: |Protocol - using NBAR v] iR’

Value: |bhmds A1 M. MatchT... Value
binary-over-http Ma... Protocol -... bittorrent

e ittorrent Protocol -... |bittorrent-networking

bl-idm

blizwow

blogger

bmpp W

Match/match not: |Match W

| AddMatchstatement | | Replace Match Statement

Now let’s go back to the Policies Tab
Select the Scavenger Class
Then select the Queueing Tab

Next select Class-based and give the class a rate of 1 percent

a s o n e

Finally select Save to Device

Policies . Mapped Classes
ARk k Rl BB

" DSCPMark Class Name Classify Marking Queueing Poliging Shaping Compression WRED DBEL  Unknown
[ gy DSCPMARK ——
B‘CI QUEUING VOIP o Priority: 3...
H VoIP SIGMALING ) Class-bas...
SIGNALING Ce 1 Jo 1 ! ' [ [ |
W class-default
: dass-defaul
Bi} Shaper
=) dass-default

Mapped Class Detail
[] Drop all traffic for dass

blicing | Shaping I Compression I WRED I DEL | Unsupported

Queueing type: m Reference

Distribute the available )
Rate: I1 | IPE"C‘E'"It hd | bandwidth between
lasses by specifying a
ueue depth: |1 Bytes <
LlQ ¥ I | I g | minimum bandwidth
[] Enable Fair Queueing guarantee to each class.
trom the bandwidth

allnrated tn the rlass
L4 >

°| Save to Device || Preview CLI || Cancel |

105



When making changes to the QUEUEING Policy it will also affect the Shaping Policy.

Policies

2 I L L

Mapped Classes

RE R

-2 | DSCPMark
DSCPMARK

Class Mame  Classify  Marking

VOIP L ]
LING

Queueing
Priority: 33%

VOIP

SIGNALING CAVENGER -
v

Cla :
Class-based: 1% I

SCAVENGER class-default

class-default

Poliing Shaping Compre... WRED DBL U...

dass-defa
o]

Mapped Class Detail
Drop all traffic for dass

Classify | Marking | Queusing

|Pc-|i-:ing |Shaping |Cc-mp|'essic-n |'\'.'RED IDE.L ILlnsuppc-r‘led

Queueing type: |Class-based

Rate: |1

| |Percent

Queue depth: |1

| [Packets

Enable Fair Queueing

Unknown elements:

Reference

Distribute the available 2
bandwidth between

clazzes by specifying a
minimum bandwidth
guarantes to each class.

Queueing Type

Class-based: utilizes
Class-baszed weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth

allnrated tn the rlass
£ >

W

Copy the updated policy to other devices in the topology.

6. Select the Shaper Policy
7. Copy the Policy to Devices.

Policies | Eiassesl I.nterﬁ:::esl

| Save to Device ||

Preview CLI | | Cancel

Polides

TORBREM B

Mapped Classes

=R B
I

-2 | DSCPMark _ _ Mz
-1 DSCPMARK ICDF:H.-' Policy to Dewcesl‘ 5
EI:] QUELING dass-default [
VOIP
. ~|=| SIGNALING
. || SCAVENGER
-default
= Ehaper
== dass-default
. Qﬂ QUEUING Mapped Class Detail
Drop all traffic for dass
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8. Select Shaper, and select the other devices.

Select a policy:

Shaper

Select the devices to which you want to save this policy:

[+#]Branch1-LA.ddoud.dsco.com {198,19.1. 1)
[«#|Branch2-4Y. dcloud. cisco.com (198, 19.2. 1)

You are given a warning that you are overwriting a policy on both devices. This is what we want
to do!

9. Select perform this action for all devices which have conflicts.
10. Click Overwrite.

Conflicts were encountered when saving the policy on device
Branch1-1A.ddoud, csco.com (198, 19. 1. 1).

The policy is shown below, with conflicting settings highlighted
inred, Do you want to continue?

U Shaper - Cverwritten (& policy with the same name exists)
EID dass-default
i p Shaping: 1,500,000 bps

E}--Qu QUEUING - Overwritten (A policy with the same name exists)
=5 vorp
- b Queuesing: Priority 33%:
-i= Match DSCP "46 (EF)"
E-=] SIGNALING
- # Queueing: Class-based 7%
-i= Match DSCP "24 (C53)"
/=] SCAVENGER
- # Queueing: Class-based 1%

P

B mr Wiy

Wiew all conflicts
Rerform this action for all devices which have confiicts

[Guemwne] [ sip | [ Canca |

Ensure the copy is successful.
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11. Click Close.

Saving to devices...

Branch1-A.ddoud. cisco.com (198,19, 1.1) & Succeeded

Branch2-MY.ddoud. dsco.com (198.19.2.1) » Succeeded

Cancel

When completed you should no longer see VOIP Class drops and you should see traffic in the
scavenger class in the QoS Interface View.

x
File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help
Dashboard | Manage [I¥ Expand " Qos [ Fiow | Routing | P SLA | LaN
a ) na| Application /Class ~ output ~ | 15m thr 1d 1w [ Top 40 - Rate +
> 1 Output: Shaper
Name
58 Home Before QoS5 - by Application (NBAR) Before QoS - by Application (NBAR) in Kbps Optiens
E Branch14A Name Current Peak S5-minute Avg
@ Branch2y WLyne 423 458 09 A
@ Hos) 2000 -~ & @ 180 183 173
~© Ethernet0/o - ¥ O rntp 164 164 164
. i w e m
M sp 15 15 15
- Mhtip 3 12 5
o [ teinet [ 6 1
2 | MEsm 4 4 2
-FE <1 <1 <1
<1 <1 <1
<1 <1 <1
0 <1 <1 <1
05:2752 P 05:33:52 M 05:39:52 M 05:45:52 PM 05:51:52 Pua 05:5752 P “ . o
1,237 1,334 1,185
< >
After QoS - by Class After QoS - by Class in Kbps Options ™
Name Current Peak S-minute Avg  1H
S 1,158 1,23 1,141
v CJvorP 598 682 581
2000
(] 555 613 541
1800 . . [ SIGNALING 18 18 18
’ - (¥ [l SCAvENGER <1 <1 <1 |
et B e Rt 11| R
__________________ 5
2
800 =
_ N
o
05:2752 P 05:33:52 PM 05:39:52 M 05:45:52 PMA 05:51:52 Pt 05:57:52 P
Total: 1,171 124 1,140
< > < >
U © Memory ©  Fiow uffer © [ Advisories © | Nodes ©

| admin: Admin user | 05:58:15PM PST

Good job! You have successfully created Marking and Queueing policies for your network
devices! There still may be drops in the class-default, but that is the purpose of this Lab... to
help you identify, and eliminate issues... so that you may discover MORE issues.
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Lab A

Lab A: Appendix
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Lab A.1: Add Device

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.
Lab Steps:

12. Select File, Add Device

E_E 198.18.133.34 - Remote Desktop
Li!.rEAcl:iun - localhost

File | Wieww Users QoS Flow  Roo
&add Device
I~
Illﬂsa:wer Devices I

Impork Devices I~
Expart Devices I
Manage Devices
Refresh Devices

Remove Metwark Objecks

Exit

13. Enter 198.19.1.1 in the IP Address field.
14. Select “Use the Default SNMP connection settings”.

Add Device X
Steps Device Connection Information
1. Device Connection Enter the SNMP connection information.
Information
2, CLI Settings (Configuring) Node Local ~
3. CLI Settings (Monitoring)
1P Address 198.19.1.1|
4. Select Interfaces
5. Select VLANs (C) Non SMMP device such as NetFlow probes
6. Select Features () LiveSensar
7. Enable Polling (®) Use the Default SNMP connection settings Edit
8. Review Configuration (C) Enter SNMP connection settings for this device
49, Device Updated SNMP Version Version 2c TargetPort [161
Community String
< Back Finish Cancel Help
15. Click Next.

110 © Copyright 2019, LiveAction, Inc.



Skeps

CLI Settings {Configuring)

1.

™

Device Connection
Information

CLI Settings
{Configuring)

LI Settings (Monitaring)

Select Intetfaces

. Select YLANS

. Select Features

. Enable Palling

. Review Configuration

. Device Updated

Specify the CLI connection information used for configuring these devices, Required fields are indicated with
an asterisk (*3,
Configuration CLT Connection Settings
Enter Command Line Intetface (CLI) connection settings used to configure these devices,
= Add as monitar only device for non Cisco and unsupported Cisco O3 (105, [05-XE and M4-05 supp

% Use my default Configuration CLI connection settings

{~ Enter connection settings For this device

Connection Type ISSH VI Part* |22

User name on Device I

Password on Device™® I

Enable Passward I

I™ | &lso use these credentisls for monitor mode,

< Back. | Mext = Finish Cancel | Help |

17. Click Next.

Skeps

CLI Settings (Monitoring)

. Device Connection

Infarmation

. CLI Settings (Configuring)
. CLI Settings

{Monitoring)

. Select Interfaces

. Select YLAMNS

. Select Features

. Enable Palling

. Review Configuration

. Device Updated

Specify the CLI connection infarmation shared by all users. This infarmation will only be used ta monitor this
device. Required fields are indicated with an asterisk (*).

IMonitar-only CLI Connection Settings

Enter Command Line Interface {CLI) connection setkings used ko monitor this device.
" Use the default Monitor-only CLT connection settings Edit: |

% se the previous page connection sektings

" Enter connection settings For this device

Conneckion Type |S5H  + l Port* |22

User name on Device I

Password on Device® I

Enable Password |

< Back | ek = I Fimisi Cancel | Help |

18. Select “Use the previous page connection settings”.
19. Click Next.

LiveAction Lab Workbook Pt. 1
16. Select “Use my default Configuration CLI connection settings”.

HQ-51.dcloud.cisco.com {198.18.129.25)
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You can verify what capabilities LiveAction is able to interact with the device.
20. Click Continue.

¥alidation Details
Yalidation results For the current device:
Tesk I Skatus I Descripkion |
SMMP connection Succeeded "
SHMP access Succeeded =
"LI configure connection Skipped
_LT configure login Skipped
_LI configure enable password Skipped
_LI monitor connection Skipped
_LI monitor login Skipped
_LI monitor enable password Skipped
Setial numnber walidation Succeeded
Madel supported Succesdad
105 supported Succesdad
MEAR capable Succeaded
MEARZ capable Succeeded
fetFlow collector configure supported Succeeded
Flexible MetFlow supported Succeeded
Unified Perfmon supported Succeaded
Medianet Performance Monitoring supported Succeaded
AWC supported Succeaded
LS MetFlow configure supported Mot supported
IMediatrace configure supported Succeaded
1P SLA Supported Succeaded
HGF Supported Succeaded
A Table Supported Mot supported ;l
Conkinus

On the select interfaces window you may notice 3 interfaces are already selected. LiveAction
automatically selects the interfaces based on the highest bit rate.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps Select Interfaces
1. Device Connection Select the interfaces you want o monitor on this device {maximum 1000 inkerfaces),
Information

2. CLI Settings {Configuring) Selected I Interface I Trunk I IP Address Description

3, LI Settings (Monitoring) ¥ Ethernetojo 198.18.129.25
¥ EthernetOfl 10,255.0.2

4. Select Interfaces ¥ Loopbacko 10.0.0.102

5. Select YLANS [T Ml

6. Select Features - Tunneld PFR. auto-tunnel For YRF default
Il woIP-Hulln

7. Enable Palling

8. Review Configuration

9. Device Updated

Selected interface(s): 3

< Back |

Fimish Cancel | Help |

I

21. Click Next.
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Note: Since there are no VLANSs configured on this device, none will be displayed. You may
monitor up to 25 configured VLANs on each device.

Add Device - HQ-5).dcloud.cisco.com {198.18.129.25)

Steps Select YLANS

1.

[ =T = R = T T A S

. CLI Settings {Corfiguring) ! Mo ¥LANSs were found on the ﬁvice. Mo YLANS will be managed.
. CLI Settings (Maritaring) ;

. Select Interfaces

. Select YLANs

. Select Features

. Enable Polling

. Review Configuration

. Device Updated

Device Connection Select the WLAMNS vwou wank ko monitor on this device {maximum 25 WLAMNS),
Information

Fimish Cancel Help

22. Click Next.

The Select Features dialog allows you to turn-on specific Cisco technologies using the
templates included in LiveNX. This dialog displays the current I0S configuration of the device
you are currently viewing. Leave this screen AS-IS.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Skeps Select Features
1, Device Connection Select the Features you want to enable on each interface, Learn more about each Feature in the Help
Infarmation section,

2. (LI Settings (Configuring)
Features on device

3. CLI Settings (Monitoring))

4. Select Interfaces | el e

5. Select YLANS [ Associate Probe at IP Address: |

6. Select Features Interface | MEAR MetFlaw

7. Enable Poling Etherneto)1 v 2

&. Review Configuration Ethernet0fo W M
Loopbacki I~ v

9, Device Updated

< Back | Mext = I Fimish Cancel Help

23. Click Next.
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24. Change the polling rate to 30 seconds.
25. Verify that ONLY the Flow & QoS boxes remain checked.

Add Device - HQ-51.dcloud.cisco.com (198.18.129.25)

Steps Enable Poling

. Device Connection

Information Learn more about polling in the Help section,

Select the features you want o actively monitor and the polling rate for all the Features on this device,

2. LI Settings (Configuring)
3, CLI Settings {Monitoring)
4, Select Interfaces
5. Select YLANS Polling Rate 30 seconds
6, Seleck Features
Poll the Following Features
7. Enable Polling
3. Review Configuration
9, Device Updated ¥ Qos
vV IP 5LA
¥ Routing
[~ Lan*

* LaN poling occurs every 15 minutes

* For SMMP 3, please see the User Guide on configuring LAMN polling.

< Back | Mesxt = I

Firist |

Cancel | Help |

Note: Any changes to the Select Features dialog will generate a CLI push to update the current
configuration. Before sending the NetFlow configurations to the device, you can verify the

configurations that LiveAction created.

Add Device - H}-5).dcloud.cisco.com (198.18.129.25)

Steps Review Configuration

1. Device Connection

The Following commands will be sent ta the device, Or you can choose to manually configure the device

Infarmation waurself,
. LI Settings {(Configuring)
. CLI Settings (Manitating) description DO NOT MODIFY. USED BEY LIVEACTION. il

exporter LIVEACTION-FLOWEXPORTER
cache timeout inactive 10

. Select Inkerfaces

. Select YLANS
cache timeout active 60
record LIVEACTION-FLOWEECORD
. Enable Polling exit

interface Ethernet0/1

. Select Features

. Review Configuration

L= R R« O I P ]

. Device Updated

exit
interface Ethernet0/0

exit
interface Loopback(

* Send the configuration commands to device.

= Twill manwally configure the device myself,

< Back | Mext = I

Finisti |

ip flow monitor LIVEACTION-FLOWMONITOER input
ip flow monitor LIVEACTION-FLOWMONITOER output

ip flow monitor LIVEACTION-FLOWMONITOE input
ip flow monitor LIVEACTION-FLOWMONITOER output

ip flow monitor LIVEACTION-FLOWMONITOR input
ip flow monitor LIVEACTION-FLOWMONITOER output

Cancel | Help | [

26. Select “Send the configuration...” radio button, if available.

27. Click Next.
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28. Click Finish.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps

Device Lpdated

LiveAction Lab Workbook Pt. 1

1. Device Conneckion
Infaorration

. LI Settings {Configuring)
. LI Settings {Monitaring)
. Select Interfaces

. Select YLANs

. Select Features

. Enable Polling

. Review Configuration

[T~ T = N R = R 1) [ N L R 8

. Device Updated

¥ou have configured this device successFully with the Following settings {ou may wankt to save the current
configuration ka the device's startup config, so your setkings will not be lost when the device is restarted):

Device Setkings

< Back | fext =

Setting I Descripkion |

Polling Rate 30 seconds
fetFlow Monitoring MetFlow colleckor
fetFlow Polling Enabled
Mediatrace Disabled
Adjacency Polling Enabled
os Palling Enabled
1P SLA Polling Enabled
CEF Enabled
Interface Settings

Interface I MEAR MetFlow
Etherneti) 1 - ™
EthernetD/a
Loopbacko

| Finish I

Cancel | Help |

The device will be added to the Topology Pane in LiveNX. Note that LiveNX will not

automatically position a new device with reference to any existing devices... you may need to
scroll-about in the Topology Pane to locate your new device(s).
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Lab A.2: Client Device Discovery

As we discovered in a prior Lab, the LiveNX Server in your topology has had device(s) pre-
installed. In the following Lab you may add additional devices to your Topology, configure those
devices to send flow and SNMP data to the LiveNX Server, and discover what data your LiveNX

solution is gathering.

Lab Steps:

Adding several devices at once is as easy as adding a single device at a time. To do this:

1. Select File and Discover Devices.

% 198.18.133.34 - Remote Deskto
Li?enctiun - localhost

Filz | Wiew Users Qo5  Fow R
fdd Device

Discover Dexfies

Import Devic;%

Expart Devices

Manage Devices
Refresh Devices

Remove Mebwork Objects

Exit

2. Specify the following IP addresses:

198.19.1.1
198.19.2.1

3. Select Use the default SNMP connection settings.

Step 1: Specify what to scan
{+ Specify IP ranges (ex; 192,168,1.1-200% ar one IP per line:

195.19.1.1
195.19.2.1

(" Specify seed device to scan

IP Address

Step 2: Specify SNMP settings
{* Use the Default SMMP connection settings

(" Enter SNMP connection settings for this device

SMMP Yersion I\I'ersion 2c

Hops IE,

Edit |

;I Targek Pork |161

Community String I
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Note: In the Lab infrastructure we are utilizing the Local LiveNX Node included with the Server
installation. If you required access to a Remote Node in order to access the subnets or
addressing in “Step 1: Specify what to scan” you would use the Specify node drop-down at the
bottom of this dialog box.

Step 3: Specify node
Local LI

[o]4 | Cancel |

4. Click OK.
5. Verify that both devices were found, and then select Add Devices.

Note: LiveNX may only discover a single router in the above steps. Your Student Pod may
already be pre-configured with multiple devise. Your Instructor may direct you to add one or
more devices in this

lab.

Fie View Usss QoS Flow Routing PSUA LAN Took Reports Help
Dashbosrd | Mensge [ Expend el R S
BB/ E | R Q| Tabe| ORebesh [MPowTes  « [OsrentTme | GurentPobng itervel | 7 No Depay Fterng | [Top 20

. & = Ty
i)

Local

admin: Admin user | 09:54:59 PM FOT
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Device Discovery on Local [=]

Filter by | Filter | Clear |
Select: Device hame IF Address Hops ‘endor IModel
~ EBranchZ-MY. dcloud. cisco.com 198.19.2.1 ) Cisco ciscoGateway Server
~ Branchi-LA. dcloud cisco.com 198,19.1.1 o Cisco ciscoGatewayServer
Selected: 2 Discovered: 2 Device Limit: 10,000,000 {1 active devices)
T Add Devices Advanced add... | Pauise: Stop: | %CIDSE

6. Select Yes on the configure devices dialog.

Configure Devices

.0.

Z configurable devices added to the application,

D waou wank ko configure Qas, Flow, Routing, IP SLA, or LARN For the added devices?

Mo |
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7. Use the default SNMP connection settings and then select Next

Note: You must be logged-in as the original admin user so that the LiveNX Wizard will inherit
the appropriate credentials. Ask your Instructor for clarification on this, if desired.

Configure Cisco Devices m

. Update Device

Steps SMMP Settings
1. SNMP Settings Enter the SMMP connection information used for monitoring the selected devices.
2. LI Settings (Configuring)
3. CLI Settings (Menitoring) = [se the Default SNMP connection settings ﬂl
4. Validating Devices ™ Enter SNMP connection settings For this device
C. Select Features SHMP Versian |version 2c | Targetpart 161
6. Enable Paling Community String |
7

g

. Devices Configured

= Bark | Mext = I Fimish SCancEI | Help |

8. Select Use my default Configuration CLI connection settings.
9. Click next.

Configure Cisco Devices E

Steps CLI Settings {Configuring)

. SNMP Settings Specify the CLI connection information used For configuring these devices, Required fields are indicated with

i Ea
2. CLI Settings e R )

{Configuring)

3. CLI Settings (Morikoring) Configuration CLI Connection Settings

4. Validating Devices Enter Command Line Interface (CLI) connection settings used ko configure these devices.

5. Select Features  Add as maritar only device far nan Cisca and unsupparted Cisca OF (103, 105-XE and NX-05 supp
6. Enable Paling {* Use my defaulk Configuration CLI connection settings Edit |

7. Update Device {~ Enter connection settings For this device

g

. Devices Configured
Connection Type ISSH VI Port* |22

User name on Device |

Password on Device™® |

Enable Password I

I™ &lso use these credentials Far monitor mode,

< Back | Mext = I Frinisty Cancel | Help |
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10. Select Use the previous page connection settings.

Configure Cisco Devices E
Steps LI Settings (Monitaring)

1. SNMP Settings

device. Required fields are indicated with an askerisk (*).

Specify the CLI connection information shared by all users, This inFormation will only be used ko monitar this

2, LI Settings {Configuring)
3. CLI Settings § X X
{Monitoring) Monitor-only CLI Connection Settings
4. Validating Devices Enter Command Line Inkerface (CLI) connection settings used to monitor this device.
5. Select Features = Use the default Monitar-only CLI connection settings Edit: |
&, Enable Poling % Use the previous page connection settings
7. Update Device " Enter connection settings For this device
8. Devices Configured
Connection Type ISSH VI Part* |22
User name on Device |
Password on Device® I
Enable Password I
< Back | Mext = I ﬁsh I Cancel Help
11. Click Next
12. After verifying that the device validation is successful, Click Next.
Configure Cisco Devices

Steps

Validating Devices

1. SMNMP Setkings

walidation issue occurs, dlick on the description field to view additional details.

The following devices are being walidated. You can review each device's status in the table below, IF a

2, (LI Settings {Configuring)
3. CLI Settings (Manitaring)
4. validating Devi Device Skatus Description

- yajidating Devices EBranchl-La,deloud,cisco, com Succeeded: click for detais, .
5. Select Features Eranchz-MY.dclaud. cisco. com Succeeded: dick For details. ..
&, Enable Paling
7. Update Device
&. Devices Configured

Export Yalidation Details.. |
< Back Pofext = f Fimish I [% Cancel Help
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13. Select NBAR and NetFlow for both devices, Click Next.

Configure Cisco Devices

Steps

Select Features

LiveAction Lab Workbook Pt. 1

. SHMP Settings
. CLI Seftings (Configuring)
. LI Settings (Monitoring))

. Yalidating Devices

. Enable Poliing

1

2

3

4

5. Select Features
B

7. Update Device

g

. Devices Configured

Select the Features you wank to use on the devices, Learn more about each Feature in the Help section.

Device

MetFlow

Mediatrace I

Eranchi1-LA.deloud,cisco,com

Eranchz-Ny.dcloud. cisco. com

< Back | Mexk = I

Firish |

Cancel Help
14. Select all technologies excepting LAN.
15. Set the interval to 30 seconds for each device, Click Next.
Configure Cisco Devices
Steps Enable Palling
1. SMMP Settings Select the Features vou want to actively monitor, and the polling rate For the devices, Learn maore about
2. €L1 Settings (Corfiquring) each feature in the Help section,
3. CLI Settings {Monitoring)
4, Validating Devices Device | Pall I QoS | Flows | 1P SLA I Routlng I LAaN* | Interval |
Branchi-La, dcloud. cisco,com [~ [ [~ [~ [T [30seconds -]

5 Seect Fedures R ——_——
6. Enable Polling
7. Update Device
8. Devices Configured

* LaM polling occurs every 15 minukes
* For SMMP 3, please see the User Guide on configuring LAM palling.

= Back | Mext = I Finist | Cancel | Help

Note: For our class Labs we are gathering data every 30 seconds in order to reduce wait time
when we make changes. In a production environment this may generate more network traffic

than desired.
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16. Select Send Updates to Devices and click Send.

Configure Cisco Devices
Skeps Update Device
1. SMMP Settings The selected devices will be updated based on the configuration changes if necessary.

‘ou may choose to manually configure the devices,

2. (LI Settings {Configuring)
3. CLI Settings (Manitaring Warning: once update processes have been started wou will not be able ko return to earlier screens. Learn
more abaut each Feature in the Help section.
4, Walidating Devices
5, Select Features
) Device: Staktus I Description
6. Enable Foling Branchl-LA.doloud. cisco.com o Update Required: click to wigw
7. Update Device Eranchiz-MY .dcloud. cisco,com %) Update Required: click to wiew
g

. Devices Configured

+ Send Updates to Devices

= Manually Configure Devices %

Export Update Commands. .. |

< Back fExt = | Fimishi | Cancel Help

17. Once the updates are pushed successfully, click next.

Configure Cisco Devices

Steps Update Device

1. SMMP Settings The selected devices will be updated based on the configuration changes iF necessary,
ou may choose ko manually configure the devices.

2. LI Settings {Caonfiguring)
3. CLI Settings (Monitoring) “Warning: once updake processes have been started vou will not be able to return to earlier screens. Learn
more about each Feature in the Help section.
4, Walidating Devices
5. Select Features
) Device: I Status I Description
6. Enable Paling Eranchl-LA.doloud. cisco, com Update Successful
7. Update Device Branch2-MY .dcloud. cisco.com Update Successful
i

. Devices Configured

f+ Send Updates to Devices Send |

€ Mamually Configure Devices

Export Update Commands. .. |

< Back

Fimish | Cancel Help
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18. Click finish to add the devices into the topology.

Configure Cisco Devices

Steps Devices Configured

. SMMP Setkings The fallawing devices have been configured. Learn mare abaut each Feature in the Help section.

. CLI Settings {Configuring)

Devi 5
. CLI Settings (Monitoring) _JEviee | ummary
Eranch1-LA.dcloud. cisco.com CEF, NBAR, Q03, IP 5LA, Flows, COLLECTOR, 30 ...

. Walidating Devices Eranch2-MY .deloud. cisco.com CEF, MBAR, Q05, IP 5LA, Flaws, COLLECTOR, 30...
. Seleck Features

. Enable Poling
. Update Device

[=- T - ST, IR N OB R

. Devices Configured

= Back | Mext = |

% Carcel | Help |

Now that you have added three devices to the topology, they should look familiar to the image
below. What is important to remember is that you should only bring in interfaces that will have
interesting traffic, to you, traversing them. We will not need all of the interfaces that have been
included, so in one of the next Labs we’ll remove the unneeded interfaces.
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Lab A.3: Export/Import Device Configuration

Lab Steps:
1. From the File Menu select Export Devices.

33.34 - Remote Desktop 0

Li\reActiun - localhost
File | Yiews Users ©o5S  Flow  Rou
I Add Device
Discover Devices B
Import Devices u
Expart De{:\‘fes |I
Manage Devices
Refresh Devices
Remowve Metwork Objects
Exit:
2. Deselect Ethernet0/1 and Loopback0 from the 198.19.1.1 and 198.19.2.1 devices.
I Export Devices
Type here ta filter results
AddﬂUpd..‘l Name | Type | Device Serial | IP Address |Sarvlca‘..| Tags |Capaclty(Kh‘..| Label | Poll | Poll QoS | Poll Flow |Pol|IP5LA|PoIIRout‘..| Poll LAM |POH Interval..‘l
| [=l-Branchi-LA.dcloud.cisco. .. Router 101 198.19.1.1 [ [ [ [ [ [ |30seconds =]
~ .- Ethernet0/o Interface 193.19
I -.Etherneto/2 Inkerface 10.255.1.2
[m] Loopbackn Interface 10,011
r Mullo Interface
r .Tunnelo Interface
[m] - NoIP-Mullg Interface
I [=1-Branch2-NY . deloud. cisco... Router 201 198.19.2.1 I I I I I [m] 30 seconds x
I Etherneto/0 Interfare 198.19.2.1
r . Etherneto/1 Interface 100.64.2.2
Iz --Ethernetd/2 Interface 10.285.2.2
[m] - Loopbackd Interface 10.0.2.1
[m] Mullo Interface
r Turnelo Interface
r . MolP-Nulla Interface
Iz [E-HQ-52.dcloud. cisco.com Router 3 193.18.129.25 I I I I I [m] 30 seconds x
I -.Etherneto/o Inkerface 195.16.129.25
I Etherneto/1 Inkerface 10,2585.0,2
r Loopbackn Interface 10.0.0.102
r ~Hulid Interface
[m] - Tunneld Interface
[m] o NoIP-Mullg Interface

1]

Export to CSY Close |

3. Select Export to csv.
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4. On the Export window give the file a name.

5. Export the csv to the desktop, or appropriate directory.

EHport the content to a CSY file B=

Look in: I B Desktop

Computer

=l 2

- Lbraries

& Administrator

M Camputer

€l Network

.. LiveAction Upgrade

updateinterface, csy

File name: Iupdatewnterface.csv

% Export I

Files of type: ICSV files (*.csv)

j Canicel |

6. Close the export devices window.
7. Select File and Import Devices.

- 198.18.133.34 - Remote Desktop
Livenctiun - localhost

Wiew Users a5 Flow  Rot

Add Device

Discover Devices

Import Devices h |‘

Export Devices I
Manage Devices
Refresh Devices

Rermove Mebwork Objects

Exit.

8. Select the file you previously exported.

Import from a CS¥ file

=l 2 e

Look in: I Bl Deskiop

- Libraries
& Adrinistrator
1% Computer
€ Network,
. LiveAction Upgrade

updateinterface, csy

Filz namne: |updateinterface.csv

Files of type: ICSV Files (*.csv)

Impart
LI Cancel

LiveAction Lab Workbook Pt. 1
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9. Click Add/Update Devices.

Devices selected for AddjUpdate wil be added or updated |
Addiupd... [ Hame | type | Devieseridl [ tpaddress | wendor | model [ 105 versien | Deseription [tneRatetk...| wode | o | ste | stecmr |
¥ EhBranchi-lA.dcoud.cisco.. Router 101 198.19.1.1 Gsr  cscoGatewa... 15.40) Cisco 105 Software, Linux 5., Local
~ Ethernet0jo Interface 198.19.1.1 Branchi LAN 10,000
[m] hernetof1 Interface 100.64.1.2 Internet 2,000
~ -Ethernet0jz Interface 10.255.1.2 MPLS 10,000
r ~Loopback) Interface 10.0.1.1 4,204,967
r NulD Interface 4,294,967
r Turneld Interface PFR. suto-tunnel For YRF de. .. 10,000
r VoIP-hullg Interface 4,294,967
¥ = Branch2-h.dcloud.cisco... Router 201 198.19.2.1 ko ciscoGatewa... 15.4() Cisca 105 Software, Linux 5... Lacal
~ Ethernet0jo Interface 198.19.2.1 Branchz LAN 10,000
r Ethernet0jt Interface 100.64.2.2 Internet 2,000
~ Ethernet0j2 Interface 10.255.2.2 MPLS 10,000
[m] Interface 10.0.2.1 4,204,967
[m] Interface 4,204,967
[m] Interface PFR. auto-tunnel for VRF de. . 10,000
[m] Interface 4,204,967
¥ EHgSlddoudcsto.com  Router 3 198.18.129.25 Cisco ciscoGabewa.. 15.40) Ciscn 105 Software, Linux ... Local
~ Ethernet0jo Interface 198.18.129.25 10,000
~ -Ethernet0jL Interface 10.255.0.2 10,000
r Loopbacka Interface 10.0.0.102 4,294,967
r NulD Interface 4,294,967
r Turneld Interface PFR. suto-tunnel For YRF de. .. 10,000
r VoIP-hullg Interface 4,294,967
Iy
2| |
AddjUpdate Devices | Importfrom Csi Export ta CV Close |

10. Click OK to use the Default SNMP settings.

Mode

f+ Use the Defaulk SMMP connection settings

Edit |

| Targetport 11

" Enker SMMP connection settings Far this device

SNMP Yersion I\-‘ersion 2c

Camrmunity Skring |

Ok, Cancel |

Your Topology Pane will now show the appropriate devices/configurations.
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Lab A.4: Saving Server Configurations

Prior to upgrading the LiveAction Software, or to retain existing Server configuration for use in
the case of a hardware failure or misconfiguration, the current configuration file may be
Exported to a local or network drive.
Lab Steps:

1. Open the LiveNX WebUI, select Settings > System Management..

- (m] b
B LiveNX | Dashboard ® o+
# W/ B € O hips//sedemol liveaction.com c § =
[B) Most Visited

= LiveAction”

Dashboard
WAN System
i Top Sites by WAN Utilization Peak Inbound WAN Interface Utilization X i Top WAN Applications by Bandwidth Inbound/Outbound Banawicth X
650
440
410

1.0

2. Select the Configuration Tab.

< System Management

Licensing Reports Updates Properties Mounted Data Nodes Troubleshooting SNMP Trap Email Configuration  Configure Proxy Configuration

EXPORT CONFIGURATION
B Encrypt

PASSWORD

REPEAT PASSWORD

RESTART SERVICE

3. Click Export.

4. Enter encryption password if preferred.
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Export Configuration [<]
Save in: I. Desktop j 5 | FEE
- Libraries
.y A Administrator
S [/ Computer
9" Network
D | LiveAction Upgrade
Desktop
My Documents
it
J
Computer
m File name: IlONO\c'lS_Upgrade| Save
-
fEne Files of type: ILi\reAcﬁon Exported Configurations (*.Ifg) LI Cancel |

5. Select an appropriate place to save the file, give the file a name, then click Save.
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Lab A.5: Connect via Remote Desktop Connection

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect, But you may use RDC as an alternate way to connect to your Student Pod.
SKIP this Lab if directly connecting with the LiveNX Client on your local workstation.

To connect useing Microsoft Remote Desktop on Windows, or a compatible Remote Desktop
client on Linux and Macintosh, follow the steps below. On Windows you can typically find
Remote Desktop in START > ALL PROGRAMS > ACCESSORIES.

Note: The instructor may provide you with a Username and Password to connect via RDC.
Please make sure you write these on YOUR Class Worksheet. Use information from the Class
Worksheet to connect to your assigned Pod.

Lab Steps:

Connect to the virtual Windows 7 Workstation using the IP Address, username, and password
pre-printed on the Class Worksheet, unless otherwise instructed.

1. Launch a Remote Desktop Connection.

2. BEFORE selecting Connect, click the General tab. (On Macintosh this will be the
Preferences menu and Login tab.)

DIAGRAM

&% Remote Desktop Connection — X

| Remote Desktop
~>¢) Connection

General Display Local Resources  Experience  Advanced

Logon settings

Enter the name of the remate computer.

L

Computer: 198.18.133.34 ~

User name: DESKTOP-69VEDIF administrator

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

] Miways ask for credertials

Connection settings

Save the cument connection settings to an RDF file or open a
sawed connection.

Save Save Az Open...

4 Hide Options Help

a. Enter the following fields:
«Computer: <ipaddress> :20201
(From your Lab Access worksheet)
*User name: administrator (or otherwise defined by instructor)

Note: Since you are connected to your Student Pod via a VPN, you may need to CHANGE the
domain in the RDC User name field to LOCAL.
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3. Set the RDC session properties on the Display tab so that your video is a minimum of
1200x800 resolution... this may NOT be changed once the connection is active. See
next page for example.

DIAGRAM

I & Remote Desktop Connection - *

| Remote Desktop
“~»9 Connection

General Display  Local Resources Experience  Advanced

Display corfiguration

Choose the size of your remote desktop. Drag the slider all the
= wayto the right to use the full screen.

ol ' e

Full Screen

[ ] Use all my monitors for the remote session

Colors
. Choose the color depth of the remote session.

Highest Quality (32 bit) -

Digplay the connection bar when | use the full screen

(% Hide Options Help

4. Select Connect.

5. Enter the workstation password: C1sc012345 (or otherwise defined by instructor).
DIAGRAM

Windows Security o -_ _l - o ||

Enter your credentials
These credentials will be used to connect to vm.opnet.com.

DESKTOP-65VEDIF\administrator

— 1l
ID Use another account

[] Remember my credentials

(o el |

6. Click OK.

Once successfully connected to your Pod you will see the Windows7 Desktop, and be able to
access the LiveNX Server, Client, and other pod resources.

Note: Occasionally Remote Desktop may freeze its connection to the Pod workstation. If this
happens, close the Remote Desktop window and start again at Step 1 above. This will continue
your lab session and will generally not lose any work.
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