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IMPORTANT INFORMATION - Please Read!

The step-by-step Labs in this Workbook have been written specifically for the LiveAction
Training Student Pod, documented herein. All “Pods” have been pre-configured with the
appropriate software and generated traffic to successfully perform these labs. Pay attention to
any Notes presented as:

Note: This is a note example which gives additional information to the specific context.

The Diagrams, or screen shots, throughout this Workbook are examples for demonstration
purposes and may not reflect the appropriate parameters for the classroom and/or your specific
subnet. Unless specifically directed to do so, do not attempt to match the settings displayed in
the screen shots to your configuration.

Traffic collected by your assigned Pod may not be synchronized with other Student Pods, and in
some cases... due to specific application traffic timing, may not display the exact result specified
in the Labs. The main intent is to know HOW to access the information... not to attain specific
lab results.

Throughout this document italics, bold fonts, and words in CAPS, are used to place emphasis
on specific procedures or results.

© Copyright 2019, LiveAction, Inc.
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Lab 0: Setup and Get Connected



Lab 0.8: Connect to the Lab Network

For this class, each attendee or Student will connect to and manage their own LiveNX
installation. In this lab you will connect to the classroom lab environment. In some locations
you may first be asked to connect your laptop to the Internet.

Your instructor will assign a dedicated environment or “Pod” to each Student, and may provide
you with a handout containing connectivity information specific to your Pod. Each Pod has the
LiveNX Server and Client pre-installed, with some initial configuration already performed. Each
Student will manage:

Local:

1 x PC Workstation to be used as a Management PC (YOUR Laptop)
1 x Installed LiveNX Client

1 x Browser

Remote Student Pod
1 x Windows Workstation accessed via RDC (optional) with an installed LiveNX Client and
Browser
1 x LiveNX OVA Linux install
1 LiveNX Server
1 LiveNX Node (installed on LiveNX Server)

DIAGRAM
Lab Status : Time Left :

Topology Lab Details

—— | L

In the diagram above your workstation is connected over the LAN or WAN to YOUR assigned
Training Pod resources.

Note: Make sure to consult the Infrastructure Diagram, as well as specific classroom
instructions for names, IP addresses, and other parameters. The screen shots in this Lab
Workbook are examples which may NOT reflect the appropriate parameters for the
classroom and/or your specific subnet.

© Copyright 2019, LiveAction, Inc.
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Each student is provided with login credentials to our Training Lab Website, which includes
connection information as illustrated below. Your Instructor may provide additional class-
specific addressing and credentials. You may wish to Bookmark this Web Page, or Make a
written note of this information for later reference.

DIAGRAM

= g e e

Topology Lab Details

& Overview

A Labs Introduction

1 Liveaction Ve nx admin Student 35231127249 443
§ Access Devices
2 B1-HQ HQ-B1 admin Clsco12345 35.231.127.249 20019

3 inetl INET1 admin C1sco12345 35.231.127.249 20018
4 inet2 INET2 admin Clsco12345 35.231.127.249 20020
5 inet3 INET3 admin Clsc012345 35.231.127.248 20021
6 BR1 Branchi-LA admin Clsco12345 35.231.127.249 20001
7 B2-HQ HQ-B2 admin C1sco12345 35231127249 20022
8 MPLS1 MPLS1 admin C1sco12345 35231127249 20010
8 MPLS2 MPLS2 admin C1sco12345 35231127249 20009
9 BR2 Branch2-NY admin Clsco12345 35.231.127.249 20000
10 whst1 Administrator Administrator C1sco12345 35.231.127.249 20201
n Activedirectory Administrator Administrator Clsco12345 35.231.127.249 20202
12 PC1 Administrator Administrator Clsco12345 35.231.127.249 20203
13 PC2 Administratar Administrator Clsco12345 35.231.127.249 20204

Lab Steps:

1. Connect your workstation to the Management Network with an Ethernet cable (or, if
available, connect to the Wireless network per the instructions provided by your
instructor).

2. Verify connectivity to the Internet by opening a browser to www.liveaction.com.

Note: Make sure to consult the Infrastructure Diagram and worksheets, as well as specific
classroom instructions for names, IP addresses, and other parameters. The screen shots
in this Lab Workbook are examples which may not reflect the appropriate parameters for
the classroom and/or your specific subnet.




Lab 0.9: Connecting to YOUR Training Pod

Throughout this Lab Workbook, you will be directed to connect to YOUR Pod resources... use
the IP Address & Port information provided in YOUR assigned Web connection document.

The Instructor will have emailed credentials/login information to you prior to the start of the
Training Session... similar to that below...

DIAGRAM

LrvelNX Trainang - Credentisks for Hand's-on Laks - Message [HTML)

File Message nsent Options Format Text Review  Help @ Tell me what you want to do
C A = = = - L
o e e | B 8|S | N g | D)
) : B2 Artach e - ot e
Faste BT U £-A.BE== =z | Addes Check e Assign Dctate
- L = E== == pook Mames | [ Signature = Policy = -l -
Cupboard 7 Basie Tt 5 Hames Include Tage W volee My Templates| A

Ta. [ Liveaction Training.
=3
s (<3
—— t | Ligelx Teaining . Credentials far Hand's.or Laby

Here are YOUR credentials for today’s Training session. Click an the link, below... and use the Username & Password provided to
conneet to your Training Pod resources:

Username Password Admin URL
hitps Hemlerpnse cntenonnetworks comiertenonieamndgs/course-detals-accessieamng labs?
LA__Studentd p id=lveachon-b Suud=alc)Tals2cih045ach20beb Meelalb 1 15user=IveachonuserS

Click the URL above to open your Training Pod Admin page)

You may wish to check thic link to get tha latest versions of Student Guide, Lab Warkbook, and LiveNX Client Installer. Updated 1

April 2019: https:/fwww liveaction. comfsupport/iraining-resources

M you are unable to connect to our web-based Training Pod, you will not be able to participate in the hand's.on Labs throughout the

course. We will be using LiveNX Client v. 8.1.1 during this session.

Lab Steps:
1. Click the URL provided in the email.

Note: If clicking-on the URL does not automatically launch your default browser you may
need to copy the URL to your browser address bar.

2. Enter the Username & Password as provided in the email.

3. Tick the “Terms of Service” box.

4. Click Enter.

5. In the Learning Labs menu click Access Devices to display YOUR Lab Details.

Labstatus:  ([EEEED Time Left 2 DAYS 17 HOURS

= Learning Labs Menu

= Overview L
N Topology Lab Detalls

A Labs Introduction

Liveaction VeTix admin Student ” 443
@ Access Devices 2 B1-HQ HG-B1 admin
3 ine INET imin
net2 MET2 admin
5 net3 NET dmin
[ BR Branch1.LA imin
B2-HO HO-B2 admin
8 MPLS1 MPLS1 admin
B8 MPLS2 MPLS2 admin
9 BR2 Branchz-NY admin
kst Administrator Administrator
Activedirectory Administrator administrator
] Administrator Administrator
13 PC2 Administrator Administrator C150012345 104,196.66.177 20204
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Lab

Lab 1: QoS Configuration

9



Lab 1.0: Introduction to QoS

In this lab we are going to walk through the story of implementing QoS for a small WAN network
using LiveNX. When complete we will have used LiveNX to:

¢ |dentify and validate critical traffic is marked with a DSCP tag

e Build Shaping Policies

e Prioritize Voice & Video

e Protect high priority data

o Police scavenger/low priority traffic

e Validated QoS is working end-to-end

Below is a diagram of sample network. There are three WAN locations. Each location has full-
mesh connectivity provided by a MPLS network. The connectivity is designed as follows:

e HQ - no provider CIR

o NY - 1.544Mb provider CIR

o LA - 1.544MB provider CIR
For the sake of this lab assume there is no other QoS on the service provider’s backbone.

\ernzese

1.544Mb CIR

Remember from the presentation that QoS is done in 4 steps:
e Step 1 — Recognizing Application traffic (Classification and Marking)
Step 2 — Prioritization (Queueing and Shaping)
Step 3 — Throttling Traffic (Policing and WRED)
Step 4 — Buffer Tuning

We will use LiveNX to walk through this story.

© Copyright 2019, LiveAction, Inc.
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Remember from the slide presentation there are several components to this step.

_ive/Action

Step 1 - Day 0: Application Landscape

Step 2 - Use Filters/Search to identify trafficin LiveNX

Step 3 - Use visualization & reports to confirm traffic

Step 4 - Standardize on DSCP values

Step 5 - Use visualization & reports to validate DSCP

Step 6 - Update Qo5 policies on routers/switches/etc.

Step 7 - Confirm Qo5 policies via visualization & reports in LiveNX

Day 0 Tasks

The first item that must be understood to successfully implement QoS is to understand a
business’s critical applications. In our sample network the following applications have
been defined as the highest priority:

e Voice (rtp)

¢ Video (Lync)
e SIP

e Citrix

e NetFlow

e SNMP

e SSH

o Telnet

e Salesforce

We will next use several LiveNX Flow reports to understand the application landscape

Note: Since the creation of this lab guide, Cisco has changed the labeling on the
interfaces. Some of the screenshots may still reflect the older naming convention, i.e.
Ethernet 0/0, Ethernet 0/2, while what is shown on your screen may be different —
GigabitEthernet1, GigabitEthernet3. Please adjust accordingly and note that items may
not appear exactly as they do in the screenshots

11



Lab 1.1: Run Baseline Reports
1. From the LiveNX Client, Run the Reports > Flow > Applications > Application

a. Keep all filters and report at their default settings

b. Implement a Search of “wan”

c. Execute Report

i

Totsl Packets I averapebaime | Averags Packet Bt Prak B4 Rare [T |
3 v o A =

......

sntuel

cununEEES T

EE TP L8 g
TEETEEEEEOEOL

fiitaERaas

.....

I

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN” interfaces.

Review the applications on the network — all business critical applications are represented.
Notice voice (rtp) & video (openwebnet) are top applications by volume in this network — this is
often not the case in real networks.

This provides a good general breakdown of the overall usage of the business critical on the
WAN network as a whole

2. Run the Reports > Flow > Bandwidth > Interface Bandwidth Summary Report
a. Keep all filters and report at their default settings
b. Implement a Search of “wan”
c. Execute Report

12 © Copyright 2019, LiveAction, Inc.
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This will provide an understanding of each sites’ overall WAN utilization.
3. Re-run this report, but update the Search to: “wan & flow.app=rtp”

This provides an understanding of the utilization of just Voice (rtp) on each WAN circuit.
4. Re-run this report, but update the Search to: “wan & flow.app=openwebnet”

This provides an understanding of the utilization of just Video (Lync) on each WAN circuit.

5. Re-run this report, but update the Search to view other key applications as desired.

6. Run the Reports > Flow > Address > Site Traffic
a. Keep all filters and report at their default settings
b. Implement a Search of “wan”
c. Execute Report

1 Davces - AN trtartaces =
*CetautFiterteius - Triseueed s Sutbeastd ¥ Baic Flare = Cer—— rrp——
Search war g »
4 Mog:
= M
5
o
B 2
Moos
i Tt 210800 PR ot 21, 0O08 PM Ot 310807 P a3 P Dt 210811 P Ot 310213 PM Ot 31082 PM
E Cate
RS | ;l"‘ 7 Shom Total Bt Rate

Nunber of datasets: 11

Observe the breakdown of bandwidth between site pairs.

7. Re-run this report, but update the Search to: “wan & flow.app=rtp”
This provides an understanding of just Voice (rtp) on for the site pairs.

8. Re-run this report, but update the Search to view other key applications as desired.
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9. Run the Reports > Flow > Address > Destination Site Traffic
a. Keep all filters and report at their default settings

Implement a Search of “wan”

Execute Report

b.
c.

[
& Reparts =
Interface Bandwidth
Tep analysic » D
1Ps and Ports
= Address
Top Corvarationt Eaacuiaapod
Bidirectionsl Source/t = -
Eaurce or Desinat AT Devices &l Ertarfacas -
duddrass Paic *DefaultriterGroup gumnund - wasic Flon = rime series =[Jurnme =
=] astion Address
E dress [—— x = E
o Addrase €
Source Address Fopu
ite Trafhe
Source She Trafhic
£ applicatioens 2 Mops
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Protocel Port
Application Grous
Applicstion %
DECP v Application =
Busemes Relwvance & .
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Observe which sites are being sent the most data.

10. Re-run this report, but update the Search to: “wan & flow.app=

rtp”

This provides an understanding of which sites are receiving the most Voice (rtp).

11. Re-run this report, but update the Search to view other key applications as desired.

12. Run the Reports > Flow > Address > Source Site Traffic Report

a. Keep all filters and report at their default settings
b. Implement a Search of “wan”
c. Execute Report

Seusve Saw Frafe |

San_ o1 z o, o kben 1211 7o e .
Save & & Low_prgeies wn (Y 1,008, 43 o4 pn HiBges 18ton (e
g - e 0,0 Er 100508 01 e L2 poe
el Ui, m e Lm e [ o g
Sehesse
or
Eaport i €3

Observe which sites are sending the most data.

14

© Copyright 2019, LiveAction, Inc.



LiveAction Lab Workbook Pt. 2
13. Re-run this report, but update the Search to: “wan & flow.app=rtp”

This provides an understanding of which sites are sending most Voice (rtp).

14. Re-run this report, but update the Search to view other key applications as desired.

After running these reports we now have a good understanding of how the network is being
utilized. We also know per application the breakdown of bandwidth utilization per site.

We will want keep this understanding in mind as we continue through the lifecycle of the QoS
project and beyond.

15



Lab 1.2: Building Filters

The reports we have used so far were using NBAR for recognizing specific types of traffic such
as Voice (rtp) or Video (Lync). This can be an excellent way to see specific applications that are
known by NBAR. In real networks though, NBAR is a great, but not a perfect solution for

recognizing traffic. Often, one may see multiple different NBAR definitions for the same type of
application (cisco-phone-audio and cisco-jabber-audio) if no NBAR Protocol Pack
standardization has occurred or NBAR will return unknown results if Protocol Packs are old.

Many networks have not yet adopted NBAR so this data is unavailable, as well.

To overcome these challenges with recognizing specific applications of interest, LiveNX Filters
provide an excellent way to administratively define application definitions. As an example, we
are now going to build a filter in LiveNX that could be used for recognizing a Cisco CallManager
IP Phone system. This is just one example. In a real network the concepts presented should
be repeated for other applications of interest on the network.

Lab Steps:

1. From the LiveAction map, select the Flow Tab

Qo3 Flow | Routing | 1P SLA | LA |

Search Example: {site = Honoluly | site = Chicago) & wan &

2. To Edit or Create a filter, click the & | icon from the options at the top of the map:
IAII Flow Types LI ICurrent Time LI ICurrent Poliing Inkerval LI E *Def aulkFilteraroup LI ITop 50 LI E IDSCF‘ LI

3. The Display Filters Setup Dialog appears

Flow Display Filters Setup

x|
V. CreateFilter %7 Copy W Delets  5fa Rename | Filter Entry Details
Filter Entry Action: {5 Show or € Hith
IP Type: = Pvionly ¥ 7 BothT (]
Filter Entries
i | M
[ addentry [57 Add Other Filter [3 Remove Reference [B [y WA S R A e ||l -
T 0 Basic | Advanced
B [T Match Protocol[Ports |
-l .,

[#-88 [Metwork Management] Referenced Filter: Network Management

-l [Enterprise Applications] Referenced Filter: Enterprise Applications

- [Voice] Referenced Filter: Voice

(-1l [Video] Referenced Filter: Video

-1 [Metwork Mail Services] Referenced Filter: Network Mail Services

-1 [Directory] Referenced Filter: Directory

(-l [Routing] Referenced Filter: Routing

-8 [Peer-to-Peer/Mon-essential] Referenced Filter: Peer-to-Peer Mon-essential
[All-Remaining] Show Both IPv4 & IPv6

[~ [ Hatch DSCP

I E|

I” | Hatch Device Interface

Note: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter
drop-down box.

Help

4. In the Filter selection pull-down, select the Voice Filter

16 © Copyright 2019, LiveAction, Inc.
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Flow Dis~" . ucers Setup x|
7. Create Filter %7 Copy % Delete [f Rename | Filter Entry Details
El Filter Entry Action: (5 Show or ( Hide the following
IP Type: (« IPvaOnly { IPvGOnly ¢ Both IPv4 & PvE
Color Mapping Label & Color: ISkmny v
Basic | Advanced
- IV Match /Ports =
Select from a pre-defined list of protocals, ications or create new
8 [Ventrio TCP] Show IPv4 Only (Prot/ S Penioe i
Ml [Ventrilo UDP] Show IPv4 Only (Prot/App=ventrilo udp)
[H323] Show IPv4 Only (Prot/App=h323) |5kiﬂn¥ j or Create 7 Edit [y Copy
[RTP] Show TPv4 Only (Prot/App=rtp) -
1 [SIP] Show IPv4 Orly {Prot/App=sip) 7 skinny
[ (L4 Protocol=TCP) AND (Src OR Dst=2000 OR 2001 OR 2002)
[~ Match IP, Range, Subnet
[Match 1= Addresses Regardiess of Source or Destination =l
Saurce: |
Destination: I
Enter IP addresses, ranges, andjor subnets separated by spaces (e.q.,
172,120,0,1 192.168.0,0/24 10.0.0.1-10,100,0,1)
[~ Match DSCP
e =
= ch ice Interface
Match flows traversing through a parbcular device's interface
[*7605_143.referentia.com =] [*oBcop 7| |
Mote: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter % Inbound 2nd Outbound € Inbound (¢ Outbound j
drop-down box.
Help ok | cancel | apy |

In its default form, the Voice filter is not built for any specific Vendor’s solution. We will modify
this filter to make it useful in a Cisco CallManager environment. We will Delete, Add, and edit
the Entries of the Filter.

Flow Display Filters Setup ﬂ
V. Create Filter %7 Copy N Delete Fff Rename  Filter Entry Detail
Filter: I\n'oice LI Filter Entry Action: (¥ Show or { Hide the following
IP Type: {« IPv4Only { IPv6Only " BothIPv4 &IPve
Color Mapping Label & Color: IISkinny v
Basic I Advanced |
- ¥ Match Protocol/Ports e
Select from a pre-defined list of protocols ications or create new
IPw4 Only (ProtfApp=ventrilo tcp) Rt i i fapp
1l [Ventrilo UDP] Show IPv4 Only (Prot/App=ventrilo udp)
[H323] Show IPv4 Orly (Prot/App=h323) [ty =] b create 2 Edit [y Copy
Ml [RTF] Show IPv4 Only (Prot/App=rip) -
1M [5IF] Show IPv4 Only (Prot/App=sip) Y skinny
“-[Y (L4Protocol=TCP) AND {Src OR Dst=2000 OR 2001 OR 2002)
- [T Match IP, Range, Subnet
|Matd‘| IP Addresses Regardless of Source or Destination LI
Souree: I |
Destination: I |
Enter IP addresses, ranges, and/or subnets separated by spaces (e.g.,
172,120.0,1 192.168.0,0/24 10,0.0,1-10,100,0,1)
- I mMatch DsCP
JoEe 7]
- [T Match Device Interface
Match flows traversing through a particular device's interface
[*7609_143 referentia.com =] [=o8con [ |z
Mote: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter * Inbound end Butbound €7 Inbound € Gutbound LI
drop-down box.
Help | ok | cancel | apply |

5. Delete unused Entries
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a. VolP

b. Ventrilo TCP

c. Ventrilo UDP
6. Add Entry

Note: The following filters may already be present in the Training Pod. Name YOUR

new filters with YOUR name or initials.

7. Name it MGCP
8. Tick “Match Protocols/Ports”
9. In the dropdown, select MGCP

~Filter Entry Details
:I Filter Entry Action: * Show or { Hide the Following
IP Type: (* IPv4 Cnly ( IPv6 Only § Both IPw4 & IPvE
Color Mapping Label & Color: IMGCP | W d |
| %
o |¥ Match Protocol/Ports il
Select from a pre-defined lisk of protoMNs/applications or create new
definitions
= Create 7 Edit [Ty Copy
5 macp
[§ (L4 Protocol=TCP) AMD (Src OR Dst=2427 COR 2428 OR 2727)
B {L4 Protocol=UDP} AND (Src OR Dsk=327 OF. 2727)
- [ Match IPF, Range, Subnet /
N
ddresse ess of Source or Destination LI
Source: I |
Destination: | |
Enter IP addresses, ranges, andfor subnets separated by spaces (e.qg.,
172.120.0.1 192.168.0.0/24 10.0.0.1-10.100.0.1)
- [~ Match DSCP
[0 (EE) =]
- [~ Match Device Interface
Match flows traversing through a particular device's inkerface
I*Branchl—L.D..dclnud.cisco.com LI I*Ethernettl,l'tl ;I
% Inbound and Guthaund € Inbound| ) Guthaund
Mote: Ikems marked with a (*) are non-histarical
hd|
(o] 4 I Cancel | Apply |

18
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Edit Entries the following entries with these updates:

H323 - TCP/UDP = Src or Dst = 1718 1719 1720
SIP - TCP/UDP = Src or Dst = 5060 5061 5062
RTP - UDP = Src AND Dst = 16384-32767

Flow Display Filters Setup [<]
E Create Fiter "%y Copy "K Delete & Rename Filter Entry Details
Filter: IVoice LI Filter Entry Action: (% Show or ( Hide the Following
IP Type: f* IPv4Only  [Pv6Only  BothIPwd & IPv6
Filter Entries .
[ addEntry [57 Add Other Fiter [§ DeleteEntry [53 [Ev Color Mapping Label & Color: IIRTP

T veice Basic I Advanced |
[Skinny] Show IPv4 Only (ProtfApp=skinny) [¥ Match Prak

H323] Show IPv4 Only (Protfapp=h323)

TP] Show IPv4 Only (ProtfApp=rtp) B e finitions

IP] Shows IPw4 Only (Prot/app=sip)

[MECP] Show IPw4 Only (ProtfApp=magcp) ‘ ITtD

Prntnculs,.-".npplicatiuns Setup

o Create Definition [y Copy 3¢ Delete B[ Rename

Defined Protocols/ Applications: Irtp

Enkries

[E% addEntry % Add Defined Pratfapp [ Delete

? rtp

YL+ Protocol=UDR) AND ((Sre=163 7) D {Dst=1635" —
Kl |

Moke: Defined protocolsfapplications added as entries are not editable hes, :lv
but can be edited by selecting them in the drop-down box abowve,

Entry Details

rface
Layer 4 Protocol: IUDP (17} j Fristofo vl

Ports

Maote: Other filters added as entries are not editable here, but cal
drop-down box,

=l
Hel | Source: [16384-32767 _|

Destination: |16364-32767

Match Source and Destination Ports

=l

Cancel | Apply |

Enter port numbers or ranges separated by spaces (e.q., 80 88-443)

Help | [0]'8 I Cancel |

10. When finished, you should have something that looks like the following:
a. MGCP - TCP/UDP = Src OR Dst = 2427 2727 & TCP = Src or Dst = 2428
b. H323 - TCP/UDP = Src OR Dst = 1718 1719 1720
c. SIP-TCP/UDP = Src OR Dst = 5060 5061 5062
d. RTP - UDP = Src AND Dst = 16384-32767

Note: This updated voice filter will work well for our Lab purposes, but in a real

networks, it would probably be best to also include IP addresses and/or subnets to these
filters for eliminating any false positives.
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Lab 1.3: Validating Filters

The example Filter we created should show us the Voice traffic in our network. The
following reports will allow us to confirm the traffic.

Lab Steps:
1. From the LiveNX Client map, select the Flow Tab

Qo3 Flow [ Routing | 1P SLA | Lan |

Search Example: (site = Honalulu | site = Chicago) & wan &

2. From the options at the top of the map, select the following settings

IAII Flow Types vl ICurrent Time Yl ICurrent Palling Interval Yl E I\-'nice Vl ITop 50 Vl E IDispIay Filter Colors vl

You should be presented with a Flow visualization similar to the following diagram

Confirm in the legend there is Voice traffic being matched. You should see RTP & SIP being
matched.

Color Mapping By Display Filker Colors

M MGCP
W skinny
H323
WRTF
*36 MB [ 30 flows
M s1IP
*#*A17KE | 12 flows
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3. Run the Miscellaneous > User Filter report
a. Select the Voice filter, but leave all parameters at their default settings

b. Implement a Search of “wan”
c. Execute Report

A Davices. = 20 tremfaces

Bit Rate

LA =] e [ vowimems | towlosis | Towiteden | dvessebaBee | dverwse PecketRew | Peskbemww |
i o =T T £

-t o o g )

Save da
Crasts

Sehadde

Expart bn 3V

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN” interfaces. This will show the volume of bandwidth of the matched
applications in the Voice filter
4. Run the Reports > Flow > Applications > Application report
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”
c. Execute Report

==Y

7 Show Total bt Rate
Mornibar of datacats: 3 (- ——
- I Apgheatian I Total fows 1 Totsl Brtes I Total Packets 1 [ tverace racket nats Pesk Bt Rate [ restrachemas |

. Pume o e i) T s W1.ERDDE e
oz = B a2 e 127 pw e 1ees

Sntes Ers ben e

Savn ks
o (e e Fr

Craats

Schedie
vor
[
e

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN” interfaces.
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Review the applications matching the Voice Filter. Notice how NBAR sees voice (rtp), sip and

video.

Is this right? Shouldn’t we just see Voice (rtp and sip) in this report?

5. Run the Reports > Flow > IPs and Application report
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”
c. Execute Report

trtarfats Bandwidth

Yoi Analisis IPs and Ports

i Miscelanaus
Custom Reparts

Gt 21, 058 Ph Der 2, RS P et 20, SR PR

[ show Total Bit Rate

Hureiser of datasets: 40

Exnoute Report

et 20, 0905 PR Cet 21, 0907 PM

Ranut Actines | Protocel | SrciPAddr |  SrcPort | DstlPAddr | DstPort | DSCP | Application | Total Flows | Tokal Bytes | Total Packets
shve 3 AT 0,1m 1L T oy e [ =
Save As F e 19019000 20,100 0,100 aieey Ly
| ol 195.18.128.81 20,100 20,100 MAFL) Lyme
Craste o VEAIEE 00 20,10 ElC Rl Ly
e meeIE mm T (a1} uyne
LCF 11002002 20,100 20,100 Har)y e
LC 198.19.2.88 31,196 15,420 - (EF) "
= o LB 3,19 1 LIC3) "
schacule e FUSTRT TR TR Y 19am % (FF) 1
PrOF e IO 31,15 15,420 % (TF) L
. e 198.19.0.81 20,004 20,004 00(sE} Lyme
Expart to S5V e VEIAIUE 2,00 20,004 IFF) [
Helo e FRTRE T Y 10,004 2 (FF) [
- 119,000 20,004 150.00.120.00 20,004 L1 4] e

 —
| Average Dit .| Averege Pac...| Peak Dit fste | Peak Packst...|
Vs BT T a
20 pes 140.2 thos 2zops
20 pes 148.4 thes 2z2eps
20 pgn. 1483 khxn. o
19 pee ETTaT e
19 pes 147 5 thos 225
Bpes S2.2¥hes 32eps
= e S b o
X pn S8 g ety
s LEL- Jzes
9pes
9 pers.
T r
0 pss -=

Notice the ports for Lync and rtp are in the same range of 16384-32767.

Note: In a real network, we would want to work with the various system owners and
assign unique port ranges if possible. But in this example we can use LiveNX’s Filter

and Search to help identify both types of traffic.

6. Re-run this report, but update the Search to: “wan & (flow.app=rtp | flow.app=sip)”.

22
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1P o Pt

[-[=]=]

= Baparts
Inbartace Bandwidth

rai annlim and

¥ Address
= Appicebans Execute

# Network

® Medianet Vaice

# Appicabons [AYC)
NEEL

Al Devices - all interfaces =

Lﬂomaund -

Basic Flaw

=

= |frime series = [Joanae =

Search rean b ifow. appmitp | Fow, appmsie)

& wWireless

= AnyConnect
& Miszelanenus
Custorm Beparts

Bit Rate

1000 Kb

et 21 00 IR Gt 21, DR P et 20, 0004 PR et 21 C0R PR

Date

Coet 2. 0000 P

7 Shew Tutal Ba Rake

e 20, 0018 PR

Cet 21,0012 P

" Humber of datasets: 38
Beport Actions z
Tl LOF 15010, 128.04 190.19.1.04 19,420 i) ] 15 1 meee 52 Wioge R pos 51.9 khoe R
. P e 158.18.128.88 158.19.288 15,420 W EF) mp [} BHE 28,957 ELieps R 5.9 thes 2pps
= g 198.19.2.88 198.10.128.88 19,420 5 (EF) mp " SHE 738 9 12ps Hpes £2.2 thes 2w
Crosts. e 198.19.1.84 | 198.18.128.84 19,420 0@ i " SME 724 48 12ps Hpes E2.1 1hes R2eps
ToR 198.19.2.82 1812887 3990 0] - 1= MEE 2,076 Iimps 2res 3.1 Fhes Zops
o 198.19.1.50 3,570 0Eg) o (L3 M NE 2,078 Irps Zpes 3.1 ¥hes Zops
. e 194.19.1.81 9m o e 1= HEE ,0m Ik Zpes 1.1 Fhes 2o
Schadule { = 199.18.128.80 3.5 oee b (L3 L 2,088 Ikt o 1 Mxm e
Fiwr 198.18.128.82 3 0@ * [} HENE 208 EL L) EET:Y Zew
POF ¥ 199.18.128.81 3 oee w (-3 M B 2,058 I i 31 o
i o 1, 5.0 0 5€) " [t} e B0 L T
Fipmi:ix C3v. tcr v, .00 o) w [} EOr ENE : K e
Tip o 1, 5000 u e o 15 snnm 1 20t 3pon
3 1, 000 u e w = s 51 v S =

Notice LiveNX provides the ability to focus on just the traffic of interest!

Note: In a real world scenario we would repeat these steps for each of the business

critical applications to ensure LiveNX has Filters to accurately identify the traffic.
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Lab 2

Lab 2: Classification & Marking

24
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Lab 2.1: QoS Class Models

Now that we have used LiveNX’s Filter and Search capabilities to accurately identify and
understand the business critical traffic, we need to assign DSCP markings (QoS tags) on the
traffic. In this lab, we are going to use the following 5 class QoS model:

- Voice EF (46) rtp
SIP, SNMP, NetFlow,
AF31 SSH, Telnet, Citrix,
Salesforce
- Scavenger CS1(8) Unknown yet
- BestEffot BE (0) n/a

We need to now update the legends in LiveNX to understand these selected DSCP values of
interest.

Lab Steps:
1. From the LiveNX Client, select the Flow Tab
Qo3 Flow [ Routing | 1P SLA | LaN |
Q Q |Ta|:u|e | 4 ¥ Refrash |

Search Example: (site = Honalulu | site = Chicago) & wan &

2. From the options at the top of the map, select the = icon:

”P.II Flows Types LI ICurrent Tirne LI ICurrent Folling Inkeryal L” E IVDice L”ITDD 50 L” i |DSCF
3. Set the Attribute to DSCP
4. Update the values to match those selected for the lab’s 5 class QoS model.

Color Mapping E3

Select an attribute to remap the Flow colors, Click the color swatch to modify the color For
each value,

Attribute IDSCP hd I

Select a DSCP walue From the drop-down lisks below

DscP [o(EE) [
M D5cP D =]
I DscP |26 taF31) =]
DSCP 34 tar41) =]
B C5CP 5 (Z51)
W DscP f24 tc33) =
W DscP [z (cs4) =l
W D5 [48 tc3e) |
DSCP [46 (EF) =]
I (Remaining)
oK | Cancel |
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Lab 2.2: Validate DSCP Markings

Now that we have selected our QoS model, we should validate if any DSCP values are already
being used.
1. From the LiveAction map, select the Flow Tab

Qo3 Flow [ Routing | 1P SLA | LaN |

Search Example: (site = Honalulu | site = Chicago) & wan 2

2. From the options at the top of the map, select the following options

IAII Flow Tvpes Vl ICurrent Time Vl ICurrent Polling Interval Vl E I‘u'nice Vl IT-:|:- 50 Vl E

You should be presented with a Flow visualization similar to the following diagram

3. Confirm in the legend what DSCP values are seen.
Color Mapping By DICP

0 (BE)
*14 MB [ 31 flows
W 15 (aF21)
26 [AF31)
34 (AF41)
*26 MB [ 4 Flows
Wsics)
W24 (053
32 (C54)
M 45 (C56)
46 (EF)
*17 MEB | 16 flows
Remaining

© Copyright 2019, LiveAction, Inc.



LiveAction Lab Workbook Pt. 2

Since we have the Voice Filter in place, we would hope to only see EF and/or AF31 per the 5
Class QoS model that was chosen for this network. Because there are more values seen, we
will further narrow the scope of the filter.

4. Update the Search to “flow.direction=Egress”

Qo3 Flow | Routing | TP SLA | Lan |
I;l 1§r -/" ':"_ - @ % TEI|:I|E

Search Flow direction=Egress

Notice that all traffic leaving LA is DSCP 0(BE) (light blue). That is definitely not correct.

TR T

a5 D

s

v Foaaay Bench A
B s [
Bl

Otfr

A

Note: In subsequent labs the traffic specified in these labs may NOT be available due to timing
of the replays, or traffic availability. You may try looking for alternate types of traffic. The intent
of these labs is to demonstrate the settings and process for using filters, not necessarily the
specific traffic found.
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We'll use LiveNX Client reports to investigate further.
5. Run the Reports > Flow > QoS > DSCP report
a. Select the Voice filter, but leave all parameters at their default settings

b. Implement a Search of “wan”

c. Execute Report

[ Total Msms | Tetad Bytas I Total Packees T Aversgebanate |  Aversge Packetiats | Paak Bt Rate [ Pesspacketian |
5 . i rane W op w4 v

% r

] o4 o 133,87 it g azt
= ) E- ] L] e it [T A a0 s
creae

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN” interfaces. This report is good to show the overall bandwidth of Voice traffic
in the network and the percent of Voice bandwidth that is / is not marked as desired.

6. Run the Reports > Flow > QoS > User Filter > DSCP Audit report.
a. Select the Voice filter, but leave all other parameters at their default settings
b. Implement a Search of “wan”

c. Execute Report

28
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= Reports
Irterface Bandwidth
Top Analysis
1F5 and Forts
Addrase 022416, 01:01:42 AM to E T RN e B G e
a1 Applicstions i0/«</16, D1:01 42 AN K 3 16 M Data bin: 1 minute

Appheation DECE Aude

Typm of Savvice
oscP
+ Netwark
+ Madeanet
% Apglicstions (AVC)
 NSEL
PR

3 wWireless

3 AnyConnect
3l Miscallsnasus
Custom Reports

EXTT

Date
W Show Total Bt Rate
= Number of datasets: 10

BEeport Actions
|Filter Match Nana] D3R TotslFlows | TotalByms | Total Packets [ Average it Rate [Avecage Packet..| sk Bit Rate | Peak Packet Bate|
vk B3 I 45 e TS W3 ¥ees 59605 4.5 oS T
Save As RTF o(Be) (] Bnm M0 W7 ibos 109 pps 3070 Kbos 10 pps
% Ll AL {LF) 153 M 107,70 16t ot 120 pps 179.1 Kbes 120
reste TP 2 (A1) 15 ] w17 131 Kes pps 1924 Kbest Z2pps
R® A6 {0F) 1) ure 015 Tankes Ulpps T4 Kbes Wops
P o(sE) L) e 14477 135 Figs 1opm 188 Kixs 17 e
0 0(RE) fl 1" 10,368 11 g 12 py 11 Kigm. 11
Ectwdute ] B{RE) 0 HIRIE 5,188 Silgn g S5 Kign Spp
nre D (EE} 5 AHE b,140 +ign 1 g 5.5 Kigns e
FOF R D(EE} E 12848 HE 1o Opps 1.7 ke Dpps

Expartto CSV

Helg

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but

specifically “WAN” interfaces. It is showing the Source Site, the Filter match, and the DSCP
value of the match.

Make note of the DSCP values, especially where you see 0 (BE). We will need to implement/fix
the QoS at these sites.

Remember how the ports for Lync and rtp are in the range of 163840-32767. This means that
they will both show as RTP here. We would hope to see both 46(EF) and 34 (AF41) for RTP. It
is good we already see some of this, but we need to make this better.

7. Run the Reports > Flow > QoS > Application DSCP Audit report.
a. Select the Voice filter, but leave all parameters at their default settings
b. Implement a Search of “wan”

c. Execute Report
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Tap Analysis
1Ps and Ports
¥ Address
o Applcaans
o

Type of Service
Dece

& Network

& Madianet

& Appieaans [ANC)
NEEL

Schaduls

FOF

Export ta C5%
Help

3
User Filter DSCP usdit

[-[=]=]

Al Devices

Vaice

Search ran

Execute

=

Basic Flaw = |frime series = [Joanae =

7 Thew Total Bt Rate

Dee22.01:19 20

D22 003 AM

Lrsgecied

Averags Bit Ratn | Aversge Facket Rota | Poak B Rate Prak Packet hate |
Opps H1Fkbps 6 ons
302 K2ps epps 4.1 kbps aTgps
30 bps Wpps 1452 Kbps s
M b EEpps 103.7 Kbps e
£ Kbps Stpps B0Kbps 7S
52¥bps e S22Kbps £
S2ies e S22k o
T e ke o
15Kbes léees 165Kl T
1L ke 12w 1 Kl U
Skes S
ECT b
[ O

Notice that this report is looking at All Devices and All Interfaces in the outbound direction, but
specifically “WAN” interfaces. It is showing the Source Site, the application name as learned

from NBAR, and the DSCP value of the match.

Make note of the DSCP values, especially where you see 0 (BE). We will need to implement/fix

the QoS at these sites.
Also note where Video (MS-Lync) is showing as 46(EF).

Note: After validating the DSCP values using the Voice Filter, you would want to create
more filters for the other priority applications of the network and repeat these steps.
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Lab 2.3: Rogue DSCP Markings

We will also want to ensure that any non-priority traffic is not accidently or maliciously given a
high priority DSCP value.

Lab Steps:
1. Run the Reports > Flow > IPs and Application report.
a. Select No Display Filter, but leave all parameters at their default settings
b. Implement a Search of “wan & flow.dscp=EF”
c. Execute Report

o 2 Devices

i Reports
Irterface Bandwidth
Top Analysis
* Apphcations
Qo5 Lo

User Filar DSCF Audit

Application DECP Audit & 1o Disslay Filtering gc.ﬂ:wna
Troe of Service

osch Saaeth wan & How. shpesF

@ PR

i Wirslese

- By Connnct

4 Miscallaneous
Custom Reparts

Dui 28, 03.28 AM Dut 280337 AM ut 25.03.28 AM ©ut 35, 0331 AM
Date

=
Bunsrt Actiun Sre port Delpader | Dspem | Dscp Application | Totsl Flows | Total Bytes | Tatal Packets | Avarsge bit ...[ Avarsge Pac..| Pesk bit sate [Peak Packet .|
Fave 158.19.2.58 3,09 19,18.120.88 19,60 # [EF) ] 5 6ME 29,290 B M pes 52,2 kb R pps
Save A 1900012804 2% 150.15.1.04 19,420 # () "o 15 (1) 2,709 Siikps Xoos 51.9¥bps Xops
Loe IS0 0 31050 19019208 19,4 W e 15 (L] s 51 fhps Hpps E1.50kes Hpps
Crests [T EAT T IRITL 0,04 4 (5F) [T 15 1 17,548 10ikps g T Tipm
uoe 1981617880 20,004 1ea 200 4 [FF) [T 15 HL 17,188 191ps oo EIET o
uos 199.18.128.80 20,008 190.19.0.80 20,004 4 [EF) (3 it e 17,180 190005 19505 2L6¥50s ees
Loe 190101000 20,004 150.19.2 02 20,004 6 [EF) Lyre 15 M 17,175 131tps E5pps 21.68bes pps
Sehadile WLIGLIE 0,006 AT 0,00 6 (1) kyre ) £ a7 s 1608 5 rboe 1ees
101017881 70,008 1981808 W08 46 (FF) 1 £ ET a8k ik Lops FETI 1%
PoE 198.18.128.82 20,005 19609200 2008 45 (EF) [ ) £ 48 ks Lops 4.5kbps 0pos
e 1900012000 20,005 150.15.1.00 20,005 0 Lyre % WD 0 Hibps 3-8 3 .

Exportto TSV

Help

Notice the applications listed in this report.

We would hope to only see Voice (rtp) listed in this example. Anything else needs to be fixed via
an update to the networks QoS policies.

We would want to re-run this same type of report but update the Search with the DSCP values
of the other priority applications in the network.
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Lab 2.4: Configure Classification & Marking Policies

Now that we understand the traffic of the network and the DSCP values that should be marked
on each type of traffic, we can use LiveNX to implement the correct QoS policies to the traffic on
the routers.

We will create a template QoS policy and apply this to the LAN interface of each of the routers
to classify and mark the priority traffic properly.

Lab Steps:

1. From the LiveAction map, select the QoS Tab
QoS | Flow | Routing | 1P SLA | LaN |

im0 & Q)

2. Right-click on the HQ router, select QoS > Manage QoS Settings

o 1dnenn
P gkt
voe| Device: HQ-SJ
- Qo3 P ||| v | Enable QoS Palling
x Edit Device Settings Create Policy From Template
D;M Add or Remowe Inkerfaces Revert QoS Configuration

Refresh Device

Remove Device

Zoom ko Device Manage o3 Settings

Device Tools ] Manage MEAR

Statistics ] Apply Policy to Interface. ..

Wiew ] Remove Policy from Interface. ..
it Group Management » Copy Policy to Devices. ..

Reports

Brmnch LA

cotar
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Manage QoS Settings - HY-51.dcloud.cisco.com (198.18.129.25)
dalalalels

(=] ICIassesl Interfacesl
Policies

Pulic Mapped Classes
Sagloim|uss =nB

[+ g LIVEACTION-POLICY-UNIFIED

= |

Class Name I Classify I Marking | Queusing I Palicing | Shaping I Compressian I WRED I DBL I Unknown

Mapped Class Detail
[~ Grop all traffic for class

Classit IMarkJng || Gteteing)| Falicng)| Shaming | Compression | WREDT| GEL | Wnsinparted |
Maktch an: Any

Reference

Class iz defined by the
criteria show at left.

Match-any: packet must
meet &t least one of the
criteria ta he a member of
the class.

Match-all: packet must
meet sl criteria to be &

member of the class.
Edit |

Help |

Save ko Device Preyien LI Close

3. Select the Add Policy = icon.

4. In the Add Policy dialog, enter the name “SET_DSCP_LAN"
Add Policy

Policy name: [SET_DSCP_LAN

(04 | Cancel |

You can now see the new policy with its class-default appearing in the Policies list.

Policies | Classesl InterFacesI
Policies

S MEIRREIRE

g LIVERCTION-POLICY-UMNIFIED
El_J SET_DSCP_LAN
il = class-default
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5. Right>Click on the SET_DSCP_LAN policy and select Add Class to Policy

- LIVEACTION-POLICY-UNIFIED Class Mame | Classif
SET_DSCP_LAg

5] class-defd 41 Copy Policy...

ﬁ Delete Palicy. ..

1 . Ie

L& Add Class to Palicy

El Apply Palicy o Inkerface. ..

a Remove Palicy from Interface. ..

6. Select the Create new class option and name the new class SET_DSCP_VOICE

Add Class to Policy E3

Select one of the Following options;

" Use existing class: ILIVEACTION-CLASS-MEDIF\NET LI

% Create new class: |5ET_DSCP_\-'OICE

Mate: This option will create an empty class, ¥ou will need to
select the "Class tab" bo add classification parameters,

(6] 4 | Cancel |

You will see the new class SET_DSCP_VOICE appear under the SET_DSCP_LAN policy

EManage 0os Settings - HO-53.dcloud.cisco.com (198.18.129.25)

dlalalalal e|s
Policies | Classes | Interfaces |
Policies Mapped Classes

galgon uajs oine|=

g LIVEACTION-POLICY-UNIFIED Class Mame Classify Marking Queu, ., | Palicing | Shap... | Compre... | WRED | DBL | Unk...

P

Mapped Class Detail

[ Drop all traffic For class
ClassiFy I Markingl Queueingl Policingl Shapingl Compressionl WREDl DBLl Unsupportedl

Match om: Any Reference

Class is defined by the
criteria show &t left.

Match-amy: packet must
meet at least one of the
criteria to be & member of
the class.

Match-all: packet must
meet all criteriato be a
member of the class.

Help | Sawe ko Device Preview CLI Cancel

7. On the Classify Tab, select the Edit button
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Manage QoS Settings - HY-5J.dcloud.cisco.com (198.18.129.25)

alalalala] e[|

Policies Classes I Interfaces |
Classes Create and Edit Match Statements

NI et tyze: (ST | [=:ar =] & |

B LIVEACTION-CLASE .
B LIVEACTION-CLASS ‘n M... [MakchT... | value

1
=
3
4
S
(=]
7
(Select up to 4 values)
Match/match not: IMatch j
Add Match Statement: Replace Match Statement |

B N
Help | Save bo Device | Preview CLI | Cancel |

8. Select the match type dropdown and select Protocol — using NBAR

Policies Classes | Interfacesl
Classes Create and Edit Match Skatements

&Y ED %

Match bype: (205 LI

M LIVEACTION-CLASS

Yalue; [B0Y
W LIVEACTION-CLASS

AL Marne

ACL Mumnber

Class

05

DSiCP

Frame relay DE hit

Frarme relay DLCI

RTP Prokocal - using MEAR,
HTTP Prakacal - using MEAR,
Matchfmatch nok: |Input inkerface

IP Precedence

MAC Destination Address
MAC Source Address

MPLS experimental kopriosk
Packet lenath

Praktacal - using NEAR
Prakacal - using NBAR groups

QoS group
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9. Select the value of rtp and click Add Match Statement. The protocol rtp will appear in
the window at the far right of the window.

Policies Classes I Interfaces |
Classes Create and Edit Match Statements

[ [
1P | [D | ‘x | Makch type: IPr-:-tocoI - using NBAR

I LIVEACTION-CLASE
W LIVEACTION-CLASSE

Yalue: |rsvnc

Makchymatch not;

Add Match Statement e [Match statement |

10. Select the Policies tab at the top left of the screen. Notice the NBAR protocol match on
the classify tab

[ Manage Qos Settings - HY-53.dcloud.cisco.com (198.18.129.25)

g I s
dlalalalalé|s|
Palicies I Classesl InterFacesI
Policies Mapped Classes
pegaimusjs cinn|=
[r—
[#-1gg LIVEACTION-POLICY-UNIFIED Class Mame Classify Marking Gueu. .. | Policing | Shap. .. | Compre... | WRED | DEL |Unk...
E|--§__] SET_DSCP_LAM SET_DSCP_WOICE

rlass-default

Mapped Class Detail

Classify I Markingl Queueingl Pc-licingl Sha Cnmpressi-:-nl WREDl DBL| Unsupportedl

Makch an: Any Reference

Match : Pratocal - using MEAR : rtp Class is defined by the
critetia showe &t ledt.

Match-amy: packet must
meet ot least one of the
ctiteria ta be & member of
the class.

Match-all: packet must
meet all criteria to be a
member of the class.

Edit |

Help | Save ko Device | Prewview CLI Cancel

11. Select the Marking tab.
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12. Select the mark tick button and select the DSCP value of 46 (EF)

¥ Manage Qos Settings - HY-53.dcloud.cisco.com (198.18.129.25)

daalala) el

Palicies | Classes | Interfaces |

Paolicies

z|v|8e(n]uls

Mapped Classes

% BR8]

=14 ] SET_DSCP_LAN
|_‘| SET_DSCP_WOICE
r| class-default

----i a; LIVEACTION-POLICY-UNIFIED

Class Name Classify Marking Queu, .. | Policing | Shap. ..

SET_DSCP_WOICE
class-default L]

Mapped Class Detail
[ Drop all traff

assify Marking I Queueingl Policingl Shaping

Mark with:

[~ ATM Cell Loss Priority

[~ Frame Relay Discard Eligible

Compre... | WRED | DEL | Unk...

ssionl WREDI DBLI Llnsupportedl

Referance

Differertiste packets
belonging to this class
bazed on marking.

Mark On

DSCP: marks a packet by
setting the differentisted
services code point (DSCR)
value inthe type of service
(TOE) byte.

Precedence: zets the
precedence value inthe
packet header.

Help |

Save to Device |

Presview CLI | Cancel

13. Repeat these same steps for adding more classes to the SET_DSCP_LAN policy for
the other traffic types. Please use the following table for reference:

'SET_DSCP_VOICE " EF (46) rtp

BE (0) n/a

AF41

(34) Ms-Lync

AF31 SIP, SNMP, NetFlow, SSH, Telnet, Citrix,
(26) Salesforce

CS1 (8) Leave blank for now




When finished, the SET_DSCP_LAN policy should look like this:

[ Manage Qos Settings - HQ-S3.dcloud.cisco.com (198.18.129.25)

alalelalal els)
Palicies I Classes | Interfaces |
Policies

Mapped Classes
LYY RN Y
—
& 1 LIVEACTION-POLICY-UNIFIED Class Mame Classify marking | Q.. [P fsh | con fwe L]
E|--E__J SET_DSCP_LAN SET_DSCP_WOICE DSCP: EF
|| SET_DSCP_VOICE SET_DSCP_WIDED DSCP: AF41
|| SET_DSCP_VIDED SET_DSCP_HIGH_PRIORITY _DATA DSCP: AF3L

SET_DSCP_HIGH_PRIORITY DATA
SET_DSCP_SCAYEMGER.
frlass-def ault

SET_DSCP_SCAVENGER.
class-defaulk

Mapped Class Detail

L DaCP: C51

[~ Drop all teaffic For class

Classify I Markjngl Queueingl Policingl Shapingl Compressionl WREDI DBLI Unsupportedl

Match on: Any

Edit |

Reference

Class is defined by the
criteria showy at left.

Match-any: packet must
meet ot least one of the
criteria to be & member of
the class.

Match-all: packet must
meet all criteria ta bhe a
metmber of the class.

Help |

Save to Device |

Presvi CLI | Cancel

14. Select Save to Device

15. Click and highlight the SET_DSCP_LAN policy and select the Copy Policies to

a

Devices = icon. This will allow you to push the policy you just created to the other
routers in the network.

Falicies | Classesl InterFacesl
Palicies

[#-1 gy LIVEACTION-POLICY-UMIFIED
B-ET DSCP AN
SET_DSCP_WOICE
SET_DSCP_VIDED

SET_DSCP_SCAVEMGER
class-default

IR EIRIE

SET_DSCP_HIGH_PRICRITY _DATA

The Copy Policy to Devices dialog window appears.
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16. Select the policy SET_DSCP_LAN, tick the two branch routers, and select OK.

Copy Policy to Devices E3 |

Select a policy:

Select the devices to which vou wankt to save this policy: |

[+ Branchi-La.dcloud. disco,com (198,19,1.1)
[+ Branchz-MY . ddoud. cisco.com (193,19,2.1)

Ik Zancel

The SET_DSCP_LAN policy will be copied to the other routers.
Validate the changes saved successfully.

Copy Policy to Devices | x|

Saving to derices...

Branchl-La.dcloud, cisco,com §198,19.1.1) «» Succesded
Branchz-MY dcloud, cisco, com £198,19.2.10 « Succeeded

Cancel |

17. Close the Manage QoS Dialog Window.
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Lab 2.5: Apply Marking Policies to Interface(s)

Lab Steps:
1. Select the QoS Tab

Qo3 | Flow | Routing | TP SLA | Lan |

[, | & i - 2. Right-click on the LAN interface on one of the
=T 0 - Audit g
POHSE- R Q] routers and select QoS > Apply Policy to
Interface.

Note: The LAN interface will be GigabitEthernet1 on each of the routers in this lab.

198.18.128.0M18

i
T
. Interface: HQ-5. - Ethernet0/0

maﬂl‘-;f-zlazs QoS P ||| v | Enable Qas Paling

eI PR S AM Edit Device Settings Create Policy from Template
Add ar Remove Interfaces Revert Qo3 Configuration by user ‘admin’
Refresh Device Adjust Input QoS
Remave Device Adjust Output QoS
Zoom to Device Manage QoS Settings

Tl Device Tools » Manage NEAR
Skatistics 4 Apply Policy ko Interface. ..
Wit ] Remave Policy from Interface...
Group Management » Copy Policy ko Devices..,
Reports

3. Select the SET_DSCP_LAN policy and tick to apply it in the input direction.
4. Click OK.

Select a policy:

Select the interfaces to which you want to apply this policy:
- [ & Ethernet0io

WL Tnput

[T & Oubput

oK Cancel
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Follow these same steps to apply the SET_DSCP_LAN policy to the other router’s LAN
interface.

Notice how when you do this for LA router, you will see a little box already around the input
side of its LAN interface.

& Branch1-LA
Eth0/2 198 ]

Other

Local

198.19.1.0/24

5. Right-click on the LA router and select QoS > Manage QoS Settings.
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Notice how it has a policy on it called “WhylsThisHere”. Notice how the class-default of this
policy is marking traffic as 0 (BE). No wonder we were seeing Voice (rtp) leaving this site as
BE!

Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

i [ '
glalalala] s
Policies I Classes | Interfaces |
Puolicies Mapped Classes
o|e B o|s] sz =R(B|R
-1 LIVEACTION-POLICY-UINIFIED Class Marme | Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DEL | Unknown
SET_DSCP_LAaM efault DSCP: BE

[l Whyl

sThisHere

Mapped Class Detail

™ Drop all traffic For class
Classify I Marking | Queusing | Policingl Shaping | Compressian | WREDl DEL | Unsupparted
Match on: Aney Reference

Clazs iz defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the clazs.

Match-all: packet must
meet all criteria to be &
member of the class

Edit |

Help | Save bo Device | Preview LT Close
6. Select the Interface tab

Manage QoS Settings - Branch1-LA.dcloud.cisco.com (198.19.1.1)

alajalalalelw

Palicies | Classes Interfaces |
Interfaces

-8 Ethernet0jo

—<= Input : WhyIsThisHere
Qutput : <nong >
‘E_thernetD.il 1P address: |
i¢ Input @ <none:

» Output : <none 1P address mask: |
Ethernetn)z

T nput ¢ <nore
‘_:) Cutput ¢ <none >
- Ethernet0js

‘_<=. Input ; <none
—1> Cutput @ <none>
Loopbacko

Ly Input ¢ <none:

Interface name: |

Interface description:

[~ Fre-classify:

& Output © <none Link Fragmentation:
Nullo
& Input : <nones I~ Wit delay: s

5 QuUEput @ <nong>
Tunneld

'_<=. Input @ <none:
e Cukput ¢ <none s
‘olP-Mulld

‘_<=. Input : <none>
‘_:) Cutput ¢ <none >

I Inteteave

Help | Save to Device | Breview CLI | Close |

7. Right-click on the WhylsThisHere policy that is highlighted on the input side of the
GigabitEthernet1 interface.

© Copyright 2019, LiveAction, Inc.



LiveAction Lab Workbook Pt. 2

Manage QoS Settings - Branchl-LA.dcloud.cisco.com (198.19.1.1)

i B )
dalelalal e
F‘u:uliu:iesl Classes Interfaces |
Interfaces
=& Ethernet0jo
o &

% |

~10 Cukput ¢ <nor| )
% Etherneti)1
1 Input ¢ <naone

Apply Policy to Interface

& Remove Policy from Interface

B name: I

=2H Iﬁ

-12 Cukpuk @ <none
- Etherneti)2

?: Input : <none =
-12 Cukpuk @ <none
- & Ethernet)d

----- i: Input : <none =

N T S

8. Select Remove Policy from Interface

IP address mask;

Inkerface descript

Branchl LAMN

9. Right-click on the input side of the GigabitEthernet1 interface and select Apply Policy

to Interface.

Manage Qo5 Settings - Branchl-LA.dcloud.cisco.co

",

&l

alalalalal e
F'n:nlin:iesl Clas=es Interfaces |
Interfaces

=+ Ethernet0fo
T

I oukput s <nd 2] Apply Policy to Interface
& Ethernetof1 F

el Imput : <nonk

Remowe Policy from Inkterface

sl Qubpuk 3 <none >
-~ Ethernet0f2
Ll Inout @ <nones

10. Select the SET_DSCP_LAN policy and sellect OK.

Select the policy to apply to the Input of inkerface Etherneto)fo:

Apply Policy to Interface

K, Cancel

11. Select Save to Device and close the Manage QoS Settings dialog window.
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Manage Qo5 Settings - Branchl-LA.dcloud.cisco.com (195.19.1.1)

[oalala)e|s]
F‘nliciesl Classes Interfaces I
Inkerfaces

- Ethernet0/0

e Input : SET_DSCP_LAN)
w Oubput @ <none >

- Ethernet0fl

PN Input @ <none:x

Interface name: |EthernetU,|'D

IP address: [198.19.1.1

Seday Dubput - <none > IP address mask: |255.255.255.D
- Ethernet)2
Py Input : <none> Interface description:
5% Oubput ; <none s Eiranichil LAk

[~ EthernetD/3

e Input @ <nonex
s OUEpUE @ <none >
% Loopbackn .
g= Inpuk ¢ <nones I™ Fre-classify
1oy Qukput @ <none =

ﬂ; i Link Fragmentation:
=& Mulld
PN Input : <rone= I~ Maimmum delay: ms
e
5 Cwkput @ <none >
B Tunneld [~ Intetleave

i Input ; <none:z
s Oubput @ <none >
- WalIP-hull

PN Input @ <none:x
. Oubput @ <none >

S~

Help | ( Save bo Device | Presiew CLL |

12. Ensure all routers have the SET_DSCP_LAN poli

their L
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Lab 2.6: Validate DSCP Settings

We now need to validate the QoS policies we have implemented are working correctly.

1. From the LiveAction map, select the Flow Tab

Qo3 Flow [ Routing | 1P SLA | Lan |

Search Example: (site = Honalulu | site = Chicago) & wan &

2. Update the filters to the following parameters
ll ITDpSD LI ﬂIDSCP LI

InII Flow Types LI ICurrent Time Ll ICurrent Palling Interval Ll E I\p'oice
Notice how, when the Voice filter is in place, we now see only DSCP values 46 (EF), 34 (AF41),

and 26(AF31).

Color Mapping By DSCP

0 (EE}
W 15 (AF21)
26 (AF31)
*334 KE | 12 flows
34 (AF41)
*38 MB [ 22 Flows
W 5iC51)
W 24 (C53)
32 (C54)
W 45 (C56)
46 (EF)
#19MB [ 11 flows

Femaining
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Remember how the ports for Voice (rtp) and Video (Lync) are in the range of 163840-32767.
This means that they will both show as RTP here. This is why we are seeing 46(EF) and 34
(AF41) for RTP.

This is what we want to see — all high priority DSCP values and no 0 (BE).
3. Run the Reports > Flow > QOS > DSCP report
a. Select the Voice filter, but leave all parameters at their default settings

b. Implement a Search of “wan”

c. Execute Report

ser Fiker DSCP Audn
Application DSCF Audit
Troe of Service

06122, 0217 AM 06122, 0219 AN
Dats

Puenber of datacets: 4 =

Total flows Total Bytes | Total Packets | average mrmate | Average packetnate Paak Bt Hate [ pask packet nate
&= oy Me M376E B9 KBps 26 1.3 M0ps HEpps
150 om RIS 221 vbos 7 pos. 4050 Vs 140 pps
LJ s 12,94 0 kes 142 pps EIET 196 pos
" M 0,588 Tk T TLE g E_T1- 03

Bepert Actions
Save

Tave ds

Creste

Sehaduln
POF
Expart to TSV

Help

Notice how the DSCP value of 0 (BE) disappears from the graph around the same time as we
implemented our QoS Polices.

Note: For the sake of time in this lab, we are only going to focus on this one report.
Remember that in a real network, you would repeat these steps for all important
applications. We would use the same visualization and reports as we have used
previously to validate QoS polices effectiveness for all priority traffic.

Now that we have used LiveNX to review, implement and validate our QoS Matching and
Marking polices, we can now move on to step 2 of the QoS project — Prioritization.
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Lab 3

Lab 3: QoS Prioritization & Queueing
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Lab 3.0: Intro to Prioritization

Step 2 — Prioritize (Quesweing and Shaping)

*  Priority Queuing — LLO,
* CBWFQ - Guaranteed bandwidth

+ Shaping- Transmitdata to software set limit,

buffer and queue overage

LiveAction

In this lab we are going to use LiveNX for creating and validating Queuing and Shaping
policies in our network. There are two primary questions that need to be answered

before creating any configurations. These are:

o What is the bandwidth allocations needed for each queue?

o What, if any, CIRs are enforced by the service provider?

48
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Lab 3.1: Run the Reports!

We will tackle the bandwidth question first. The best way to answer this question is to use
LiveNX’s reporting to understand the priority application’s capacity needs.

Since we have successfully created and validated Matching and Marking polices, we can now
just reference the respective DSCP value’s bandwidth usage to quantify our applications
requirements.

Lab Steps:
1. Run the Reports > Flow > Network > Interface Bandwidth Summary report
a. Leave all Filter parameters at their default settings.
b. Implement a Search of “wan & flow.dscp=EF & flow.direction=Egress”
c. Execute Report
B ioenn ______________________________________________________BumD

Frewetacon Barcheackh Smeary. 2

Interface Bandwidth Summary

Bit Rate

| tevice Sraerface Hame. Dection Tetal Flows Tetal Bytes Total Packets Average Bt Hate | Average Pecketm |  Peck S Rate | Feak Packet hate |
=) = G ) C T T O TS v Toes

| |
Notice how this shows a bandwidth graph of the data being transmitted out of each WAN

interface. In this example, we are focused on Voice (rtp)/ EF traffic. This is the capacity
planning data we need for Voice.

2. Run the Flow > Network > Interface Bandwidth Summary report
a. Leave all Filter parameters at their default settings
b. Implement a Search of “wan & flow.dscp=AF41 & flow.direction=Egress”

Total Fackets Avarage b Rate | Aversge Packet B |  Posk bit Aabe | Peak Packet Rate
-2 EET o R EEE

L) 3 o T : —= = =)

Erport Actions
Save

0 e
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Notice how this shows a bandwidth graph of the data being transmitted out of each WAN
interface. In this example, we are focused on Video (ms-Lync)/AF41 traffic. This is the capacity

planning data we need for Video.
3. Run the Flow > Network > Interface Bandwidth Summary Report
a. Leave all Filter parameters at their default settings
b. Implement a Search of “wan & flow.dscp=AF31 & flow.direction=Egress”

Interf ace Bandwickh Summany

Interface Bandwidth Summary

Saaech wan & How. cucnmAF3| & How. drectionsEnrmss

HO-S).dedoud aace.com - Ethermetd 1

20 Kbpe /\~\va\/\\/\/\/\/ \/~_ NN ——-‘\

:
& 10Kbos || \

4. 12.40 AM et 24, 12.90 AM et T4, 01,00 AM ©E1 24.01.10 AM et 4. 01:20 AM
Date —

RMme | Paak Packatmsts |
2016 ke 23pes

Oavics Ietarface Nare | Diraction Tatal Flaws | Total Bytas Totsl Packats | Avarage LR Bata | Avarage PackstR..|  Peak bi
= = 52 e T T 2 pos

-----------

Bit Rate

|
!
i=

Notice how this shows a bandwidth graph of the data being transmitted out each WAN interface.
In this example, we are focused on High Priority Data/ AF31 traffic. This is the capacity

planning data we need for the High Priority Data.
Note: In a real network, it would be best to have at least two weeks of data to formulate

the appropriate bandwidth allocations for the priority applications. Also remember that
since Priority/LLQ queues have a built-in policer, one would want to over provision the

settings based on these queues.
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Lab 3.2: Building Queueing Policies

1. From the LiveAction map, select the QoS Tab

QoS | Flow | Routing | 1P SLA | LaN |

/O & Q| au

2. Right-click the HQ router, select QoS > Manage QoS Settings

= it

was Device: HQ-5J
QoS ¥ || v | Enable QoS Paling

= Edit Device Settings Create Policy From Template

L Add or Remaove Interfaces Rewert QoS Corfiguration
Refresh Device adjust Tnput Gos
Remave Device Adjust Output QoS
Zoom bo Device Manage QoS Settings
Device Tools 3 Manage NEAR
Statistics J Apply Policy ta Tnterfare. .,
Wigw 3 Remave Policy from Interface. .,

— Group Management » Copy Policy to Devices. .,

Reports
e 4
= & a -
area oo || s

The Manage QoS Dialog Window will open

[ Manage Qos Settings - HQ-51.dcloud.cisco.com (198.18.129.25)

dlalalala] e|ls
Palicies | Classesl InterFacesI
Policies Mapped Classes

goRas|e(se els|s
Class Mame I Classify I Iarking I Queusing I Palicing I Shaping I Compression I WRED I DEL I Unknown
class-default ]

Mapped Class Detail
I™ | Drop all braffic For class

Elassify. I Marking | Queueing|| Palitng | [Ehaping | Campression | WRED. | [DEL | Unsupparted |

Makch on: Any Reference

Clazz is defined by the
criteria showy &t left.

Match-any: packet must
meet at least one of the
criteria to be & member of
the clazs.

Match-all: packet must
meet all criteria to be &
member of the class.

Edit |

Help | Save ko Device Preview CLI Cancel
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3. Add a new Policy and name it QUEUEING.

Add Policy

Palicy name: |QUELIEING

Ik | Cancel |

4. Create a new class for the QUEUEING policy and name it VOICE.

Add Class to Policy E3

Select one of the following options:

" Use existing class: ILI\-‘EF\CTION-CLF\SS-F\\-‘C

=l

¢ Create new class: I'u'OICE|

Mote: This option will create an empty class, You will need to

select the "Class tah" to add classification parameters.

(a4 | Cancel |

You should see the VOICE class inside the policy named QUEUEING

Policies I Classesl InterFacesI
Palicies

ol
&
lu

-1 LIVEACTION-POLICY-UNIFIED
=i | QUELEING
el 1CE

/= class-default

& SET_DSCP_LAN

Mapped Classes

SLALIE]

class-default

Mapped Class Detail
[T Drop all traffic for class

Class Mame ’ Classify ’ Marking ’ CUELEing ’ Palicing ’ Shaping ’ Zormg

Classify | Markingl Queueingl F‘u:uliu:ingl Shapingl Cu:umpressiu:unl WRELC

Makch on: Any

Edit |
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5. Update the Classes tab of the VOICE class to match DSCP 46 (EF) traffic

[ anage gos Settings - H-53.dcloud.cisco.com {196.18.129.25)
e | o | s
Blalal el

Palicies Classes | Interfaces |
Classes Create and Edit Match Skatements

L]

[+ = .
M Match bype: IDSCP d fatch any i ﬁ |
[ LIVEACTION-CLASE :
W LIVEACTION-CLASS Walue: fan (C55) =] | M. ’ Makch T... ’ Value ’
SET_DSCP_HIGH_P 41

SET_DSCP_SCAVER

M SET_DSCP_WIDEC
M SET_DSCP_WOICE

(Select up to 8 values)

Match/match nok: IMatch d
[~ 1Pv4 Crily
Add rMatch Statement: Replace Match Statement: |

B §
Help | Save to Device Preview CLI Cancel
6. Return to the Policies tab

7. Ensure the VOICE class of QUEUEING policy is highlighted and Select the Queueing
tab.

8. Set the Queueing type to Priority and the bandwidth to 160 Kbps.

[EManage QoS Settings - HQ-S1.dcloud.cisco.com (198.18.129.25)

g|ojelala]e|s

Policies I Classes I Interfaces |

Palicies Mapped Classes
glagGik s cnd|=|
g LIVEACTION-POLICY-UMIFIED Class Mame | Classify | Marking Queusing Folicing| Shaping | Compres... | WRED | DEL | Unkn. .,
= QUEUEING WOICE o atil ;
VOICE class-default

class-default
[-{g SET_DSCP_LAN

Mapped Class Detail
[ Drop all traffic for dass

Classify | Marking Queueing I policing | shaping | Compression | WRED | DEL | Unsupported |

Queusing bype: IPr\ority - l Reference

Distribute the available 2

Rate: |16El| |Kst 'l bandwidth between

I— classes by specifying a

I Burst size: |32 brvtes initurm bandwicth b

Unknown elements: guarantee to each clazs.
Queueing Type

Class-based: utiizes
Clazs-based weighted fair
gueueing (CEWFG) using
derived weight for packet:
fram the banchwicth

allocated to the class. -
4 I I »
Help | Save to Device Preview CLT | Cancel |
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9. K. Create the following classes in the QUEUEING policy based on the following table:

EF (46) Priority — 160K

AF41 (34) Priority — 800K

AF31 (26) Class Based — 64K

CS1 (8) Class Based — 8K
BE (0) n/a

When finished, the QUEUEING policy should look similar to this:

lanage QoS Settings - HD-S1dclowd cisco.com 3. 1812925
B anage Qos Settings - HY-51.dcloud {196.18.129.25)

Jelelalal els|

Pobicies Mapped Claszas
oewGin uss e8|
- g LIVEACTION-POLICY-UNIFIED Class Name | Classify|[Marking] ~ Queueing |Pal...|Sh...| com... [ w... |DBL W
=] quevens VOICE v Priority: 160 Kbps
=] WOICE W IDEC L] Priority: B00 Kbps
=] viDeo HIGH_PRICRITY DATA lass-based; 64 Kbps
| HIGH SRIORITY DATA Scavencer 1~ 8| Wlossbasedionips | | | | | |
- EEDE] class-defauk .
| clarss-cled andt
= g SET_DSOP_LAM
Mapped Class Detal
[ Drop a traffic for class
Classify | Marking Queusing | Polcing | Shaping | Compression | WRED | DeL | Unsupported |
Quueusing type: [N - | Rference
Distribute the available =
Rate: [3 [kbps =] banchwicth between
clazsas 1
™ Queue depth: 1 fertes | el
I™ Enabis Fair Queusing gusrantee to sach class,
Unkreowan elements: Oueueing Type
Class-based: fiizes
Clazs-based weighled 1air
cuesLising (CEVWFQ) using
derived weight for packets
Irom bive beardwidti
allocalad 10 the class, -
|| I 3

Help | Save to Devics previewalt | cancel |

10. Click Save to Device.
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11. Click and highlight the QUEUEING policy and select the Copy Policies to Devices

| @ icon.

This will allow you to push the policy you just created to the other routers in the network.

[EY*anage Qos Settings - HO-Sldcloud.ciscocom (198a802928)  _________E|
galalalal e|s]

Palicies | Classes | Interfaces |

VOICE WVIDED w Pricrity: 800 Kbps

=| ¥IDEQ HIH BRINEITY NATA - lasghasad: A i
T . poic tooevces  EI
SCAVENGER

=1 dass-defaul Salact a polcy:

= 1% SET_DSCP_LAN T - |

Select the devices to which you want to save this pobicy: |

¥ Branchil-LA,deooud, osco.com (198, 19.1.1)
ElBranch-Ny . ddaud, cisco,.com (198.19.2.1)

Reference

Dictribife ihe avaisbls =
bandhavidth betwesn
classes by specitying a
renieten bandeadh
guarantes 1o each class

Queueing Type

Clags based: flizes
Clazg-bazed weighled e
reusng (CEWFQ) using
derived weight for packefs
Troem e banchsacith

alocated bo the class v]
'II I ¥

Heip | Save to Device I Previsy CLI I Closa j

12. Push the QUEUEING policy to the other routers
Copy Policy to Devices

Laving to devices...

Branchl-L& dcloud.cisco.com (198.19.1.1) «» Succeeded
Branchz-MY, dcloud, cisco,.com (198,19.2.10 « Succeeded

Zancel |

Note: We are not applying these policies to interfaces at this step.
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Lab 4

Lab 4: Shaping / Scaling
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Lab 4.0: Intro - Shaping (Scaling)

Remember, we had stated previously that one of the key questions that needs to be answered
before implementing QoS Prioritization is to understand any CIR that may be enforced by the
service provider.

Below is a diagram of the lab network. The MPLS network in our lab does have CIRs in place
with the following deign:

HQ - no provider CIR

NY - 1.5Mb provider CIR

LA - 1.5MB provider CIR

For the sake of this lab assume there is no other QoS on the service provider’s backbone.

1.544Mb CIR

To accommodate this design we will need to build the following shaping policies:
e HQ - Multi-class hierarchical shaping policy*
e NY - basic hierarchical shaping policy
e LA - basic hierarchical shaping policy

*Note - that if the service provider did have additional QoS on their backbone, then the multi-
class hierarchical policy would not be a requirement.
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Lab 4.1: Shaping (Scaling)

Lab Steps:

1. From the LiveAction map, select the QoS Tab

QoS | Flow | Routing | 1P SLA | LaN |

0- @ &

Audit

2. Right-click on the HQ router, select QoS > Manage QoS Settings

Crter

180 A et

ol

a4

et

Device: HG-5J
Q05
Edit Device Settings
Add or Remaove Inkerfaces
Refresh Device
Remaove Device
Zoaorm ko Device
Device Tools
Statistics
Wiew

Group Managernent

The Manage QoS Dialog Window will open

s

3. Create a new policy and name it MULTI_CLASS_SHAPING

Add Policy

Palicy name; II"-’ILILTI_CLP.SS_SHF'.F‘ING

Ik | Zancel |

4. Create two classes within this Policy:
e HQ TO_NY
e HQ_TO_LA

Eranch L

Carur

Enable Gos Polling

Create Policy from Template
Revert QoS Configuration
Adjust Input Qo5

Adjust Oukput QoS

Manage QoS5 Setkings

Manage NEAR

Apply Policy to Interface. .,
Remove Policy from Interface. .,
Copy Policy to Devices. ..

Reports

B |,

1B
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EManage Qos Settings - HY-51.dcloud.cisco.com (198.18.129.25)

olalala|els)
Policies | Classes | Interfaces |
Policies Mapped Classes

(8 (m(E(m|u(s] o=

@ LIVEACTION-POLICY-UNIFIED Class Mame I Classify I IMarking I Quewsing I Palicing I Shaping I Compression I WRED I DEL I Unknown I

__J MULTI_CLASS_SHAPIMNG HO_TO_LA L
: - | | | | | [ |

HO
class-default

[-ig SET_DSCP_LAN

Mapped Class Dekail
[~ Drop all traffic For class

Classify | Markjngl Queueingl Policingl Shapingl Compressionl WREDI DBLI Unsupportedl

Match on: Any Reference

Class is defined by the
criteria show st left.

Match-anmy: packet must
meet at lesst one of the
criteria to be @ member of
the class.

Match-all: packet must
meet all criteriato be &
member of the class.

Edit |

Help | Save ko Device | Preview CLT | Cancel |

Note: These classes each reference an access-list (ACL) for matching traffic from HQ to the
respective remote sites. These ACLs may NOT have been created... you may need to
create 2 ACLs before continuing with the Lab.

5. Edit these classes, but chose the match type of “ACL Name”

Y Manage QoS Settings - HQ-51.dcloud.cisco.com (198.18.129.25)

glalalalal &|s]

Policies Classes | Interfacesl

Classes Create and Edit Match Statements
=]

W HIGH_PRIORITY D
HO_TO LA

Makch type: |ACL Name j

Value:

M LIVEACTION-CLASS
Il LIVEACTION-CLASS

M SCAVEMNGER
SET_DSCP_HIGH_P Frame relay DE bit
SET_DSCP_SCAVER Frame relay DLCI
Ml SET_DSCP_WIDEQ R.TF Protaocal - using MNBAR
Ml SET_DSCP_WOICE Matchimatch nat: [HTTP Protocol - using NEAR
M VIDEC Input inkerface
M VOICE IP Precedence

MAC Destination Address
MAC Source Address
MPLS experimental topmost

Protocol - using MEAR.
Protocol - using NEAR. groups
oS group
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Note: You may need to create the following ACLs on your Training Pod. Use the steps you
learned in Lab Workbook Pt.1, to create the new ACLs. Create “HQ_TO_NY” from IP
198.18.129.0/24 to 198.19.2.0/24, and “HQ_TO_LA” from IP 198.19.129.0/24 to 198.19.1.0/24

6. Match the HQ_TO_NY class to the HQ_TO _NY_ACL
7. Match the HQ_TO LA class to the HQ_TO LA ACL

H.-.'llmgn.- oS Settings - H)-5Ldclowd.cisco.com (198,18.129.25)

alalalalal o/

Polces Classes | interfaces |

Classes Craste snd Edt Match Statements
.
] E Match type: [ACL Name

W HIGH_PRICRITY Dy yalue: [FG_TO_LA_ACL

LIVEACTION-ACL-AVC

I LIVEACTION-CLASE

. hd
W SET_DSCP_VOICE .
oo Matchjmatch not: [Match ]

W VOICE |

Help I Save b Denvioe Prevview CLT Cancel

8. When finished, return to the Policy tab
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Y Manage Qos Settings - HR-51.dcloud.cisco.com {198.18.129.25)

dlajalalal e|w
Policies ICIassesl Inketfaces |

Puolicies Mapped Classes
o|e 8|6k w8z =8|
[ —

[F-1g LIVEACTION-POLICY-UNIFIED Class Name | Classify I Marking I Ciueusing I Palicing I Shaping I Compression | WRED | DEL I Irkrawn I

7] MULTI_CLASS_SHAPING HO_TO LA .

class-default

-1 QUELEING
-2 gy SET_DSCP_LAN

Mapped Class Detail
[~ Drop all traffic for class

Classify I Markjngl Queueing' Policingl Shapingl Compressinnl WREDl DBLl Unsuppnrtedl

Match on: Any Reference

Match : ACL Name @ HQ_TO_NY_ACL Class iz defined by the

critetia show at left.

Match-any: packet must
meet at least one of the
criteriz to be & member of
the class.

Match-all: packet must
meet all criteriato be a

member of the class.
Edit |

Help |

Save bo Device | Prewvigw CLI | Cancel

9. Select the HQ_TO_NY class and select the shaping tab. Set its parameters to:
e Shape using = Average
e Rate = 1544 Kbps
e Committed burst = 15,440
e Excessburst=0

10. Select the HQ_TO_LA class and select the shaping tab. Set its parameters to:
e Shape using = Average
e Rate = 1544 Kbps
e Committed burst = 15,440
e Excessburst=0
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[ ranage Qos Settings - HQ-51.dcloud.cisco.com (198.18.129.25)

da|ala|la als

Policies | Classes | Interfaces |

Palicies Mapped Classes
Ze®G(nus)s o(R|d|
@ LIVEACTION-POLICY-UNIFIED Class Mame | Classify | Marking | Queueing | Policing Shaping | Compres... | WRED | DBEL |Unkno...

: _j MULTI_CLASS_SHAPIMG
- To LA

HGQ_TO_LA

| HO_TO MY - 1,544 Kbps
HQ_TO_NY class-default
rlass-defaul:

QUELEING
& SET_DSCP_LAN

Mapped Class Detail
[~ Drop all traffic for class

Classifyl Markjngl Queueing' Policing  Shaping ICompressi-:-nl WREDl DBLl Unsupp-:-rtedl

Shape using: I.ﬁ.verage vl Reference

Control the flow of 1=
Rate: |1;544 IKbPS LI traffic and eliminate
: . bottlenecks by delaying
[v Committed burst: |15,44D bits packets and conforming
¥ E ID hits to a zpecified bit rate.
Unknown elements: Rate

Peak: allowes the b
transmizsion rate to

burst higher than the

shaping rate.

Average: sets the
maimum transmission LI

Help | Save to Device | Preview CLI | Cancel |

11. Click-Drag-and-Drop the QUEUEING policy to the class-default of the HQ_TO_NY
policy

12. Click-Drag-and-Drop the QUEUEING policy to the class-default of the HQ_TO_LA
policy
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When finished your view should look like this:

Manage Qo5 Settings - HQ-51.dcloud.cisco.com (198.18.129.25)

gla|alala]els|
Palicies | Classes | Inkerfaces |
Falicies Mapped Classes
ole 8o ssz =|R|B|E
1@ LIVEACTION-POLICY-UNIFIED ClassMame | Classify | Marking | Queneing | Palicing | Shaping | Compression| wRED | DBL | Unknown |
=] _] MULTI_CLASS_SHAPING WOICE ™ Friority:,.,
EH=| HQ_TOLA WIDEQ Priority:...
P HIGH_PRIORITY _D... Class-b...
] HQ_TO_MY SCAYENGER Class-b...
- bda QUELETNG class-default
class-default
QUELEIMNG
WOICE
VIDED Mapped Class Detail
HIGH_PRICORITY_DATA .
SCAVENGER ™ Crap all traffic for, class
class-default (Elassify | IMarking | QUELENT | Falicing | Sharing | Eampressian | WRED | DEL | Unsupporbed |
&g SET_DSCP_LAN
Shape using: INone - I Reference
Control the flow of -
traffic and eliminate
bottlenecks by delaying
packets and conforming

13. Select the interfaces tab and apply the MULTI_CLASS_SHAPING policy to the output
of the GigabitEthernet1 interface.

[BManage qos settings - HY-51.dcloud.cisco.com (198.18.129.25)

dlealalalaléls|
Policies | Classes Intetfaces I
Interfaces

=% Ethernet0f0

1 I k: SET_DSCP_LAN
- Ol-il'::ut | <n0_ne> = Interface name: IEthernetD,l’l

[—:IQ Ethernetof1
4= Input ; <none >

IP address: [10,255.0.2

- sl UL OIS ST IP address mask: [255.255.255.0
=@ Ethernet0jz
‘_<= Input : <nones Interface description:

S Cukpuk @ <none
Ethernet0)3

<= Inpuk ¢ <none s
5 Cukpuk - <none
- Loopbackn .
: ‘_<=. Input @ <none I |Pre-classify
F;> Qukput ¢ <none >

N Link Fragrentation:
Tullo
<= Input : <none:= I~ | Wi delay: ms
Oukput @ <none >
Tunneld I™ Interlzave

‘_<= Input ; <none>
5 Oukput @ <none
= valP-NullD

‘_<= Input ; <none s
‘_;> Cutput @ <nones

Help | Save ko Device Previgw CLI Cancel

14. Click Save to Device.
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Next, we will build basic hierarchical polices on the remote routers.

1. In LiveNX, select the QoS Tab

2. Right-click on the one of the remote routers, select QoS > Manage QoS Settings

3. Create a new policy and name it “SHAPING_1.544Mb”
Add Policy

Policy name: ISHAF‘ING_I S44Mb

Ik | Cancel |

4. Select its class-default and select the Shaping tab.

5. Implement a shaping policy with the following parameters:
e Shape using = Average
o Rate = 1544 Kbps
e Committed burst = 15,440
e Excessburst=0

Manage QoS Settings - Branch2-NY.dcloud.cisco.com {198.19.2.1)

) e i
dlalalalal e|s|
Palicies ICIassesl Interfaces |
Policies Mapped Classes
ole 8|6k wss =n|n|#
[r—
1o LIVEACTION-POLICY-UNIFIED Class Mame | Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DBEL | Unknown
QUELEING rlass-default 1,544 kbps

g SET_DSCP_LAN
=] SHAPING_1 S44nb

Mapped Class Dekail

[~ Crop all traffic For class

CIassiFyI Markingl Queueingl Policing  Shaping ICDmpressionI WREDl DBLI Unsupportedl

Shape using: I.ﬁ.verage VI Reference

Control the flow of

| »

Rate: |1J544 IKbDS & I traffic and eliminate
hottlenecks by delayin
[vw Committed bursk: |15,44D bits ¥ eeaying

packets and conforming

¥ Excess burst: IU hits to a specified hit rate.

Unknown elements: Rate

Peak: zllows the b
transmizsion rate to

burst higher than the

shaping rate.

Average: sets the
maximum transmission ;I

Help | Save to Device Preview CLI Cancel |
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6. Click-Drag-and-Drop the QUEUEING policy onto the class-default of the

SHAPING_1.544Mb policy.

i Manage QoS Settings - Branch2-NY.dcloud.cisco.com (198.19.2.1)

dalalala] e|w
Pulicies I Classes | Interfaces |
Policies

Mapped Classes

=M HBEE N EIEEIN I
@ LIVEACTION-POLICY-INIFIED ClassMame | Clas... [Mark...|  queusing  [Polic...|shap...[compres... [wrep| peL | unkn... |
‘__] QUELEIMG WVOICE L) Priority: 160 Kbps
fon WOICE VIDED L Priatity: 800 Kbps
YIDED HIGH_PRICRITY... [ Class-based: &...
HIGH_PRICRITY_DATA SCAVEMGER. ) Class-based: & ...
SCAYEMGER class-default L)
{=] class-default
1% SET_DSCP_LAN
=] SHAPING _1.5441b

Mapped Class Detail
[ Crop allbraffic For class

EH=| class-default

Shape using: INone - l

L [ | [Marking | GUELERg | Folicing | Shaping | Campre ssion | WHED I DEL | Unsupported

Reference

Cantral the flow of -~
traffic and eliminate
hattlenecks by delaying
packets and conforming

to a specified bit rate.

Rate

Peak: allows the
transmizsion rate to
burst higher than the
shaping rate.

Average: sets the
maximum transmission - |

Help |

Save to Device

| Preview CLI | Cancel |

7. Copy the SHAPING_1.544Mb policy to the other remote router

Manage QoS Settings - Branch2-NY.dcloud.cisco.com {198.19.2.1)

dalalala] e|s

Pulicies | Classesl Interfacesl

Palicies

HEIEIEIREIRE

Mapped Classes

blen»

1 LIVEACTION-POLICY-UNIFIED

|| dlass-default
& SET_DSCP_LAN
SHA

Class Mame I Classify

Markingl Queueing I Policingl Shaping I Compression I WRED I DEL I Unknown

QUELEING Class-default ) 1,544 Kbps
: WOICE
VIDED
HIGH_PRICORITY _DATA Copy Policy to Devices
SCAVEMGER

Select a policy:

Select the devices to which vou want to save this policy: : |

[FllEranchi-LA,deloud, { o
[~ HQ-51.deloud. cisco. com (198, 18,129,25)

am 1.1}
1l | WHED I DEL | Unsupported

Reference

Cortrol the flow of =
traffic and eliminate
bottlenecks by delaying
packets and conforming

to a specified bit rate.

Ok Cancel

Rate

Peak: allows the
transmizsion rate to
burst higher than the
shaping rate.

Average: sets the
maximum transmission - |

Help |

Save to Device Preview CLI Cancel |
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You will be warned there is a conflict. This is because a policy named QUEUEING already exist

on the other remote router.

8. Select Overwrite.

Copy Policy to Devices

Conflicks were encountered when saving the palicy on device
Branchil-L#&,dcloud, cisco,com (198,191,170,

The policy is shown below, with conflicting settings highlighted
in red. Do wou wankt bo continue?

| SHAPTNG_1.544mb -
== class-default
~b Shaping: 1,544,000 bps
E}L.;Iu QUELEING - Crvervritken (6 policy with the same name exisks)
=] vOICE
Ir Cueueing: Priority 160 Kbps

- L= Makch DSCP 46 (EF)"

=/ VIDED

N ST Quelsing: Priority S00 Kbps
i L.E= Match DSCP "34 (BF41)"
=1/ HIGH_PRIORITY_DATA

L Queueing: Class-based 64 Kbps LI

Crverwribe Skip Cancel

]|

9. Validate the changes saved successfully.

Copy Policy to Devices Ed |

Saving to derices...

Branchl-La, dcloud. cisco,com £198,19.1.1% » Succeseded

Cancel |

10. Save to Device and close the Manage QoS Settings dialog window.
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11. Select the QoS Tab

12. Right-click on the WAN interface (GigEth1) on the NY router, select QoS > Apply
Policy to Interface

MPLS

Other
n
2291 |} I
A = Branch2-NY Interface: Branch2-HY - Ethernet0/2

el Qs =h Qo5 Y| w | Enable Qo3 Polling
Edit Device Settings Create Policy from Template
Add or Remove Interfaces Revert QoS Configuration by user 'admin’
Refresh Device Adjust Input QoS

Lacal Remove Device Adjust Output QoS
Zoom bo Device Manage Qo5 Settings
Device Tools 3 Manage MBAR
Skatistics 4 Apply Policy to Interface. .,
Wiew 3 Remave Policy from Interface...
Group Management ) Copy Palicy to Devices...
Reports

13. Apply the SHAPING_1.544Mb policy to the output of Eth0/2.

.I1|.|.1|J|h|r Policy to Interfaces

Select a palicy:
SHAPIMG_ 1. 5440

Select the inkerfaces to which wou wank to apply khis palicy:

= [w & Ethernetof2
[T & Input
Lo W Cutput

14. C. Repeat this process and apply the SHAPING_1.544Mb policy to the LA router.
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Lab 5

Lab 5: Throttling Traffic
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Lab 5.0: Intro - Throttling / Policing

LiveAction

Step 3 =Throttle Traffic [Policing and WRED)

= Policing - Transmit data to software set limit, drop overage

= WRED - Selectively drop specific data before congestion occurs

Investigate the current traffic flows.

1. From the LiveNX Client, select the QoS Tab
Qo3 | Flow | Routing | TP SLA | Lan |

2. Select GigabitEthernet1 from the HQ router

3. update the real-time view to the following:

E--Q Haorme
=l He
=@ HR-5)
- EthernetDjo

& Ethernet0f1

= LA

EI@ Branchl-LA
bW Ethernet0yn
% Etherneti)z

= [ m

@ Branchz-My
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4. Update the real-time interface view to the following settings.

Enable Polling | Application [ Class = Qukb

sm thr 1d 1w [ G5

q.‘} Ethernet0/ 1 Output: MULTI_CLASS_SHAPING
Before QoS - by Application {MBAR)

Notice the applications listed in the NBAR view at the top right of the page:

< Ethernetd/1 Output: MULTI_CLASS_SHAPING
Befare o - by Application (NEAR)

Before QoS - by Application (NBAR) in Kbps Options ™
Mame: | current Peak | S-minuke Ava | L-hour A

- ¥ ELync 457 583 454 =
~ Wicp 106 132 106
2,000 -7 Erp 106 109 07
~ @ sip 18 19 18
- W smp 4 4 4
1.600 ~ [ bittorrent <1 1 <1
¥ [ windows-azure 0 37 4
1.200 ~ W Ossl [i} 3 <1
a5 ~ W salesforce i} 4 =1
2 W M pandora o 160 21
00 ~ W outlook-web-service i} 5 =1
- ¥ Ontp 1] «1 <1
a0 M M linkedin o 52 s
¥ Ohtto 0 161 17

- ¥ [ eigrp o <1 <1 Pl
0 ~ Wdns o 2 <1

01:60:52 Al 01:51:62 At 01:62:52 Al 01:53:62 At 015452 Al 01:65:52 Al - 7 [ bittorrert-networking 0 <1 <1 ;I

Total: 1,121 1,434 1,164 1

Why do we see bittorrent, bittorrent-networking, and Pandora on our business network?

5. Run a Flow > Application report to see the same type of data.

B Our 31, 0540 Pl R et 21, 00 14 Pl FERTETT a3t o%.54 P R
[*
P Shon Total 2 Rate
tmbar of dytasats; 18 ;
o =1 2opisiein | Total oms. 1 Total Bves | Towl Packets | AverageBrims | Aversgs Packwidae | PrakBakute | Pesk Packer b
Save = CT EL T i 5 o I o pon
PRI o o wr et Veia e o frives
e ur e 8 Lo it 101 ppe
oo o " o o4 P 1 0 2 X
e It 2 v g 1asuies o
e w e 2rien e 1100 e
o " e s Shrten b e e
i e " e b= P o 7 antes Then
&l 5 Ty 12 #rhew. 1eee 10.95kes Zpes
or Fivew o T 1 Irbes. T Lhrhes Spes
i an ' wim ™ 3 tos nses
Sapari-in CEF [P o = i T hos 1508
els e Fil i i Abes Daes
E e w 7 s [ e |
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Lab 5.1: Throttling / Policing

We’'ll implement a basic policing polity to throttle any scavenger (less than default) traffic.

Lab Steps:
1. From the LiveAction map, select the QoS Tab

Qo3 ]’Flnw rRDuting | 1P LA rL.ﬁ.N |

2. Right-click on the HQ router and select QoS > Manage QoS Settings

1 et Bt

= il
| & o Device:HQ-SJ
| i mikmx
\ | Qo5 P ||| v | Enable QoS Poling
= Edit Device Settings Create Policy from Template
L) Add or Remaove Inkerfaces Revert QoS Configuration
,.
Refresh Device Adjust Inpuk QoS
Remove Device Adjust Oukput QoS
Zoom ko Device | Manage Qo5 Settings
s Device Toals 4 Manage NEAR
-
i Statistics 4 Apply Policy ko Interface..,
.
| Yigw » Rermove Policy from Interface. ..
.
e : ?
_— Group Management » Copy Policy to Devices. ..
— = Reports
oxree
3 /
oy ! J
| s Brea| | e .
\ N J e 14
- Locai
U RTETENS = . .
e

Remember how we created a SET_DSCP_SCAVENGER class as part of the SET_DSCP_LAN
policy? But also remember how we did not assign any classification to this class?

—-_
SETIDSGPLVOIGE 000 EF (46)

AF41

(34) Lync

AF31 SIP, SNMP, NetFlow, SSH, Telnet, Citrix,
Saesoree

CS1 (8) Leave blank for now D

BE=(0) e
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[BlManage Qos Settings - HQ-51.dcloud.cisco.com (198.18.129.25)

galalala] el

Palicies | Classes | Interfaces |

Policies Mapped Classes
oage | uss @
-1 g LIVEACTION-POLICY-UNIFIED Class Name Classify Marking | ... [Po.. [sh ] con e L ]
SET_DSCP_LAM SET_DSCP_WOICE DiSCP: EF
SET_DsScP_YOICE SET_DSCP_WIDED CISiCP: AF41
SET_DSCP_VIDEQ oo S

SET_DSCP_HIGH_PRIORITY DAGE
SET_DSCP_SCAYEMGER
] Fault

Mapped Class Detail

[~ Drop all traffic For class
Classify I Markjngl Queueingl Policingl Shapingl Compressionl WREDl DBLl Unsupportedl

Match on: A Reference

Clazs iz defined by the
criteria showe at left.

Match-any: packet must
meet st lesst one of the
criteria to be a member of
the class.

Match-all: packet must
meet all criteria ta be a
member of the class.

Edit: |

Help | Save to Device | Preview CLI | Cancel

3. Update the SET_DSCP_SCAVENGER class with the following traffic:
e Pandora
e Bittorrent
e Bittorrent-networking

[ +anage Qos Settings - HY-51.dcloud.cisco.com (198.18.129.25)

glalalalal s

Policies Classes | Interfaces |
Classes Create and Edit Match Statements

Pl oy
"-]Pl [D | }Sl Match bype: IPrDtncnI - using NEAR. ;I
B

[ HIGH_PRIORITY Dy

HQ TC LA Walue: Jospf M... I Match T... I Yalue I
™~ HQ:TC):NY 0SU-MNNS . fMa... Protocal ... bittorrent
M LIYEACTION-CLASS outlook-web-service Ma... Protocol ... bittorrent-netwarking

-

Il LIVEACTION-CLASS
I SCAVEMGER

Led Lo

Makch/match not: IMatch

Add Match Statement: Replace Match Statement |
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When finished, the SET_DSCP_LAN policy should

| ElManage Qos Settings - HQ-S1.dcloud.cisco.com (198.18.129.25)

LiveAction Lab Workbook Pt. 2
look like this:

dajalals|els

Palicies | Classesl Interfacesl

Policies Mapped Classes

gelglEib|ulajs mlon|e
© LIVEACTION-POLICY-UNIFIED Class Name |cas..|  Marking | Gue... [Poli..[sha... | compr... | w... [DBL|unk... |
© MULTL_CLASS_SHAPING SET_DSCP_VOICE DSCF: EF
| QUELENG SET_DSCP_VIDEO DSCP: AF41

E-ig SET_DSCP_LAN
[5] =ET_pace_voIcE
SET_DSCP_YIDEQ

class-default

RIORITY_DATA

Mapped Class Detail
[ Drop all traffic For class

Match on: Any

Classify I Markingl Queueingl Policingl Shapingl Compressionl WREDl DBL| Unsupported

Match : Protocol - using MEAR. : bittorrent
Match : Protocol - using MEAR. : bittorrent-networki
Match : Protocol - using NEAR. @ pandara

| ]
Edit |

Reference

Clazs iz defined by the
criteria showe at left.

Match-amy packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must
meet all criteria to be a
member of the class.

4. Select the Policing tab and update the following settings:

e Policing Enabled

e Committed Information Rate =
e Conform Action = Transmit

e Exceed Action = Drop

Manage Qo5 Settings - HQ-51.

sco.com (198.18.129.25)
d|elalala] els

Palicies | Classesl InterFacesI
Policies

8Kbps

Mapped Classes
ook ws|s zR|R|=
@ LIVEACTION-POLICY-UNIFIED Class Name |clas...|  marking [ que... |Poli..[sha... | Compr... | w... |DEL|Unk... |
@ MULTI_CLASS_SHAPING SET_DSCP_VOICE DSCF: EF
| QUELETNG SET_DSCP_VIDEO DSCF: AF4L

E-ig SET_DSCP_LAN

=] SET_DSCP_wOICE
SET_DSCP_YIDED
SET_DSCP_HIGH_PRIORITY_DATA

SET_DSCP_HIGH_PRIORL...

class-default

class-default

Mapped Class Detail
[~ Drop all traffic Far class

CIassiFyI Markingl CfEueing  Policing | Shap

v Enable policing

gI Compressionl WREDI DBLI Unsupported

Reference

Comrmitted Information Rate: |8

[ Peak Infarmation Rate: I—

[~ Committed burst: ll,DDD— bytes

I Excess burst: ll,DDD— bytes

Confarm action: ITransmit - l
Exceed action: v
Violake action:

(Default)

-

5. Select Save to Device.

o =]

Lirmits the bandwicth
utilized by a class of
traffic by specifying
hanchwicth threshalcls
and the responze
when thresholds have
heen exceeded.

Rate

bp=: average rate in
bitz per secand.

nereent: averaneg rate

73



6. Copy the SET_DSCP_LAN policy to the other available routers.

.Manage Qo5 Settings - HY-51.dcloud.cisco.com {198.18.129.25)

ddlalala] e|s
Palicies ICIassesl Interfacesl
Policies Mapped Classes
2]o[B[o| b 98 blew|w
1 LIVEACTION-POLICY-UNIFIED Class Name |clas...|  mMarking | que... |Poli...|Sha... | Compr... | w... [oBL[ Unk... |
"® MULTI_CLASS_SHAPING SET_D5CP_WOICE © DSCPiEF
SET_DSCP_YIDEO ©  DSCP: AF41
SFT NSiCP HIGH PRTMBT nSiCP AF31

SET_DSCP_VOICE
SET_DSCP_VIDEO
SET_DSCP_HIGH_PRICRITY_DaT elsct apolicy:
SET_DSCP_SCAVENGER
class-default

Copy Policy to Devices

Ii Kbps

OK

Cancel

| #/RED)| DEL | [Unsupparted]|

Reference

Limits the bandwicth 2
utilized by a class of
traffic by specifying
bandwicth threshaolds

and the respanze

when threshaolds have

been exceeded.

Rate

bps: average rate in
bit= per second.

percent: average rate
&z percent of total

[

Help |

Save to Device |

Preview CLI Cancel |

Note: You will get a conflict waning...

simply select Overwrite.

Copy Policy to Devices

]

Conflicks were encountered when saving the policy on device
Branchi-L&,dcloud, cisco, com (198,191,170,

The policy is shown below, with conflicking settings highlighted
in red, Da wou wank to conkinue?

__] SET_DACP_LAMN - Cverwritten (4 policy with the same name exisks)

=+=| SET_DSiCP_WioIlE

- Markjng D3P "EF"

= Match RTP Protocol - using ME&R “all"
=1 SET_DSCP_NIDEOD

- Markjng DSCP "AF41"

= Match Protocal - using MEAR. "Lync"
=1 SET_DSCP_HIGH_PRIORITY _DATA

b Markjng D3SCP "AF31"

~i= Match Protocal - using NEAR "cikrix"

= Match F‘ru:utu:u:u:ul using MEAR. “sip"

| ol

[ Perform this action For all devices which have conflicts

Crverarite Skip Cancel
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7. Validate the changes saved successfully., Click Close,

Copy Policy to Devices | x|

Saving to derices...

Branchl-La.deloud, cisco.com §198.19.1.10 » Succeeded
Branchz-My . deloud, cisco,com (198,19,2,1) » Succeeded

Zancel | :

8. Close the Manage QoS Settings Dialog Window
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Lab 5.2: Confirm policing Settings

Lab Steps:
1. Select the QoS Tab.

QoS | Flow | Routing | 1P SLA | LaN |

i SO & & At

EI--“.’,‘ Horme:
B He-3)

# Ethermet0fo

@ Ethernetif1

EI@ Branchil-L&
% Ethernet)fo
o Ethernetljz

E|. MY

- @8 Branchz-Ny

2. From the device list, select the HQ router’s LAN interface — GigabitEthernet1

3. Update the real-time view’s options to just include the input.

Qo | Flow | Routing | PSLA /000 | N

@Enable Poling | Application [ Clss = Input = | 15

the 1d 1w [ S

= Ethernet0,/0 Input:

%
Before QoS - by Application (MEAR)

Note: Notice how the SET_DSCP_SCAVENGER class is amber? The amber confirms
that drops are occurring inside the queue.

€ Ethernet0/0 Input: SET_DSCP_LAN

Befare QoS - by Application (NBAR) Before QoS - by Application (MEAR) in kbps Options
Name | current Peak. S-minute Avg | 1-hour Avg
2,000
. N 1,600
______ S B B T -
o
200 X
400
o
02:04:52 Sl 02:05:52 Sl 02:08:52 A 02:07:52 A 02:08:52 #h4 02:08:52 Sl Total: 0 0 0 0
4
After QoS - by Class #fter QoS - by Class in khps Options
Mame Current Pesk | S-minute Avg | 1-hor &
2000 - ¥ [ class-defaul: 606 1,031 636
R T e . - [ I SET_DSCP_VIDEQ 450 570 451
LT . B L T [ [ SET_DSCP_VOICE 109 111 106
- e e I R Temmtan ol amme rw0 B
o [V [C]SET_DSCP_HIGH_PRI... 25 49 28
#woox ~ 0O <1 4 <1
400
o
02:04:52 Al 02:06:52 Al 02:08:52 A 02:07:52 A 02:08:57 A 02:00:52 Al Total: 1,190 1,613 1,221 7
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Lab 6

Lab 6: Buffer tuning



Lab 6.0: Intro — Buffer Tuning

Buffer Tuning

LiveAction

Step d—Buffer Tuning

[Advanced)

+ Queue-limit - Buffer size that stares gueue dataduring
congestion

*  Priority queue BC = Token bucket interval that schedules
the releases data in priority

Buffer tuning is an advanced QoS topic that LiveNX can greatly assist with simplifying
the implementation and validation. It should be noted that buffer tuning should usually
only be implemented for important, bursty traffic classes like video, desktop replacement
applications (VDI), or transactional data.

This lab is based on an issue that happens about every 20-30 minutes.
You may have to wait to see this issue, or review historic data to find the issue.
This is a very good re-world scenario.

1. The first place to look for the issue is to review the in-application alerts.
a. At the bottom left of the LiveNX window, note the Red Alert

button. =FU © | Memary ©  Flow Buffer © - Advisoties © | Nodes ©

b. Double click the alert button
c. The In-Application Alert view appears
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on Alerts =] B3

Time o] severity | Deviee | Group | flert Type | Details |
2016/10/24 01:46:02 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name... ;I
2016/10/24 01:46:04 AM Warning Branchi-La Interface UpjDown  Interface error Interface name - Ethernet0f0;  Interface direction - Input;  Error rate - 0,301507!
2016/10/24 01:46:32 AM Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Palicy name - QUE '
2016/10/24 01:46:43 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - SIUTPUT;  Policy name E
2016/10/24 01:47:03 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING; ...
2016/10/24 01:47:33 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 01:46:13 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT;  Palicy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:06:32 AM Warning Branchi-La Device Config Cha.., Device configuration .., Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma...
2016/10/24 02:06:43 AM Warning Branchz-MY Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; *+#; configt; dass-ma...
2016/10/24 02:06:55 AM Warning Branchi-La QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:06:57 AM Warning HQ-51 Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; corfigt; class-ma...
2016/10/24 02:07:06 AM Warning Branchi-La Qo5 lass dropped rate CLEARED: Interface name - Ethernet0)0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02:07:23 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:07:33 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING; ...
2016/10/24 02:08:03 AM Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Palicy name - MULTI_CLASS_SHAPING; Class name...
2016/10/24 02:08:23 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...
2016/10/24 02:09:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:09:23 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - Ethernet0f0; Interface direction - INPIUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02:09:23 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...
2016/10/24 02:09:33 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:43 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02:10:03 AM Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS... e
2016/10/24 02:10:13 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0)0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02:11:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:11:13 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02:11:13 AM Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Palicy name - MULTI_CLASS_SHAPING; Class name...
2016/10/24 02:11:23 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ... ;I

Only the last 100 alerts are shown,

[~ Bting this window to the front when a new alert is received

[~ Beepwhen a new alert is received

Clear list I Expott list I Historical search Configure alerts

d. Are there any alerts class drop alerts from the VIDEO class?

e. If not, we will want wait or do a Historic Search for class-dropped rate (see
Appendix A.)

f. If there are any alerts for VIDEO, note the device and interface where the drop
occurred. In this example, the device is HQ-SJ and the interface is
GigabitEthernet1.

g. Select this interface from the device list.

- @8 Branchl-LA
i@ Ethernetn)o
% Ethernetn)2

@8 Branchz-My

h. From the real-time interface view, if necessary, update the view to:

EthernetD/1 Outpll _CLASS_SHAPING
Before QoS - by Class

i. The bottom section of the window is a QoS drops report. Note if there have been
any QoS drops in the VIDEO class.
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j-  There have been minimal drops in the Video Class.
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k. Click and drag your mouse on the bottom graph to make an outline of a box.

When you let go the map should zoom in.
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peak in the VIDEO class.
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I.  The zoomed-in graph shows the minimal drops happening in the VIDEO (purple)
class and the class-default (grey). In this example there have been 9 drops at
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Drops - by Class

18026

19421

108.15

721

3605

01:44:02 A4

m. To investigate the same type of drops from a historical report select the

icon.

01:45:02 A4

01:46:02 A4 01:47:02 A 01:48:02 A4

0
D1:40:02 21

LiveAction Lab Workbook Pt. 2

Drops - by Class in Kbps

Optiaris ™

Name

[ curent |

Peak.

| 5-minute Avg | 1-hour avg |

¥ I dass-defait
= W HG_TO_NY
i ¥ [ class-defaul
{ ¥ EvorcE
o ¥ HlvicED
LV B SCAVENGER:

B HO_TO_LA
7 [ class-default
LV WlvolcE
. EVIDEO
L@ [ SCAVENGER

Khbps

n. The Pre-Policy and Post-Policy Drops report will open.

0. Click and drag your mouse on the bottom graph to make an outline of a box.
When you let go the map should zoom in. Note that there are minimal VIDEO
(purple) drops in this example too.

©. ¥ EHIGH_PRICR...

. ¥ EHIGH_PRICR...

coccoeoocoocooooo

o
cocwofflooccocooae

A
colfonmwooooooo

”
cclowwuoocoocoaoe

15m

= Repoets
Dievice CPUMemory Usage

Comee
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NBAR Comparison

a
Top Class Bandwidths

Top Class Dreps

Sitw Barsdwidth
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Site WAN Interface Utilizatic
Site Alart

Site Alart Datad

Cusstom Reparts

K [ |

Heport Actions
Save

Save as

Schedule
POF

welp

Pre-Policy and Post-Policy Drops

10/24/16, 01

10/24/16, 01:52:08 AM  Data bin: none

1y Custom

Execute feport

P St Tt Dandvakth
s

Kbps

Kbps

24,0140 AM Ocl 24, 0145 AM
Class Drops
o o B A A

D1 28,008 AM OCt24, 01,40 AM  OCt 24,0142 AM  O61 24, 00,44 AM 001 24,0148 AM O

Dct 24, 01,80 AM

o1 24,0088 AM Ocl 24, 0150 AM Oc1 24,008

Beforn G « by Claws in Kl Ogtinn *
_ [Man_asss swems -]
Ne | awersge | pesk | ]

= HLTOLA W =

~ Wi e wm

[ class-defuit b A

F Wyt n "

I FRIDRITY .. 15 M

W SCaGiR o L

= H_Ton 440 Lo

~ Wi < ]

[ class-defuit 1 &

F Wyt n (=]
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W aGiR o L

F O dass-dafauit s ™
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W HoTola E] =

O chasseced it 2 18

= WvicED <1 2

= EvoIcE (] L]
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= G PRISRITY B (] ]

W o To N ] ]

O chasseced it (] ]

~ WvacE ] ]

= WvicED ] ]

~ W scavenGer: (] ]

= G PRISRITY B (] ]

F O dssdelai (] ]

p. Remember we configured the VIDEO queue for each site to 800Kbps each.

g. The Pre-Policy graph above shows 776 Kbps peak VIDEO traffic on the
HQ_TO_LA child policy and 389 Kbps to the HQ_TO_NY child policy.

r. Neither of these are above the provisioned 800K. We need to implement some
buffer tuning.
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Lab 6.1: Implementing Tuning

Lab Steps:
1. Select the QoS Tab

QoS | Flow | Routing | 1P SLA | LaN |

i SO & & At

2. Right-click the HQ router and select QoS > Manage QoS Settings

AT
o
vos| Device: HO-SJ
- QoS P ||« | Enable QoS Palling

=, Edit Device Settings Create Palicy from Template

L Add or Remaove Inkerfaces Revert QoS Configuration

1 Refresh Device Adjust Input QoS
Remove Device Adjust Output Qo5
Zoom ko Device Manage o35 Settings
Device Tools ] Manage NEAR
Statistics ] Apply Policy ko Interface. ..
Yigw b Remove Policy from Interface. .,

o Group Management » Copy Policy to Devices. ..

Reports
o 3
P c Ermch Y = - [ ==
oo s e e
cibar
1 B b N
.
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3. Expand the QUEUEING Policy

4. Select the VIDEO class.

5. Select the Queueing tab

6. Tick the Burst option and set it to 128000.

Manage Qo5 Settings - HQ-51.dcloud.cisco.com {198.18.129.25)

J|alalala| el

Palicies | Classesl Interfaces'

LiveAction Lab Workbook Pt. 2

Policies Mapped Classes
o0 s sz wla|=
#l-1 LIVEACTION-POLICY-UNIFIED ClassMame | Classify|Marking] ~ Gueveing  [Poli... [Sha... | compr... | wi.. [oBL|un...|

T MULTI_CLASS_SHAPING
I | QUELEING

WOICE

HIGH_PRIORITY ...
SCAVEMGER
class-default

SCAVENGER
-|=| class-default
T SET_DSCP_LAM

Mapped Class Detail
[ Crop all traffic for class

Prioritys 160 Kbps

Class-based: & kbps

CIassify' Marking QUEUEing I Policing' Shapingl Compressionl WREDl DBL| Unsupportedl

Queueing bype: IPriority - I

Rate: [500

Unknown elements:

IKbps ;I

¥ Burst size: IIZSDDD| bytes

Reference

Distribute the available
handhwidth between
claszes by specifying &
minimum bandwicth
guarartee to each class.

'y

Queueing Type

Class-based: utilizes
Class-hased weighted fair
guelsing (CEWFG) using
derived weight for packets
from the bandswidth
allocated to the class.

1| IP

-

Help |

Save ko Device |

Prewview CLI | Cancel |

To understand this value, please see the TelePresence Network Systems 2.0 Design Guide

from www.cisco.com.

7. Select the Save to Device button.

8. Copy the QUEUEING policy to the other devices via Copy Policy to Devices| = icon.

Copy Policy to Devices
Select a policy:
T - |

Select the devices ko which vou want to save this policy: |

ﬂ Branch1-LA . dcloud. cisco.com {198,19.1.1)
[v Branchz-MY.dcloud. cisco.com (195.19,2.1)

QK Cancel
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9. When the conflict warning appears, select overwrite.
Copy Policy to Devices t

Conflicks were encountered when saving the palicy on device
Branchi-L#&, dcloud, cisco,com (198,191,170,

The policy is shown below, with conflicking settings highlighted
in red, Do wau wank to conkinue?

_J QUELEIMG - Crvervritken (6 policy with the same name exisks) -
=] WoOICE

- ¢ QUeleing: Priority 160 Kbps
~i= Match DSCP "46 (EFY"

= VIDEC

- ¢ QUeleing: Priority S00 Kbps
~E= Match DSCP "34 (AF41Y"

= HIGH_PRICRITY _DATA

< ¢ Queleing: Class-based 64 Kbps
~i= Match DSCP "26 (AF31Y"

= SCAVEMGER

_h_Queueing: Class-hased & Kbps LI

iy all confl

[ Perform this action For all devices which have conflicts

Cverwrite | Skip | Cancel |

10. Validate the changes saved successfully.
Copy Policy to Devices

Saving to devices...

Branchi1-La,doloud, cisco,com £198.19.1.10 w Succeeded
Branchz-My.dcloud, cisco.com §1958.19.2,1) » Succeeded

Zancel |

11. Close the Manage QoS Settings Dialog window.
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Lab /

Lab 7: QoS Alerts
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Lab 7.1: Configure QoS Alerts

QoS Alerting is an integral LiveNX component for managing and troubleshooting the system.

Alerting is a balancing act of noise vs actionable data. LiveNX default settings work well in
many organizations for providing a balanced approach. Often, it is best to tune the alerting
mechanism further to get the most from the solution.

Whenever LiveNX detects a QoS performance issue, the tool will show the respective device,

interface, and class, as well as change color to amber. An alert will also be generated. Below is

an example of the LiveNX In-Application Alerts view:

ln-AppIication Alerts

=] B3

I Alert Type

Details

Time o | severty | Device | Group
| [pmeqiofze otieeinz am Warning H-51 Qos
. 2016/10/24 01:46:04 AM ‘Warning Branchl-L& Inkerface UpfDawn
2016{10/24 01:46:32 AM Warning HQ-31 Qo3
Z016{10/24 01:46:43 AM Warning H-51 Qos
2016/10/24 01:47:03 &M Warning HE-57 Qas
2016{10/24 01:47:33 AM Warning HQ-31 Qo3
| loisjtofze o113 am WWarning H-51 Qos
2016/10/24 02:06:32 AM ‘Warning Branchl-L& Device Config Cha...
Z016/10/24 02:06:43 AM Warning Branchz-MYy Device Config Cha...
Z016/10/24 02;06:55 AM ‘Warning Branchi-LA Qo3
2016/10/24 D2:06:57 AM \Warning HG-51 Device Config Cha...
2016/10/24 02:07:06 AM ‘Warning Branchl-L& Qo5
2016{10/24 02:07:23 AM Warning HQ-31 Qo3
Z016{10/24 02:07:33 AM Warning H-51 Qos
2016/10/24 02:08:03 &M Warning HE-57 Qas
2016{10/24 02:08:23 AM Warning HQ-31 Qo3
Z016{10/24 02:09:03 AM Warning H-51 Qos
2016/10/24 02:09:03 &M Warning HE-57 Qas
2016{10/24 02:09:23 AM Warning HQ-31 Qo3
2016{10/24 02:09:23 AM Warning HQ-31 Qo3
Z016{10/24 02:009:33 AM Warning H-51 Qos
2016/10/24 02:09:43 &M Warning HE-57 Qas
2016{10/24 02:10:03 AM Warning HQ-31 Qo3
Z016{10/24 02:10:13 &M Warning H-51 Qos
2016/10/24 02:11:03 &M Warning HE-57 Qas
2016{10/24 02:11:13 AM Warning HQ-31 Qo3
Z016{10/24 02:11:13 &M Warning H-51 Qos
2016/10/24 02:11:23 &M Warning HE-57 Qas

Only the lask 100 alerts are shown.

[~ Ering this window to the front when a new alert is received

[~ Beepwhen a new alert is received

Class dropped rate
Interface error

Zlass dropped rate
Class dropped rate
Class dropped rate
Zlass dropped rate
Class dropped rate
Device configuration ...
Device configuration c...
Zlass dropped rate
Device configuration c...
Class dropped rate
Zlass dropped rate
Class dropped rate
Class dropped rate
Zlass dropped rate
Class dropped rate
Class dropped rate
Zlass dropped rate
Zlass dropped rate
Class dropped rate
Class dropped rate
Zlass dropped rate
Class dropped rate
Class dropped rate
Zlass dropped rate
Class dropped rate
Class dropped rate

Intetface name - Ethernetf1; Interface direction - QUTPUT;  Policy name - MULTI_CLASS_SHAPING; Class name...

Intetface name - EthernetD/0; Interface direction - Input;  Ervor rate - 0,30150753
Interface name - Ethernet0/1; Interface direction - QUTPUT; Policy name - QUELEING; Class name - VIDEC; T...
CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - QUEUEING;  Class name - ...

CLEARED: Interface name - Ethernet0/1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; ...
Interface name - Ethernet0f1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name...
CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; ...

Username - admin; Commands - shaw privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma. ..
Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma. ..
Interface name - Ethernet0/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class name - SET_DS...
Username - admin;  Commands - show privilege; terminal length 0; terminal width 0; enable; *#*; config t; class-ma. ..

CLEARED: Interface name - Ethernet0/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name. ..
Interface name - Ethernet0f1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name...
CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; ...
Intetface name - EthernetDf1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name...
CLEARED: Interface name - Ethernet0/1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...

Intetface name - Ethernet/0;  Interface direction - INPUT;  Policy name - SET_DSCP_LaM;  Class name - SET_DS...

Intetface name - EthernetDf1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name...
CLEARED: Interface name - Ethernet0/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name. ..
CLEARED: Interface name - Ethernet0/1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...

Intetface name - Ethernet/0;  Interface direction - INPUT;  Policy name - SET_DSCP_LaM;  Class name - SET_DS...

CLEARED: Interface name - Ethernet0/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name. ..

Interface name - Ethernet0/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class name - SET_DS...

CLEARED: Interface name - Ethernet0f;  Interface direction - IMPUT;  Policy name - SET_DSCP_LAN;  Class name...

Interface name - EthernetD/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name - SET_DS...

CLEARED: Interface name - Ethernet0/0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name. ..
Intetface name - Ethernetf1; Interface direction - QUTPUT;  Policy name - MULTI_CLASS_SHAPING; Class name...
CLEARED: Interface name - Ethernet0/1; Interface direction - QUTPUT; Policy name - MULTI_CLASS_SHAPING; ...

Clear list Export list Histarical search

[

The following Lab directs you to create an Alert when QoS problems are detected.

86

© Copyright 2019, LiveAction, Inc.




LiveAction Lab Workbook Pt. 2
Lab Steps:
1. Tools > Configure Alerts
The default QoS alerts are highlighted below. These settings work well in many environments.

Eunﬁgure Alerts B

Fouting Triagers | LAN Trioaers | Cuskom Triggers | Motification | Tyslog
Dievice/CoS Triggers i Flow Triggers I IF SLA Triggers

Generake an alert when. ..
Device Dawn

v |warning = | A device becomes unavailable

CPU and Memory

v |Warning = | A device's CPU usage reaches or exceeds (==) IBIII %

[+ I'-.-'-.-'arning - I & device's memory usage reaches or exceeds (==) IE\EI %o
Device Config Change and Access

| I'-.-'-.-'arning - I The running config changed time is laker than the skartup config changed time

[ |warning = | Commands are sent ko a device using the monitor-only CLI credentials

I~ I'-.-'-.-'arning - I The device configuration has been changed by Livefckion

Interface Errors

N I'-.-'-.-'arning vI An interface becomes unavailable

WHH interface has errars (CRC, Frame,
Qo5 Drops

Configuring the Following alert triggers will affect the drop status For devices and inkerfaces.

| I'-.-'-.-'arning - I Inkerface drop rate exceeds (=) IZJSEIIZI.EIEIEI pps

[~ Generate events only for selected interfaces

[ I'-.-'-.-'arning - I Class drop rate exceeds (=) IIII.IIIIIIIII Kbps
[+ I'-.-'-.-'arning vI Class-default drop rate exceeds (=) IIJSI:II:I.I:II:IIII kKbps

note, Abork)

Help | IR Zancel

Note: If a network uses policers, it is often best to tune the global Class drop rate
exceeds setting.
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In the example below it has been changed from 0 to 1500. This means that all classes that drop
data, including high priority classes like VOICE and VIDEO, will not alert unless they drop at a
rate greater than 1500Kbps.

[ configure alerts
Routing Triggers | L&M Trigaers | Cuskom Triggers | Motification | Tyslog
DevicefCoS Triggers | Flow Triggers I IF 5L& Triggers

Generake an alert when. ..
Device Dawn

v IWarning - I & device becomes unavailable

ZPU and Memory

v I'-.-'-.-'arning - I A device's CPU usage reaches or exceeds [>==) IBIII %o
v I'-.-'-.-'arning - I & device's memory usage reaches or excesds (=) IEHII %o

Device Config Change and Access

[~ |warning = | The running config changed kime is later than the startup config changed time

[~ |warning = | Commands are sent ko a device using the monitor-only CLI credentials

v I'-.-'-.-'arning - I The device configuration has been changed by LiveAction

Inkerface Errors

r I'-.-'-.-'arning e I an inkerface becomes unavailable

[T |warning = | Aninterface has errors (CRC, Frame, Cverrun, Ignore, Abort)

Qo5 Drops

Configuring the Following alert triggers will affect the drop status for devices and interfaces.

[T |warning = | Interface drop rate exceeds (=) |2,5EIIII.EIEIEI pps
[~ Generate events only For selectedinterfaces
[v I'-.-'-.-'arning LI Class drop rate exceeds (=) IIJSEIEI.EIEIEI Kbps >

- I
p Warning P s S e e T e PN A kbps

Help | Ik Cancel

© Copyright 2019, LiveAction, Inc.



LiveAction Lab Workbook Pt. 2

To modify this condition and ensure VIOCE and VIDEO classes still alert if there are any drops:

2. Select the Custom Triggers tab.

3. Click Add.
Eunﬁgure Alerts
Device/QoS Triggers | Flows Triooers | IP SLA& Triggers
Routing Triggers I L&M Triggers Custam Triggets | Matification I Syslog

Edit [elete

4. Create a custom trigger type Class and set it with the following parameters:
o Filter = leave blank
e Class name = VOICE
e Direction = Output
e Traffic type = Drop
e Operator = greater than
e Value=0

Add Custom Trigger

Kill

Type ICIass

Filker IExampIe: device = routerl & wan

Class name I'-.-'OICE

Direckion IOutput

Traffic bype IDru:up

S [ENER

Operakor Igreater than

YWalue IEI| kbps

L

Syslag Sevetity I'u'u'arning

Ik | Zancel

5. Click OK.
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Eunfigure Alerts [X]

Device/Qos Trigaers | Flaw Triaoers | IP 5LA Triggers
Routing Triggers | L&M Triggers Custaor Triggers | Motificakion | Swslog

Edit Delete

Class: Class dropped packets for output direction of YOICE is greater than 0.0 kbps

6. Repeat these steps and create a Custom trigger for the VIDEO and
HIGH_PRIORITY_DATA classes.

This will ensure these classes always alert when drops occur.

Eunfigure Alerts B

Device/Qos Trigaers | Flaw Trinoers | IP SLA Triggers
Routing Triggers | L& Triggers Custam Triggers | Motification | Swslog

Edit Delete

Class: Class dropped packets for autput direction of MOICE is greater than 0.0 kbps
Class: Class dropped packets for output direction of WIDED is greater than 0.0 kbps
Class: Class dropped packets for output direction of HIGH_PRICRIY_DATA is greater than 0.0 kbps

7. After the alert thresholds have been updated, open the In Applications Alert view.
At the bottom left of the LiveNX window, Double click the alert button. In this example
the Alert button is red, indicating that a new alert has been received.

CPU @ Memory @ Flow Buffer © - Advisories © | Modes ©
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=] E3
Time o] severity | Deviee | Group | flert Type | Details |
2016/10/24 01:46:02 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 01: Warning Branchi-La Interface UpjDown  Interface error Interface name - Ethernet0)0;  Interface direction - Input;  Error rate - 0.30150753
2016/10/24 0 Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Palicy name - QUEUEING; Class name - YIDEC; T...
2016/10/24 0 Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - QUEUEING; Class name - ...
2016/10/24 01: Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING;
2016/10/24 01: Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 01:46:13 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - EthernetDf1; Interface direction - OIUTPUT;  Policy name - MULTI_CLASS_SHAPING;
2016/10/24 02:06:32 AM Warning Branchi-La Device Config Cha.., Device configuration .., Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma...
2016/10/24 02: Warning Branchz-MY Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; *+#; configt; dass-ma...
Warning Branchi-La QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
Warning HQ-51 Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; corfigt; class-ma...
2016/10/24 02: Warning Branchi-La Qo5 lass dropped rate CLEARED: Interface name - Ethernet0)0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name,
2016/10/24 02:07:23 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:07:33 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING;
2016/10/24 02:08:03 AM Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Palicy name - MULTI_CLASS_SHAPING; Class name...
Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...
Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:03 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS _SHAPING; Class name...
2016/10/24 02:09:23 AM Warning HQ-51 QoS Class dropped rate CLEARED: Interface name - Ethernet0f0; Interface direction - INPIUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02:09:23 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ...
2016/10/24 02:09:33 AM Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:09:43 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernetdf0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name...
2016/10/24 0 Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS... e
2016/10/24 02: Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0)0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02: Warning HG-51 QoS Class dropped rate Interface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name - SET_DS...
2016/10/24 02:11:13 AM Warning HG-51 QoS Class dropped rate CLEARED: Intetface name - Ethernet0f0;  Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02:11:13 AM Warning HQ-51 QoS Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Palicy name - MULTI_CLASS_SHAPING; Class name...
2016/10/24 02:11:23 AM Warning HG-31 Qo5 lass dropped rate CLEARED: Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPIMNG; ... ;I

Only the last 100 alerts are shown,

[~ Bting this window to the front when a new alert is received

[~ Beepwhen a new alert is received

Clear list Expott list Historical search Configure alerts

8. Click the Clear List Button

In-Application Alerts

Time o | severity | Deviee | Group | dlertType | Details [

Cnly the last 100 alerks are shown,

[~ Bring this window to the frant when a new alert is received

[~ Beep when a new alert is received

Histarical search Canfigure alerts

Monitor the system for any new QoS Alerts.
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Lab 3

Lab 8: Configure PfRv3 Monitoring
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Lab 8.1: Verify Traffic Generator

In this lab, we will configure LiveNX to monitor a PfRv3/ SD-WAN enabled network. The PfRv3
network is already completely configured and working, but LiveNX is freshly installed with no
devices configured. We will configure LiveNX to monitor this PfRv3 environment.

Lab Steps:

1. Use an RDC to <ipaddress>:20201. (Administrator / C1sco12345)

Note: There is a WAN impairment tool application that should be running on the client PC. It
will look like this. Note how it shows the number of seconds, before it wants to enable/disable
impairment again.

5 WAN Impairment Toggle !EI

war Impairment State: & on € Off

Cvcle Toggling the Impairment: W
Min Time Duration: (2 is Max) |900 = | seconds,

Drop 1 ouk of every: 10 vI packets,

Impairment turned on at 20:39:10
1286 seconds |eft before koggling again.,

Note: If you do not see time incrementing, close the impairment tool and re-run it using this
icon.

Se ng packets through “Device“-NFF_{B873IBCF?5-D7DF-457E-2ACB-%6cBCEAD217B22>
trace file: g?iimac_IP-Eth.pcap

nanosleep(>: Invalid argument
nanosleep(>: Invalid argument
: Invalid argument
: Invalid argument
: Invalid argument
: Invalid argument
= Invalid argument
nanosleep(>: Invalid argument
trace file: gP1ilmac_IP-Eth.pcap
nanosleep(>: Invalid argument
nanosleep(): Invalid argument
nanosleep(>: Invalid argument
nanozleep(>: Invalid argument
nanosleep{>: Invalid argument
nanosleep(>: Invalid argument
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Lab 8.2: Discover Devices

Our Training Pod for this sessions has not been configured. YOU need to add devices *&
configure them for proper SDWAN operation. You are welcome to utilize the WebUI to perform

the following steps.

1. Log into the LiveNX Client:
e Username = admin
e Password = Student

You will notice that it is a fresh install.

Ble Yow Users Qo5 flow Boding PSA LA Jook Reports ek
o5 Flow | Boutng | #3A | Lan |

R e | e | T e T A -1 |

Dashbosrd  Manage [IH Expand

[ Search

ok Haggpir) ry Deplay Fi Colors

Wt

W irkerrat
Mebwork Management

W Erkerprise Apphcations

W des

I Htwork Mal Services
Deectory

W Rk
Prabr-ti-Pade Nr-stantiol
AEeranng

il o Pl Do i T2y

lale) +
FU L Menory & Fowbuter & serts & [ Yoves & Chck Refresh to view fiow nformation o Admn user | 02111730 FH EST

Use Device Discovery to populate the Topology.
2. From the LiveNX client, select File > Discovery Devices.

ELiveaction - 198.18.133.34
File | Yiew Users Qo3  Flow  Rouking IPSLA LAM  Tools

&dd Device QD_;/VHDW Routing

Discover Devices = e ‘b / & - [
Import Devices
Search Example: (site = Hor
Export Devices I
Manage Devices

Refresh Devices

Remove Metwork Objects

Exit

Note: Your Instructor may give verbal instructions to use the Device Discovery via the WebUI...
ask your Instructor why this may be beneficial. Most of the follow steps/entries will be similar.
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Device Discovery |
Step 1: Specify what to scan
{* Specify IF ranges (ex: 192.168.1.1-200) ar one IP per line:

" Specify seed device to scan

IP Address Hops Ilj

Step 2: Specify SNYIP settings
" Use the Default SMMP conmeckion settings Edit: |

{* Enker SMMP connection settings For this device

SMMP Mersion I'u'ersiu:un e ;I Target Park 161

Carmrnunity Skring I

Step 3: Specify node
Local ;I

6] | Cancel |

3. Step 1 - Specify IP ranges
e 198.18.129.23-25
e 198.19.1.1
e 198.19.2.1
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4. Step 2 - SNMP
e Version = Version 2¢
e Communnity = dcloud
5. Step 3 - Select Local.

6. Click OK.

Device Discovery

Step 1: Specify what to scan
f+ Specify IP ranges (ex: 192,168,1,1-200) or ane IP per line:

198,15.129.23 -
195.15.129.24
195,158,129.25
193.19.1.1 |
i~ Specify seed device ko scan

IP Address Hops Ilﬂ

Step 2: Specify SNMP settings
™ Use the Default SMMP connection settings Edit |

f+ Erter SMMP conmection settings For this device

SHMP Wersion I'-.-'ersiu:un 2c ;I Target Park (161

Community Skring Iu:h:l-:uuu:l

Step 3: Specify node

Local j

Ik | Cancel |

LiveNX will discover the devices via SNMP.

96

© Copyright 2019, LiveAction, Inc.



LiveAction Lab Workbook Pt. 2
7. Select all devices and Add Devcies.

Device Discovery on Local m
Filter by: I Filker | Clear |
Select Device Mame 1P Address Hops ‘endaor Model
I HG-B2 deloud, cisco.com 198,18,129,25 0 Cisco riscoGatewayServer
I~ HG-B1 deloud. cisco.com 198,18,129.24 0 Cisco riscoGatewayServer
72 H-MC. deloud. cisca. cam 195.15.129.23 o Cisco ciscoGatewayServer
I3 EBranchz-E1.dcloud. cisco.com 198.19.2.1 o Cisco ciscoGatewayServer
I EBranchl-B1.dcloud.cisco.com 1958.19.1.1 0 Cisco riscoGatewayServer
Selected: 5 Discavered: 5 Device Limit: 25 (0 ackive devices
Add Devices Advanced Add. .. Fause Stop Close

8. Select No.

Note: Since some of the devices discovered are Cisco devices, LiveNX offers the option
to setup/enable various features as you add them to the Topology.

Configure Devices

5 configurable devices added to the application.
Do you want ko configure Qo3, Flaw, Rouking, IP SLA, ar LAK for the added devices?

The five discovered routers will appear in the LiveNX Home Tree View, and in the Topology

Pane.
Marme

@ Branch1-B1
- €3 Branch2-B1
- 63 HQ-B1
- €3) HO-B2
- 63 HO-MC
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Notice there is a wrench icon on each device. This indicates that the devices are in “monitor
only” mode. Only SNMP and NetFlow statisitcs are available at this point. No flow or advanced

collection is available.

Other Eth0./0

HQ-B1
) ; 2
Local 2, Etho/ 100.64.0.0/24
%
" Tut00 La0
ta
)
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Note: You may discover that some of the following configuration items have already
been implemented... you should verify that all configurations match those described in

the Labs.

1. Righ-click on one of the routers and select Add or Remove Interfaces.

o

* | Device: HO-B1

Reports

Flow

Edit Device Settings
Configure Cisco Device
Add or Remaove Interfaces
Refresh Device
Remove Device

Zoom ko Device

Device Tools

Skatistics

View

GGroup Management

[J
[J
[J
]

2. The Add/Edit Interfaces dialog will appear. Use the following table to select the
interfaces of interest for each device.

Device Interface A | Interface B | Interface Interface Interface Interface
Branch1-B1 | Loopback | Tunnel100 'I(':unnel1 01 I:E)thO/O Eth0/1 EthO/Z
Branch2-B1 Eoopback Tunnel100 | Tunnel101 | EthO/0 Eth0/1 Eth0/2
HQ-B1 Eoopback Tunnel100 Eth0/0 Eth0/1

HQ-B2 Eoopback Tunnel101 | Eth0/0 Eth0/1

HQ-MC Eoopback Eth0/0
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Add/Edit Interfaces for Cisco (Monitor-Only) - HQ-B1.dcloud.cisco.com {198.18.129.24)

Skeps Select Interfaces
1. select Interfaces Select the interfaces ywou want ko monikor on this device {maximum 1000 interfaces).

2. Select YLANS

5. Device Lipdated Selected I Interface I Trunk I IP Address I Description
[ Ethernet0/0 198,18,129,24
I Ethernet0]1 100,64.0.2
I~ Loophacki 10.0.0.101
I Hullo
I Tunneld PFR. auto-tunnel For YRF default
I~ Tunnel100 172.16.1.254 DMYPM ower Internet
Il YolIP-Mulld

Selected interfacels): ¢

<= Back | Mext = I

Finisti

Cancel Help

3. Select Next.

The select VLANs menu will appear.

Add/Edit Interfaces for Cisco {Monitor-Only}) - HQ-B1.dcloud.cisco.com {198.18.129.24)

Steps Select YLANS

1. Select Interfaces Select the WLANS you want ko monitor on this device {maxdimum 25 YLARNS).

2. Select YLANs

Mo YLAMNS were Found on the device, Mo ¥LANs will be managed.

3. Device Updated

Fimisty

Cancel Help

4. Select Next.
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5. Select Finish.

Interfaces for Cisco {Monitor-Only) - HQ-B1.dcloud.

com (198.18.129.24)

Skeps Device Updated

1. Select Interfaces ‘You have configured this device successfully with the Fallowing settings {¥ou may want ko save the current
2. Selact YLAMS configuration to the device's startup config, so your settings will not be lost when the device is restarted):

3. Device Updated Device Settings

Setting Description I
Poliing Rate 1 minuke
Flow Manitoring Flow Colleckar
Flow Palling Enabled
Adjacency Polling VI

Interfaces

Ethernetif1
Erhernetafo
Tunnel100
LoopbackD

< Back | Text = | Finish I Caneel | Help

The Topology will be updated with the selected interfaces.
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Lab 8.4: Update Topology Map

In the next steps, we will update the map.

1. In the map, find the cloud attached to Router HQ-B1 interface Tu100, subnet
172.16.1.0/24

2. Right-Click on the cloud and select Merge Cloud.

Other Ethoi0
HO-B1 -
98.18.129.24 T
L 5
Local = Eth0A 100.64.0.0/24
| At
13 =
i =
"Tut00 La0
-
A
]
=
Reports ]
72,16 i 2
Floww »

Merge Clouds

The Create Network Object dialog will appear.

Mame * JIdl)

Type * IMerged clouds LI

A merged cloud replaces the member clouds in the topology with a single object. When used with Flows, the merged cloud serves as a bridge
between different clouds where the same flows traversing those clouds are connected via the merged cloud network object.

Clouds * Click on clouds in the topology...
172.16.1.0/24

Find |

Click on clouds in the tapology, or use the "Find" buttan, or bype in space separated subnets using CIDR notation {e.g.,
192.168.0.0/24).

ObjectiShape INetwork Cloud LI

Size

L

Toolip I

* Required Field Cancel |
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3. Update the name to: INET
4. Update Object/Shape: Network Cloud

A large grey cloud will appear on the Topology.

K| 473 24

B

Other Eth0/0
HQ-B1 .
Lacal EthosH 100.64.0.0/24

B =

100 Lol
10.0.0.401/32

INET

5. Locate the cloud attached to Router HQ-B2 interface Tu101, subnet 172.16.2.0/24
6. Right-Click on the cloud and select Merge Cloud.

Other Ethiig
HQ-B2 »
ii ‘1 , =
Local - EthiiM 10.255.0.0/24
7 " |
Lad Tutot
i
&
Reports ]
10.0.0 102732 Flaw r
Merge Clouds
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The Create Network Object dialog will appear.
7. Update the name to = MPLS.

BN Edit Network Object B

Name *

Tvpe * IMerged clouds d

A merged cloud replaces the member clouds in the topology with a single object. When used with flows, the merged cloud serves as a bridge
between different clouds where the same Flows kraversing those clouds are connected via the merged cloud network object.

Clouds * Click on clouds in the topology...
172.16.2.0024

Find |

Click on clouds in the topology, or use the "Find" button, or tvpe in space separated subnets using CIDR nokation (e.g.,
192,168.0.0/24),

Object{Shape INetwork Cloud {blue) LI

Size

L_

Toolkip |

* Required Field OF I Cancel

A large blue cloud will appear on the map.
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HQ-B2
S e
Local . EthidM 10.255.0.0024
-
e |
Tl
£
- .
. I )
10.0.0.902532 \
I v
. ~7
- J
'\ 1
MFLS

&> =
o . & (e e ®
$ = % %
et - .-.-_,' B
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8. Re-arrange the map to make it similar to the examples below.

[

W1

Drancha-a1 BeanciAH

OR

Branchi G4

[T

a1
Branchi-a1
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9. Right-click on one of the routers and select Group Management > Add This Device to
New

HO-ad

Brancha-g1

O

Device: HQ-B1
Reports

Flio

Edit Device Settings

Add or Remove Interfaces
Refresh Device

Remaove Device

Zoam ko Device

Device Tools

Skatistics

View

Group Managemenk

add This Device to Mew
add This Device ko Existing

Remove This Device From Group

Expand all

Collapse All

Persistent Expand All {disable auto-collapse)
Persistent Collapse all (disable auto-expand)
Edit

Expand all

Collapse All

Persistent Expand All {disable auto-collapse)
Persistent Collapse all {disable auto-expand)

Edit Groups

Set Auto-Collapse/Expand Groups at This Zoom Level

Reset Auto-Collapse/Expand Zoom Level

IUse Small Collapsed Groups

The Add Group dialog will appear.

10. Add a name to the group and move the respective devices to the Current Group od

Devices field.

Use the following table as a guide.

Device Group

Branch1-B1 | Branch1

Branch2-B1 | Branch?2

HQ-B1 HQ
HQ-B2 HQ
HQ-MC HQ
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Add Group
Mame (*) IHQl

Descripkion

all Dther Devices

Current aroup of Devices
|- @ [2-
Branchi1-B1 @ HJ-B1
HO-B2
HO-MZ

Bsterisks (%) indicate required Fields,

Done Zancel

11. On the map, you will see a group appear.
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12. Double-click on the group to see the member devices again.

WOl

13. Add the other devices to their respective groups based on the following table:
Device Group

Branch1-B1 | Branch1
Branch2-B1 | Branch2

HQ-B1 HQ
HQ-B2 HQ
HQ-MC HQ

After all devices are put into groups, the map wil appear similar to the following
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o . &
(L Rl EE- T

Drasschi @34

‘ [T e

All devices will also appear in groups on the Device List.
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Eiveaction - 198.18.133.34
File Wiew Users ©QoS  Flow  Rouking  IPSLA  LAM  Tools  Repar

Dashboard | Manage [ Expand Q':'_;/VF":"""" R':"-'ti'-"5|| Ipz
(a] & o

| Mlame search Example: {site = Honolah

. Branchl
: . Branchz

- He

14. Continue to reogainze the map like the example shown below.

SR o e
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Lab 8.5: Add CLI Access

Now that the devices are being monitored and the map is organized we need to add CLI access

to the routers.

1. Select the Manage button in the upper left of the LiveNX client.

File

Dashboffd | Manage [2¥ Expand

Wigs

205 Flow  Routing IPSLA  LAMN

m Flaw | F

-@a) Branch1-B1
-{a) Branchz-B1
-3 HO-B1
63 HO-B2

Marme

Search Example: {sit

The devices Management dialog will open.

2. Tick the select button for all five routers and select Configure.

DEViEE Management

Fiter by: | Filter | Clear
Select | Device Mame IP Address I Vendor Madel | Node | Group | Poll | QoS | Flaw | IP SLA I Rﬂutingl Lan* I Interval | Status
W Branchi-g1 198.19.1.1 Cisco dscozatewayse.., Local  Branchl ~ v W W r I~ |tmingte =] Mot Config...
W Branchz-g1 198.19.2.1 Cisco ciscoatewayse... Local  Branch2 ~ I I I r r m Mot Config...
¥ HQE1 198.18.120.24 Cisco cscoGatewaySe... Local  HQ = Ird Ird Ird r [ [tminte =] Mot Corfig...
¥ HQEZ 198.18.120.25 Cisco cscoGatewaySe... Local  HQ = Ird Ird Ird r [ [tminte =] Mot Corfig...
¥ H-MC 198.18.129.23  Cisco distoatewsySe... Local  HO F B W I [l [~ [tminte =] Mot Corfig...

# Lan polling occurs every 15 minutes

Device Configurations

Zonfigure

Configure QoS, Fow, and IP SLA
Select devices in the table and dlick the configure buttan,

Remove Remove selected device(s).

Global Device Settings

Edit Default SNMP Settings

Add To Group |<New Eroup
Remowve From Group Remaves selected devices from their groups
Edit Groups Edit the groups

- Edit Default CLI Monitoring Settings - Mot Set
Edit Default L1 Configuration Settings - Mok Sek

Mumber of Devices: 5

Clear
Clear,
Clear,
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The Configure Cisco Devices dialog will appear.
3. Click; Use the Default...
OR
4. Enter the SNMP credentials, and , select Next:
a. SNMP Version = Version2c

b. Community = dcloud

. Update Device

Configure Cisco Devices

Steps SHMP Settings
1. SNMP Settings Enter the SNMP connection information used For monitaring the selected devices.
2, CLI Settings (Configuring)
3. CLI Settings (Maritoring) ™ Use the Defaulk SNMP connection settings Edit: |
4. Yalidating Devices * Enter SMMP conneckion settings for this device
c. Select Features SMMP Yersion I'v'ersion 2c LI Target Port  |161
6. Enable Palling Community Skring Idcloud
7

g

. Devices Configured

5. Click Use my Default...
OR
6. Enter the CLI configuration settings, and select Next.
a. Type = SSH Port 22
b. Username = admin
c. Password = C1sco12345
d. Enable Password = C1sco12345
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Configure Cisco Devices

Steps LI Setkings {Configuring)

1. SMMP Settings Specify the CLI connection information used for configuring these devices, Required Fields are indicated with
kerisk (%),

2. CLI Settings 2B

{Configuring)

3. LI Settings (Monitoring) Configuration CLI Connection Settings

4, walidating Devices Enter Command Line Interface (CLI) connection settings used to configure these davices,

5. Select Features i add as monitar only device for non Cisco and unsupported Cisco OF (105, I05-XE and ME-05 supp

6, Enable Poling = Use my default Canfiguration CLI connection settings Edit: |

7. Update Device + Enter connection settings For this device

8. Devices Configured

Connection Type ITeInet - l Port* |23
User name on Device I

Password on Device® |**********

Enable Password |******"‘***

[~ Also use these credentials For monitor mode:.

< Back I Mext = I Firiisk | Cancel | Help |

7. For the CLI Monitoring settings page, select "Use the previous page connection
settings” and, select Next.

Configure Cisco Devices E

Skeps LI Settings (Monitoring)
1, SMMP Settings Specify the CLI connection information shared by all users, This information will only be used ko monitor this
2. LT Settings (Configuring) device. Required fields are indicated with an asterisk {*).
3. CLI Settings i . -
{Monitoring) Monitor-only CLI Connection Settings
4, Validating Devices Enter Command Line Interface (CLIY connection settings used ta monitor this device.
5. Seleck Features = Use the default Monitor-only CLI connection settings Edit: |
6. Enable Polling f* Use the previous page connection settings
7. Updats Device " Enter connection settings For this device
&, Devices Configured

Connection Type ISSH j Part® |22

User name on Device I

Password on Device® I

Enable Password I

< Back | hexk = I Fimish | Cancel Help

8. The devices will be validated, select Next.
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Configure Cisco Devices
Steps Walidating Devices
1. SMMP Settings The Following devices are being validated. You can review each device's status in the table belov, If a
2. CL1 Settings (Corfiguring) walidation issue occurs, click on the description Field to view additional details,
3. CLI Setkings (Monitaring)
4. validating Devi Device Skatus Diescripkion
- ralidating bevices Branch1-B1.dcloud, cisco,com Succeeded: click for details, ..
5. Select Features Branch2-B1.dcloud. cisco.cam Succeeded: click for details. ..
&. Enable Poling HG-B1.dcloud. cisco.com Succeeded: dlick for details. ..
. HQ-B2.dcloud, cisco, com Succeeded: dlick for details, ..
7. Update Device HG-MC. deloud . cisco, com Succeeded: dlick for details. ..
8. Devices Configured

Export Yalidation Details. .. |

< Back

Finish | Cancel Help
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9. On the Select Features page, untick all options and select Next.

Configure Cisco Devices
Steps Select Features
1. SMMP Settings Select the Features you want o use on the devices, Learn mare abaut each Feature in the Help section,
2, LI Settings {Corfiguring)
Dewi MNEAR. MetFl Mediat
3. CLI Settings (Monitoring) Evice | I o I edatrace |
EBranch1-B1.dcloud. cisco, com - r r
4. Validating Devices Branchz-E1.dcloud, cisco. com Il I I
5. select Features H-B1. deloud. cisca. com r r -
H-B2. dcloud. cisco, com
6. Enable Poling 2 L u
A LT T
7. Update Device
&, Devices Configured

< Back | Mext = I Fimish Cancel Help

10. On the Enable polling page
a. Tick polling, QoS, Flow, and IP SLA for all devices
b. Set the interval to 30 seconds.
c. Select Next

Configure Cisco Devices
Steps Enable Polling
1. SMMP Settings Select the Features wou want to actively monitor, and the polling rate For the devices, Learn more about

each Feature in the Help section,

2, LI Settings {Configuring)

3. CLI Settings {Monitoring)

4. validating Devices Device | Pol | qos | Flow | eaa | Routingl Lan | interval |
Branch1-51.dcloud,cisco, com [’ [~ [~ [~ [~ [30seconds -

5. Selct Feaures nch-5. deoudcsco.com -m--nnl—_lao oo B

6. Enable Polling HG-B1.dcloud.cisco.com Ird I~ I~ [~ [30seconds =]

7. Update Device H-B2. deloud. cisco.com I I~ I~ |7 I_ [~ [30seconds -]
HO-MC delaud.cisco, cam ¥ = = I~ r [T [30seconds =]

8. Devices Configured

* LAN polling occurs every 15 minutes
* For SHMP v3, please see the User Guide on configuring LAN polling.

< Back | MNext = I Fimish Cancel | Help
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11. On the Update Devices page, select “Manually Configure Devices”, and select Next.

Configure Cisco Devices E
Steps Update Device
1. SMMP Settings The selected devices will be updated based on the configuration changes if necessary.

2. LT Settings (Corfiguring) ‘ou may choose to manually configure the devices.

3. CLI Settings (Monitoring) Warning! once update processes have been started vou will not be able to return to earlier screens, Learn
more about each Feature in the Help section,

4, validating Devices
5. Select Features
. Device Skatus Crescription
8. Enable Poling Eranchz-B1.dcloud. cisco, com [® Update Required: click to view
7. Update Device HG-B1.dcloud, cisco,com © Mo Update Meeded
8. Devices Canfigured HG-B2.dcloud. cisco. com [® Mo Update Meeded
HQ-MC. deloud, cisco.com [® Update Required: click to view

" Zend Updates ta Devices Send |

& Manually Configure D

Export Update Commands. .. |

< Back | Mext = I Firish | Cancel Help

12. Select Finish.

Configure Cisco Devices E
Steps Devices Configured
1. SMMP Settings The Following devices have been configured. Learn more about each Feature in the Help section,
2, CLI Settings {Configuring)
Desvi S
3. (LI Settings (Monitoring) _evee I SN
Eranchl-B1.dcloud. cisco.com CEF, Q05, IP 5LA, Flaws, COLLECTOR, 30 second...
4. Walidating Devices Branchz-B1.dcloud, cisco.com CEF, QOS, IP SLA, Flows, COLLECTCOR, 30 second...
5. Seleck Features H-B1.deloud. cisco. com CEF, Q05, IP 5L, Flows, COLLECTOR, 30 second...
¢, Enable Pl HG-B2.dcloud. cisco.com CEF, Q05, IP 5LA, Flows, COLLECTOR, 30 second...
+ Enabls Foling HQ-MC.deloud. cisza, cam CEF, QOS, [P 5LA, Flows, COLLECTOR, 30 second. .
7. Update Device
8. Devices Configured
= Back | MExt = | Zancel | Help |

The Device Management dialog will appear again. Confirm the settings and select Close.
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Device Management E

Filker bry: I Filter | Clear |
Select I Device Marne 1P Address Yendor Model I Mode | Eroup I Fall I QoS I Flowe I IP SLA I Rout\ngl LAR* I Interval | Skatus I
W Branchi-B1 198,19.1.1 Ciscor iscoGatewaySe,., Local  Branchl I~ = = I~ 30seco... [~ | Configured
W  Branch2-B1 198.19.2.1 Cisco riscoGatewayse,., Local  Branchz =2 I I I~ r I~ |30seco... 'I Configured
WV Ho-BL 198.16.129.24  Cisco cscoGatewaySe.., Local  HQ v I I V r [~ [30seco... =] Configured
vV HoBZ 198.16.129.25  Cisco cscoGatewaySe.., Local  HQ v I I V r [~ [30seco... =] Configured
WV HGMC 198.16.129.23  Cisco cscoGatewaySe.., Local  HQ v I I ~ - [~ [30seco... =] Configured
*Lan poling occurs every 15 minutes Mumber of Devices: 5
Device Configurations Global Device Settings

Configure QoS, Flow, and IP SLA
Select devices in the table and click the configure button.

. | Remove selerted device(s). Edit Default SMMP Settings Clear

Add To Group | |<New Group= v | Edit Default CLI Monitaring Setkings - Mok Set Clear
Remove From Group | Removes selected devices from their groups Edit Def ault CLT Configuration Settings - Not Sek e
Edit Groups | Edit the groups

Apply | Close |

Note: The wrench icon goes away after the CLI settings have been added.

A2

Other EthD/0
HQ-B1

Local Eth0M1

Tu100 LoD

¥t
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Lab 8.6: Configure NetFlow

NetFlow needs to be configured. LiveNX can be used to accomplish this.
1. From the LiveNX client, select Flow > Configure Flow.

BN Liveaction - 198.18.133.34
File  “iew Users Qo5 | Flow | Rouking IPSLA  LAMN  Toaols  Rem

Bachboatd-hianage * E Refresh System Yiew Flows al P

Configure Flow ,&

v || Show Merged Flows

onolul
Calar Mapping

Historical Plavback,

Data Skatus

=[] Ho

2. The Flow Configureation dialog will apear, tick Select for all of the devices, but for the
HQ-MC, Configure Selected

Flow Configuration =1

Instructions
Select devices to configure Flow

Flows Configuration Table

Selectl Device Type I IP Address Description I Tags ITraFFic IAppIicat...l Vaice/Vide. .. |Traditi0nal| Custom I
I~ @ Branchi-B1 Standard LI 198.19.1.1 Cisco 105 5., S [®] %] © o (=]
v @8 Branchz-B1 m 195.19.2.1 Cisco I0s 5, - < < < [® [
v @B Ho-B1 m 195,15.129.24  Cisco 055, - o o [« © [
[l @B HQ-MC m 195,15,129.23  CiscoI05 3, - o o [« © [

Help | Configure Selecked I Close

3. Tick the Traffic Statistics (FNF) option for all Tunnel interfaces.

119



[ Fiow configuration [_ O}

Instructions
’— Configure the tvpe of flaw you wish ta receive from the interfaces |
~Flow Configuration Table
Device I Twpe I IP Address Description I Tags | Traffic Statistics (FHF) | Appli... IVoice,l'\-'. . | Tradi... I Customl
E@ Branchl-B1 IStandard ;I 195.19.1.1 Cisco 103 So.., Wan, ... ] © © o ©
~ % Ethernetd/o - 198.19.1.1 Branchi LAN - r r i r
~ @ Ethernetof1 - 100.64.1.2 Internet . r r r O m
- Etherneto/z - 10.255.1.2 MPLS - r i I r r
- LoopbackD - 100,11 - r (] ]
{ =@ Tunnel101 o 172.16.2.1 CMYPN over ... WAN, ... I~ [l O [}
EI@ Branchz-B1 IStandard vl19E=.19.2.1 Cisco 103 Sou., Wan, ... ] © © o ©
- % Ethernet0/0 = 195.19.2.1 Branchz LAN S [l - - - ]
- & Ethernet01 - 100.64.2.2 Internet - r r r r r
- Ethernet0/2 . 10.255.2.2 MPLS . r i (] r [
- & LoopbackD - 10.0.2.1 - - I - r r
- Tunnell00 o 172.16.1.2 DMYPN aver ... - I~ [l O [} 1]
- @ Tunnell0l - 172.16.2.2 CMYPN over ... WAN, I~ [ - I -
= @ HG-B1 IStandard - l 195,18,129.24 Cisco 103 3o, = ] L® L * (%
- & Ethernet0fo - 196.15.129.24 - r r r r -
- @& Ethernst0]1 . 100.64.0.2 - r (i O - [
- LoopbackD - 10.0.0.101 - r r r r r
- Tunnel100 - 172.16.1,254 DMVPH over ... - I - (] - [}
= @ HG-B2 IStandard - l 195.15.129.25 Cisco 105 So... - @ L* o o [~
- Ethernst0jo - 196,18,129.25 . r i r O [
- Etherneti]1 - 10.255.0.2 - r r r r r
- Loopbackd 5 10.0.0.102 - r - O [m] [
- @ Tunnel10i - 172.16.2.254 DIMWPM over ... - I - r Il -
Help | Save to Devices | I Breview CLI Rewvert | Back. | Close |

4. Click Preview CLI to review the Flexible NetFlow configuration created by LiveNX.
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Y Multiple CLI Viewer x|

Branchl-E1l

Device Tvpe
HQ-E1 Standard
Branchz-g1 Standard
HQ-B2 Standard

config £ -
interface TunnellO0

ip nbar protocol-discowvery

EXit

interface TunhellOl

ip nbar protocol-discovery

exit

flow record LIVEACTION-FLOWEECORD
description DO NOT MODIFY. USED BY LIVEACTION.
watch flow direction

watch ihterface input

watch ipwd destination address
watch ipwd protocol

wmatch ipwd source address

watch ipwd tos

watch transport destination-port
watch transport source-port
caollect applicaticn hame

collect counter bytes

collect counter packets

collect flow sampler

collect interface output

collect ipwd destination mask
callect ipwd d=zcp

collect ipwd id

collect ipwd source mask

collect ipwd source prefix

collect routing destination as
collect routing next-hop address ipwd
caollect routihg sSource as

collect timestamp sys-uptime f£irst

collect timestamp sys-uptime last
collect transport tcp flags

exit
flow monitor LIVEACTION-FLOWMONITOR
dezcription DO NOT MODIFY. USED BY LIVEACTION. .:J

Close |

5. Select Save to Devices.
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Fluw Configuration 1S[=] E3

|'Instructions

Configure the bype of Flow you wish ko receive from the interfaces

- Flow Configuration Table

- EthernetDjo
& Ethernetof1
- % Loopback

o 198.18.129.25
- 10.255.0.2
5 10.0.0.102

H

Device | Type | IF Address I Descripkian I Tags ITraFFic So. | Applicati. .. I \-'oica,l’\u'ideo..‘l Trad\tmnall Custom |
=@ Branchi-B1 |standard =|198.19.01 Ciseo 105 So. . ) 5 © © ©
- @ EthernetDjo - 198.19.1.1 Branchl LAk Il [l r r -
- & Ethernetf1 & 100.64.1.2 Internet ] ] [ [ 1]
- @ Ethemet2 - 10.255.1.2 MPLS r r r r -
@ Loophackd - 10.0.1.1 [m] [m] [m] [m] [ ]
- & Tunnel10n - 172.16.1.1 DMYPM aver .., v | [ [ -
B Tunnel10l : 172.16.2.1 DMYPH over ... I r r r ]
=1 @B Branchz-B1 IStandard - I 195.19.2.1 Cigco I0S 5o, < [ [ [ Q@
- @ EthernetDjo S 198.19.2.1 Branchz LAk O [l - - =
- & Ethernetf1 - 100.64.2.2 Internet - | [ [ -
- @ Ethemetj2 - 10.255.2.2 MPLS [m] r r [ -
- @ Loophackd - 10.0.2.1 Il Il Il r Il
- & Tunnel100 & 172.16.1.2 DMYPM aver .., v ] [ [ 1]
& Tunnellol - 172.16.2.2 DMYPM aver ... I~ r r r Il
Bl @8 HG-B1 IStandard - I 1958,18.129.24 Cigco I0S 5o, ] © L] [ Q
- @ Ethernet0jn - 198.18.129.24 - r - r =
- Ethernetif1 - 100.64.0.2 r r [m] (] ]
- & Loopbackl - 10.0.0,101 - r r r -
- @ Tunnel100 S 172.16.1.254 DMYPM aver ... Il [l [l - =
=88 Ho-B2 IStandard - l 1956,18.129.25 Cisco 105 5o, ] [~ L~ L~ [~
r [ [ [ | |
r r r r -
r [ [ [ ]

Help |

Save to Devices |

Preview CLT

| Rewert

Back

Close

LiveNX will push the NetFlow configuration to each device using the CLI settings already
provided. Confirm each of the updated routers show a greem circle for the Traffic Statistics FNF
column and select Close.

.Flow Configuration M=l E3

Select devices to canfigure Flow

|'Instructi0ns

~ Flows Configuration Table

Select | Dievice Type | 1P Address | Diascription | Tags | Traffic ... | Applicat. . | YoicefYide, . |Traditi0na|| Custom |
[l @8 Branchi-B1 Standard ;I 193.19.1.1 Cisco [0S 5., - o o < & o
[l @8 Branchz-B1 m 185.19.2.1 Cisco I0S 5., - ] o L~ e L*
[l @8 HG-B1 WIQB.IB.IZQ.Z‘# Cisco I0S 5., o ] [~ L~ © L®
i @8 Ho-B2 m 195.18.129.25  Cisco [0S 5., - o o < [ [
- @B HQ-MC m 198.18,129.23  Cisco I0S 5., - C [~ o © o
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Confirm NetFlow collection.

1. From the LiveNX map, select the Flow tab

Qo3 Flow | Routing | IP SLA | LA |
@'ﬁ' O3 - @, B Table 4 Refresh Iﬁ

Search Example: {site = Honaoluly | site = Chicagao) & wan & Flow,

2. Select Refresh
4% Refrash

NetFlow visualization data should appear across the map. Note it can sometimes take a couple
of minutes for it to appear
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3. Select the Display Filter Colors pulldown.

a EIDispIa';.-' Filter Colors ‘Vl

Notice the legend show the applications that are part of the default filter.

Colar Mapping By Display Filker Caolars

Web
*#*27 KB | 4 Flows
M Internet
*#15 ME [ & Flows
Metwork Management
*2 MB | 7 Flows
M Enterprise Applications
*S ME | 4 Flows
Vaice
*4 MB | Z Flows
M Video
W tetwork, Mail Services
Directary
M F.outing
*3KE [ 12 Flows
Peer-to-PeerMNon-essential
All-Remaining
#3294 KB | 16 flows

4. Update the pulldown and select DSCP.

] i IDSCF‘ Ll

Note the legend is now that of DSCP values. This list needs to be updated as different DSCP

values are being used in this lab network.

Colar Mapping By DSCP

0 (EE}
*3 ME | 25 Flows
W i3 (aFz1)
26 [AF31)
*5 ME | 4 Flows
34 (AF41)
W icicss)
W 24 (053
32 (C54)
W 45 (C56)
*4 KB [ 16 Flows
M 46 (EF)
*4 ME | 2 Flowes
Remaining
*15 MB [ 4 Flows

5. Selectthe & icon to update the legend.
The Color Mapping dialog will appear.

124

© Copyright 2019, LiveAction, Inc.



Color Mapping |

Select an atkribute to remap the flow colors, Click the color swatch
ko modify the color For each walue.

Akkribuke

Select a DSCP value From the drop-down lisks below

DsCP |0 (BE)

W DscP |18 (aFz1)
DSCP |26 (aF31)
DscP |34 (aF41)

DsCP |16 (C52)

DSCP |24 (C53)

DscP |48 (C36)

Ll L Ll L L L L L]

|
|
I DscP |32 (C54)
|
|

DsCP |46 (EF)

(Remaining)

K | Zancel |

6. Update the Color Mapping dialog as shown below.

Color Mapping

Select an attribute to remap the Flow colors, Click the color swatch
ko modify the color For each walue.

Akkribute (B

Select a DSCP value From the drop-down lisks Below

DscP |0 (BE)

W DscP |18 (aFz1)
DSCP |26 (aF31)
DSCP 34 (aF41)

DscP |5 (cs1)

DscP |16 (C52)

DSCP |45 (C56)

Ll Lol Lol L) L) L) L L] e

|
|
W DscP |32 (C54)
|
|

DscP |46 (EF)

(Remaining)

K | Zancel |

LiveAction Lab Workbook Pt. 2

Note the legend is now updated to the DSCP values used by this network. Note there is no

“‘Remaining” Flow, it has all be accounted for in the legend.
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olor Mapping By DSCP

0 {(BE}
*4 ME | 53 Flows
W 15 (aF21)
26 (AF31)
*186 KB | 2 flows
34 (AF41)
[ X (=)
*432 B/ 1 flow
W 16 (C52)
W 32 (C54)
W 45 (C56)
*334 KB/ 15 Flows
M 45 (EF)
#ZE3 B[ 1 Flow
7 Remaining

-
L]
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Lab 8.7: Update Master Controller

Next, the PfR master controller needs to be updated to send PfR log data as NetFlow to
LiveNX.

1. From the client PC, minimize the LiveNX client, and open Putty

2. Load HQ-MC or Telnet to HQ-MC:

3.

a. IP Address =198.18.129.22
b. Port=30001
c. Username = admin
d. Password = C1sc012345
%2 PuTTY Configuration
Cateqony:
= S_essiu:un | Bazic optionz for pour PuT T seszion |
L.cugglng — Specify the destination you want ta connect ta
=1 Terminal
Hozt Mame [or [P addresz] Part
- Keyboard
Bl [1595.18.129.22 | 3000
- Features Connection hype:
1 Window " Faw © Telhet © Rlogin © 55H  Serial
- hppearance B .
. Behaviaur Load, save or delete a stored session
. Trarslation Saved Seszions
- Selection IHE!-ME
- Colours g
Default Settings - Load
[l Connection Eranch1-B1 j |LI
- Data Branch2-B1 g
 Frow HO-B1 _ swe |
- Telnet HLULB2 Delete
~ Rlogin HO-switch |
- 55H
- Berl Cloze window o exit
 Always O Mever % Only on clean exit
About | Help | Dpen Cancel

run the command “show run | s domain”
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HQ-MC# A
HO-MCH#
HO-MCfisho run | = domain
no ip domain lookup
ip domain narme doloud.cisco.com
domain one
wrf default
master hub
source—-interface Loopbackl
Site-prefixes prefix-list HQ PREFIX
load-halance
enterprise-prefix prefix-list ENT PREFIX
class VOICE-VIDEQ sequence 10
watch dscep ef policy custom
priority Zz loss threshold S
match dscp afd4l policy custom
priority Zz loss threshold S
path-preference MPL3 fallback INET
class CRITICAL sedquence 20
match dscp afil policy custom
priority 2 loss threshold 10
path-preference MPL3 fallback INET
mc—-peer domain 1 eigrp LoopbackO
Ho-nc#l] v

4. add the following configuration:
config t
domain one
vrf default
master hub
collector 198.18.133.34 port 2055
end
wr

5. After implementing these commands, re-issue “show run | s domain”

e [
HO-MCHsho run | = domwain
no ip domwain lookup
ip domain hae doloud,cisco.oom
domain one
wrf defsulr
master hub
source—-interface Loopbhackl
gite-prefixes prefix-list HQ PREFIX
load-balance
enterprise-prefix prefix-list ENT PREFIX
collectcor 195.15.135.34 port Z055
class VOICE-VIDED sequence 10
match dscp ef policy custom
priority 2 loss threshold 5
match dscp afd4l policy custom
priority 2 loss threshold 5
path-preference MPLS fallback INET
class CRITICAL sedquence 20
match dscep afil policy custom
priority 2 loss threshold 10
path-preference MPLS fallback INET
me—-peer dowain 1 eigrp LoophackO |
Ho-nc#j] -
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6. From the LiveNX map, select the Flow tab
Qo3 Flow [ Routing | 1P SLA | LaN |
Pl B SO & & Table ) Refresh [alF

Search Example: (site = Honalulu | site = Chicagao) & wan & Flow, 2

7. Double-click on one of the routers
8. Set the Flow type filter to PfR
9. Confirm PfR Flow data is visable as in the example below shows.

Fla Wew Ussis o5 Flow Rouing PSA LN Took Reports  Help
Doshbond | Honoge [ Espond 05 Fiow [ Foueng | 34| Lan |

[ | & & B Erstielieg| Gy Pnse Doty [0 7| G [oetmtransmn %] i [omete Fiter Cokrs | Bt PeintsIP Akt || (D Plavbark Hotlons Cobecter Polie : 30 seversts
e, Search ; : : ® .-
= & Home BPAME V] OAF | MREgoafW | PRbgoafW | Scseld | Desiel | ] ] 3y Dery | RTP beber Aestod.._| A Mrdhr S, PO ise Inres | IR Mise Egross EW] Roxdie WIF O
# @ branch1 51 10.0.0.181 & TEOLO0 Vg HE.00 K 100003 &2T01 PH 0,00 M [
o @ Branchz 51 16.0.0.161 8 7400 Kips 09100 thps 10.0.0.103 d . . ] - idbadl PH 10,00 Mg 10,00 Mg 0
i @ HoeL 10.0.0.102 & 174.00 Mg TS.00 K 10.0.0.00% 6:27-00 PH 5.00 Mg 5,00 Mg 0
W @ Hoe2 10.0.0. 108 " - R TR ) (LT NN LY o O 0 4] P - -0
10.0.0.102 & LE7.00 Kiops 151.00 ¥Bps 10.0.0.103 126031 P 5.00 Mbps. 500 Mbees 0
o | 3
o~ e o
ok Magpirg By Drplay Fitwe Colors. bt~
Wb
W irterat
9 Mebwork Management -
W Ertersriie Apckation -
i -
Wi
N Network Mad Services.
B Drectory
W roteg
Pasr-to-Peer Non-essantel
L]
SOE[S e
4, Flow Polirg Dssbled Ton
) 2t g
&, Not configured
- i | =
ou € memery & Fow euifeor © | N+ © showang colictor ot for 1O/ 62700 P14 52730 P S Hlowes diiplared. o ke e | BTN PH BT

- T
A (WY c:mum«...| S tiverar v s g S

| ) @ e
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After NetFlow is configured in the Network, the PfR dashboard needs to be configured.

1. From the LiveNX client, select the Dashboard

Eiveaction - 198.18.133.34

File Wiew Users QoS

Dashboard | Manage [E¥ Expand

Flow  Routing

| MName

&[] Brancht
. Branchz

w0 He

2. The Dashboard will open, select the WAN Dashboard.

IPSLA  LAM  Tools Repor

Qo3 Flow | Routing | IPe

Search Example: {site = Honoluh

. Dashbeard

System | Application QoS | Flow IP SLA  WAN

&

Main

Alerts

Reports

o]

Setup
Discover Devices
Manage Devices
Define Sites
Configure Alerts
Configure Flow

Learn PfRv3 Settings

Dashboard Performance

Alerts
All Alerts
Ale
0 0
.
all

3. From the WAN dashboard, select “Learn PfRv3 Settings”

4. The Learn PfRv3 Settings dialog will open. Choose 1 day and Learn.
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PfR Learn Site Details

Livedction will atkempt ko learn vour existing PIR site details

by analyzing Flow data being sent. all PFR devices of an existing site
must be monitored by and exparting PER Flows to Livedckion in order to
leatn the details of that site,

1 Hour 1 Day 1 Week Custom

Learn | Cancel |

LiveNX will discover more semantic details about environment.

Learned PIRv3 Settings
I Site Mame:
Mote Site: Mame Loopback TP IBranch2—Bl—ID.D.2.1
Eranchz-B1-10.0.2.1 . Site IPs:
MEWY HQ-MC-10,0.0. 103 10.0.0,103 10021
MEWY Branchl-B1-10.0.1.1 10.0.1.1 193.19.2.0/24
Devices:

Master Contraller:

Hostname Loopback IP
Branchz-B1 10.0.2.1
Border Routers:
Hostrname Loopback IP AR Inkerface |Service Provider | Capacity (Kbps)
Branch2-B1 10.0.2.1 Tunnel100 |INET 10000
Branchz-B1 10.0.2.1 Tunnel101 |MF‘LS 2000

Apply Site |

Apply | Cancel |

5. Update the Site Name as follows:
a. Branch2=10.0.21
b. HQ-MC =10.0.0.100
c. Branch1=10.0.1.1

6. Select Apply.
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Learned PfR¥3 Settings [x]

I Site Mame:
Hote | Site Mame | Loopbackie | Jpranchi-1]
NEW Branchz 10.0.2.1 Site IPs:
MEW HO-MC 10.0.0.103 ITTRE]
INEW  [Branchi-E1 198.19.1.0/24
Devices:

Master Controller:

Hostname I Loopback IP |
Branch1-B1 [10.0.1.1 |
Border Routers:
Hostname Loopback 1P ‘wal Interface | Service Provider | Capacity (Kbps)
EBranchl-E1 10.0.1.1 Tunnel101 MPLS 2000
Eranchl-E1 10.0.1.1 Turne 100 IMET 10000

Apphy Site
Apply | Cancel |

7. The Select an Option dialog appears, select Yes
Select an Option

Are vou sure you wank bo apply all learned site semantics?

Mo | Cancel |

8. Close the dashboard.
9. Select the Expand button at the top left of the LiveNX client.

B Liven: - 198.18.133.34

File Wiew Users Qo5  Flow F

Dashboard | Manage P Expand

MName

. Branchi
- Branchz

10. Right-Click on the Home icon and select Expand all
Live.ﬂlctiun -198.18.133.34

File Wiew Users QoS Flow Routing IPSLA L

Dashboard | Manage | [34 Collapse

Add Mew Device

Refresh Devices

Expand all

Collapse Al
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Note the semantic data that has been learned — capacity, WAN, Sites and IP networks

Branchl
=)@ Branchi-Bl
Ethernetn/0
Etherneto/1
Etherneto/z
Loophackn
Tunnel100
Tunnel101
=) . Eranch2
E-@® Branchz-B1

@ Ethernet0j
Ethernetn]1
Ethernetd/2
Loopbackn
Tunnel100
Tunnel101

eeeddR

eeedR

=@l He
-@B HQ-BL

H @ Ethernetofo

- @@ Ethernetd]1
@ Loopbackn

~ @ Tunnel100

@ Ethernetd/o
@ Ethernetd/1
- Loopbackd
@ Tunnel101

% Ethernet0]o
- @ Logpbackn

198.19.1.1
198.19.1.1
100.64.1.2
10.285.1.2
10.0.1.1

172.16.1.1
172.16.2.1

198.19.2.1
198.19.2.1
100.64.2.2
10.285.2.2
10.0.2.1

172.16.1.2
172.16.2.2

198,18.129.24
198.18.129.24
100.64.0.2
10.0.0.101
172.16.1.254
198,18.129.25
198.18.129.25
10.285.0.2
10.0.0.102
172.16.2.254
198.158.129.23
198.158.129.23
10.0.0.103

Local

Local

Local

Local

Loal

10.0 Mbps
2.0 Mbps

10,0 Mbps
2.0 Mbps

10.0 Mbps

5.0 Mbps

U e A Ky B e |

Eim i |

K|

A

INET
MPLS

INET
MPLS

INET

MPLS

Branch1-B1

Branchz

HQ-ME

HQ-MC

HQ-MC

198.19.1.0/24, 10.0.1.1

198.19.2.0/24, 10.0.2.1

10,0.0,103, 10.0,0,102, 10,

10.0.0.103, 10.0.0.102, 10...

10.0.0.103, 10.0.0.102, 10...
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Return to the PfR dashboard to configure PfRv3 Application Groups.

1. From the LiveNX client, select the Dashboard
2. The Dashboard will re-open, select the WAN Dashboard.

. Dashboard

System | Application | QoS | Flow | IP SLA | WARN

{ Main 3

Alerts

Reports

bl

Setup
Discover Devices
Manage Devices
Define Sites
Configure Alerts
Configure Flow

Learn PfRv3 Settings

ol

Application

Configure App Groups (DSCF)

Dashboard Performance

Alerts

All Alerts

all

Alerts
50 100

3. Select Configure App Groups (DSCP)
4. The Edit App Group (DSCP) Mapping dialog will appear, select Add.

Edit App Group {DSCP) Mapping
App Group (DSCP)Y Mapping

| DSCP | App roup (DSCP)

Add

Mew App Group (DSCRY Mapping entries have a (*),

oK

Irnpaott, .

.|
|

Expork. ..

Edit:

Cancel
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The Add App Group (DSCP) mapping dialog will appear.
5. Populate the following data:

a. App Group (DSCP) = EF-VOICE

b. DSCP = 47

c. Fill SLA defaults using = Custom
d. Loss= 5.0/4.0
e

Delay = N/A
f. Jitter = N/A
Add App Group (DSCP) Mapping
App Group (DSCP) IEF-"."C'ICE
DSCP |46 (€F) |
SLA& Configuration
Fill SL& defaulks using ICustu:um j
Enahble Errar W arning

WV Loss |5 f4.0] %,

[T Delay IEI IEI ms

I~ Jitker |0 jo ms

Add Another | Add | Cancel

6. Select Add Another.

7. Create the following application groups based on the table below:
App Group Fill SLA DSCP Loss Delay Jitter
default using
EF-VOICE Custom 47 (EF) [ 5.0 /4.0 [n/a n/a
AF31-Critical | Custom 26 70/56 |n/a n/a
(AF31)

CS1- Custom 8 (CS1) |n/a n/a n/a
Scavenger

BE-Default Custom 0 (BE) 10.0/8.0 | 500/400 | n/a
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When finished, the Edit App Group (DSCP) Mapping will appear as follows:

%]

Edit App Group {DSCP) Mapping
App Group (DECP) Mapping

I D5CF ¢ | &pp Group (DSCF) I add |
0 BE-Best-Effort

8 C51-Scavenger Impart. ..

26 AF31-Crikical

46 EF-¥oice Expart. ..

Edit

M

Remove

Mew App Group (DSCPY Mapping entries have a (),

Ik Cancel

The PfR-WAN dashboard will begin to populate (this may take 15 Minutes to populate the 1st
time). Below are a couple of screenshots of this dashboard.

Note the Dashboard/ Performance options at the top left of the window. The dashboard will
show alerts and bandwidth utilization of the IWAN environment.

B castisnard [ =[]
System | Application | QoS | Flow | [P SLA | WAN-PIR
|| M x| 2]
Aty Dashboard Performance Al Stes -
freparts
15m 20m 1hr $hr
| Setup * Alerts 10/27716, 02:00:00 PM to 10/27/16, 06:00:00 PM
Discover Devices
Hiaags Devices All Alerts Top 10 Alerts by Site Pair
AR Aerts Merts
Configurs dleits L] 10 0 300 e [ = L] w
Corfiura Flow I, seanch1-81 vo - | Lo
ardiare 1i04S o Celay Ol
e 7
Learn PRy Settngs B Nier e
L% i ~ Urrachdd
> |
Brane [ |
| Applcation
Configurs Ap Gious (D5CF)
Irboind Outbound Utlization
Site
Tap 10 Alarts by Site Site Utllization by App Group (DSCP) Site Utilization by Service Provider -
Mlarts o Capacity Utlizad o Capacity Utllzad
5 w00 w0 o ™ o I
i [ = .. werhi: = archi-ai i S E—
el u T
T po
o I " d i) g i
archz | e
App Group (DSCP)
Top 10 Alerts by App Group (DSCP) App Group (DECR) Bandwidth by Hite App Croup (DECP) Bandwidth by Service Provider
=
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System | Application | oS | Flew | IP SLA | WAN-PIR |

[Main 2| Top 10 Alerts by Site Hite Utilization by App Group (DSCRY site ULilization by Service Provider |
Bty
B Alerts o Capacity Wilized Vo Capacity Utilized
Bk o 0 wa v o i~ o -
P = earnchi-0: [ Beanchi-0: [ - B CEseavrge Branchz-01. [
#F3LCinal = et
Gscorer Devoss " t s
I oo S Ll
Maiage Ve " e ihe
[
Branchz | Brarch Branchz
Confiqure Alerts
Confiqure Fow
Corfpreting App Group (DSCP)
Leen PR3 Settngs
Top 10 Alerts by App Group (DSCPR) App Group (DSCP) Randwidth by Site App Group (DECP) Randwidth by Sarvice Provider
Morts Bit Rate Bt Rate
Jr—— = [ 100 ) 200 i 108 i 200 Him B 50 Kb WAk MKk 200K
Configure Aop Growss (DSCF) ervcce [ . c51-Scaverge: [EGEG— cs1-scavenge: [
- -
ey i arsicmed sk e
I m Leweichable )
& Bem it | e Sest viort |
£t Seaveriger | -
Service Provider
Top 10 Alerts by Service Provider Service Provider Utilization by App Group (DSCP) Service Provider Utilizotion by Site
Alerts o Capacity Utlized o Capacity Utlized
[ 00 20 0 o ™ o "
m reT I ® franchi-il
e
mpranchz
neT | MRS —_— s I =

8. Select the Performance link. The dashboard will show the performance statistics of the
network. (this make take 15

Minute to

populate the 15t time

System | Application | oS | Flew | IP SLA | WAN-PIR |

|Maim 2|
Cashboard Performance

Site
Dcorer Devices
Mariage D Prak Loss by Site
ol Loss %
Configurs dleits s 00
Confiqure Fiowr o

Condiqure RS

Leen PR3 Settngs sarchio: [
archo [
Apgln alem o
Configure Ape Grouss (DECF)

App Group (DSCP)
Paak Loss by App Group (DSCP)

Loss 9%
an w0

er-voc: [

Service Provider
Puak Loss by Service Provider

Loss %
on san

woe G

Paak Dalay by Site

Delay (ms)
B

Barcha
s ]

s [

Paak Dalay by App Group (DECP)

Dolay {me)
™

am

er-vore I

Paak Delay by Service Provider

Dekay (ms)

o s

From Slte  To Sige A5 -

15m 20m 1hr 4hr

L0/27(16, 02100:00 PM to 10/27/16, 06:00:00 PM

Pank Jitter by Site

Titter (s}
Ll ] o L
Brachyan
Ho-v: I
mrchy
Paak Jitter by App Group (DSCP)
Neter (ms)

o 500 . 1000 =

er-von I

AFaL-Criteal

Puak Jitter by Servics Provider

Nttar {ms}
200 m

1000 m
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Validate PfR Alerting is enabled.
9. Select Tools > Configure Alerts

Tools | Reports  Help

T Wiew flerts

Configure Alerts

Wiew Advisories

» | Use IP Mappings

-l e o

The Configure Alert dialog will open.
10. Select the Flow Triggers tab

11. Ensure PfRv3 Alerts are selected.

Ennfigure Alerts
Routing Triggers | LAM Triggers | Custom Triagers | Mokification | Syslog
Device/Qo5 Triggers Flaw Triggers il IF 5L& Triggers

Generate an alert when. ..

- Flow

[~ |warning = | The endpoint of an observed Flow is a blacklisted address

- Medianet

[ IWarning vl Media loss event occurred

[~ |Warning = | Media packet dropped by router

[~ |warning = | Media min jitter reaches or exceeds (==) IZDD— ms
[ IWarning vl Media max jitker reaches or exceeds (==} IZ‘DEI— s
[~ |Warning = | Media mean jitker reaches or exceeds {>=) |mu— riis
[~ |warning = | Media bit rate reaches or exceeds (=) |3— kbps

[ IWarning - I Media packet rate reaches or exceads (== |3 pps
¥ IWarning - I Media packet loss percentage reaches or exceeds {(==) I?.DDD %

[~ |warning = | Media round-trip time reaches or exceeds (==} |3 ms

~Applications {aWC1)

[ |Warning | = | Metwork delay time per connection reaches or exceeds (=) [300 ms
v IWarning - I Retransmission count reaches or exceeds (=) |3
PR

[ IWarning - I Performance Based Routing (PFRy2) Out of Policy event occurred
I~ IWarning - I Performance Eased Routing (PFRvE) threshold crossing alert has occured

rM3EL

[~ |warning = | Metwork Security Event Logging (MSEL) Flow denied event occurred

Help | o Zancel
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If PfRv3 alerting is enabled, the In-Application Alerts will show PfRv3 TCA alerts. Below is an
example.

Y In-Applica _ (O
Tirne Details
JIBrIa 1ot EF FIY I v L F-s01H H "'I' b= 1n (] (=30 | LA

2016/10/27 09:47:00 PM \Warning HQ-MIC Flots PFR TCA - packet/byte, ., DSCP - 26 (AF31); SP- MPLS; Destination Site ID - ...
2016/10/27 05:48:59 PM W arning Branchl-B1  Flow PFR TCA - packet/byte... DSCP - 46 (EF); SP-MPLS; Destination Site ID- 10...
2016/10/27 05:49:29 PM Warning Branch1-B1  Flow PFR TCA - packet/byte. ., DSCP - 26 (AF31); SP - MPLS; Destination Site ID - ...
2016/10/27 09:49:30 M \Warning HQ-MC Flow PFR TCA - packet/byte,,. DSCP - 46 (EF); SP-MPLS; Destination Site I0- 10..,
2016/10/27 05:54:29 PM Warning Branch1-B1  Flow PFR TCA - packet/byte... DSCP - 46 (EF); SP-MPLS; Destination Site ID- 10...
2016/10/27 05:54:29 PM Warning Branch2-B1  Flow PFR TCA - packet/byte,., DSCP - 26 (AF31); SP- MPLS; Destination Site ID - ...
2016/10/27 05:54:30 PM W arning HQ-MC Flow PR TCA - packetfbwte, .. DSCP - 46 (EF); SP - MPLS; Destination Site ID- 10,
2016/10/27 05:54:59 PM Warning Branch1-B1  Flow PFR TCA - packet/byte. .. DSCP - 26 (AF31); SP - MPLS; Destination Site ID - ...
2016/10/27 05:55:29 PM Warning HQ-MC Flow PR TCA - unreachable  DSCP - 8(CS1); SP-MPLS; Destination Site ID - 10..,
2016/10/27 05:55:29 PM Warning HQ-MC Flow PR TCA - unreachable  DSCP - Q4BE); SP- MPLS; Destination Site ID - 10...,
2016/10/27 09:55:29 PM \Warning HQ-MIC Flots PR TCA - unteachable  DSCP - 46 (EF); SP-MPLS; Destination Site I0- 10,
2016/10/27 05:55:29 PM W arning HQ-MIC Floww PR TCA - unreachable  DSCP - 26 (AF31); SP- MPLS; Destination Site ID - ...
2016/10/27 05:55:29 PM Warning HO-MC Flow PFR TCA - packet/byte. ., DSCP - 26 (AF31); SP - MPLS; Destination Site ID - ...
2016/10/27 09:55:29 FM \Warning Branchl-B1  Flow PR TCA - unreachable  DSCP - §{CS1); SP-MPLS; Destination Site ID - 10..,
2016/10/27 05:55:29 PM Warning Branch1-B1  Flow PR TCA - unteachable  DSCP - 0{BE); SP-MPLS; Destination Site ID - 10....
2016/10/27 05:55:29 PM Warning Branchl-B1  Flow PR TCA - unreachable  DSCP - 46 (EF); SP - MPLS; Destination Site 10- 10...
2016/10/27 05:55:29 PM W arning Branchl-Bl  Flow PfR TCA - unreachable  DSCP - 26 (AF31); SP - MPLS; Destination Sike ID - ...
2016/10f27 05:57:00 PM Warning HQ-MIC Flots PR TCA - packet/byte... DSCP - 46 (EF); SP-IMET; Destination Site ID - 10...
2016/10/27 05:57:30 PM Warning HQ-MC Flow PFR TCA - packet/byte, ., DSCP - 26 (AF31); SP- MPLS; Destination Site ID - ...
2016/10/27 05:58:17 PM Warning Branch2-B1  Flow PR TCA - unreachable  DSCP - 26 (AF31); SP - MPLS; Destination Site ID - ..,
2016/10/27 09:58:17 PM \Warning Branch2-B1  Flow PR TCA - unteachable  DSCP - 26 (AF31); SP- INET; Destination Site 1D - ...
2016/10/27 05:59:29 PM W arning Branchl-B1  Flow PFR TCA - packet/byte... DSCP - 46 (EF); SP-MPLS; Destination Site ID- 10...
2016/10/27 05:59:30 PM Warning HO-MC Flow PFR TCA - packet/byte... DSCP - 46 (EF); SP - MPLS; Destination Site 10 - 10...
2016/10/27 09:59:59 FM \Warning Branchl-B1  Flow PFR TCA - packet/byvte, ., DSCP - 26 (AF31); SP - MPLS; Destination Site ID - ...
2016/10/27 06:02:30 PM \Warning HQ-MIC Flos PFR TCA - packet/byte... DSCP - 26 (AF31); SP- MPLS; Destination Site ID - ...
2016/10/27 06:04:29 PM Warning Branchl-B1  Flow PFR TCA - packet/byte... DSCP - 46 (EF); SP - MPLS; Destination Site I0- 10... |
2016/10/27 06:05:00 PM W arning HQ-MC Flow PR TCA - packetfbwte, .. DSCP - 46 (EF); SP - MPLS; Destination Site ID- 10, =
Ol the last 100 alerts are shawn,
[~ Bring this window ko the Frant when a new alert is received
[~ Beep when a new alert is received

Clear list Export lisk Historical search Configure alerts
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Lab 8.8: Setup PfRv3 Filters

Set up LiveNX Filters for PfRv3 for NetFlow reports and visualization. These Filters will be used
to hide PfR Smart Probe data, to ensure the focus is on actual end-user traffic.

Note: The filter configurations may already be in place as these devices were pre-
configured. Verify the settings as described in these Labs.

1. From the LiveNX map, select the Flow tab

Qo3 Flow [ Routing | IPSLA | Lan |

Search Example: (site = Honolulu | site = Chicagao) & wan & Flow,

2. From the LiveNX map, select the & icon

The Flow Display Filter Setup dialog page opens

Fluw Display Filters Setup [ |

V. Create Fiter 7 Copy Nk Delete  [3fa Rename ~Filter Entry Details

Filter Entry Action: (¥ Show or (C Hide the following

IP Type: (% IPwd Only & IPvE Only 7 Both Py & IRy

Filter Entries

. . l— -
[E addEntry [Br Add Other Fiter  [§¢ Remove Reference  [B [y Colar Mapping L abel & Color I weo _I

Basic | Advanced |

- I~ Match Protocol/Ports il
Select fi -defined list of protocol licat 1!
[Metwork Management] Referenced Filter: Metwork Management d:;:\tiornnsm ALz [ i e e s o e o 0
[Enterprise Applications] Referenced Filter: Enterprise Applications
[Voice] Referenced Filker: Yaice I LI Creste o Edt By Copy

[Video] Referenced Filter: video

[Metwork Mail Services] Referenced Filter: Network Mail Services
[Directory] Referenced Filker: Directary

[Routing] Referenced Filker: Routing

[Peer-to-Peer/Non-essential] Referenced Filter: Peer-to-PeeriNon-essential
[All-Remaining] Show Both IPv4 & IPv6

r ™ Match IP, Range, Subnet

Source: I

EEl =

Diestination: I

Enter IP addresses, ranges, andfor subnets separated by spaces (e.q.,
172,120,0,1 192,168.0.0/24 10.0,0,1-10,100,0,1)

- I~ Match DSCP
| I

~ [T Match Device Interface

Match flows traversing through a particular device's interface
| [ | 2]

& Inbound and Gutbound € Inbound € Sutbound

Moke:! Thems marked with a (%) abe non-historical
Mote: Other filters added as entries are not editable here, but can be edited by selecting them in the Filker o LI
drop-down box,

Help | QK I Cancel | Apply |

“ry Copy

3. Select the copy icon. Copy Flow Display Filter |

4. Name this copied *DefaultFilterGroup-w/PfR

Type in the name For the copied flow display Filker:

I*DefaultFiIterGrnup-w,l'F‘FR

O I Cancel
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5. Change back to *DefaultFilterGroup

Flow Display Filters Setup

. Create Fiker e Copy N Delete  §f Rename

Filter:

Filter Entries

[E- addEntry [B7 add Other Fiter [3¢ Remaove Reference [B [E

[ Filter Entry Details

Filter Entry Action: % Show or € Hide the following

IP Type: % IFyv#0nly € IFyE Only ) Both Py & IFvE

Color Mapping Label & Color: I weh v |

W *DefaultFilkersroup-wiPFR

l [Internet] Referenced Filter: Internet
[Metwork Management] Referenced Filker: Metwork Management

Ml [Enterprise Applications] Referenced Filker: Enterprise Applications
[voice] Referenced Filter: Voice:

Ml [¥ideo] Referenced Filker: Video

A [Network Mail Services] Referenced Filker: Metwork Mail Services
[Directory] Referenced Filter: Directory

Ml [Routing] Referenced Filker: Routing
[Peer-to-Peerfion-essential] Referenced Filker: Peer-to-Peer [Non-essential
[All-Remaining] Show Both IPvd & IPvE

Mote: Other filters added as entries are not editable here, but can be edited by selecting them in the Filter

drop-down boze.,

Help:

Basic I Advanced |

r I~ Match Protocol /Ports

Select from a pre-defined list of protocols/applications o create new
definitions

I LI Create  # Edit By Copy

r [T Match IP, Range, Subnet

Destination: I

5|
Source: I _I
[

Enter IP addresses, ranges, and/or subnets separated by spaces (e.q.,
172.120.0.1 192.168.0.0024 10.0,0,1-10,100.0,1)

- [~ |Match DSCP.
| [El

r I~ | Match Device Interface:

Match Flows traversing through & particular device's interface

1= Inbound and Sutbound| ) Inbourd £ Outbound

Mote: Ttems marked with a (*) are non-historical

L]

[e]4 I Cancel | Apply I

6. On the *DefaultFilterGroup, Select Add Entry.
7. Ensure the new entry is highlighted.

Filter Entries

[ addEntry [B7 Add Other Filter (3 DeleteEntry [ [

rFilter Entry Details

Filter Entry Action: + Show or ¢ Hide the Following

IP Type: (+ IPv4Orly ( IPv6Only  Both [Py & IPv6E

Color Mapping Label & Color: I 9 [ |

T *DefaultFilerGroup
[Web] Referenced Filter: Web
M [Internet] Referenced Filker: Internet

[Metwork Management] Referenced Filter: Network Management
Ml [Enterprise Applications] Referenced Filker: Enterprise Applications
[Vaoice] Referenced Filker: Yaice
[video] Referenced Filter: Yideo
M [Metwork Mail Services] Referenced Filker: Network Mail Services
[Directory] Referenced Filker: Directory
Ml [Routing] Reeferenced Filter: Routing
[Peet-to-Peer [Non-essential] Referenced Filter: Peer-to-Peer [Non-essential
[All-Remaining] Shaw Bath IPw4 & IPvE

Note: Cther filters added as entries are nok editable here, but can be edited by selecting them in the Filker

drop-down box.

Help |

Basic I Advanced |

- [~ Match Protocol/Ports

Select fram & pre-defined list of protocols/applications or create new
definitions

I LI Create  # Edit By Gopy

- [~ Match IP, Range, Subnet

IMatch IP Addresses Regardless of Source or Destination

=]
Source: | _I
-]

Destination: I

Erter IP addresses, ranges, andfor subnets separated by spaces (e.q.,
172,120,0.1 192,168.0.0/2¢ 10,0.0,1-10,100.0,1)

- [ Match DSCP

|niEe =l

- [~ Match Device Interface

Match Flows traversing through a particular dewice's interface

| [rethernetoj |

= Inbound and Outbound §© Inbound | € Gutbounyd

I*Eran:h 1-B1.deloud.cisco.com

MNote: Ikems matked with a (*) are non-historical

’TI Cancel | Apply |
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8. Move this new Entry up to the top of the list by selecting the 2 icon multiple times.

Flow Display Filters Setup <]
. Create Fiter "7 Copy Y% Delete i Rename ~Filter Entry Details
Filter: I”‘DefaultFiIterGroup ;I Filter Entry Action: (% or  Hide the follawing

IP Type: % IPv4 Only © IPwé Only § Both IPvd & IPvé
Filter Entries

i d hd
[& Add Entry |}7 Add Other Filker E;t Delete Entry [b [b (Gt it el (b I ? = _I

N *DefaultFiterGroup Basic I Advanced |

- m g 4 IPw Qnly - [T Match Protocol/Ports ;I
[web] Referenced Filker: web

M [Internet] Referenced Filker: Internet
[Mebwork Management] Referenced Filker: Network Management

M [Enterprise Applications] Referenced Filter: Enterprise Applications I LI Create; # Edic By Gopy

[Woice] Referenced Filter; Voice

[Wideo] Referenced Filter: Wideo

0 [metworlk Mal Services] Referenced Fileer: Netwark Mail Services
[Directory] Referenced Filker: Directory

M [Routing] Referenced Filter: Routing
[Peer-to-Peer/Mon-essential] Referenced Filter: Peer-to-PeerfNon-essential
[All-Remaining] Show Both IPv4 & IPvG

Select From a pre-defined lisk of pratocolsfapplications or create new
definitions

- [ Match IP, Range, Subnet

IMatch IP Addresses Regardiess of Source or Destination

=
Source: I _I
[..]

Destination: |

Enter IF addresses, ranges, andfor subnets separated by spaces (e.q.,
172,120,001 192.168.0.0/24 10.0,0,1-10,100.0.1}

- [~ Match DSCP
Joiees [

- [T Match Device Interface

Match Flowes traversing through a particular device's interface

I*Branchl-Bl.dcloud.cwsco.com LI I"‘EthernetU,l’U LI

& Inbound and Guthound | € Inbound € Gutbound

Mote: Items marked with a (*} are non-historical
Mote: Other Filkers added as entries are not editable here, but can be edited by selecting them in the Filter & LI

drop-down box,

Help | ok I Cancel | Apply |

9. Once the new Entry is at the top of the list, select Hide for this new Entry
Filter Entry Details

Filter Entry Action: (" Show or & Hide the Fallawing

10. Tick Match Protocol/Ports
Biasic | F'.u:l'-.fancedl

- [v Match Protocol/Ports 4

Select from a pre-defined list of protocolsfapplications or create nev
definitions

I ;I or Create * Edit By Copy

11. Select Create.

12. The Create Definition Dialog appears, name the new definition, PfRSmartProbes.

Create Definition | x|

Type in the name of the new protocolfapplication
definition:

IF'FRSmartF‘ru:uI:ues

Zancel

i
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The Filter needs to focus on:

I.  Layer4 Protocol = UDP

.  Match Source and Destination Ports
lll.  Source Port = 18000
V. Destination Port = 19000

Prutncnls,.-"n.pplicatinns Setup

Entries

[ AddEntry % Add Defined Protfapp [ Delete

? PFRSmartProbes

~Entry Details

Mote: Defined protocolsfapplications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above,

Ports

Layer 4 Protocol: IUDP (17

=

Match Source and Destination Ports

Source: IISDDD

Destination: IIQEIEIEI

Enter part numbers or ranges separated by spaces (e.q., 80 88-443)

[
]
]

Help |

(] ¢ I Cancel |

When finished, the Filter should look like the following:

X Fluw Display Filters Setup

E
V. Croote Flter W Copy T Delete T Rerame Filter Eritry Details
Flter: [*CefmaFaertenn =] Filter Entry Action: ™ Show o (= Hide the fulowing
1P Type: 7 el by © Bve Orby T Both Pt & v
Filter Entries.
I Ay iy e e o I s | 25 Color Mapping Label & Colar: L
T ootakr R 2% | dorced |
THisls) Raferanced Piker: Wb MatchPrommeplPorts
IR [Inkeenet] Referenced Fiter: Internet bl eats hew
[Pt M 1n A Fillmr: Nt
+ B [Erterpeise Apchcations] Hefesanced Fiter: Crterorice Appkcations PR St Probes =] homse JE# O copr
[voien] Rnferencad Fiee: Voion -
¥ I [Videa] Refererced Fiter: Video V Plrsnatirobes N
SR Fiter: Nistweork o )
4 [ [Derctory] Anferencod Fiter: Directory
# B [Routeg] Referenced Fiter: Routng
=i [P i e
[ Fepencyinieg] Shows Bioth 11t 8 TPk
I Makch IP, Range, Subnet
I~ March DsCP
I~ Match Device Interface
ﬁ s o € e
Maote: Other fiters sdded &t enfries are not edtshls hare, bt can be edted by sslecting them in the Fiter =
rog-Gown bce.
Help I o I Cared I Agply

13. Select Apply

14. Select Ok

LiveAction Lab Workbook Pt. 2
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Lab 9

Lab 9: SD-WAN Troubleshooting
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Lab 9.1: Monitor SD-WAN

We will next use several LiveNX Flow that are useful for IWAN monitoring.

Note: Keep all filters and report at their default settings

Run the Flow > PfR > Alerts by Site Report

Run the Flow > PfR > Alerts by App Group (DSCP) Report
Run the Flow > PfR > Alerts by Service Provider Report

4. Run the Flow > PfR > Alerts by Site Pair Report

These reports will each break down the PfR Alerts from different perspectives.

w N =

* Reparts 2]
Irterface Bandwidth
Tow Analysis
1P5 sl Purts
1B sad Applicatica
5 Bddress
i applications

¥ O
5 Metwark
W Medianet
- Applications (AT}
& Firmmall
iR
Alerts Al

App Group (DSCP) B
App Group (DECP) B
App Group (DSCP) B
Site Capacty Utdizatn
Site Capacity Uslizath
Site Capacty Unizan:

Total Alerts

[ Coeoua fiapert |

Savvice Provider Cap
‘Service Frowvider Cap Cict 31, D55 PM Ciot 31 0XET PM Ot 30, D53 P Dot 31,0401 PM Crgt 30, 0400 P Cict 31 D40S PR ot 31, 0407 P
Servicn Provider Cap ¥ Dt
L TRE==] E
. I Show Total Alerts
Benort helivny Nureer of datasats: 7 [
by Ste Name I Less Rate Count I Delay Count I Jnter Count Unreachabie Count Total Alerts ]
Save A5 Bearchl [E] [] [] ] 18
e i o u ] i
Create I
Sehedule
FOF

Export ta £3V

Help

| Aerls by Apg G {DSCP)

 Reports &
Interface Bandwidth
Tow Analysis
1P5 gevd Purks
19¢ 4ad Applicatisn 10731 F1E
i Addrass e,

E Irterfaces =
# Gos
H Netwark .
o Medianet

Alerts by App Group (DSCP)

- Applications (AT}
& Firmmall

Alorts All o
Alarts bi Se )
Alarts by Sarvies Beod .

Alerts by Sae Pair &0
o by Site
by hpp 1

- by Serv_|
Corraced v, Uncarre
App Group (DSCP) B
App Group (DECP) B
App Group (DSCP) B

Total Alerts

Site Capacty Utdieatin
Site Capacity Uslizath
Site Capaeity Usizatic
Sarvicn Broter Cap
Service Frovicer Cap

L Service Provider |:2;l;|

Benort Actions

Fave

ot 31, 0050 P

7 Shaw Total Alerts

Mureker of datasats: T

Det 31.04:00 PR

Cict 31, 0402 PR

_——

1 Loss Rate Count 1 Delay Count 1 Jnther Count

Save a5

it A ]
reate

Senedule
PO
Export ta £3V

Help

Unreschable Count

Total Alerts ]

®
B

E
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s by Serviie Prvider | =

& Reports 2]
Interface Bandwidth

Ton Analysis

1P ool Purts

184 aed Applicatisn
Address

Applications

Alerts by Service Provider

[ Medisnat
B Applications (AVC)
 Firmmall

Alorts All
Alarts by Site
Alerks by Avp Sroup {

Alerts by Site Par
Fardormance by Site

#erformance by App ¢
Perdarmant o by Sarv |
Corractad vs. Whesrry
App Group (DSCF) B:
hipp Group (DSCP) B
App Group (DSCP) Be
Site Capacty Utdizath
Site Capasity Uslizath
Site Capacty Unizan:
Saveice Brovider Cap G
Service Frowder Cap 34 et 31.03:81 PM ot 310353 PR Ot 3, 055 PM Coe1 31, 0038 PR Ce1 31, 0401 PhE Gt 31,0403 PR

Servicn Provider Cap =, Crante
. 1 .

- - 7 Shew Taral Alerts
- Bruncd dctive: Nurrknr of datasats: 1 &

* | Service Provider I Loss Rlate Count I Delay Count I Inter Count Unreschable Count | Total werts |
Save &5 s 3 ] ] @ E3

w £ U P’

Total Alerts

)

reate

Senedule
PO

Export ta £3V

Help

O | Aorts by St P | 2]
 Reparts =
Intertace Bandwidth

Tom Analysis
185 ol Purts
182 4o Applicatize
1 Address
# Applieations
B Gos
H Metwark
[ Medianst
1 Applications (AVCH
 Firmmall

Alerts by Site Pair

Alnrts All
Alarts by Site
Alarks by App Sroup |

Alarts ai Sarvies B

Corraeted vs. Uncarry
Ape Group (DSCP) B:
App Group (DECP) B
A Group [DSCP) B
Site Capacty Utdizath
Site Capasity Uslizath
Site Capacty Unizan:
Sarvicn Broter Cap o
Service Provider Cap. 2t Dot 31,0053 PM ot 31, D54 PM et 31, D400 PM Dot 31.04:02 PR Tt 310404 PR

Service Provider Cap %
‘ | .
- - 7 Shew Taral Alarts
- Bruncd dctive: Nurrkser of datugsts: 7 & s

i | D3t Sae | Less Rate Count 1 Detay Count I Jitter Cawnt | Unreachable Count | Total Alerts
[] (] Fzl
n

Total Alerts

Save a5

reate

Senedule
PO

Export ta £3V

Help

Keep all filters and report at their default settings

Run the Flow > PfR > Performance by Site Report

Run the Flow > PfR > Performance by App Group (DSCP) Report
8. Run the Flow > PfR > Performance by Service Provider Report

N o o

These reports will each break down the PfR Performance from different perspectives.

146 © Copyright 2019, LiveAction, Inc.



LiveAction Lab Workbook Pt. 2

Perluemance by 5o | =

* Reparts K
Irterface Bandwidth
Tow Analysis
1P5 sl Purts
1B sad Applicatica
dress

Performance by Site

Medisnet
- Applications (AT}
Firemal

Alnrts All
Alarts by Site

Alerks by & Geoup % |
Alarts By Serviea Bra:

Alarts by Ske Pair

fporformance by sita

Perfarmance by App 1« %
Pedormanes by Sere_|

Corrected ve. Uncarre

App Grovp (DSCP) B

App Group (DECR) B

hpp Group (DSCP) Be 1%
Site Capaeity Unlizatic A
Savicn Broer Cap o%

Service Frovider Cap. Cot 31, G053 P Den 31, 0354 Ph et 30, 00m8 P et 31, 00 P Dot 31, 0400 PM ©61 31, 0402 PR Cot 31, D404 PM
Date

r || numbser of datasats: 3
Begord delions
(| Site Nama Ona Way Dalsy Avg | One Way Daley Pask | Jittar Avg Jetar ek | avgereiosseae | Paskereiossmate | avguosemats | pask Losenams
Save et T e s 3 2120 %
cave s 5 _Home Lms ams 237ms 130,02 m5 2800 % 0 % 1.0 %
s Lom S P frrr 2110 % 17.060 % 10,650 %

fivg Loss Rate

Create

Senedule

="

Tps hase & . Perlormance by App G (DECR} =

Ton Analysis

1P ool Purts

184 aed Applicatisn
Address

Performance by App Group (DSCP)

# Firmmall
Bl
Alorts All
Alarts by Site
Alerts by App Sroup {

Alarts by Srvica Brad
Blerts by Sae Par
o by &

Perdarmance by Sarv_|
Corracted w8, Whesrry
Aipp Group (DSCP) 8
Aipp Group (DSCR) B
App Group (DSCP) Be
Site Capacty Utdizatn
Site Capacity Uslizath
Site Capacty Unizan:
Savvica Brovides Cap
Service Frovider Cap Ce1 31, 0083 Pr ©x 31, 0055 P ©e1 31.03:57 P Ce1 31, 0059 Pha Ct 310401 P Cc1 31,0400 PI St 31 D40 PR
o Provides Cap % Date

#Avg Loss Rate

Number of datasets: 2 1

Benort Aclions

| | App Geoup (D5CE) | Ons Way Dalsy Avg | One Way Daley Pask Jittnr Avg mtar Paak [ avopuetoss mate Pask PhtLossRats | Avgloseasts | meskLosefas |
Kave AFIL-Criticsl 1 Ame [ET BT me 2,370 % £5.660 % 0.790 % 11.880 %
- V Eromee L ams 1£.08 ms 1995 ms 2350 % 16540 % LR 0%
Save As
Creste
Sehedule
FOF
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Performance by Service Provider

 Reparts K
Irterface Bandwidth
Tow Analysis
1P5 sl Purts
1B sad Applicatica

B Address

B applications.

B Gos

H Netwark

[ Medisnet

B Applicstions [AVCH
B Firmmall

Performance by Service Provider

il Irkerfaces =

Alnrts All
Alarts by Ske

Alarks by App Sroup |
Alarts by Sarvits Dro:
Alarts by Sie Pair
Sarformance by Site
#erformance by App ¢

Corracted v, Uncarre
Ape Group (DSCP) B:
App Group (DECP) B
A Group [DSCP) B
Site Capacty Utdizath
Site Capacity Uslizath
Site Capacty Unizan:

Sarvic Frovider Cap

Service Provider Cap Dt 1. 0054 PR et 31, 03.58 PR Ciet 31, D400 PR

Dot 31, 0050 P

Service Provider Cap = Date
. 1 .

Number of datasets: 2

Oct 3, 040 P et 31 D404 PR Cc1 31, 0400 PR

e

| Bt Asbua Jimer Avg |

Paak nass Bt |

Avguassiate |

Avg PRt Lose Rate | Pank Pht Lot Rats |

| servica pravidar Ona Way Dalsy Avg | One Why Daley Pask
o T T

Save Tanne

595 ms

10,54 me

7 rer Lme ams 1.5 ms

Save a5

reate

Senedule
PO
Export ta £3V

Help

9. Run the Flow > PfR > Corrected vs. Uncorrected Report

4030 %
0040 %

11,880 %
10,450 %

E4.6E0 %
0.560 %

0460 %
0430 %

This report shows the number of RCAs (route changes) vs IMEs (Immitigable event)

Corrected va. Uronredted

 Reparts K
Irterface Bandwidth
Tow Analysis
1P5 sl Purts
1B sad Applicatica

B Address

B applications.

B Gos

H Netwark

[ Medisnet

B Applicstions [AVCH
B Firmmall

Corrected vs. Uncorrected
10 315 /31716, 1

T—| -

Alnrts All
Alarts by Site

Alarks by App Sroup |
Alarts by Sarvits Dro:
Alarts by Sie Pair
Sarformance by Site
Perfarmance by App 1«
Perdormance by Sers

Aipe Group (DECP) B:
App Group (DECP) B
A Group [DSCP) B
Site Capacty Utdizath
Site Capacity Uslizath
Site Capacty Unizan:
Savvica Brovides Cap
Service Frovider Cap S5t 3. 0308 P D1 31, 0030 P Ot 1. 0403 PN

Service Provider Cap = Cate
. 1 .

Number of datasets: 3

Dot 310404 PM

Dt A1, 0408 P ot 31, 0400 P

Benort Aclions -

| [ MsgMion sl Count ]
Savn Courectad %
- 17 Uncorectes B o
i Lo mct o pord a
Creste
Sehedule
FOF

Export ta £3V

Help

Note that there are several more PfR Reports. Please review each of these reports
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----- Alerts all

----- Alerts by Site

----- Alerts by App Group (DSCP)

----- Alerts by Service Provider

----- Alerts by Site Pair

----- Performance by Site

----- Performance by App Group (DSCP)

----- Performance by Service Provider

----- Corrected vs, Uncorrected

----- App Group (DSCP) Bandwidth

----- App Group (DSCP) Bandwidth by Site

----- App Group (DSCP) Bandwidth by Service Prowider
----- Site Capacity Utilization

----- Site Capacity Utilization by &pp Group (DSCP)

----- Site Capacity Utilization by Service Provider

----- Service Provider Capacity Utilization

----- Service Provider Capacity Utilization by App Group (DSCP)
----- Service Provider Capacity Utilization by Site

10. Return to the PfR dashboard to review network utilization.
11. From the LiveNX client, select the Dashboard
12. The Dashboard will re-open, select the WAN Dashboard.

. Dashboard

System | Application QoS | Flow IP SLA WAN

‘ Main e

Dashboard Performance
Alerts

Reports

g

Setup Alerts

Discover Devices
Manage Devices All Alerts
Define Sites Alerte
Configure Alerts o 50 100 ]

Configure Flow ]

Learn PfRw3 Settings

all

»

Application

Configure App Groups (DSCP)
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13. Set the time range of the WAN-PfR dashboard to 1hr.

Al Sites =]

15m =20m 1hr dhr

10/31/16, 02:50:00 PM to 10/31/16, 03:50:00 PM
14. Review the App Group (DSCP) Bandwidth by Service Provider widget.

App Group {DSCP) Bandwidth by Service Provider

Bit Rate

0 bps 500 Kbps

cs1-scavenger [INI—

BE Default | ? e
Tostadt| | MPLS

aF31-Critical [
er-vorce [

15. Note how AF31-Critical and EF-Voice show ~50% utilization on INET and MPLS

16. Double-click on the EF-Voice bar graph
17. This will open the App Group (DSCP) Bandwidth by Service Provider Report

18. Update the Search to “wan & flow.dscp=EF”

| o0 Group (D5CP) Barrboidth by Servcs Prividee |

App Group (DSCP) Bandwidth by Service Provider

Alnrts All
Alarts by Site
Hlerts by A&

et 29, 00-00 P

£7.04 xlgn 40
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Note the time when the bandwidth graph changes colours. This shows when any PfR route
changes have occurred. We will use the time in the next step.

19. From the LiveNX map, select the Flow tab

Qo3 Flow [ Routing | IPSLA | Lan |

Search Example: (site = Honaolulu | site = Chicagao) & wan & Flow, 2

20. Select the Current Time pull-down

21. Set the time based of the map based the data captured in the App Group (DSCP)
Bandwidth by Service Provider Report.

TELA | LaM |
% Table | 4% Refresh ||Al Flow Types Tl Current Time Tll-l

Cckober 2016

Sun Mon Tue Wed Thu Fri Sat
40 | 25 o2& 2723 znoooEm |
4412z 3 4 5 B 7 ]
42| 9 1 11 1z 13 14 15
43| 18 17 18 19 zZ0 21 EZ
44 | 23 24 25 26 27 29
45| 300 311 2z 3 4 5

Current Time | [ i?:4?:49F‘MEﬁ 2 |

22. Set the map’s Filter to *DefaultFilterGroup and Search to “flow.dscp=EF”

By adjusting the time according to the App Group (DSCP) Bandwidth by Service Provider
Report, you will be able to visualize the path changes of the EF (Voice) traffic in the network.
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In this example, the EF traffic is on the INET path.
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 Loopbeck) ——
& Turneltoo . . o
& Turneltol ) ~
[l w s
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10 )
B 2 (aF31)
ik Pt Pl Do b [y
1B #0. Apghed
&, nt cordiend
g || S
5 devices. i Admn user | 02324 PN BST

U e menory & Fiowpurter o [ IR s © Refreshed ot

In this example, the EF traffic is on the MPLS path.

Fla Wew Users Qo5 Flow Rouieg PSA LAN Tock Reports e
Dostbond | Honoge [ Espond o5 i | Foueng | A | Lan |
e =] o |

| Ce—— 59 (8 2 G- | & & | Ttk | 3 Retvesh [aRon e ] [carent e | it petien 1terv ]| R [oetntFancens

Heorrn: Search flow. dscp=EF
tranchl
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@ Cthernettil
@ EthernattyL
@ Ethernattf?
% Loogbackd)
B Turneltod
@ Tunelior =
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@ EtrernetayL
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@ Turneltoo - -
 Tunelton
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@ EtrernetayL
@ Loopbackn
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W45 (S5
46 (EF)
R TE =
B fenaining
ik Pl Pl Ewiabied 50
1B %2 Apphed
&, nt cordiend
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Lab A

Lab A: Appendix
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Lab A.1: Add Initial Device

Step 2 — Add Devices into LiveAction

Adding devices into LiveAction and managing them properly is very important to the overall
usability of LiveAction itself.

e Your task in this section will be to add 3 devices into LiveAction, managing the correct
interfaces and configuring NetFlow on the devices.

To add a single device into LiveAction go to File and then Add Device

EE. 198.18.133.34 - Remote Desktop

LivEActiun - localhost

Filz | Wiews Users Qo5 Flow  Roo

add Device

I~

Illﬂsa:wer Devices B
Impork Devices =
Expart Devices I

Manage Devices
Refresh Devices

Remove Metwark Objecks

Exit

For the first device we will be adding into LiveAction use: 198.18.129.25 in the IP Address field.
Select “Use the Default SNMP connection settings” then select Edit.

Add Device

Steps Device Connection Information
1. Device Connection Enter the SMMP connection inf armation.
Information
. (CLI Settings (Configuring) Mode IL::u:aI j
. (LI Settings (Monitaring)
1P Address 198,18.129.25

. Select Interfaces

. Select WLAMs " Mon SMMP device such as NetFlow probes
. Select Features (% Use the Default SHMP connection settings
. Enable Polling Enter SMMP connection setkings for this device

. Review Configuration SHMP Wersion I\-'ersiu::n ZC LI Target Port

L s I L I |

. Device Updated Community String I

On the Default SNMP Settings window use the Community String of “dcloud” and then select
OK. Setting the default community string will allow you to use them on multiple devices.
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Enter default SNYP connection settings

These settings will be usedfor monitoring all devices which have been set up bo use the
defaultsettings,

SMMP Yersion I'u'ersion 2C LI Targek Part 161

Community Skring Idclnud|

oK Cancel

Select Next
Add Device [ ]

Skeps Dievice Connection Information

1. Device Connection Enter the SMMP connection infarmation.

Information
2. (LI Settings {Configuring) Node ILUcal LI
3. CLI Settings {Monitoring
1P Address |198. 18.129.25

4. Select Interfaces

5. Select YLARNS " Mon SMMP device such as MetFlow probes

6. Select Features {* Use the Defaul: SNMP connection settings

7. Enable Poling " Enter SMMP connection settings For this device

8. Review Configuration SHMP Version IVersiDn 2c LI Target Paork |161

9, Device Updated

Cormrunity Skring I

= Back Mext = Finish % Cancel | Help |

On the next window select “Use my default Configuration CLI connection settings” and then
select “Edit”
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Configuration CLI Conneckion Settings
Enter Command Line Interface (CLIY conneckion settings used ko configure these devices,

" Add as monitar only device Far non Cisca and unsupported Cisco OF (1035, I05-£E and ME-05 supp

* Use my default Configuration CLI connection settings Edit |

{ Enter connection settings For this device

Conneckion Type ISSH ;I Port® |22

Uset name on Device I

Password on Device™® I

Enable Password I %

[T &lso use these credentials For monitar mode,

On the Default CLI Settings select “Telnet” as the connection type. Then use the username of
“admin” and for the password and enable password use “C1sc012345”. Select OK. Setting the
user credentials will allow you to use them for multiple devices.

Default CLI Settings {Configuring) E3

Enkter wour default configuration CLI connection sektings. These settings
will be used to configure all devices which have been sek up to use wour
default settings, These settings are only used by wou,

Connection Type |Telnet vl Port* |23

IUser name on Device {admin

Passward on Device® I**********

Enable Passworg [#ktssekbd

(] 4 Zancel

Select Next to continue.
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Steps

sco.com {198.18.129.25)

CLI Settings {Configuring)

1. Device Conneckion
Information

[

CLI Settings
{Configuring)

. (CLI Settings {Monitoring)
. Select Interfaces

. Select VLANS

. Enable Palling

3
4
S
6, Select Features
7
&. Review Configuration
9

, Device Updated

Specify the (LT connection infarmation used for configuring these devices. Required fields are indicated with
an asterisk (*3,
Configuration CLI Connection Settings
Enter Command Line Interface {CLI) connection settings used to configure these devices,
" Add as monitor only device For non Cisco and unsupported Cisco OF (105, [0S-KE and MX-05 supp

¥ Use my default Configuration CLI connection settings

" Enter connection settings For this device

Connection Type ISSH - l Part® |22

User name on Device I

Fassword on Device® I

Enable Password I

I™ | &lso use these credentials for monitar mode;

< Back. | Mext = | Fimish | Cancel | Help |

-

LiveAction Lab Workbook Pt. 2

On the CLI Settings for Monitoring select “Use the previous page connection settings” and then

select Next.

HQ-51.dcloud.cisco.com {198.18.129.25)

Steps

LI Settings (Manitoring)

1. Device Connection
Information

r

CLI Settings {Configuring)

CLI Settings
{Monitoring)

w

. Select Interfaces

. Select YLANS

. Select Features

. Enable Palling

. Review Configuration

. Device Updated

Specify the CLI connection information shared by all users, This information will only be used to monitor this
device. Required fields are indicated with an asterisk (*),

Monitor-only CLI Connection Settings

Enter Command Line Interface {CLI) connection settings used to maonitor this device.

" Lse the default Monitor-only CLT connection sethings Edit |

* Use the previous page connection settings

" Enter connection settings Far this device

Connection Type [55H = l Pork* |22

User name on Device I

Password on Device™ |

Enable Passward |

< Back | Mext = I Fimishi Cancel | Help |

You can verify what capabilities LiveAction is able to interact with the device. Please select

Continue.
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Yalidation Details [ x|

Yalidation results For the current device:

Test

SMMP connection

SMMP access

_LI configure connection

LI configure login

_LI configure enable password
i_LI monitor connection

LI rmanitar login

CLI manitor enable password
Setial numnber walidation

Maodel supported

105 supported

MEAR capable

MEARZ capable

fetFlow collector configure supported
Flexible MetFlow supported
Unified Perfmon supported
Medianet Performance Monitoring supported
AWC supported

LS MetFlow configure supported
IMediatrace configure supported
1P SLA Supported

HGF Supported

MAC Table Supported

I Status I Description |

Succeeded -
Succeeded =
Skipped

Skipped

Skipped

Skipped

Skipped

Skipped

Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded

Mok supported
Succeeded
Succeeded
Succeeded

Mot supported x|

On the select interfaces window you can notice 3 interfaces are already selected. LiveAction
automatically selects the interfaces based on the highest bit rate. Select Next to continue.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps Select Interfaces
1. Device Connection Select the interfaces you want to monitar on this device {maximum 1000 inkerfaces),
Information
2, LI Settings {Configuring) Selected I Interface I Trunk I IF Address Description
3, (LI Settings (Monitoring) W Etherneto/ 198.18.129.25
¥ EthernetOf1 10,255.0.2
4. Select Interfaces ¥ Loopbacko 10.0.0.102
5. Select YLANS [ Ml
6. Select Fegtures Il Tunneld PFR. auto-tunnel for YRF default
- YalP-Mullo
7. Enable Polling
8. Review Configuration
9, Device Updated
Selected interfacels): 3

< Back |

Finist |

Cancel | Help |

I

Select Next on the select VLANs window.
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Add Device - HQ-5].dcloud.cisco.com {198.18.129.25)

Skeps Select YLANS

1. Device Connection Select the YLANs you want ko monitar on this device (maximum 25 YLANS),
Information

. CLI Settings {Configuring) ! Mo YLANS were found on the ﬁvice. Mo YLANS will be managed.
. CLI Settings (Maonitaring) ;

. Select Inkerfaces

. Select ¥LANs

. Select Features

. Enable Polling

. Review Configuration

=T = R VR - T N A

. Device Updated

< Back | Fimist I Cancel I Help

Check NBAR and NetFlow for all interfaces and then select Next

Add Device - H)-51.dcloud.cisco.com (198.18.129.25)

Steps Select Features
1. Device Connection Select the Features wou want to enable on each interface. Learn more about each Feature in the Help
Information section,

2. CLI Settings (Caonfiguring)
Features on device

3. CLI Zettings {Monitoring)

4, Select Interfaces I™" Enablz Mediatrace

5. Select YLANS I~ Associate Probe at IP Address: |

6. Select Features Interface I MEAR TetFlow

7. Enable Paling Ethernetf1 v v

8. Review Configuration Ethernet0/o I . ~
Loopbackn Ird v’

9, Device Updated

< Back | Mext = I Fimish I Cancel I Help I

On the enable polling window change the polling rate to 30 seconds, and check all features
except LAN.
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Add Device - HJ-51.dcloud.cisco.com {198.18.129.25)

Steps Enable Polling
1. Device Connection Select the features you want to actively monitor and the palling rate For all the Features on this device,
Information Learn maore about palling in the Help section,

2. CLI Settings {Configuring)

3, CLI Settings (Monitoring)

4, Seleck Interfaces

5. Select YLANS Palling Rate 30 seconds LI

6. Seleck Features
Poll the Following features

7. Enable Polling

&, Review Configuration

9, Device Updated v Qo5
v IP 5LA
¥ Routing
[~ Lan*

* LAN polling occurs every 15 minukes
* For SMMP +3, please see the User Guide on configuring LAN palling.

< Back | Mext = I Firist | Cancel | Help |

Before sending the NetFlow configurations to the device, you can verify the configurations that
LiveAction created. Select Next to push the configurations to the device.

Add Device - HQ-51.dcloud.cisco.com {198.18.129.25)

Steps Review Configuration
1. Device Connection The Following commands will be sent ta the device, Or you can choose to manually configure the device
Information wourself,
2, LI Settings {Configuring)
3. CLI Settings (Monitoring) description D0 NOT MODIFY. USED BY LIVEACTION. =l
4, Select Interfaces exporter LIVEACTION-FLOWEXFORTER
5. Seloct YLANS cache tJ..meout 1na§t1ve 10
cache timeout active 60
6. Select Features record LIVEACTION-FLOWRECORD
7. Enable Polling exit
8. Review Configuration interface Ethernet0/l
ip flow monitor LIVEACTION-FLOWMONITORE input
9, Device Updated

ip flow monitor LIVEACTION-FLOWMONITOER output
exit

interface Ethernet0/0

ip flow monitor LIVEACTION-FLOWMONITOR input
ip flow monitor LIVEACTION-FLOWMONITOE output
exit

interface Loopback(

ip flow monitor LIVEACTION-FLOWMONITOR input
ip flow monitor LIVEACTION-FLOWMONITOE output

* Send the configuration commands to device.

= Twill manwally configure the device myself,

< Back | Mext = I Finish | Cancel | Help |[

Once completed you will just need to select Finish to add the device into LiveAction.
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Add Device - HQ}-5].dcloud cisco.com {198.18.129.25)

Steps Device Updated
1, Device Connection You have configured this device successfully with the Following settings (You may want to save the current
Information configuration ko the device's startup config, so your settings will not be lost when the device is restarted):
2. CLI Settings (Configuring)
Device Settings
3. CLI Settings (Monitoring)
Setting Description I
4. Select Interfaces Polling Fate 30 seconds
5, Select WLANs MetFlow Monitoring MetFlow colleckor
6. Select Features retFlow Polling Enabled
) Mediatrace Disabled
7. Enable Poling adjacency Polling Enabled
8. Review Configuration Qos Palling Enabled
IF SLA Palling Enablzad
9, Device Updated
evice Update CEF Enatlzd
Intetface Settings
Inkerface I NEAR. TekFlow I
Etherneti)1 * )
Ethernetd)
LoopbackD

< Back Mexk = | Finish I k Cancel Help
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Lab A.2: Using Device Discovery

As we discovered in the prior Lab, the LiveNX Server in your topology has had a single device
pre-installed. The Appendix in this Lab Workbook details the step-by-step instructions to install
the Server, Client, and adding an initial device. In the following Labs you will add additional
devices to your Topology, configure those devices to send flow and SNMP data to the LiveNX

Server, and discover what data your LiveNX solution is gathering.

Lab Steps:

Adding several devices at once is as easy as adding a single device at a time. To do this:

1. Select File and Discover Devices.

% 198.18.133.34 - Remote Deskto

Li'.rEAcl:iun - localhost

File | Wiew Users Qo5  Flaw R

add Device

Ciscowver DE'-.T‘-I;ES

Imnport Devic;% B

Export Devices

Manage Devices
Refresh Devices

Remoyve Mebwark Objects

Exit

2. Specify the following IP addresses:
198.19.1.1
198.19.2.1

3. Select Use the default SNMP connection settings.

Step 1: Specify what to scan
% Specify IP ranges (ex: 192,168,1.1-200) or one IP per line:

1953.19.1.1
195.19.2.1

(™ Specify seed device to scan

IP Address Hops |1 vI
Step 2: Specify SNKP settings
% Use the Default SMMP connection settings Edit |

(" Enter SNMP connection settings for this device

SMNMP Yersion I'u'ersi-:n 2

| Targetrort |1s1

Zommunity String I
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Note: In the Lab infrastructure we are utilizing the Local LiveNX Node included with the
Server installation. If you required access to a Remote Node in order to access the
subnets or addressing in “Step 1: Specify what to scan” you would use the Specify node
drop-down at the bottom of this dialog box.

Step 3: Specify node
Local LI

o4 | Cancel |

4. Click OK.
5. Verify that both devices were found, and then select Add Devices.

Note: LiveNX may NOT be able to discover both routers as specified in the above steps.
In that case you will need to use the Add Device wizard (See Appendix A2) to add the 2"
device.

Device Discovery on Local
Filter by | Filkey | Clear |
Select Device Mame 1P Address Haops Yendor Model
~ Branchz-Ny, deloud., cisco, com 198.19.2.1 ] Cisco ciscoGatewayServer
~ Branchl-LA.dcloud cisco.com 198.19.1.1 ] Cisco ciscoGatewayserver
Selected: 2 Discovered: 2 Device Limit: 10,000,000 (1 active devices)
hdd Devices Advanced Add... | Pause Stop | %dUSE

6. Select Yes on the configure devices dialog.

Configure Devices

I-o-l Z configurable devices added to the application,
A " Do wou want bo configure QaS, Flow, Routing, IP SLA, or LA For the added devices?

i Mo |
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7. Use the default SNMP connection settings and then select Next

Note: You must be logged-in as the original admin user so that the LiveNX Wizard will
inherit the appropriate credentials. Ask your Instructor for clarification on this, if

desired.
Steps SMMP Settings
1. SNMP Settings Enter the SHNMP connection information used For monitoring the selected devices,
2. (LI Settings {Configuring)
3. CLI Settings (Menitoring) * [se the Default SNMP connection settings Edit |
4. Validsting Devices ™ Enter SNMP connection settings For this device
5. Select Features SMMP Version IVErsion 2C LI Target Port  |161
6. Enable Polling Community String |
7. Update Device
8. Devices Configured

< Bacl | Mext = I Fimish s Cancel | Help |

9. Click next.

8. Select Use my default Configuration CLI connection settings.

Steps

CLI Settings {Configuring)

[ I T = Y I

. SNMP Settings
. CLI Settings

{Configuring)

. CLI Settings {Monitoring)
. Validating Devices

. Select Features

. Enable Polling

. Update Device

. Devices Configured

Specify the CLI connection information used For configuring these devices, Required fields are indicated with
an asterisk (*3,
Configuration CLI Connection Settings

Enter Command Line Interface {CLI) connection settings used to configure these devices.

= Add as monitar only device For non Cisco and unsupporked Cisca 05 (105, I05-#E and NX-05 supp
% Use my defaulk Configuration CLI connection settings Edit |

= Enter conneckion settings For this device

Connection Type ISSH vl Part* |22

User name on Device |

Password on Device™® |

Enable Password I

[ &lso use these credentials Far monitor mode.,

< Back | Mext = I Finisty Caniel | Help |
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10. Select Use the previous page connection settings.

Configure Cisco Devices

Steps CLI Setkings (Monitoring)

1. SMMP Settings Specify the CLI connection information shared by all users. This information will only be used ko monitor this
2. CLT Settings (Configuring) device. Required fields are indicated with an asterisk (*),
3. CLI Settings ) ) ’
{Monitoring) Monitor-only CLI Connection Sektings
4, Validating Devices Enter Command Line Interface (CLI) connection settings used to monitor this device.
5. Select Features ™ Use the default Maonitor-only CLI connection settings Edit: |
&. Enable Polling % Use the previous page connection settings
7. Update Device = Enter connection settings For this device
8. Devices Configured

Conneckion Type ISSH vl Part® |22

User name on Device I

Password on Device® I

Enable Password I

< Back | Mext = I Jﬁsh | Cancel Help

11. Click Next

12. After verifying that the device validation is successful, Click Next.

Steps Validating Devices

1. SMMP Settings The following devices are being walidated. You can review each device's status in the table below. I &
) o validation issue occurs, click on the description field to view additional details.
LI Settings {Configuring)
. CLI Settings (Monikoring)
validating Devi Device Skatus Description
- ralidating Devices Eranchi-La.dcloud.cisco. com Succeeded: click for details, .
. Select Features Branchz-My.dcloud, cisco, com Succeeded: click for details, .

. Enable Polling
. Update Device

L R - T N S

. Devices Configured

Export Walidation Details.. . |

< Back

Firist | [% Cancel Help
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13. Select NBAR and NetFlow for both devices, Click Next.

Configure Cisco Devices

Steps Select Features

. SHNIMP Settings Select the Features you want to use on the devices. Learn more about each Feature in the Help section.

. LI Settings (Configuring)

Device I | MetFlow | Medistrace I

. CLI Settings (Monitoring)

MNEAR.
Eranchi-LA,doloud, cisco, com [ ¥ [

. Walidating Devices

. Select Features
. Enable Polling
. Update Device

[ I = L T R

. Devices Configured

= Back | Next = I Fimish | Cancel Help

14. Select all technologies excepting LAN.
15. Set the interval to 30 seconds for each device, Click Next.

Steps Enable Polling

1. SMNIMP Settings Select the Features vou want to actively monitor, and the polling rate For the devices. Learn mare about

2. CLI Settings (Configuring) each Feature in the Help section,

3. CLI Seftings (Monitoring)

. Validating Devices Device | Poi | qos | Flow | aa | Routingl LnN*| Interval |
Eranchi-La, doloud. cisco.com I [ v = I-D seconds |
- Select Features Eranchz-mY.dcloud. cisco,com -*“‘“nbu seconds I

. Enable Polling
. Update Device

[ TR - I R

. Devices Configured

* LAN poling occurs every 15 minutes
* For SNMP +3, please see the User Guide on configuring LAMN polling.

< Back | Mext = I Fimish | Cancel | Help |

Note: For our class Labs we are gathering data every 30 seconds in order to reduce wait
time when we make changes. In a production environment this may generate more
network traffic than desired.
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16. Select Send Updates to Devices and click Send.

Skeps Update Device

1. SMMP Settings The selected devices will be updated based on the configuration changes if necessary.
Yiou may choose ko manually configure the devices.

2. (LI Settings {Configuring) i i 9

3. CLI Settings (Maonitaring Warning: once update processes have been started wou will not be able ko return to earlier screens. Learn
more about each Feature in the Help section.

4, Validating Devices

5. Select Features

) Device Status I Description

6. Enable Foling Branchl-LA.doloud. cisco.com o Update Required: click to wigw

7. Update Device Branchi2-MY .dcloud, cisco,com o Update Reguired: click to wiew

5. Devices Configured

+ Send Updates to Devices

™ Manually Corfigure Devices %

Export Update Commands. .. |

< Back fext = | Finish |

Cancel Help

Configure Cisco Devices

17. Once the updates are pushed successfully, click next.

Steps

Update Device

1

= I = L e

. SMMP Settings

. CLI Settings {Configuring)
. LI Settings {Monitoring)
. Walidating Devices

. Select Features

. Enable Polling

. Update Device

. Devices Configured

The selected devices will be updated based on the configuration changes iF necessary,

ou may choose ko manually configure the devices.

“Warning: once updake processes have been started vou will not be able to return to earlier screens. Learn

more about each Feature in the Help section.

Device I

Skatus I

Description

B anchl-Lé& . deloud. disco, com
Branchz2-My . deloud, cisco. com

% Send Updates to Devices

Send |

= Manually Configure Devices

Expork Update Commands. .. |

< Back

Finist |

Update Successful
Update Successful

Cance| Help
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18. Click finish to add the devices into the topology.

Configure Cisco Devices

Sheps Devices Configured

1, SMMP Settings The Fallowing devices have been configured. Learn mare about each Feature in the Help section.

2. CLI Settings {Configuring)

Dy 5

4. CLI Settings (Monitoring) _ Jevice ST
Branch1-LA.dcloud. cisca.cam CEF, NBAR, QOS, IP 5LA, Flows, COLLECTOR, 30...

4. Walidating Devices Eranchiz-My doloud, cisco,com CEF, MBAR, Q0S, IP 5LA, Flows, COLLECTCOR, 30...

. Select Features

6. Enable Palling

7. Update Device

8. Devices Configured
= Back | [ext = | { Finish % Cancel I Help I

Now that you have added three devices to the topology, they should look familiar to the image
below. What is important to remember is that you should only bring in interfaces that will have
interesting traffic, to you, traversing them. We will not need all of the interfaces that have been
included, so in one of the next Labs we’ll remove the unneeded interfaces.
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Lab A.3: Export/Import Device Configuration

Lab Steps:

1. From the File Menu select Export Devices.

w 198.18.133.34 - Remote Desktop (
LiveActiun - localhost

File | Wiew Users Qo3  Flow  Rou

add Device

Discover Devices

Import Devices o

Expork De{::{es |I

Manage Devices

Refresh Devices

Remove Network Objects

Exit:

2. Deselect GigabitEthernet1 and LoopbackO from the 198.19.1.1 and 198.19.2.1

devices.
[N Esport Devices
Type here ko filter results
AddﬂUpd..‘l Narme | Type | Device Serial | IP Address |Service | Tags | Capacity (Kb‘..l Label | Fall | Pall QoS | Poll Flows | Poll IP 5L |Po|| Rout‘..l Pall LAk |POH Interval ... |
[ [F=l-Branchi-LA.dcloud.cisca. .. Router 1o 198.19.1.1 [ [ [ [ [ [m] |30 seconds |
7 | EthernetD/0 Interface
| . Ethernetoj2 Interface 10,255.1.2
[m] - Loopbackd Interface 10.0.1.1
[m] - hullg Interface
[m] Turneld Interface
r NolP-ulln Interface
~ El-Branchz-MY.dcloud. cisca... Rauter 201 198.19.2.1 ~ ~ ~ ~ ~ M [30seconds =]
Iz --Ethernetd Interface 198.19.2.1
[m] - Ethernetd/1 Inkerface 100.64.2.2
I Etherneto/2 Inkerface 10,255.2,.2
r Loopbackn Interface 10,0.2.1
r ~Hulid Interface
[m] - Tunneld Interface
[m] o NoIP-Mullg Interface
¥ EbHQ-Sldcoud.cisco.com  Router 3 198,18.129,25 Ird Ird Ird Ird Ird I [F0seconds =]
I Etherneto/0 Interfare 198.18.129.25
~ . Etherneto/1 Interface 10,255.0.2
[m] - Loopbackd Interface 10.0,0,102
[m] - hullg Interface
[m] Turneld Interface
r NolP-ulln Interface
A [+
Expark to C5Y Clase |
P—

3. Select Export to csv.
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4. On the Export window give the file a name.
5. Export the csv to the desktop, or appropriate directory.

Export the content to a CSY file B

Look in: I- Desktop LI T 2 [

= Libraies
2 Adrinistrator
M| Computer
G‘h Metwark
. LiveAction Upgrade

Recent Items

=

D

skl

My Documents

Campuker

File name: Iupdateinterfaca.csv % Export I
Files of type: ICSV Files (*.csv) LI Caneel |

6. Close the export devices window.

7. Select File and Import Devices.

- 198.18.133.34 - Remote Desktop
Livenctiun - localhost

File | Wiew Users Qo5 Flow Raol

add Device

Discaver Devices

| Import Devices [\> |‘

Expart Devices I
Manage Devices
Refresh Devices

Remove Metwark Objects

Exit

8. Select the file you previously exported.
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Look in: I Bl Deskkop

- Libraties

2 Administrator
Computer

B Metwork
Livedction Upgrade

File name: |updateinterface.csv Import
Files of type: ICSV files (*.csv) Cancel
9. Click Add/Update Devices.
add/Update Devices
Devices selected For AddjUpdate wil be added o updated o-|
Addiupd... [ Hame | type | Devieseridl [ tpaddress | wendor | model [ 105 versien | Description [tneRate(k...| wode [ Grop | ste | Stecmr |

¥ E-branchi-LA.dcoud.cisco. . Router 101 198.19.1.1 Cisca ciscoGatewa,.. 15.40) Cisco 105 Software, Linux 5., Local

~ Ethernet0(d Interface 198.19.1.1 Branchi LAN 10,000

r Ethernetoft Interface 100.64.1.2 Internet 2,000

~ Ethernet0f2 Interface 10.255.1.2 MPLS 10,000

r Loophackn Interface 10.0.1.1 4,294,967

r Hulla Interface 4,294,967

r Turneld Interface PFR auta-tunnel for YRF de... 10,000

[m] wAaIP-Rulld Intetface 4,204,967

I anchz-Y.doloud cisco... Router 201 198.19.2.1 Cisco ciscaGatewa. . 15.40) Cisco 105 Software, Linux 5... Loral

I -Ethernet0jo Interface 198.19.2.1 Branchz LAN 10,000

r Ethernet0f1 Interface 100.64.2.2 Internet 2,000

I - Ethernet0fz Interface 10.255.2.2 MPLS 10,000

r Laopbackn Interface 10.0.2.1 4,294,967

r ~hullo Interface 4,294,967

[m] ~Tunnelo Interface PFR auta-tunnel for VRF de. .. 10,000

r ValP-Hulla Interface 4,294,967

V¥ BHQ-Slddoudcsco.com  Router 3 198.18.128.25  Cisca ciscoatewa,.. 15.40) Cisco 105 Software, Linux 5... Local

~ Ethernet0(d Interface 198.18.128.25 10,000

~ Ethernetoft Interface 10.255.0.2 10,000

r Loophackn Interface 10.0.0.102 4,294,967

r Hulla Interface 4,294,967

r Turneld Interface PFR auta-tunnel for YRF de... 10,000

[m] olP-Hullo Interface 4,294,967

K
4 | i
AddUpdete Devices | Impert Fram C5v Export ko C5¥ Close |

10. Click OK to use the Default SNMP settings.
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od .
f+ Use the Defaulk SMMP connection setkings Edit: |

= Enter SMMP connection settings For this device

SMMP Yersion I\-‘ersinn 2c LI Target Pork |161

Cammunity String I

Ok QJ Cancel I

Your Topology Pane will now show the appropriate devices/configurations.
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Lab A.4: Saving Server Configurations

Prior to upgrading the LiveAction Software, or to retain existing Server configuration for use in
the case of a hardware failure or misconfiguration, the current configuration file may be
Exported to a local or network drive.

Lab Steps:

1. Open the LiveNX Server Management Console, select Manage and Export
Configurations.

I\ LiveAction Server Management Console - Connected
Manage | Help

Import Configurations Mounted Data | Modes |

| BT ST RS §_| tivate License | Desctiv

Start Service

Shutdown Service license

Exit

License Number: LiveAction-5.0-DEV-1
License Type: Permanent
Maximum Number of Devices: Unlimited

2. Select an appropriate place to save the file, give the file a name, then click Save.

Export Configuration [<]
Save in: Il Desktop j e

- Libraries
& Administrator
18| Computer
€l Network
. LiveAction Upgrade

File name: IlDNOVlS_Upgrade| I § Save I

Files of type: ILiveAcﬁon Exported Configurations (*.Ifg) LI Cancel |

3. Click Export to save the file.

Export Configuration E
Export Options
Export Location: IC:‘l,leers\,Administrator‘Desktop‘l,lUNDV 15_Upgrade.lfg i Browse...

Password: | [~ Encrypt

Reenter Password: |

&

Export | Cancel |

If upgrading the LiveNX Server... After backing up your configuration select Manage, Shutdown
Service. When the service is shutdown close the Management Console.
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Lab A.5: Connect via Remote Desktop Connection

A direct connection from the LiveNX Client installed on your workstation is the most efficient
method to connect, But you may use RDC as an alternate way to connect to your Student Pod.
SKIP this Lab if directly connecting with the LiveNX Client on your local workstation.

To connect useing Microsoft Remote Desktop on Windows, or a compatible Remote Desktop
client on Linux and Macintosh, follow the steps below. On Windows you can typically find
Remote Desktop in START > ALL PROGRAMS > ACCESSORIES.

Note: The instructor may provide you with a Username and Password to connect via
RDC. Please make sure you write these on YOUR Class Worksheet. Use information
from the Class Worksheet to connect to your assigned Pod.

Lab Steps:

4. Connect to the virtual Windows 7 Workstation using the IP Address, username, and
password pre-printed on the Class Worksheet, unless otherwise instructed.

5. Launch a Remote Desktop client. BEFORE connecting, click the Options button and
go to the General tab. (On Macintosh this will be the Preferences menu and Login tab.)

DIAGRAM

& Remote Desktop Connection - x

| Remote Desktop
») Connection

General Display Local Resources  Experisnce  Advanced

Logon settings
P L Enter the name of the remote computer.

L

Computer: 158.18.133.34 bl

Usermame: | DESKTOP-6SVEDIF\administrator

Saved credentialzs will be used to connect to this computer.
You can edit or delete these credentials.

[] Always ask for credentials

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

Save Save Asz... Cpen...

« | Hide Options Help

a. Enter the following fields:
Computer: <ipaddress>:20201 (or otherwise defined by instructor)
*User name: administrator (or otherwise defined by instructor)

Note: Since you are connected to your Student Pod via a VPN, you may need to
CHANGE the domain in the RDC User name field to LOCAL.

6. Setthe RDC session properties on the Display tab so that your video is a minimum of
1200x800 resolution... this may NOT be changed once the connection is active. See

next page for example.
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DIAGRAM

& Remote Desktop Connection —

| Remote Desktop
"¢ Connection

General Display  Local Resources  Experience  Advanced

Display corfiguration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

-

Small ¢ Large

Full Screen

[] Use all my monitors for the remote session

Colors
. Choose the color depth of the remote session.

Highest Quality (32 bit) w

Display the connection bar when | use the full screen

4 | Hide Options Help

7. Select Connect.

LiveAction Lab Workbook Pt. 2

8. Enter the RDC password: C1sc012345 (or otherwise defined by instructor).

Windows Security . _’ 7| a - |
Enter your credentials
These credentials will be used to connect te vm.opnet.com.
DESKTOP-65VEDIF\administrator
B [cecveennd
—|
|E\ Use another account
[C] Remember my credentials
|
ey ]|

9. Click OK.

Once successfully connected to your Pod you will see the Windows7 Desktop, and be able to

access the LiveNX Server, Client, and other pod resources.

Note: Occasionally Remote Desktop may freeze its connection to the Pod workstation. If
this happens, close the Remote Desktop window and start again at Step 1 above. This
will continue your lab session and will generally not lose any work.
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Lab A.6: Search Alert History

LiveNX’s In Application Alert view only show the past 100 events. To see older events:

1. Select the Historical search.

pplication Alerts M= 3

Time o[ severty [ pevie | Group | alert Type | Details
2016/10/24 01:46:02 AM Warning HQ-31 Qo5 Class dropped rate Interface name - Ethernetdf1; Interface direction - SUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name. .
Z016/10/24 01:46:04 AM Warning Branchi-L4  Interface UpjDown  Interface error Interface name - Ethernet); Interface direction - Input; Error rate - 0,30150753
2016/10/24 01:46:32 &M Warning HQ-51 Qos Class dropped rate Interface name - Ethernet0f1; Interface direction - QUTPUT; Policy name - QUELEING; Class name - YIDESD; T...
20161024 01:46:43 AM Warning HQ-31 Qo5 Class dropped rate CLEARED: Interface name - Ethernetdf1; Interface direction - OUTRUT; Policy name - QUELEING; Class name - ...
2016/10/24 01:47:03 AM Warning HQ-31 Qo5 Class dropped rate CLEARED: Interface name - Ethermetf1; Inkerface direction - OUTPUT;  Palicy name - MULTI_CLASS_SHARTHG;
Z016/10/24 01:47:33 AM Warning HQ-51 Qos Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name. ..
2016/10/24 01:48:13 AM Warning HG-51 Qos Class dropped rate CLEARED: Interface name - Ethernet0/1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPING;
Warning Branchl-La Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; terminal widkh 0; enable; ***; config t; class-ma...
Warning Branchz-MY  Device Config Cha... Device configuration c... Username - admin; Commands - show privilege; terminal length 0; berminal width 0; snable; **%; config by class-ma...
Warning Branchi-l4 QoS Class dropped rate Interface name - Ethernet; Interface direction - INPUT; Policy name - SET_GSCP_LAK;  Class name - SET_DS...
Warning HG-51 Device Config Cha... Device configuration .., Username - admin; Commands - show privilege; terminal length 0; terminal width 0; enable; ***; config t; class-ma...
Warning Branchl-La Qo5 Class dropped rate CLEARED: Interface name - Ethernetdf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN;  Class nams
Warning HQ-31 Qo5 Class dropped rate Interface name - Ethernet0f1; Interface direction - SUTPUT; Policy name - MULTI_CLASS_SHAPING;  Class nam
2016/10/24 02:07:33 AM Warning HQ-51 Qos Class dropped rate CLEARED: Interface name - Ethernet0/1; Interface direction - OUTPUT;  Policy name - MULTI_CLASS_SHAPTHG;
2016/10/24 02:08:03 AM Warning HG-51 Qos Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name. ..
2016/10{24 02:08:23 AM Warning HQ-31 Qo5 Class dropped rate CLEARED: Interface name - Ethernetdf1; Interface direction - OUTRUT; Palicy name - MULTI_CLASS _SHAPING;
2016/10/24 02:09:03 AM Warning HQ-31 Qo5 Class dropped rate Interface name - Ethernet0f; Interface direction - INFUT; Policy name - SET_DSCP_LAK; Class name - SET_DS...
2016/10/24 02:09:03 AM Warning HQ-51 Qos Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT; Policy name - MULTI_CLASS_SHAPING; Class name. ..
2016/10/24 02 Warning HG-51 Qos Class dropped rate CLEARED: Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name. ..
20161024 02 Warning HQ-31 Qo5 Class dropped rate CLEARED: Interface name - Ethernetdf1; Interface direction - OUTRUT; Palicy name - MULTI_CLASS _SHAPING;
2016]10/24 02 Warning HQ-51 Qo5 Class dropped rats Intetface name - Ethernat; Intetface direction - INPUT;  Palicy name - SET_DSCP_LAM; Class name - SET_DS.
Z016/10/24 02 Warning HQ-51 Qos Class dropped rate CLEARED: Interface name - Ethernet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN;  Class nam
2016/10/24 02:10:05 AM Warning HG-51 Qos Class dropped rate Interface name - Ethernet0f; Interface direction - INPUT; Policy name - SET_DSCP_LAK; Class name - SET_DS...
20161024 02:10:13 AM Warning HQ-31 Qo5 Class dropped rate CLEARED: Interface name - Ethernetdf0; Interface direction - INPUT; Policy name - SET_DSCP_LAN; Class name...
2016/10/24 02:11:005 AM Warning HQ-51 Qo5 Class dropped rats Intetfare name - Ethernat); Intsrface direction - INPUT;  Palicy name - SET_DSCP_LAM; Class nams - SET_DS...
2016/10/24 02:11:13 AM Warning HQ-51 Qos Class dropped rate CLEARED: Interface name - Ethermnet0/0; Interface direction - INPUT;  Policy name - SET_DSCP_LAN; Class name. ..
2016/10/24 02:11:13 AM Warning HG-51 Qos Class dropped rate Interface name - Ethernet0f1; Interface direction - SUTPUT; Policy name - MULTI_CLASS_SHAPING;  Class nam

2016/10{24 02:11:23 AM Warning HQ-31 Qo5 Class dropped rate CLEARED: Interface name - Ethernetdf1; Interface direction - OUTRUT; Policy name - MULTI_CLASS_SHAPING; ... ;l
Only the last 100 alerts are shown,

[~ Bring this window ko the front when a new alert is received

[ Beep when a new alert is received

Historical search | Corfiqure slerts

V

Clear list Bportlet |

. The Historical Alerts Dialog appears.

[i\ Historical Alerts M[=] &3
I [ Oresults
Time i1 Severity Device Group | Alert Type | Details |
¥ Filter by Time [~ Filter by Device I~ Filter by Alert Type
Start Time |1D124J‘16 ﬂ IJB:IH:ZE PMi’ bh:mm:ss IBranchl-LA v | I Device unavailable _I
End Time  [10j24/16 =] ps:n4:2s P bhimm:ss
I Filter by Severity Mazzimurn Mumber of Results
IEmErgency - [~ Include higher priorities 100
Execute
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2. Select the time range, device, number of results, and Alert Type filters

3. To look specifically for QoS alerts set Filter by Alert type to “Class Drop Rate”:

PYHistorical Alerts =1 E3
I 0 results
Time 71 Severity Device Group alert Type Details

¥ Fileer by Time I~ Filker by Device: [¥  Filter by Alert Type
Start Time [ 10/24/16 x| pein+:2s =] hhumm:ss IBranchlrLA LI Class dropped rate LI
EndTime  |10/24/16 - 59:04:25 PME: hhimm:ss Device unavailable =
QoS [
Class drapped packets
I~ Filker by Severity Manimurm Mumber of Resulks Class post-policy data rate
Class pre-palicy data rate
Emergency = I~ Include higher priorities 100 Class-default dropped rate
Interface dropped packets -
Execute

4. Use the filter to find the class of interest. In this example the search was for the term
“video”.

fil Historical Alerts

| video| 18 results
* Time ! Severity [ Device T Alert Type Details
201 Warring HZ5) QoS Class drapped rate: Interface name - Ethernet0]1; Interface direction - OUTPUT;  Policy name - QUEDEING; Class name ...
2016/10/24 01:38:34 AM warning HG-5) QoS Class dropped rate CLEARED: Interface name - Ethernet0j1; Interface diection - OUTPUT; Policy name - QUELEING; C...
Z016/10/24 01 warning HQ-5) Qo5 Class dropped rate Interface name - Ethernet0/1; Interface direction - OUTPUT; Policy name - QUELEING; Class name ...
2016/10/24 01 warning HQ-5) Qo5 Class dropped rate CLEARED: Interface name - Ethernet0j1; Interface diection - OUTPUT; Policy name - QUELEING; C...
2016/10/24 01 warning HG-5) QoS Class dropped rate Interface name - Ethernet0/1; Interface direction - OUTPUT; Policy name - QUELEING; Class name ...
2016/10/24 01:41:24 AM warring HG-53 Qos Class dropped rate CLEARED: Interface name - Ethernet0j1; Interface direction - OUTPUT; Policy name - QUELEING; C...
2016/10/24 01:43:53 AM warring HG-53 Qos Class dropped rate Interface name - Ethernet0]1; Interface direction - OUTPUT;  Policy name - QUELEING; Class name .
2016/10/24 01 Warring He-s) Qos Class dropped rate CLEARED: Interface name - Ethernet0j1; Interface diection - OUTPUT; Policy name - QUELEING; C...
2016/10/24 01 Warring He-5) Qos Class dropped rate: Interface name - Ethernet0]1; Interface direction - OUTPLT;  Policy name - QUELEING;  Class name
2016/10/24 01 Warring He-5) Qos Class dropped rate: CLEARED: Interface name - Ethernet0j1; Interface diection - OUTPUT; Policy name - QUELEING; C.
2016/10/24 01:46:33 AM Warring He-s) Qos Class dropped rate Interface name - Ethernet0f1; Interface direction - OUTPUT;  Policy name - QUELEING;  Class name
2016/10/24 01:46:44 AM Warring He-s) Qos Class dropped rate CLEARED: Interface name - Ethernet0j1; Interface diection - OUTPUT; Folicy name - QUEUEING; C.
warring HG-s) Qos Class dropped rate: Interface name - Ethernetf1; Interface dirsction - OUTPUT;  Policy name - QUELEING;  Class name
warring HE-s) QoS Class dropped rate: CLEARED: Interface name - Ethernet0j1; Interface drection - OUTPUT; Folicy name - QUELEING; C...
2016/10/24 02:20:44 AM warring HE-s) QoS Class dropped rate: Interface name - Ethernet0f1; Interface dirsction - OUTPUT; Policy name - QUELEING; Class name ...
2016/10/24 02 am Warring HEs) QoS Class dropped rate: CLEARED: Interface name - Ethernet0j1; Interface drection - OUTPUT; Folicy name - QUELEING; C...
2016/10/24 02:22:14 AM Warring HG-5) QoS Class drapped rate Interface name - Ethernet0/1; Interface dirsction - OUTPUT; Policy name - QUEUEING; Class name ...
2016/10/24 02:22:24 AM Warring HG-5) QoS Class drapped rate CLEARED: Interface name - Ethernet0j1; Interface diection - OUTPUT; Folicy name - QUELEING; C...
[~ Filter by Time [~ Filter by Device [V Filter by Alert Type

Start Time  [10/24/16 -] [Eiotizs i hhimm:ss Branchi-Ls v| .. [ class drapped rate =
End Time 10/24/16 & FQ‘D“‘ZEPME hhimmiss

[~ Filter by Severity Maximum Nuriber of Resuits

Emergency - ™ Include higher priarities 100

Execute

The results are for past issues with the VIDEO class.
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