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MICROSOFT SKYPE FOR BUSINESS OVERVIEW

Microsoft® Skype® for Business (formally known as Lync®), part of Microsoft Office 365, is an enterprise-level collaboration
solution for instant messaging, presence, conferencing, file sharing, and telephony. While Skype for Business is a simple
application to use, protecting Skype voice and video call quality throughout the network can be difficult. Fortunately,

a network administrator can effectively implement Quality of Service (QoS) protection for Skype using LiveAction’s
application-aware network performance management solution, LiveNX.

LiveNX utilizes Cisco’s advanced features to simplify implementation of these management controls through a rich Graphical
User Interface (GUI). LiveNX provides a comprehensive management solution for monitoring, troubleshooting and
provisioning Skype QoS to ensure that bandwidth is properly allocated to support your enterprise’s needs. Users can take
advantage of LiveNX to virtually go back in time to perform analysis and troubleshooting for real-time or historic Skype calls
utilizing the Medianet Performance Monitor Path Analysis feature.

This document describes how you can easily protect critical Skype audio and video traffic throughout the network with
LiveNX. You'll learn how to:

¢ Configure Skype audio and media ports and markings at the Clients and Server
¢ Use LiveNX to verify Skype traffic through the network

e Use LiveNX to create Access Control Lists (ACLs) for Skype

¢ Use LiveNX to configure QoS Marking Policy

¢ Use LiveNX to configure QoS Queuing Policy

¢ Use LiveNX to monitor performance of Skype

By using NBAR2 (protocol pack 12 or higher), Cisco’s application recognition technology built into 10S, Skype QoS
management can be further simplified to uniquely identify Skype audio and video without having to configure Microsoft
Skype Servers for QoS, Microsoft Group Policies for QoS, or build and manage complex ACLs in the network infrastructure.*
This can translate to 50% faster (or higher) QoS deployments and reduces the chance of mistakes during the configuration.
LiveAction highly recommends updating to this protocol pack to simplify a Skype QoS deployment (see Appendix D for
further details).
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MICROSOFT SKYPE AND THE ROLE OF QOS

Microsoft Skype is an application that allows enterprise users to communicate via instant messaging (IM), presence, audio/
video conferencing, IP telephony, and collaboration tools. Communication occurs between Skype clients that have installed
the Skype software on their PC, MAC or mobile devices (Windows, iPhone/iPad, Android). Other communication devices
may also communicate via Skype (PSTN, IP phones, IP video conference unit). The enablement of these communication
technologies is dependent on several Skype servers. Each server has a specific role in the Skype operation. The roles can be
co-located on one server or installed on multiple servers to add high availability and scaling capabilities. These roles are:

¢ Front-End Servers
¢ Back-End Servers
¢ Mediation Servers

e Edge Servers

By default, Skype clients and servers do not set QoS markings on their data. Additionally, Skype client-to-client
communication does not use a defined range of TCP/UDP ports. Since the network infrastructure cannot recognize Skype
traffic by port or QoS marking in its default state, it cannot prioritize these flows as they traverse the network.* This can
cause performance impact to both Skype voice and video traffic on highly utilized enterprise networks.

To ensure Skype always receives the QoS priority it needs, it must first be configured to set QoS markings on its traffic as it is
sent onto the network. Microsoft has published white papers on their website for enabling QoS on Skype traffic.

These documents can be summarized into two primary steps:

1. Set uniform TCP/UDP port ranges that Skype applications will utilize
2.Set QoS markings on Skype clients and servers based on the port ranges above

This means that network administrators must configure the appropriate QoS markings by application (VOIP, VIDEO, etc.) for
each client and server that participates in a Skype solution. There are three types of Skype communications: client-to-client,
client-to-server, and server-to-server. Each application must be configured for these communications scenarios. Fortunately,
centrally configured shell commands and Microsoft Group Policy can manage these configurations.

Once the Skype clients and servers have been configured to set the appropriate QoS markings for Skype data, the network
infrastructure that these applications traverse must also be configured to support the level of call quality required to meet
business objectives. This is done by the configuration of IP QoS to all applicable network devices (routers and switches) that
transmit and receive Skype voice and video.

The management and configuration of QoS in networks can be very complex to operate, manage and validate. It can require
reviewing hundreds of lines of Command Line Interface (CLI) commands to understand the configuration and performance
of QoS polices on just one device alone. Therefore, understanding end-to-end QoS policies on an enterprise network can
become extremely difficult at best. LiveNX has been designed to streamline the implementation and management of QoS in
network environments and can be used to easily deploy this complex set of technologies to the network infrastructure.

*Cisco has updated its NBAR2 application recognition technology to granularity recognize Skype audio and video. By using NBAR2 protocol pack 15 (or
higher) on the application Cisco routers and LiveNX, it is possible to easily protect Skype audio and video via just the network infrastructure. This means it is
possible to eliminate the need for any changes on Microsoft servers or clients as outlined in this document (see Appendix D for further details).
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This document will provide the configuration parameters required to configure Skype for Business 2016 clients and servers.
It will also detail the required steps of implementing QoS in a network infrastructure. Finally, this document will highlight
how a network infrastructure’s QoS can be configured, monitored and validated using LiveAction software.

Microsoft Skype QoS Design

The following diagram shows a typical Skype enterprise deployment.

SKYPE SERVERS:
Front-end, mediation and edge servers set
Skype traffic UDP ports and QoS
DSCP markings

WAN router’s QoS prioritizes Skype clients set Skype traffic
Skype audio and video UDP ports and QoS DSCP
markings

LAN switches QoS Trust Skype

traffic DSCP values

Define TCP/UDP Port Ranges

The first step in deploying QoS for Skype is to define the TCP and UDP port numbers that the Skype applications will use.
These port numbers should be configured in a consistent way so all devices that participate in Skype will use the same ports
for each application type—for example, VOIP could always use ports 20000-2099, video 21000-21099, etc.

Client-to-Client Settings

To configure client-to-client port use, you can use the following shell commands on the Skype Front-End Server. Once these
parameters have been set, Skype clients should log off and back on to the Skype client to acquire these new settings. The
following commands are a valid example of how to configure these settings:

Set-CsConferencingConfiguration -ClientMediaPortRangeEnabled $True
Set-CsConferencingConfiguration -ClientAudioPort 20000 -ClientAudioPortRange 100
Set-CsConferencingConfiguration -ClientVideoPort 20100 -ClientVideoPortRange 100
Set-CsConferencingConfiguration -ClientAppSharingPort 20200 -ClientAppSharingPortRange 100
Set-CsConferencingConfiguration -ClientFileTransferPort 20300 -ClientFileTransferPortRange 100

These can be entered via: Start > All Programs > Microsoft Skype Server 2016 > Skype Server Management Shell
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Microsoft Skype Phone Edition Settings

The default QoS DSCP value of Skype Phone Edition is 40. In most environments the DSCP value for audio traffic is 46. To
update this configuration, issue the following command:

Set-CsUCPhoneConfiguration -VoiceDiffServTag 46

This can be entered via: Start > All Programs > Microsoft Skype Server 2016 > Skype Server Management Shell

Microsoft Skype Server Settings

To configure client-to-server and server-to-server port use, you could use the following shell commands on the Skype Front-
End Server. These settings update the Skype Conference, Application, and Mediation servers. Once these parameters have
been set, the appropriate Skype services will need to be restarted to apply these new settings. The following commands are
a valid example of how to configure these settings:

Set-CsConferenceServer -Identity <ConferenceServer:FQDN of Skype Pool> -AudioPortStart 21000
-AudioPortCount 1000

Set-CsConferenceServer -Identity <ConferenceServer:FQDN of Skype Pool> -VideoPortStart 22000
-VideoPortCount 1000

Set-CsConferenceServer -Identity <ConferenceServer:FQDN of Skype Pool> -AppSharingPortStart 23000
-AppSharingPortCount 1000

Set-CsApplicationServer -Identity <ApplicationServer:FQDN of Skype Application Srv. Pool>
-AudioPortStart 21000 -AudioPortCount 1000

Set-CsMediationServer -Identity <MediationServer:FQDN of Skype Mediation Srv. Pool> -AudioPortStart
21000 -AudioCount 1000

These can be entered via: Start > All Programs > Microsoft Skype Server 2016 > Skype Server Management Shell
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MICROSOFT SKYPE EDGE SERVER SETTINGS

The Skype Edge servers do not need to have any ports reconfigured, as they will rely on the other Skype devices inside the
network for port selection. Note that DSCP markings only need to be set for private Skype traffic. Any DSCP values marked
on Skype traffic that traverse the Internet will typically have these priority settings ignored by all service providers.

Once the Skype port settings have been assigned to all applicable device types via the Skype Server Management Shell,
DSCP markings can be set by implementing Group Polices for these applications’ port ranges. To implement a QoS Group
Policy, navigate to a computer that has Group Policy Management installed, locate the container where the new policy
should reside (e.g. client OU), right-click on the container and select “Create GPO in this domain, and link it here.” The
following screenshots will display how to configure the appropriate Group Policy for Skype Audio. This is applicable for
Windows 7, 8, and Vista clients.

First, name the policy and specify the DSCP value.

Policy-based QoS =

Create a QoS policy

A QoS policy apphes a Differentiated Services Code Point (DSCP) value, throttle rate, or both to
outbound TCP, UDP, or HTTP response traffic.

Policy name:
Skype Client Audio

V| Specify DSCP Value:
% -

Specify Outbound Throttie Rate:

| Next> | | coxel
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Define the application to which this policy applies.

This QoS policy apples to:
) Al appications
© Only applcations with this executable name:
Skype exs
Example: applcation.exe or %Programles %t \apphcation.exe
©) Only HTTP server applications responding to requests for this URL:
[ Indude subdrectories and fles

Example: mwmww«'m/mw
Example of non-standard TCP port: hittp://myhost:3080/training/ or hitps:/fmyhost: * raining/

| <geck |(_Medt> || conce |

Specify the source and destination address to which this policy applies.

Specify the source and destination IP addresses.

A QoS policy can be applied to outbound traffic that is from a source or to a destination IP (IPv4 or
IPv6) address or prefix. For HTTP response traffic, the destination IP address or prefix denotes the
dient(s) that issued the HTTP request.

This QoS policy applies to:
@ Any source IP address
() Qnly for the following source IP address or prefix:

This QoS policy applies to:
© Any destination IP address

() Only for the following destination IP address or prefix:

Example for a host address: 1.2.3.4or 3ffe:ffff:: 1
Example for an address prefix: 192.168.1.0/24 or f280::1234/48

[ <Bak | Next> | [ cancel |

Managing Skype for Business: QoS with LiveNX liveaction.com 8
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Select the protocol and port ranges that this policy matches with and click “Finish.”

Specify the protocol and port numbers.

A QoS policy can be applied to outbound traffic using a spedific protocol, a source port number or
range, or a destination port number or range.

Select the protocol this QoS policy apples to:

Specify the source port number:

) Erom any source port

@ From this source port number or range: 20000:20099

Example for a port: 443
Example for a port range: 137:139

Specify the destination port number:
@ To any destination port

) To this destination port number or range:

[ <gak | Fmsh ) [ concel |

Managing Skype for Business: QoS with LiveNX liveaction.com 9
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Microsoft Skype DSCP Marking Group Policies

The same process will need to be repeated for all other Skype clients and servers (Conferencing, Mediation, Application).
Please use the table below as a sample reference for defining Skype TCP/UDP ports and Group Polices. The port numbers
used in this example would be valid for an environment with up to 500 simultaneous conference users.

Group Policy Name Application Executable = DSCP TCP/UDP Src IP DstIP  Src Ports Dst Ports
Skype Conferencing AVMCUSvc.exe 46 Both Any Any 21000-21999

Server Audio

Skype Conferencing AVMCUSvc.exe 34 Both Any Any 22000-22999

Server Video

Skype Edge-Server MediaRelaySvc.exe 46 Both Edge Any 20000-20099
Internal Audio—Clients Internal IP

Skype Edge-Server MediaRelaySvc.exe 46 Both Edge Any 21000-21999
Internal Audio—Servers Internal IP

Skype Edge-Server MediaRelaySvc.exe 34 Both Edge Any 20100-20199
Internal Video—Clients Internal IP

Skype Edge-Server MediaRelaySvc.exe 34 Both Edge Any 22000-22999
Internal Video—Servers Internal IP

Skype Mediation Server MediationServerSvc.exe 46 Both Any Any 21000-21999

Audio

Skype Application Server OcsAppServerHost.exe 46 Both Any Any 21000-21999

Skype Client Audio Skype.exe 46 Both Any Any 20000-20099

Skype Client Audio 2010 Communicator.exe 46 Both Any Any 20000-20099

Skype Client Video Skype.exe 34 Both Any Any 20100-20199

Skype Client Video 2010 Communicator.exe 34 Both Any Any 20100-20199

Note: These ranges may not be appropriate for all network designs.
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NETWORK QOS CONFIGURATION

Microsoft Skype relies on the network infrastructure to honor and queue its traffic for call quality protection. The following
pages will describe the steps required to implement and validate these QoS polices in a network infrastructure using LiveNX.

How Does QoS Work?

QoS is a suite of technologies used to manage bandwidth usage as data crosses computer networks. Its most common use
is for the protection of real-time voice or video communications and high-priority data applications. QoS technologies, or
tools, each have specific roles that are used in conjunction with one another to build end-to-end network QoS policies.

The two most common QoS tools used to handle traffic are classification and queuing. Classification identifies and marks

traffic to ensure network devices know how to identify and prioritize data as it traverses a network. Queues are buffers in
devices that hold data to be processed. Queues provide bandwidth reservation and prioritization of traffic as it enters or

leaves a network device. If the queues are not emptied (due to higher priority traffic going first), they overflow and drop

traffic.

Policing and shaping are also commonly used QoS technologies that limit the bandwidth utilized by administratively defined
traffic types. Policing enforces bandwidth to a specified limit. If applications try to use more bandwidth than they are
allocated, their traffic will be remarked or dropped. Shaping defines a software set limit on the transmission bandwidth rate
of a data class. If more traffic needs to be sent than the shaped limit allows, the excess will be buffered. This buffer can then
utilize queuing to prioritize data as it leaves the buffer.

The Weighted Random Early Discard (WRED) technology provides a congestion avoidance mechanism that will drop lower
priority TCP data to attempt to protect higher priority data from the adverse effects of congestion.

Finally, link-specific fragmentation and compression tools are used on lower bandwidth WANs to ensure real-time
applications do not suffer from high jitter and delay.

Queue Police
Setting

Table 1: Packet flow through a typical QoS policy
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WHAT IS LIVENX?

LiveNX is an application-aware network performance management tool that will graphically display how networks and
applications are performing using SNMP and the latest advanced NetFlow capabilities now embedded in Cisco devices. In
addition to showing application and network performance, LiveNX provides the ability to control application performance
via its graphical QoS management capabilities. In the following, LiveNX will be used to highlight how easily QoS can be
configured to manage and control Skype audio and video traffic. Moreover, this document will describe how LiveNX can be
used to confirm the application performance of Skype using the latest Performance Monitoring technology now available in

some Cisco devices.

The image below is a view of the LiveNX console. It shows a network diagram consisting of two Skype clients and three
network devices. The three larger green circles represent routers and switches managed by LiveNX. The little green circles
within the devices represent their interfaces.
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Microsoft Skype Audio QoS Classification with LiveNX

Since LiveNX is also a NetFlow collector, it has the ability to graphically visualize the traffic that is flowing over the network.
In the diagram below, the light blue arrows represent Skype audio traffic traversing the network. In this example, the color
legend below shows that the light blue arrows represent Best Effort traffic. This is what one would expect to see before any
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QoS configuration is implemented on the Skype servers and clients as described previously in this document.

Double-clicking on any of the larger circles (routers/switches) in the LiveNX network diagram will show the real-time
NetFlow data of traffic that is flowing through the device. In the example below, the Skype traffic’s UDP port numbers are
not in the administrator’s defined port ranges and the DSCP values are Best Effort. This confirms that the Skype servers and
clients have not yet be been configured appropriately for QoS.

Q Q ‘Q EndiePohg‘ﬂﬁ valj Basic Flow v @ *DefaultFilterGroup v | # Display Filter Colors + | End Points
Protnml1 Src IP Addr Dst IP Addr Application InIF OutIF R.and Dst|
UDP 192,168.6.3 222.222,222,222 ms-ync-media Vian1 FastEthernet: -
UDP 192.168.6.3 \ 21,841 222.222.222.222 ms-ync-media Vian1 FastEthernet:
UDP 123,123.123.2 1 192,168.6.2 snmp FastEthernet4 Vian1 B
jUDP 123.123.123.2 16 192,168.6.2 snmp FastEthernet4 Vian1 0 (8E)
uppP 2.2.2.2 161 192,168.6.2 snmp FastEthernet4 Vian1 0 (BE)
1UDP 2.2.2.2 161 192,168.6.2 51,849  snmp FastEthernet4 Vian1 0 (BE)
jUDP 192.168.6.2 51,849 123.123.123.2 161 snmp Vlan1 FastEthernet4 0 (BE)
UDP 192.168.6.2 51,849 123.123.123.2 161 snmp Vlan1 FastEthernet4 0 (BE)
UDP 192,168.6.2 51,849 2.2.2.2 161 snmp Vian1 FastEthernet4 0 (BE)
< | m |
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After the appropriate Skype QoS settings have been implemented on the Skype servers and clients, the network diagram will
show red arrows, in addition to the light blue arrows. This indicates EF or high priority markings are now being set on Skype
audio traffic. But notice in the example below, the red arrows are not being drawn through the whole Skype conversation
path. This indicates that the network infrastructure’s QoS trust policy is not configured correctly.
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This can be confirmed if one was to double-click on the device that is showing the red arrows painted through it. In the
LiveNX real-time NetFlow view below, the UDP ports are in the appropriate range and the DSCP value is EF.

@ @ @ Enable Poling | [ Pause Display | Basic Flow ~ | B} | "DefaultFiterGroup « | 18 |Display Filter Colors v | End Points
< l - - . J i — X —
Protocol Src IP Addr Sr¢ Port Dst IP Addr DstPort  Application InlF Out IF

UDP 192.168.6.3 20,000 222.222.222.222 ms-lync-media Vian1 FastEthernety

Dst |

UDP 192,168.6.3 | 20,000 222.222,222.222 ms-ync-media Viani FastEthernet: -
UDP 123.123.123.2 192.168.6.2 snmp FastEthernet4 Viani -
UDP 123,123,123.2 161 192,168.6.2 snmp FastEthernet4 Vlanl -
UDP 2.2.2.2 161 192.168.6.2 51,848 snmp FastEthernet4 Vlani -
UDP 2.2.2.2 161 192.168.6.2 51,849 snmp FastEthernet4 Vianl -
UDP 192.168.6.2 51,845 123.123.123.2 161 snmp Vianl FastEthernet4 0 (BE) -
UDP 192,168.6.2 51,845 123.123.123.2 161 snmp Viani FastEthernet4 0 (BE) -

UDP 192,168.6.2 51,849 2.2.2,.2 161 snmp Vian1 FastEthernet4 0 (BE) -

- amm s~ - —— e -~ - P - e e e

< | 10 |
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If instead one double-clicked on one of the devices showing just blue arrows, the UDP ports would be in the appropriate
ranges, but the DSCP value would still be 0.

@, @ @ enable Poling | () Pause Display | Basic Flow ~ | B} | "DefaultFiterGroup « | 18 |Display Filter Colors v | End Points
Protocol Src IP Addr Src Port Dst IP Addr DstPort  Application InlF Out IF Dst |

UDP 192.168.6.3
UDP 192,168.6.3

222,222.222.222
222,222,222.222

ms-lync-media Vian1 FastEthernety
ms-ync-media Vian1 FastEthernet

uDP 123.123.123.2 16 192.168.6.2 snmp FastEthernet4 Viani B -
UDP 123,123.123.2 161 192,168.6.2 snmp FastEthernet4 Vlanl 0 (BE) -
UDP 2.2.2.2 161 192,168.6.2 snmp FastEthernet4 Vlani 0 (BE) -
UDP 2.2.2.2 161 192.168.6.2 snmp FastEthernet4 Vianl 0 (BE)

UDP 192.168.6.2 51,845 123.123.123.2 snmp Vianl FastEthernet4 0 (BE) -
uDP 192,168.6.2 51,842 123.123.123.2 snmp Viani FastEthernet4 0 (BE) -
UDP 192,168.6.2 51,845 2.2.2,2 snmp Vian1 FastEthernet4 0 (BE) -

- amm amm - —— e -~ - PP - e e e

< | 1 |

The previous screenshots validate what the LiveNX network diagram was indicating; the DSCP value of 46(EF) is being lost by
some type of misconfigured QoS trust policy in the network. To investigate this network QoS issue further, the administrator
should start the troubleshooting process on the last device that shows the intended QoS markings. In this example,

this would be the first device on the left with the red arrows passing through it (shown below). Fortunately the LiveNX
application doesn’t stop at just showing the Skype QoS problems, but gives administrators the ability to fix the QoS issue
with its graphical QoS management tools.
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To access these tools, click the “QoS” tab at the top left of the LiveNX network diagram and then double-click on the device
that needs QoS configuration investigation (the device to the left in this example).
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This will show a list of interfaces managed on this device. Notice in the screenshot below that on the Ethernet 0/0 interface,
there is a QoS policy named “SET_DSCP” configured in the input direction.
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To further investigate this policy, right-click on the policy’s name > select QoS > Manage QoS Settings.

Dashboard | Manage [T} Expand
[o

AL LiveAdion-19

File View Users QoS Flow Routing IPSLA LAN Tools Reports Help

QoS | Flow | Routing | IPSLA | LN |
[ @ Enable Poling

Name
= 49 Home
B I DataCenter_Core
® Ethernet0/0
® Ethernet0/2
- @ DataCenter-WAN_EDGE
® Ethernet0/0
® Ethenet0/2
= @ Remote_Site
$ Ethernet0/0
® Ethernet0/1

+ Ou QoS »
©® Ethemetd] | b ice Tools »

& Tnput 5

i ou Statistics 4

Create Policy from Template
Adjust Input QoS

: :r:"_ |

szen—QoS Configuration by user ‘admin’

Apply Policy to Interface...

R Intef:

Policy from €.

Reports

This will bring up a new window (shown below) that will allow the administrator to configure all required QoS policy settings

via LiveNX’s GUI.

Select the policy named “SET_DSCP” in the list to the left. This will show a list of the classes applied to this policy. In this
example, there is only one class named class-default. Click on “class-default” to highlight it. Notice how this policy is
currently marking all traffic (via the class-default) with a DSCP value of 0, Best Effort.

Jaaales

Sy e

Polces Mapped Classes

ZaBLAKwSRE ERER

@ [ LIVEACTIONPOLICY-MEDIANET) [ CipcsName  Classfy  Marking Queueing Polcng  Shapng Compression WRED DBL Unknown

Mapped Class Detail
[] Drop all traffic for dass

| Classify | Marking | Queueng | Poliing | Shaping | Compression | WRED | D8L | Unsupported|
Match on: Any

Edit

Reference
Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must meet
all criteria to be a member of
the class.

Save to Device

Preview CLI | Close |

Managing Skype for Business: QoS with LiveNX
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This policy needs to be fixed to allow Skype traffic’s DSCP markings to pass through this device unchanged— that is, the
DSCP value of 46 will be seen across all infrastructure devices to ensure consistent QoS handling of Skype traffic across

the network. To do this, first right-click on the “SET_DSCP” policy and select “Add Class to Policy.” This will bring up a new
window, as shown below. Create a new class called “SKYPE_AUDIO.”

Select one of the following options:

() Use existing dass: |4C_BL_CriticalData_App-Match_Mark
(®) Create new dass: |SKYPE_AUDIO

Note: This option will create an empty dass. You will need to

select the "Class tab" to add dassification parameters.

v

The new class will be added to the SET_DSCP policy. Match criteria needs to be defined to ensure the appropriate traffic
uses this class. Click the “Edit” button on the “Classify Tab.”

Ja@aales
Polices Mapped Classes
ZABLA R BREB=
E)QUVEACT]ONPOUCY@!MET ClassName Classify Marking Queueng Policing Shaping Compression WRED DBL  Unknown
-1 | LIVEACTION-POLICY-UNIFIED
-1 QUEUEING EEEL, | | | | | | |
-7 SET_DscP I
Bl SKYPE_AUDIO
L] dass-defauit
Mapped Class Detail
[ rop all traffic for dass
= [GE557] werin | Queveing [ Poken | Shapng | Compression | WRED | 6. | ursuppored]
Match on: Any Reference
Class is defined by the
criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
all criteria to be a member of
[y e
<
Help Save to Device Preview CLI | Close
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This will bring up the “Create and Edit Match Statements” configuration page. Select “DSCP” from the “Match Type” drop-
down.

LR EIL-LY

Classes Create and Edit Match Statements
Match type: [05CP v *®

Value: AnY
e M... MatchT... Vale

[ACL Number

[Class

[cos

L J0SCP

[Frame relay DE bit

fFrame relay DLCI

RTP Protocol - using NBAR
HTTP Protocol - using NBAR
Match/match not: [Input interface

[P Precedence

[MAC Destination Address
IMAC Source Address
IMPLS experimental topmost
[Packet length
Protocol - using NBAR
Protocol - using NBAR groups
QoS group

svewoewce | | prevencll | | Cance

Select a “Value” of “46(EF)” and click “Add Match Statement.”

LEREE 1LY

Create and Edit Match Statements

Match type: Im vl ®
Value: |42 Al |M.. MatchT... Value

soeoevs | [ peomar || oo
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The DSCP value will now appear in the far right column, indicating it is a valid match type for this class. Click “Save to
Device.”

L ERERIL-LY
| Polices | Classes | Interfaces|
Create and Edit Match Statements

Match type: [Dscp v [matcheny v R

Value: (42 A ... MatchT... Value
-

(Select up to 8 values)
Match/match not: |Match v
(] 1Pv4 Only

Add Match Statement Replace Match Statement

L fe | Save to Device ! PreviewCll | | Cancel |

Click on the “Policies” tab to the top left of the screen to review the changes made to the SET_DSCP policy. Notice DSCP
value 46(EF) is now a match type of the SKYPE_AUDIO class. This would fix this QoS issue. But what if this network has other
VOIP traffic marked EF too?

Managing Skype for Business: QoS with LiveNX liveaction.com 20
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It would also match this class intended for Skype audio traffic. Since this is a classification and marking policy at the network
edge, it would be best to ensure that only Skype audio matches this class. To enforce this, a second match type needs to be

added to this class and the class needs to use the “Match All” setting (to use AND logic). To make these changes, click the
“Edit” button.

Jaaaes
Polices Mapped Classes
S OABER(ERE BRB

- 1@ LIVEACTION-POLICY-MEDIANET | (iace Name ; ; ] B ’ jon WRED DBL Unknown
&3 oROLICY Classify Marking Queueing Poliing Shaping Compression

5 76 QUEREING 250 S s s | o
3 dass-default @ DSCP:BE
=] dass-default
-1 SET_Dscp
Mapped Class Detail
] Orop all traffic for dass
== Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DBL | Unsupported|
Match on: Any Reference
=) [Match : DSCP : 46 (EF) Class is defined by the

criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of

the class.
Match-all: packet must meet
all criteria to be a member of
< >
[ Help | save toDevice Preview CLT Cancel
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Select Match Type “ACL Name.”

ddaaaes

| Polices | Classes | Interfaces|
Classes Create and Edit Match Statements
Match type: [ACL Name v| |Matchany v | B
Value: (0 M... MatchT... Value
Pt Nrber
(Class
lcos
psce
[Frame relay DE bit
fFrame relay DLCT

RTP Protocol - using NBAR
Match/match not: |HTTP Protocol - using NBAR
[Imu('nwfxz

[P Precedence
[MAC Destination Address
[MAC Source Address
IMPLS experimental topmost
Packet length
PProtocol - using NBAR
PProtocol - using NBAR groups
[QoS group

Help Save to Device Preview CLI Close

Select an access list that matches the UDP ports used for Skype client and server audio. In the example shown below, there
is already an access list available called “SKYPE_AUDIO_ACL.” Select this access list and click “Add Match Statement.” See
Appendix A for more information on how to create and manage access lists using LiveNX.

adaaales

o] [Mattheny o] B

Al M. MatchT... Value

Help Save to Device Preview CLI Close
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Select “Match All” from the drop-down at the top center of the screen. Click “Save To Device.”

daaaaes

Create and Edit Match Statements

Match type: |ACL Name
Value: [BEST_EFFORT
(CRITICAL
DENY_GLOBAL LEARN_LIST
LIVEACTION-ACL-AVC
RDP

_VIDEO_ACL
[CE_VIDEO v

Match/match not: |Match v/
Add Match Statement Replace Match Statement

gt remai || oo
L

Click on the “Policies” tab to validate both match criteria and the “Match on All” is configured appropriately. If everything is
valid, click “Close.”

Policies Mapped Classes
ZOBEH G BRER
70 LIVEACTION-POLICYMEDIANET, [ (lassName Classfy Marking Queveing Poicng  Shaping Compresson WRED DBL Unknown
@)% | LIVEACTION-POLICY-UNIFIED
-1 QUEUEING i B
o dass-default e  DSCP:BE
b !':J SKYPE_AUDIO
Mapped Class Detail
["] Drop all traffic for dass
Classify | Marking {QJEJM; [Dah:i'vg lshapng lCz‘;np(Essrn l:,a.Es lDEL [Uﬁwppo'tsdl
Mark with: Reference
Differentiate packets ~
[ [osce v|[o@e v] belonging to this class
[ v Only based on marking.
(1] ATM Cell Loss Priorty Lt S
. DSCP: marks a packet by
["] Frame Relay Discard Eligible setting the differentiated
services code point
(DSCP) value in the type
of service (TOS) byte.
Precedence: sets the
< j >
Save to Device Preview CLI
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Click “Home” in the device list to the left to return to the network diagram view. Click the “Flow” tab and click the “Refresh”
button. As long as the previous example is the only network QoS issue, all arrows will now show as red for this Skype
conversation. This means that all devices see Skype traffic marked with a DSCP value of 46(EF), high priority.

x
Fie Vew Ui QoS flow fewing PSRA LAN Tock Aeperts el
Castboud  Manage (B Bpwnd Q5 Fow  Ratng | PRA | UN

OS5/ A R R e ORebesh NFowTmes v CurertTme v CumetPolngleral v I3 Ne Degiay Fiverng viTon v @ o

Sawch < x| 7

B A e
@ DataCenter_Core
& @ OstaCarter AN SOE
¥ @ Remote_Soe

o
LY
LY - ¥
- - - e
oy -
[~] 5
S Corter_Corn
-
)

A c =
Eﬁ = Skype Client
Skype Client
:;vu Mewory € Fiow Bufer u)-_-.c.u ik Redesh 50 view fow edormaton. S A ses 1205141 AM POT

These QoS settings can be confirmed by double-clicking on any of the devices that show red arrows painted through them.
In the LiveNX real-time NetFlow view below, the UDP ports are in the appropriate range and the DSCP value is EF.

@, @, @ Enable Poling | G Pause Display | Basic Flow - | B3 | DefauiterGroup + | 1 | isplay Filter Colors + | End Poinl
Pro’l:v.)«:ol1 Src IP Addr SrgPort Dst IP Addr DstPort  Application InlF QutIF Dst
UDP 222,222.222.222 £20,000 msdync-media Vian1 FastEthernety
UDP 222,222,222.222 20,001 ms4ync-media Vian1 FastEthernet -
UDP 192.168.6.2 7895 snmp FastEthernet4 Vlanl -
UDP 123,123.123.2 161 192.168.6.2 51,849 snmp FastEthernet4 Vlan1
UDP 2.2,2.2 161 152,168.6.2 51,849 snmp FastEthernet4 Vlan1 =
UDP 2.2.2.2 161 152.168.6.2 51,849 snmp FastEthernet4 Vlan1 =
UDP 192.168.6.2 51,849 123.123.123.2 161 snmp Vian1 FastEthernet4 0 (BE) -
UDP 192,168.6.2 51,845 123.123.123.2 161 snmp Vian1 FastEthernet4 0 (BE) =
UDP 192.168.6.2 51,849 2.99:5 161 snmp Vian1 FastEthernet4 0 (BE) o
< 1 |

-

Note that this QoS classifying and marking example provided is very simple. The steps shown need to be repeated
throughout the network environment to ensure all Skype client and server audio DSCP markings are honored appropriately.
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Microsoft Skype Audio QoS Queuing with LiveNX

Once Skype audio traffic has been classified and honored as high priority (DSCP 46(EF)) end-to-end in the network, steps
should be taken to ensure Skype traffic is prioritized appropriately. The diagram below shows Skype traffic being marked
appropriately (as red) end-to-end.

B You Usen QoS flow Routng PRA AN ook Repets belp
Qatboard | Manage (1 o Q5 Fow  Ravtng | PRA| L |
BB R R Twe OReheh MFouTyes v CumentTme v CumentPolngimenal v B3 N Dagiey Fieng viTo® v o

Sawch o x| 7

F_4
Skype Client

S Adwn ser 1205141 AMPOT

This prioritization needs to happen at any congestion point in the network. Congestion occurs most often at the WAN edge,
but can also happen in the LAN. When implementing a QoS queuing policies, start where the problem occurs most, the
WAN edge. The following pages will show how to configure a queuing policy using LiveNX to prioritize Skype traffic at the
WAN edge.

First, click the “QoS” tab and then double-click the middle device (in this example the data center WAN edge device).

fle Yow Uoen QoS flow Routng PRA AN ook fepsts b
Oarboard | Manage [ Bowd Qo [ Pow | Revarg | PRA| Ui |

OO/ R R am

L1

re
F_J
Skype Client

Q
Skype Client

e
t0

S Adwn ey 1200145 AM POT
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This brings up a list of the interfaces on this device. In this example, there are no QoS polices applied to any interface. To
create a queuing policy, right-click on an interface and go to QoS > Manage QoS Settings.

fle Yiew Usen QoS Flow Bouting PSUA (AN Tooks Reports Help

[ Coshbomrd | Manage (Bitromd |~ Qo5 | Fom | Reutng | BSA| L]
“QA | | @ trateroing
Pokey L ) Closs drop.
M ©
P ¢
m ©
- .
< i | —J
CUC Memry © Howbutfer © Modes © s 124137 AMPOT

This brings up the Manage QoS Settings window, as seen below. To create a new policy, click the “Add Policy Button” at the
top left of the page.

m X
—Eeaaaes

Polices Mapped Classes

ZeBLAKURE GREBR

@f&umoumcvmm ClassName Classify Marking Queueing Poliang Shaping Compression WRED DBL Unknown
@] LIVEACTION-POLICY-UNIFIED

Mapped Class Detal
Drop all traffic for dass

s [ [Pt [ [Copresson [ 5 [0 [ppored
Match on: Any Reference

Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must meet
al criteria to be a member of
the class.

Edit

Help ] Save to Device Preview CLI Close
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In this example, the new policy will be named QUEUEING.

Right-click on the policy and add a new class to the policy. This new class will be called VOIP.

Jdaaa|es

ZuBEh U BREM

mf&umzxgmm Neme Clssfy Marking Queveng Poicng Shaping Compresson WRED DBL Unknown ||
m — e =i ==
LB B 1
. ddClasstoPol»
Create Hierarchical Policy
[
Mapped Class Detal
"] Orop all traffic for dass
Classify | Marking | Queueing | Poling | Shaping | Compression | WRED | DBL | Unsupported|
Match on: Any Reference
Class is defined by the
criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
all criteria to be a member of
Edit the class.
< >
Hep | SavetoDevice | | Prevewdl ||  Concel

Select one of the following options:
() Use existing dass: |4C_BL_CriticalData_App-Match_Mark
(®) Create new dass: [VOIP

Note: This option will create an empty dass. You will need to
select the "Class tab” to add dassification parameters.

| [ conce
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Add match criteria

as described above to match EF to the VOIP class.

“ X
domaales
Polides Mapped Classes
LABEA RS RE
& 2] Queveme | | s —| — | —
B {dass-default L]
5] dass-defaut
Mapped Class Detail
[] Orop all traffic for dass
Classify | Marking | Queueing | Pokng | Shaping | Compression | WRED | DBL | Unsupported
Match on: Any Reference
— :DSCP: 46 Class is defined by the
criteria show at left
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
al criteria to be a member of
Edit the class.
< >
[ Help Save to Device PreviewCll [ Gose

WHITE PAPER &

Click the queuing tab and select the queuing type “Priority.” Set the bandwidth percentage to 33%. This is a safe starting

number for this queue and can be adjusted by monitoring the queues performance over time. See below for examples of
how to monitor this queue.

Iﬂﬂﬂ&l%%

Polces
SRR R IR R

Mapped Classes
ERE=

g{éuvw":mg@w ClassName Classify Marking Queueing Poicing Shaping Compression WRED DBL Unknown
@ | LIVEACTION-POLICY-UNIFIED
i | Pepilee I S T S I F N . S
P dass-default o
B
|=] dass-default
Mapped Class Detail
[7] Drop al traffic for class
| Classify | Marking| Queueing | Policing | shaping | ¢ | wrep | peL | unsupported|
Queueng type: [Priorty v Referece
1 Distribute the available A
Rate: [33 Percent v bandwidth between
B W= classes by specifying a
o phe: [32 ! minimum bandwidth
Unknown elements: guarantee to each class.
Queueing Type
Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
allnratad tn tha rlass V.
€
< >
[ Help Save to Device previewcll | [ Cose |
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Click on the “Interface” tab, right-click on the output of interface Ethernet 0/2 (the WAN interface) and apply the QUEUING
policy.

i : <none> ]
-4 mlt 5 Interface name: {Ethsn:ﬂ)lz |

=8 ,E_Mur;:@ N 1P address: [10.255.2.2 |
- e

1P address mask: [255.255.255.0 |

T

7, Output: <) _Apply Policy to Interface o~
&-@ Ethemeto/3 m‘
3 Input : <no -

“--1ap Output : <none>
=% Loopbackd

1 r(»lrvut:m> Maximum reserved bandwidth: [ 75
eﬁouw <none> = This device supports HQF, therefore reserved bandwidth settings are
=} Nuli0
- T% Input : <none> Pre-dassify
« Output : <none> Link Fragmentaton:
-9 Tunneld
B ok s e Maximum delay: |
-’;Ouw:m>
&% VolP-Nulo
3u-un:<m>
4 Output : <none>
Interieave
- jsheneice ] (e O =

Click “Save to Device” and “Close.” Skype audio traffic will now be given priority treatment when this WAN interface
becomes congested.

Sdaaaes
e |
Interfaces
=-§ Ethernet0/0
b B.Imu!: <none>
i Output: <none>
=9 Elhemeif/1 1P address: [10.255.2.2 ]
is.lrwl: <none>
- Output : <none> IP address mask: |255.255.255.0 ]
- Ethernet0/2
{ ?‘""“" <none> Interface description:
E40utout : QUEUENG] weLs
2@ Ethernetd/3
b fri.lmut: <none>
i Output : <none>

L9 5 Maximum reserved bandwidth: | 75151 %

Interface name: [Ethernet0/2 ]

~%sp Output : <none> *This device supports HQF, therefore reserved bandwidth settings are ignored

b & Input : <none> Pre-dassify
s Output : <none> Link Fragmentation:

Bm“m) BustaE ey %4}“

Interleave

Hep SavetoDevicesl}  Previewcu || Cancel
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To verify Skype’s performance return to the network diagram, click the “Home” icon at the top left of the screen, then select
the “QoS” tab, and double-click on the Ethernet 0/2 interface. The graph and legend to the bottom of the screen shows the
real-time performance statistics of this new QoS policy. This screenshot confirms that 46(EF) traffic (Skype in this example) is
being protected by the VOIP queue.
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To see this same information historically click the “1hr” button to the top of the screen to run a historical report for this
policy’s performance. Click the “Custom” button to view this policy for an administratively defined time range. In the
historical report shown below, notice how the “Post-Policy Report” shows traffic in the VOIP queue (Skype in this example)
at 210kbps. This matches with the real-time report above.

QoS Raperts -oEN
NBAR and Post-Policy

15, 12:57:31 AM  Data bin: none

1h

DataCarter-WAN_EDGE

) Show Total Bandwidth
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i [V @ cuseeme 650
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i v Wb L)
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Another QoS historical report that is useful for monitoring QoS performance is the “Pre-Policy and Post-Policy Drops”
Report. The “Class drops” graph and legend will show, which queues have been dropping any traffic. In this example there
are no drops in the VOIP queue, this validates that Skype traffic is performing optimally on this interface for the time range
shown.

OataCenter WAN_EOGE

7] Show Total Bandwid

Pre-policy Before QS - by Class 1 Kops Options ¥
o QuEEns .
Name Average Pea
v @vor L7
3,000 V! [0 cass ettt 2,088
2
2 2,00
g | R OO SR A AP SNSRI
Jul 20, 00550 AM 29120, 100000 AM 420, 100610 AM
« > Class drops Orops -by Cass i Kops Options
- QEENG =
Repont Actions .
Name Average  Peak
[ s v @vor o o
e ' v [ cassdefauit 0 0
i
@ 100
[ scrense z
vor

'
'
'
]

Jul20.00.10 AM 3ot 26,0020 AM  Jul 26,0930 AM  Je1 26,0040 AM  Jul26,00:50 AM  Jul 20, 10.00 AM



http://liveaction.com

LiveAction WHITE PAPER @

Microsoft Skype Video QoS with LiveNX

The steps to configure and confirm Skype video application performance are very similar to the steps shown for Skype
audio. The task required will be summarized below.

First, ensure Skype video is classified and matched appropriately. This would include ensuring Skype video traffic is trusted
as it enters the network edge. Using the example from the Skype audio section of this document, add a “SKYPE_VIDEQ”

class to the SET_DSCP policy. It is recommended to use “Match on ALL” for both the DSCP value and ACL to ensure only
Skype traffic matches this class.

A X
JaQaales
Polices Mapped Classes
Eagahiuds BB
@1 LIVEACTION-POLICY-MEDIANET] | (agg DBL
53 S iy mwu?ﬁqummmmwwm Unknown
1 QUEUEING i
o DSCP s | s s | ' s s | o i
e = Cossdefadt  © DSCP:EE
_: SKYPE_AUDIO N
< voco|
| dass-default
Mapped Class Detal
[] orop ol traffic for dass
Classfy | arang | Queueng | Polng | shapng | Comression | wRED | o8t | unsupparted|
Match on: Any Reference
Match : DSCP : 34 (AF41) Mhumwme
Match : ACL Name : SKYPE_VIDEO_ACL criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
al criteria to be a member of
Eat the class.
< >
Help  SavetoDevie | | PrevewQl || Cancel |
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Once the appropriate trust configuration is in place, LiveNX will validate that the DSCP value is marked end-to-end by

showing the colored arrows across the network map. In the example below, the red arrows indicate Skype audio (EF) and
the gold arrows indicate Skype video (AF41).

Once DSCP markings are confirmed to be honored through the network end-to-end, Skype video should be prioritized on
the appropriate network devices. Using LiveNX’s QoS tools, create a new video class on the same queuing policy that was
created for Skype audio. Configure the class to match on DSCP 34(AF41).

Jaaaales
Policies Mapped Classes
DaBLAERE BB
-1 LIVEACTION-POLICY-MEDIANET| | iass Name == T
-] LIVEACTION-POLICY-UNIFIED MWM [oicnd fShep J. Conpres-o- | WRED)
- QUEUEING g
] vor
g
| dass-default
Mapped Class Detai
[] Orop al traffic for dass
Clssiy | erkng | Queveing | Pokon | shaping | Compresson | wRED | o8t | unsupport
Match on: Any Reference
Match : DSCP : 26 (AF31) Class s defined by the
criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
all criteria to be a member of
Edit the class.
< >
Help | Save to Device Preview CLI L Cancel

Configure this VIDEO class to queue traffic. In this example, the video class will be assigned 20% as a CBWFQ.

Jaaaes

Poicies | Classes | Interfaces|

Polices Mapped Classes
CABLR WS BB
@ {9 LIVEACTION-POLICY-MEDIANET! [ Clacs Name  Classify Marking Queueing Policing ... Compres... WRED DBL Un...
- | LIVEACTION-POLICY-UNIFIED 2
&4 \VOIP * Priority: 33%
gorne I I T I N I N N
5 =A {dass-default .
=] dass-default
Mapped Class Detal
[] brop al traffic for class
| Classify | Marking| Queueing | Policing | Shaping | C ion | WRED | 8L |
Queueing type: [M-baleﬂ v Reference
Distribute the avaiable ~ ~
Rate: [20 [percent V] bandwidth between
: | classes by specifying a
[ Queue depth: [1 [Bytts = minimum bandwidth
[[] Enable Fair Queueing guarantee to each class.
Unknown elements:
Queueing Type
Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
allnrated tn the clase Y
< >
< =i

Help J | SavetoDevie || PreviewCll Cancel
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Once the video queue is created, its operation can be confirmed by viewing the interface’s QoS statistic. In the example,

below, video traffic is being matched in the bottom graph in purple.

WHITE PAPER &

fle View Users QoS Flow Routing PSLA LAN Took Regorts Help

Destbourd Mansge (B Expand

QoS [ Flow | Reutng | BSA| L]
(@ Erable Polng | Appicaton /Clses = Outt = 18m v 14 0 (1B

< >

(OU© Memry © Pow Buffer © |

> Output: QUEVEING

Before QoS - by Appication (NEAR)

. -

024255 P 014355 MM

After QoS - by Class

024255 M 029055 PM

024455 PM

5

QB8 M

024095 PM

024055 MM

2,108 2,20
— p—

»

| odmn: Adminuser  O1:13:36 AMPOT
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APPENDIX A: LIVENX ACL MANAGEMENT FOR SKYPE

LiveNX has ACL management capabilities that allow administrators to configure and push access lists to the enterprise. This
gives engineers the ability to centrally manage and deploy ACL in their network. To manage the access list on a device, right-
click on the device, select “Device Tools,” and “Manage ACLs.”

e Yoy, Ubwy Qo - Flow. Beving - BRA AN . Took.. Ragorts bivp

Castbowd | Marage (1 Brpnt Q5 | Pow | Rang | PRA | L |

e pakcy B o) o 359
® trorens:

& rome T4 ot = s 10w

‘Device: DataCenter_Core dckoud cusco.com »
© trenen] | OF o ™

@ Ooacemerw  Fiow . Qe 1%

ce co

@ trerenyy]  Po
= @ Rewete_See Ty
® tterendd |4y
Ect Device Settings
Ad ce Remove ntmfaces
Ratorth Device
Pamove Devce

Device Teoks Ol T e———"

Suutisics 3 Ogen Desice Web P
View .
Growp Mansgamest .

(U © Memary € Fowiutter © otes & 0136028 AMPOT

A list of the ACLs found on the device will appear. Click on one of the access lists to see its configuration at the bottom of
the screen. Click the “Edit ACL” button to manage the access list. The example ACL below shows the information that would
match Skype Audio in this document.

Current Router  |DataCenter_Core |

Type Applied Interfaces e A
it
Extended (Named) ,
Extended (Named) -
Extended (Named) | Copy ACL |
Extended (Named) :
Extended (Named) | Apply /Remove ACL |
Extended (Named)
Extended (Named)
Extended (Named)
Bxtended (omed) | |
Extended (Named)
Extended (Named)

| saveacLFie |

| loadACLFie |
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Select one of the ACL rules and click “Edit Rule” to update the variables as appropriate.

Name / Number |skvPE_AUDIO_AcL | | Hep |
Remarks
Create Remark
Edit Remark
Remove Remark
Access Rules
Create Rule
CopyRue
Delete Rule

Preview CLI Save to Device

Edit the ACL as requited and click “OK” when finished.

@ permit ) deny

OP ©TCP @UDP () ObjectGroup [<NoObjectGroups > v | @ Other [by Name ][ ~]
Source Destination
@any ©) byNetworkor IP | | © by Object-Group E} @ any ©) byNetworkor IP |

€.g 192.168.1.0/24 or 192.168.1.19 [<NoObjectGrops > | e.g 192.168.1.0/24 or 192.168.1.19

7] by Port ,'m =\ Manage Port(s) [T by Port [ondto v: [ Manage Port(s)
[Imatch  [byosce =] =l

[7] Log Rule lLog v:

WHITE PAPER &

by Object-Group
:< No Object Groups > -

() (ot
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The ACL referenced above can be used as the match criteria for a QoS policy (as shown below).

H X
JaQARes
Polides Mapped Classes
DUBELAUAE BRA ‘
@ Yo LIVEACTION-POLICY-MEDIANET) | Ciagsname Classify Marking Queveng Polang Shaping Compresson WRED DBL Unknown
@I | LIVEACTION-POLICY-UNIFIED
@ T QUELEING - I | | | | | —|
- SeT_Dscp [RTEVIED. @ .
i dass-defalt @  DSCP:BE
=] sKYPE_vIDEO
[5] dass-default
Mapped Class Detai
[] Drop all traffic for class
Classfy | Markng | Queueing | Polng | shaping | Compression | wReD | o8t | nsupparted|
Match on: All Reference
B Class is defined by the
criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
all criteria to be a member of
= the class.
< >
| Help Save to Device Prevewal | [ Close ]

WHITE PAPER &

Below is another example ACL. This example shows the information that would match Skype video in this document.

Current Router IDamCemer_Cwe ]
Access Control Lists (ACLs)

Name /Number Type Applied Interfaces Create ACL
ACL-BITTORRENT-PC1 Extended (Named) I T]
ACL-CITRIX-PC1 Extended (Named)

ACLFTP-PC1 Extended (Named) [ Deeteac ]
ACL-G711-19420 Extended (Named)
|ACL-INET-PUBLIC Extended (Named) | Copy ACL |
BEST_EFFORT Extended (Named)
CRITICAL Extended (Namec)
IDENY_GLOBAL_LEARN_LIST Extended (Named)
LIVEACTION-ACL-AVC Extended (Named)
RDP Extended (Named)
SKYPE_AUDIO_ACL Extended (Named)
SKIPE_VIDEO ACL Bxiended fomed) |
\VOICE_VIDEO Extended (Named)
Access Rule Entries
ipermit udp any range 20100 20199 any Save ACL File
permit udp any range 22000 22999 any
| loadACLFe |
Close

Managing Skype for Business: QoS with LiveNX
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APPENDIX B: SKYPE WITH CISCO PERFORMANCE MONITORING

LiveNX supports the Cisco Performance Monitoring Flexible NetFlow template. This will allow administrators to deploy

and manage Performance Monitoring in the network infrastructure and gather application performance metrics (packet
loss, jitter) for voice and video over IP. This advancement in technology gives administrators the ability to understand how
these applications are performing without the use of probes or other costly network appliances. Using the technology now
embedded inside Cisco network equipment, voice and video call quality issues can be detected and reported to network
administrators before end-users ever complain.

The first step in gaining this visibility into voice and video application performance is to enable this flow type in the Cisco
network infrastructure. LiveNX can automate these tasks and enable the deployment of this complex set of configurations in
a simple point-and-click manner. This can be done with the following step:

From the Menu bar, Select Flow > Configure Flow.

Fle Yiew U QoS Flow Bowing PSLA LAN Took Reots bep
Dashbowd Mansge [ Expand. QoS Fow | Rovtng | BSUA | LW

OB/ R & Q Ttk ORekeh MfowTyoes v CGurentTme v CurentPoingintervsl v | G No Dsplay Femg vien v o
tare .

o @ Ostscenter Core
& @ OotaCenter WAN _FOGE
o @ Remote_Ste -

Remote_3ite

aght

(g )

Skype Client

2
Skype Client

Color Magpng By 05CP

U © Mooy © owoutter © I I e © Ok Retesh 1o view fow mformaton. admn: Advn user | 12:08:41 AMPOT
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Check the devices to enable the Voice/Video Performance (Medianet) flow type and click “Configure Selected.” In this
example, all three devices are checked.

X

Instructions
Select devices to configure flow

Flow Configuration Table

Q-

Select Device Type 1P Address Descaiption  Tags  Traffic... Applic... VoiceNid... Traditi... Custom
() @ DataCenter-WAN_EDGE |sundard v [198.19.2.1 Cisco 10SS... WAN,... © © © © ©
[0 @ DataCenter Core |standard v|198.19.11  Gs010SS.. WAN,.. © © © © ©
[] @ Remote Site |standard v |198.18.120.25 CiscolOSS... WAN,... © © ® © ©

Help Configure Selected Close

Check the box of the desired technology on each interface and click “Save to Devices.” In this example, all interfaces have
FNF (basic Flexible NetFlow) and Voice/Video Performance (Medianet) selected.

X
Instructions
Configure the type of flow you wish to receive from the interfaces

Flow Configuration Table

Q.

Device Type IPAddress  D... Tags Traffic Statistics (FNF) ... Voice/Video Performance (Medianet) ... ..

& @ DataCenter-WAN_EDGE  [Standard v|198.19.2.1  Gs... WAN, Ne... © © © e
@ Ethernet0/0 - 198.19.2.1  Br... LAN O O O
© Etherneto/2 - 10.255.2.2  MPLS 1500, M... 0 ()

=@ DataCenter_Core |standard v|198.19.1.1  Gs... WAN, Lo... ) © ) oo
® Etherneto/o - 198.19.1.1  Br... LAN O O O
© Ethernetd/2 - 10.255.1.2  MPLS 1500, M... O O

= @ Remote_Site [snnd-d v |198.18.129.25 Gs... WAN, Sa... © © © ©o

T S S = I T O [ I S
® Ethernet0/1 - 10.255.0.2 1500, M... [} O
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Once the Performance Monitoring flow type is enabled, navigate to a device’s real-time NetFlow view by clicking the “Flow”
tab and then double-clicking on a device in the network map. Select the flow type drop down menu and select “Medianet.”

Qos’ Flow | Routing | TP SLA | LAN |
| @& & | @ enable poling | [ Pause oispiay| TR - & Defoultitercrou + | § Display Fiter Colors ~ |EndPoints: IP Address

LProtocd SclPAddr  Srcport  |AIFlow Types tPort  Appication InTF OutTF SrcDSCP
P 2,299 23 Sasichiow skype FastEthernetd Vian1 48 (CS6)
frep 2,222 23 skype FastEthernet4 Vian1 48 (Cse)
|luDP 123.123.123.2 161 snmp FastEthernet4 Vian1 0 (BE)
|luoP 123.123.123.2 161 snmp FastEthernet4 Vian1 0 (BE)
|lubP 123.123.123.2 62,624 undassified FastEthernet4 Vian1 0 (BE)
:LDP 123.123.123.2 62,624 undassified FastEthernet4 Vian1 0 (BE)
ICMP 123.123,123... - o icmp FastEthernet4 Vian1 48 (Cse)
‘ICMP 123.123.123... - 192.168.6.2 2,816 icmp FastEthernet4 Vian1 48 (Cse)
|lubP 192.168.6.2 20,100 222.222.222.222 20,100 rip Vian1 FastEthernet4 34 (AF41)
|luoP 192.168.6.2 20,100 222.222.222.222 20,100 rtp Vian1 FastEthernet4 34 (AF41)
luop 192.168.6.2 20,100 222.222.222.222 20,100 rtp Vian1 FastEthernet4 34 (AF41)
EII'\D‘ 107 1AR A 2 N 100 ’7"77 222 222 222 20 100 rn ‘ Wian1 Factrtharnatd 24 faFan
J £

The real-time Performance Monitoring flow records will now appear. Packet loss and jitter measurements will now be visible
in the flow record. In the example below, two of the flows are being highlighted in pink due to an alarm being triggered by
the cells in red. In this example, these flows Jitter Max measurements triggered an alarm. Network administrators are able
to receive this performance alert via email or syslog message.

SicIPAddr  SricPort  DstiP Adde DstPort  Appcation OSCP and IP... RTPSSRC Packet Loss Count  Packet Loss Percentage  Mter Mean Atter M Jtter Max 1
192.168.6.2 20,000 222222222222 20000  msdyncmeda % (=) 3219829004 0 0.00% 0.00ms 0.00ms 0.56ms .
192.168.6.2 20,000 222222222222 20000  mesdyncmedia 46 (FF) 3212829004 0 0.00% 0.00ms 0.00ms 0.56 ms
192.168.6.2 20,000  222.222.222.222 20,000  msdyrc-meda % (&) 3219829004 0 0.00% 0.00ms 0.00ms 1.82ms
192.168.6.2 20,000  222.222.222.222 W00  msdyc-meda % (&) 3219329004 0 0.00% 0.00ms 0.00ms 182ms |
192.168.6.2 20,100 222.222.222.222 20,00 p 34 (AF41) 3176370538 0 0.00% 0.0lms 0.00ms 1.53ms
192.168.6.2 20,100 222222222222 20,00 rip 34 (AF41) 3176870638 0 0.00% 0.01ms 0.00ms 183ms
192.168.6.2 20,100 22222222222 20,100 rtp 34 (AF41) 3176370638 0 0.00% 0.01ms o.oo--
192.168.6.2 20,100 2222222222 1,100  rtp 34 (aF41) 3176870698 0 0.00% 0.01ms 0.00ms

192.1636.2 20000  222.222.222222 1000  mshncmeda % (=) 2254333084 0 0.00% 0.01ms 0.00ms 1.04ms
192.168.6.2 20,000  222.222.222.222 20000  msdyncmeda % (%) 2254833084 0 0.00% 0.02ms 0.00ms 106 ms
192.168.6.2 20,000 222222222222 20,000  mshyncmeda 0 (8€) 2254833084 N/A N/A NA NA

¥

19Y 1RRA D WM O 222272223 222 WM onn e dues madia 0= 27543 WRL
« m

z
-

N 7Y Nl Nig
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APPENDIX C: SKYPE QOS AUDIO CONFIGURATION USING NBAR2

DEFINITIONS

LiveNX and NBAR2 makes protecting Skype traffic extremely easy. Earlier in this guide, methods were described on how to
recognize and mark ingress traffic using ACLs to identify ports used for Skype audio or video. This required changes to the
Microsoft servers and clients. With NBAR2 protocol pack 12 (or higher) that is no longer necessary. NBAR2 applications can

be applied directly to QoS polices using the LiveNX QoS Management GUI.

Begin by creating an ingress to QoS Policy to Classify Skype Audio as DSCP 46. To do this, open the LiveNX Manage QoS

Settings window.

Y [T

\
&)@ Branch14A ‘

Device: Branch1-LA.dcloud.cisco.com
QoS
Flow
Routing
IP SLA
LAN
Edit Device Settings
Add or Remove Interfaces
Refresh Device
Remove Device
Zoom to Device
Device Tools
Statistics
View

Group Management

Enable QoS Polling
Manage QoS Settings

Manage NBAR

Apply Policy to Intetfaces...
Remove Policy from Interfaces...

Copy Policy to Devices...
Reports

I
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Create a new QoS Policy by selecting “Add Policy” and give the policy a name.

Al Manage QoS Settings - SC-4331-WAN (10.10.20.1)
Jaaaale
Policies  Classes Interfaces
Policies Mapped Classes

I!}fh.ﬁaﬁ\i&l’: EREM

g LIVEACTION-POLICY-UNIFIED

Class Name  Classify Marking Queueing Poliing Shaping Compression WRED DBL  Unknown

Mapped ¢ A Add Policy X

Drop &

..., | Policy name: |SET_pscrl B
Match or [ cancel Reference

Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the.
criteria to be a member of
the class.

Match-all: packet must meet
all criteria to be a member of
B the class.

Save to Device Preview CLI [ Close

After creating the new policy, right click on the new policy and select “Add Class to Policy.”

Al Manage QoS Settings - SC-4331-WAN (10.10.20.1) ‘

Ja26s

Policies Classes Interfaces

Policies Mapped Classes

SPOBLM LSS BREBR

;gguveacnm-mucv—wﬂso | lclassme Classfy Marking Queueing Policing Shaping Compression WRED DBL  Unknown
2] da Copy Policy...
7 Delete Policy...

Add Class to Policy |

Apply Policy to Interface...

& O|&|& &

Remove Policy from Interface...

Mapped Class Detail
Drop all traffic for class

Marking | Queueing | Policing | Shaping | Comp

Match on: Any Reference

Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must meet
all criteria to be a member of
Edt the class.

Help SavetoDevice | | PreviewCll | Cancel
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Give the new class a name.

parameters.

Al Add Class to Policy X
Select one of the following options:
(O Use existing class:  LIVEACTION-CLASS-AVC v

(® Create new class: !Skype-Audio W

Note: This option will create an empty class. You will
need to select the "Class tab" to add classification

Next, select “Edit” to add Skype audio to the class.

Jdaaaes

Poices | lasses | Interfaces|
Policies

EsBth usys

Mapped Classes

ERE =

=] SET_DSCP

*F) ey

=] dass-default

T LIVEACTION-POLICY-MEDIANET
@I | LIVEACTION-POLICY-UNIFIED

N | | A | — — —
e

Mapped Class Detail
[] Drop alltraffic for dass
Match on: Any

Reference

Class is defined by the
criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must meet
all criteria to be a member of
[ Edt the class.

| savetoDevie || Previewar || cancel
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On the Class Tab, select “Protocol—using NBAR” as the match type. Then select “ms-lync-audio” as the NBAR application,
and then select “Add Match Statement.”

adaaales

Policies | Classes | Interfaces

Classes Create and Edit Match Statements
[ [ .
0% Match type:||Protocol - using NBAR V| [Matchany o] R
}-UVEACTKX‘J CLAS
| LIVEACTION-CLAS Value: msg-auth Al [M.. MatchT... Value
Scype-Audo oo
ms-is
ms-live-accounts
-ync-video v,

Matchjmatch not: [Match

Add Match Statement Replace Match Statement

v

Save to Device PreviewCll ||  Cancel

Now, go back to the Policies tab, and then select the Marking tab. On the Marking tab check the box for DSCP and select “46
(EF).”

Jaaales
Polcies | Classes | Interfaces|
Policies Mapped Classes
ZABERGRE BREBE

@1 LIVEACTION-POLICY-MEDIANET) [ (acname Classfy Markng Queveing Poling Shaping Compresson WRED DBL Unknown
@I | LIVEACTION-POLICY-UNIFIED

b s I =73 I I IS S S Y S
| S reecetak o
| dass-defauit

Mapped Class Detail
[] Drop al traffic for dass
)

eng | Pokcng | shapng | Compression | wReD [ o8t | unsupported|

Mark with: Reference
Differentiate packets (a2
|E IDSG v IGM v | belonging to this class
[ 1Pva Only based on marking.
[] ATM Cell Loss Priority MarkOn
B DSCP: marks a packet by

setting the differentiated
services code point
(DSCP) value in the type
of service (TOS) byte.

Precedence: sets the

nracadanca valia in the i

Save to Device Preview CLI Cancel
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Now add another “class” to the SET_DSCP policy to mark our Skype video traffic as DSCP 34.

Select one of the following options:
(O Use existing diass: |LIVEACTION-CLASS-AVC
(®) Create new dass: ISkype-\ﬁdeo

Note: This option will create an empty class. You will
need to select the "Class tab” to add dassification
parameters.

| [ Cance

After creating the new class please select “Edit.”

Doaaaes
Policies Mapped Classes
LeaBLAM RS BB
@ T UVEACTION-POLICY- MEDIANET) | CjassName Classfy Markng Queueng Poicng Shaping Compresson WRED DBL Unknown
@3 | LIVEACTION-POLICY-UNIFIED .
o7 ser psce Skype-Audio ° DSCP: EF
5] skype-Audio S 5 | s o | s
B o vico) lasscefot @
=] dass-default
Mapped Class Detail
[[] orop al traffic for dass
Classify | Marking | Queueing | Poicing | Shaping | Compression | WRED | DBL | Unsupported|
Match on: Any Reference
Class is defined by the
criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
all criteria to be a member of
@] the class.
< >
Hep | | savetoDevie || Prevewar || cancel
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Once on the class tab please select the match type to be “Protocol-using NBAR” and then select “ms-lync-video” and lastly
“Add Match Statement.”

daaaales

Polides | Classes | Interfaces

Classes Create and Edit Match Statements
0= Match type:| -using NBAR o [Metchany v &
M LIVEACTION-CLAS
|MILIVEACTION-CLAS Value: msg-auth Al |M.. MatchT... Value
M Skype-Audo mhed
s
ims-ive-accounts
ims-lync
ims-lync-audio

Match/match not: |Match

Add Match Statement _‘ Replace Match Statement

v

Help | Save to Device Preview CLI Cancel

Go back to the “Policies Tab” and select the “Marking Tab” to properly mark Skype video as DSCP 34.

Jduaales

Polides Mapped Classes
ZRBLA Rl BB
@ﬁmmma@m ClassName Classify Marking Queueing Poliong Shaping Compression WRED DBL  Unknown
@3 | LIVEACTION-POLICY-UNIFIED
o 3 ser psce Skype-Audio @  DSCP:EF
e Sopevdeo | = Pscin | | | | [ | [
i : dass-default .
| dass-default
Mapped Class Detail
[ Orop all traffic for dass
| Glassify | Markng | Queueing | Polcng | Shapng | Compresson | wRED | b6t | Unsupported|
Mark with: Reference
Differentiate packets A
|DSO’ v |26(AF31) v belonging to this class
based on marking.
] 1Pv4 Only
(] ATM Cell Loss Priority Mokow
- DSCP: marks a packet by
[] Frame Relay Discard Eligible seftting the differentiated
services code point
(DSCP) value in the type
of service (TOS) byte.
Precedence: sets the
nracadance vakis in the v
<
< >
Help ] | savetoDevice | | Previewcu Cancel
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Now with a policy to identify and mark the Skype audio and video, apply the new policy to an interface by right-clicking on
the policy and selecting “Apply Policy to Interface.”

x
Jaaaales
Policies | Classes [ Interfaces |
Policies Mapped Classes
ZORLKERE RER
Tz
g aquACI’IONPOuCY-UN]FIED ‘ [Gass Name Classify Marking Queueing Policing Shaping Compresson WRED DBL  Unknown
h 5 8 Copy Policy... it
= DSCP: ...
= B Delete Policy...
~ |8 Add Class to Policy
5] Apply Policyto Interface.. (1=
€] Remove Policy from Interface...
Mapped Class Detail
ll traffic for dass
arking [(Queueing [Poli ED [ DB [Unsupport=
Mark with: Reference
Differentiate packets A
[osce |[34 (aFan) | belonging to this class
based on marking.
[_11Pv4 Only
ATM Cell Loss Priority Mark On
DSCP: marks a packet by
Frame Relay Discard Eigble setting the differentiated
services code point
(DSCP) value in the type
of service (TOS) byte.
Precedence: sets the
nrecadancs valis in the
<
Help ] SavetoDevice || Prevewcl ||  Cancel

Select the interface to apply the policy to and select “OK.”

Al Apply Policy to Interfaces X

Select a policy:

Select the interfaces to which you want to apply this policy:
[ [m] & GigabitEthernet
; 9 & Input
| e [ % Output
=[] % GigabitEtherneto/o/o
| [ < Input
- [ Output
=[] % GigabitEthernet0jof1
[ & Input
- - Output

oK ‘ l Cancel
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Lastly, select “Save to Device” to apply the policy to the device itself.

(Al
Jauaales
Polcies | Classes | Interfaces|
Polices

Mapped Classes

ZABER RS BRR=

E]:,%UVEACTIW‘PGJCV@!NET ClassName  Classify Marki Q z Polci . c DL
& £ LUEACTION POLICYUNIIED | e T I N I A I
) Emxwn e &
] Skype-Video o
5] dass-default
Mapped Class Detail
[[] Drop all traffic for dass
| Cassify | Marking | Queueing | Polcng | shaping | Compression | WRED | Det. | unsupported!
Match on: Any Reference
Match : Protocol - using NBAR : ms-lync-audio Class is defined by the
criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
all criteria to be a member of
r 1 the class.
e
< >
tidp SavetoDevicals|| Prevewdl ||  Cancel

Managing Skype for Business: QoS with LiveNX
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APPENDIX D: SKYPE QOS QUEUING WITH LIVENX AND NBAR2

Now that Skype audio and video were easily identified and marked in the SET_DSCP Policy, create a queuing policy to
protect the traffic.

From the “Manage QoS Settings” on the device that would need a queuing policy applied to, start by creating a new policy.

B EICE

Poles | Classes | Interfaces

[’oioes Mapped Classes

Elagihuds BRA

s & ClassName Classify Marking Queueing Poliang Shapng Compresson WRED DBL  Unknown
T G 3 ] e e e e

Mapped Class Detail

[] Orop all traffic for dass

Classify | Marking | Queueing | Poliang | Shaping | Compression | WRED | DBL | Unsupported

Match on: Any Reference

[Match : Protocol - using NBAR : ms-ync-audio Class is defined by the

criteria show at left

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must meet
al criteria to be a member of
Edt the class.

Call the new policy “queuing.”

Al &dd Policy X

Policy name: | QUELEING

oK  Cancel \
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Right click on the new “queuing” policy and select “Add Class to Policy.”

PRIRRR-E- 1LY

Policies Mapped Classes
DOREH RS RER

g%ON?CUCYUNIFED’ |CiassName Classify Marking Queueing Policing Shaping Compresson WRED DBL  Unknown
3 NG
°

“E | @ Ccopy Policy..
@S B Delete Policy...

ﬂ Remove Policy from Interface...

Mapped Class Detail
| Drop all traffic for dass
Mark with: Reference
Differentiate packets A
[psce v | [34 aran) v belonging to this class
= based on marking.
[]1Pv4 Only
[7] ATM Cell Loss Priority MarkOm: |
DSCP: marks a packet by
Frame Relay Discard Eighle setting the differentiated
services code point
(DSCP) value in the type
of service (TOS) byte.
Precedence: sets the
Araradanca valis in tha ¥
<

| swewoevee || prevewct || Concd |

Give the new class a name.

Al Add Class to Policy X

Select one of the following options:

O Use existing class: | LIVEACTION-CLASS-AVC v|

(®) Create new class: lVOIP |

Mote: This option will create an empty class. You wil
need to select the "Class tab" to add classification
parameters,

OK Cancel
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After the new policy is created select “Edit” to match on the DSCP 46 markings.

Jaaaales
Pﬂiﬂ!sdanes]mtufm
Policies Mapped Classes
E BRE >
MMMMWMPMMCWWREMWW‘
{2 | — | — | — | — E— E—  —
°

-default
Mapped Class Detail
[[] orop all traffic for dass
Classify | Marking | Queueing | Policing | Shaping | Compression | WRED | DBL | Unsupported
Match on: Any Reference
Class is defined by the

criteria show at left.

Match-any: packet must
meet at least one of the
criteria to be a member of
the class.

Match-all: packet must meet
all criteria to be a member of

o

| savetoDevie || Prevewau | Cancel

On the “Classes Tab” select “DSCP” as the “Match Type.” Select “46 (EF)” as the value, and then “Add Match Statement” to
those markings.

ddaaaes

Polices | Classes | Interfaces|

Classes Create and Edit Match Statements
G Match type:||DSCP. v ["Nd‘llv v R
I LIVEACTION-CLAS ;
IBLIVEACTION-CLAS paes|oo Al M. MatchT... vae
[ Siope-fudo o
Skype-Video 41
2
43
4
45
v
up Vi
Match/match not: [Match v
[[] 1Pv4 Only

Add Match Statement, Replace Match Statement

Help | SavetoDevice | |  Preview CLI Cancel
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After selecting the correct match type, please go back to the “Policies Tab” and then select the “Queuing Tab” for the VOIP

Class. Set the priority bandwidth percentage to 33%. This is a safe starting number for this queue, and can be adjusted by
monitoring the queue performance over time.

x
Jadaaales
== Policies Idms | Interfaces
Policies Mapped Classes
ZaBLEA U BRE
x:’}umlzzigmm ClassName Classfy Marking Queueng Poicng Shaping Compresson WRED DBL  Unknown
@] LuveacTI UNIFIED
g, dass-default .
[5] dass-default
&3] ser_pscp
|| Skype-Audio
5] Skype-video
dass-default
Mapped Class Detail
[] Drop all traffic for
P ] e
Distribute the available A
Rate[s3 | bandvwidth between
[ Burst size: |32 bytes chsase by scecilyng &
minimum bandwidth
Unknown elements: guarantee to each class.
Queueing Type
Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
alinratad in tha rlase v
< > .
Help Save to Device Preview CLI Cancel

Create a second video class to the policy to protect Skype video.

Al &dd Class to Policy X

Select one of the following options:

(O Use existing class: | LIVEACTION-CLASS-AVC v ‘
@ Create new class: | VIDEQ)| '
Note: This option will create an empty class. You will

need to select the "Class tab" to add classification
parameters,

oK | \ Cancel
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Select “Edit” for to correctly classify video traffic DSCP 34.

X
JLda|es
Policies Mapped Classes
DABER U BB
@{}'—“’E‘m"“mc"@"m ClassName Classify Marking Queueing Poliing Shaping Compression WRED DBL Unknown
@)% | LIVEACTION-POLICY-UNIFIED
&7 QueEsEmNG VOIP ° Priority: 3...
| voP | i | | s— | —| — — i—
——-‘ dass-default °
| dass-defauit
-] ser_oscp
| Skype-Audio
=] Skype-Video
| dass-defauit Mapped Class Detai
[ Drop all traffic for dass
Classfy | Marking | Queueing | Poicng | Shaping | Compression | WRED | DeL | Unsupported|
Match on: Any Reference
Class is defined by the
criteria show at left.
Match-any: packet must
meet at least one of the
criteria to be a member of
the class.
Match-all: packet must meet
all criteria to be a member of
the class.
< >
F Help SavetoDevice | | Preview CLI Cancel

On the classes tab please select “DSCP” as the match type, “34 (AF41)” as the value, then select “Add Match Statement.”

(A

( EEEEICL

(ks ot rocs

Create and Edit Match Statements

Match lype:“m v [m’” V. ‘

... MatchT... Value

(Select up to 8 values)
Match/match not: |Match
[[]1Pv4 Only

Add Match smunem Replace Match Statement

jSaioDevic | |SBrevew 0T [ canc
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After selecting the correct match type, select the “Policies Tab” and then select the “Queuing Tab” for the video class. Set
the bandwidth percentage to 20%. This is a safe starting number for this queue, and can be adjusted by monitoring the
queue performance over time.

JLdaaaes
m Classes ] Interfaces
Polides. Mapped Classes
DABERUSE RREB®
:’]rgummmamw ClassName Classify Marking Queueing Poliing Shaping Compression WRED DBL  Unknown
@-%_| LIVEACTION-POLICY-UNIFIED vorP ° Priority: 3
g =
"5 vop | - fCessbas.| | | | | | |
] dass-default L]
=] dass-default
& I seT_pscp
=] Skype-Audio
=] Skype-Video
| dass-default Mapped Class Detail
[ orop al traffic for
(Queueng type: |Class based v | Reference
Distribute the available A
Rate: [20 | [Percent v bandwidth between
- classes by specifying a
[ Queue depth: Il [B"les minimum bandwidth
["] Enable Fair Queueing guarantee to each class.
Unknown elements: .
Queueing Type
Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
alnratad tn the rlass Y
< >
< >
Help Save to Device Preview CLI Cancel
The queuing policy can now be applied to an interface.
PIRIR R R
Polices Mapped Classes
ZOBLMOGBE BRER
6T LIVEACTION-POLICY-MED! ClassName Classify Markng Queueing Poicng Shaping Compression WRED DBL Unknown
@3 | LIVEACTION-POLICY-UNIFIED
= ﬂ \vorP L] Priority: 3...
4] Copy Policy... : I
' |38 Delete Policy...
3 Add Class to Policy
| 1&5) Apply Policy to Interface...
€] Remove Policy from Imuface...@w
Drop all traffic for dass
Queueing type: |dassbased . Reference
Distribute the available o)
Rate: |20 [Percent DROWid botWeon
- classes by specifying a
Queue depth: |l |Evtes i b
Enable Fair Queueing guarantee to each class.
Unknown elements: .
Queueing Type
Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
Allnratad tn tha clace be
<
< >
Help Save to Device Preview CLI Cancel
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Add the policy to the correct interface.

A Apply Palicy to Interfaces X

Select a policy:

Select the interfaces to which you want to apply this policy:
=[] % GigabitEthernetd
-~ [J%% Input: SET_DSCP
“ [ % Output
- [m] @ GigabitEthernet0/ojo
§ D & Input
- [ % Output
=[] @ GigabitEtherneto/of1
= [ ¢ Input
D > Output

OK I ‘ Cancel

“Save the policy” when completed.

Jaaaales
Polices Mapped Classes
DOREHGRE BREM

T e CTINPOLCANEED | ° Priority: 3...
8 _ VIDEO L] Class-bas...
J}VIIIO dass-default L]
[5) dass-defauit
=] seT_psce
[5] skype-Audio
=] Skype-Video
| dass-defauit Mapped Class Detai
Drop all traffic for dass

l‘] euel v I"l I l
S e s i Reference
Distribute the available ~ ~

Rate: IZO IPevcem v bandwidth between
= | classes by specifying a
th: |1 Bytes
Queve depth: | | [ev minimum bandwidth
Enable Fair Queueing guarantee to each class.
Unknown elements:

Queueing Type

Class-based: utiizes
Class-based weighted fair
queueing (CBWFQ) using
derived weight for packets
from the bandwidth
allncatad tn tha clace

< >

v

Hep | s-ehnmaa} Preview CLI Cancel
d
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MORE INFORMATION
QoS

Find out more about QoS including best practices and the latest tools for monitoring and creating new policies.

Upcoming Webinars
Check out our updated webinar schedule—gain insights from our special presenters about topics like QoS, Hybrid WAN
Management, Capacity Planning and more.

Additional Resources
Case studies, white papers, eBooks and more are available for your learning on the LiveAction resources page.

LiveNX and LiveUX Downloads
Free downloads of LiveNX and LiveUX are available now. Visit our webpage to discover more details and benefits of LiveNX
and LiveUX.

ABOUT LIVEACTION

LiveAction provides comprehensive and robust solutions for Network Performance Management. Key capabilities include
Cisco Intelligent WAN visualization and service assurance, best-practice QoS policy management, and application-aware
network performance management. LiveAction software’s rich GUI and visualization provide IT teams with a deep
understanding of the network while simplifying and accelerating management and troubleshooting tasks.

©2016 LiveAction, Inc. All rights reserved. LiveAction, the LiveAction logo and LiveNX Software are trademarks of LiveAction.
Other company and product names are the trademarks of their respective companies.
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