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INTRODUCTION

Cisco’s Medianet Performance Monitor (PerfMon) is a variation of Flexible NetFlow (FNF) that allows the user to become
aware of key media and application metrics for traffic flows. This new capability reports not only on the standard NetFlow
5-tuple (Source IP Address, Destination IP Address, Source Port, Destination Port, and IP Protocol), but also on media
specific data such as Jitter, Media Rate Variation, RTP Synchronization Source (SSRC), and much more. The main goal is to
grant Network Administrators the chance to detect flow performance issues before they impact the overall usability of the

media application.

LiveNX serves to provide a detailed view of the reported PerfMon traffic, with an easy to understand graphical interface.
Users can then further leverage Cisco’s PerfMon technology, with the assistance of LiveNX, to perform troubleshooting and
monitoring of critical voice and video traffic flows. This technical application note provides instructions on enabling and

using PerfMon within the context of the LiveNX software.

SUPPORTED IOS
Cisco Catalyst Switches

Platform 10S License
Catalyst 6500-E SUP2-T 15.0(1)SY IP Services
Catalyst 4900M 15.1(1)SG IP Base
Catalyst 4500X XE 3.3.0SG IP Base
Catalyst 4500E SUP7-E XE 3.3.0SG IP Base
Catalyst 4500E SUP6-E 15.1(1)SG IP Base
Catalyst 3750 / 3560 12.2(58)SE2 IP Base

Cisco Integrated Services Routers (ISR) and Aggregation Services Routers (ASR)

Platform 10S License

Cisco 3900 ISR 15.1(3)T UC or Data

Cisco 2900 ISR 15.1(3)T UC or Data

Cisco 4000 ISR 15.1 (3)T UC or Data

Cisco 1900 ISR 15.1(3)T Data

Cisco 880/890 ISR 15.1(3)T Universal with Advanced IP

Cisco ASR 1001 XE3.5 Universal with Advanced IP

Cisco ASR 1000 XE 3.5 Universal with Advanced Enterprise

For the latest information regarding Cisco Medianet, visit: http://www.cisco.com/go/medianet
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LIVENX CONFIGURATION

Setting Up the Device

The first step to leveraging these capabilities is to add the devices to the LiveNX topology. This is accomplished through
discovery, or by directly adding the devices through the File menu:

Device Discavery
Step 1: Specify what to scan
'.6‘ Specify IP ranges (ex: 192.168.1.1-200) or one IP per line:

=%

172.16.67.107]

() Specify seed device to scan

1P Address ‘

Hops

Step 2: Specify SNMP settings
(@) Use the Default SNMP connection settings
‘::' Enter SNMP connection settings for this device

“ersion 20 -

SNMP Yersion

Target Port

Community Stri... |

Then, step through the Add Device wizard entering the appropriate information for the IP address, SNMP read string, CLI
login credentials, and select the appropriate interfaces:

Add Device sl | Add Device - cat3Se0X-67. 107 (1721667.107) ==
e Device Connecton Informatin S U Setings (Coriigrn)
1. Davics Donne ion Friter tha SMVF connechion nformanon. 1. Devace Connechon Specdy tha CLL connaction information usad for configuring thesa dewices. Raquired fialds
Information Inhormation arE Indicated with an astertsk ().
2. 0L Seftrgs 2, L1 Settings
Configuring) Fifkdrany | |172.26.67.207 (Configueing) Configuration CLI Connection Settngs
2 a1 q;:_rl:;; @) U thes Duofonall SMWP crmrwetion sartinags 3 al m vt Ceimimandl e T {1 -ciwtec Hovy i tmad i e
ikt ”) Enter SHMP connection sattings for this davies . Saloct har O#yjoes:
1 S HIROOONE - " e (@) Lia my dafault Configuration CLIEcornection sattngs
5. Salect VLANE ENVF Version Vergion 2c - TargetPort 161 5. Selxl VAN
B Sobet Biilris: Cornrmunity S¥i.. 6. Celoct Fashre: [ Brter connection s=tings for this device
7. Enable Pollg 7. Enabie Palling Connection Type SSH  w | Port® |22
. Hawiew Confiquration 3. R Configlr ation Lkae ranme o D
9. Device Updated 9 Device Lpdated Pazzword on Device™
Enahila Fassword
Ao use thess credentials for manitor mode,
L [west= ]| T Corncel el <pack | [ mext> Finsh cancel || Hep
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APPLICATION NOTE

St CLI Sgatings (Monitoe ng) Steps Select Inerfaces
1. Davice Connaction Specify the (11 connecton nformanon shanad by all usars. This nformanon will only he: 1. Dawics Connecton Sakack the ntarfaces you want o monioe on e devica (rarimum 100 ntecfaces).
Information usad 1o moror this device. Requined fialds re indicated with an asterisk (). Infie rrtion:
2. QU Settrgs 2 (Ll Sty Selected  Interface Trunk P Address  Descripion
{enfiguring) #onior-only CLI Connection Settings (Configuring) ] ciphilheroi g 10.37.1.3
ey om0 e e s e i s  al,
4. Skt Tnbrfaces B i T i) [ o e T H n“,;l:;‘
5. Salect VLA % e 5. Sallact VLANS ¥ w1001 1020225  BRANCH-TEST-NETWO...
B, Skt Bt 9 Usa the previous page connaction seitngs b ol Pt 7] viamaon 172.16.1.10
7. Enable Pollng () Ener connection settngs for this device 7. Ensblk Palling
H. Ravew Confiqurarion (v wﬁ] | Pert* 22 8. Ravew Confguestion
9. Device Upaated o oo iriavion ] 9. Device Lpdated
Password on Devica®
Eruibike Pozrword

st | [tz ] | oo (o | [t ]

fstoes) Cimia] | eri | (comset | [t |

Then enable NetFlow collection and configure any other polling options:

Sepe

Salert Feanres SeEps Enable Polling
1. Davice Connacton Salact the fastres you want o anshls an asch mterface. Lasm mone about aach fateae 1. Dawira Cornechon solec:mhmwumwxmnmwmmmumrmh—sllmmm
Information in the Hedp saction. Infoemation this device. Learn more about polling in the Help section,
2. O] Sairugs s R LUE
{Confiurng) ERI oy s Cenfiguring)
3 O Settregs ¥/ Enable Cieco Express Forwarding (CEF) — must be enabled 1 Use NBAR, 3. €11 Soteays i
[ 7 Erable Mesiaace Moneeng) Poling Rt 30 seconds x|
4. St Inbir s A, Sishir | Tt Gt ies
Infarface HaAR HetFlow
Pall the following features
S falactiL e GipaitEfnrmet/73 Nj& " 5. Selact VLANS L]
B, Sl ! Fealunes 2 Wi IZ} 6. Skt Eiuihris 6] Fiowes
7. Enatle Pollng it WA = 7. Enable Palling Pios
8. Raview Confiquration . Rewmw Configuraton ;
9. Device Updated 2. Device Updated (LEERS
[+ rauiting
[ Lan=
™ LAM pollieg occurs ey 15 v
* For SHWF v, pleate sea the User Guida on configuring LAN poling.
Using Cisco Medianet Performance Monitor with LiveNX liveaction.com 5
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CONFIGURING MEDIANET WITH LIVENX

Here is the example topology we will be using for the commands:

(B LiveNX - la-demo-server2
File View Users QoS Flow Routing IPSLA LAN Tools Repoits Window Dev Help

QoS Fiow, | Routing | TP SLA | LAN |
~ | 1 Display Fiter Colors v '

Dashboard | Manage (B Expand vl
o ‘-1.0- B/ G -| & @ |Tebe| t¥Refresh| AlFonTypes v | |CurentTime v | CurentPolingInterval v | [ “DefaultFiterGroup v | Topso

Search Example: (ste = Honolul | ste = Chicago) & wan & fiow.2pp = webex-meeting

‘Color Mapping By Display Fer Colors.

Wb
*135M8 / 37 floms
W Internet

=46 18 7 fows
8 Network Management

~42M8 /6 flows. o
W Enterprise Applcatons

=318 11 fons

= "oy 0
XPN-CAT_3560_0j =
S adiicar assil g
. a > Tl [ ferrri )
*12M8 / 3 flows. K . - e
! R S o

=08/ 2fows

WPeertoeerNonessental |
et

=442v8 /97 fows

A Fow Poling isabled Icon
1D ACL Appied

2, Not configured

= wan

P © | Memory © | Fiowuffer © [JIB Advisores © | Nodes © | Refreshed at 11/23/16 12:17:27 PM: 184 flows (merged) dsplayed. Showing flow data from 18 of 302 devices. | walter: Admin user | 12:18:37PM CST

LiveNX can assist in configuring Medianet on supported devices. The Configure Flow feature allows each device to be
configured with the necessary commands.

Click Flow > Configure Flow or right click on a device in the device view and then selecting Flow > Configure Flow. This
capability is available to Admin and Full-Config user roles.

After clicking on Flow > Configure Flow, LiveNX displays a Flow Configuration summary table listing all the devices
discovered by LiveNX as well as its properties including Type, IP Address, Description, Tags, and several Flow

Configuration Options.

Select the device(s) you wish to configure Medianet on by clicking the check box next to the device name and then click on

Configure Selected.

Select the interfaces you wish to configure Medianet on with the check boxes under the Voice/Video Performance
(Medianet) column. A hyphen mark in the column indicates that the device does not support Medianet.

Once all the selections have been made, the Save to Devices, Preview CLI, and Revert.

e  Preview CLI — click on Preview CLI to review the commands that LiveNX will send to the device to re-configure
flows on the selected interfaces. If configuring multiple devices, use the device table on the left to select a device

in the list.
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(B Flow Configuration - a
Instructions
Select devices to configure flow
Flow Configuration Table
= E
select Device Type P Address Descrption Tags ) ... Tradtonal Custom
O ® wroas17 Catayst 6500 Cisco 105 Software, 2960 Sof.. 100000, 200000, TO AP... > > > ©
[u] ® wnens-is standard C5c0105 Software, C2960 So.. - 3 > 3 ©
[m] @ APN-CAT_3560_10 | Catalyst 3850 Cisco 105 Software, C35608 So... WAN, DC, 10000 © © ° ©
[m] @ APN-CAT_3560_14 Standard Cisco 105 Software, C3560€ So. - © © ° ©
u] ® wnos-is Standard Cisco 105 Software, C3560CS... - 3 > ©
u] ® wnos-i6 Cisco 105 Software, C3560C . - > > > © o
u] ® AsKirs® Cisco 105 Software, ASR 1000 © © © © ©
[u] ® asuesa Cisco 105 Software, CI81XSof... WAN, BOS, 10000, SP2, © 3 © ° ©
] ® conss2 Standerd. Cisco 105 Software, C1900 Sof... WAN, CHI, 10000, Ivine... © © © © ©
[m] @® c1941a0-212 Standard Cisco 105 Software, C1900 Sof... WAN, 10000, Main, USA © © © © ©
u] ® asies Standard Cisco 105 Software, 2900 Sof... WAN, 100000, 1000000,.. © ° 0 © ©
u] ® causcowenan Standard Cisc0 105 Software, C2960X So... 1000000, Connected GO/. © > © ©
] ® atrsoen213 Standard Cisco 105 Software, C3560CS... - > > > v >
[m] @® cat3850aPN-214 Catalyst 3850 Cisco 105 Software, 10SXE So... 100000, 1000000 © 5 5 © ©
o @ csco29214PN-216 Standard Cisco 105 Software, C2900 Sof. - © ) © © ©
[m] ® csco38504PN-215 Standard 0o 105 Software, I05XE 0. - © © ©
Heb | Configreseected | | dlose
B Flow Configuration -
Instructons
Configure the type of low you wish toreceive from the nerfaces
Flow Configuration Table
a
Device Type P Address Tme (... Tradtonal Custom
it 8. ) O | ]
© FastEthemetn/1/0 = 1000.1 - [u] [w] ] [w]
© Fastethemeto/y/1 - 192.168.46.2 100000, To TmeWarner, W... ] [u] [u] O
® FastEthemeto/2/1 - 1016320113 PRIMARY-AGENT-GH/ - ] [u] [u] [u]
® Gobitethermeto/1 - 192,168,112 lable changes 100000, To-Verizon, WAN, .. 9] (] (@)
® Ggabtgthemeto/2 - 92011 100000, To-Comast, WA, 5] 8] 8] o
© Vant - 192.168.12.1 1000000 u] [u] 9] O
® Venz2 - 00.121 - u] [u] 8] 8]
® Ven2 - 192.168.100.1 - u] ] [u] (@]

Help Save to Devices. Preview CLL Revert Back Close.
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Revert — click on Revert to return your flow configuration settings back to the initial state prior to any “Save to
Devices” command.

e Back - click on Back to return back to the device only view of the flow configuration table.

e Close — close the flow configuration table.

Save to Devices — LiveNX will ask you to confirm that you would like to configure the devices. If confirmed, LiveNX
will modify the flow configuration for the selected interfaces on the device. A message will be generated to indicate

successful re-configuration of that device or to indicate details on the errors encountered during the
flow configuration.

NOTE: You can modify your Medianet Policy to add other Voice and Video applications to monitor. To do this for all of your devices that
have Medianet, you only need to modify one seed policy and then push that policy to the rest of your devices.

First go to your seed device and find the “LIVEACTION-CLASS-MEDIANET” and then select your match type. Below the

policy is being matched to Skype using NBAR2, but you can also use access-lists to be specific about your telepresence
video conversations.

B Manage QoS Settings - c2921-ES-13 test.com (10.0.50.13) 83| e%
dd28F ‘ &5 Policies  Classes Interfaces
= Policies Mapped Classes
Polices Classes Interfaces s —
R S R R )
Classes Create and Edit Match Statements £ 2 ‘ L EREBR
n @ | 11C-BL_Complete_FA010_In_pa "J \dm Name Classify
P ® Match type: [Protocal -using NEAR " 3C-BL_App-Match_Mark_FA010_In e Bollcs it =
W cucMe ~ : 3C-BL_DSCP-Match_FAO10_In opy Policy to Devices
W cvoice Value: secondiife A~ 3C-BL_DSCP-Match_GI01_In S
M CZ_HIGH_DATA_QUEUE share-point 4C-BL_App-Match_Mark_FA010_In ; E :
M CZ_MEDIUM_DATA_QUEUE sp 4C-BL_App-Match_Mark_VL12_In LIVEACTION-POLICY-MEDIANET |v
sip-tis @3] 4C-BL_Empty_DSCP-Mark_FA010_In X
skinny 53 sca Ermpty DSCP-Mark Select the devices to which you want to save this policy:

- | BaseEgressPolicy-NoMarking L
sling -3 | BaselngressPolicy [JAPN-AS-17.test.com (10.0.50.17) =
smtp v -1 | CZ_QUEUEING [[JAPN-AS-18. test.com (10.0.50.18)

CZ_SHAPINGBQUELEING [CJAPN-CAT_3560_10 (10.0.50. 10)
Match/match not: |Match v [JAPN-CAT_3560_14 (10.0.50.14)
OE. [C]APN-DS-15. test.com (10.0.50.15)
Add Match Statement Replace Match Statement 2 EPYLIVEACTION-POLICY-MEDIANET | [[]APN-DS-16. test.com (10.0.50. 16)
=] LIVEACTION-CLASS-MEDIANET [[JASK 1k-HSL-49. test.com (10.0.50.49)
| dass-default [Jc1811-ES-11.test.com (10.0.50.11) v
mace_global
| MonitorUsingNbar_GI01_In = it

| MonitorUsingNbar_VL1_In
< | MonitorUsingNbar_VL12_In
| MonitorUsingNbar_VL12_In_0
NTest

-] QUEUEING

SET_DSCP
TRAFFIC_SHAPING_8_QUEUEING Edit
user30

VLAN1_SET_DSCP

@-J] wc_poLicy v

ERCNCRCN:

M MACE-TRAFFIC-CLASS
M mattdlicking

M MEDIUM_DATA_QUEUE
M NBAR _Applications

M NBAR _CallSignaling

|M NBAR_Database

NBAR _DistFileSystems

After modifying your policy, you can then select to copy that policy to your other Medianet capable devices.
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LIVENX PERFMON FEATURES

LiveNX's alert system affects the output of multiple views and reports in the application. Exceeding the threshold values
under the Configure Alerts dialogue will trigger an alert in the In-Application Alerts window, and the corresponding flows
will be highlighted in the Device View, System View, and Medianet Top Analysis Report. The following screenshots reflect the
enabled alerts (percentage being greater than 1%).

Under the Medianet tab, the System Flow Table will display PerfMon related statistics on the collected flows. The flows are
an aggregation of all received flows handled by both the Traditional NetFlow process and the Medianet PerfMon process,
with a new entry being uniquely identified by the collectable attributes of the packets. Some of the new packet attributes
related to Medianet include:

e  RTP SSRC = RTP Synchronization Source. A unique identifier used to differentiate stream sources using the same
5-tuple flow information.

e Packet Loss % = The largest packet loss % value received from all devices in the system during the polling period.

e Interarrival Jitter Mean = The largest RTP jitter mean value received from all devices in the system during the
polling period.

e Loss Event Count = The sum of the Loss Event Counts received from all devices during the polling period.

e DSCP IPV6 Traffic = Medianet PerfMon reported DSCP value for the specific flow.

B system Flow Table = o b ¢
" Basic Flow Medianet | Application (AVC) | Firewall |
Color  Protocol  SrcIP SrcPort  SrcCountry  DstIP DstPort  DstCountry App Name DSCP  TotalBytes RTPSSRC  Packetloss % Interarrival Jitter Mean  Loss Event Count  DSCP IPV6 Tr
o T 192.168.15.200 | 57,943 - 192.168.12.2 80- http= 0(6) 34M8 0 0.00% 0.00ms
O T 192.168.15.200 | 58,192 - 192.168.12.2 80- http= 0 (86) 40M8 0 0.00% 0.00ms
0 WP 192.168.15.200 -- 192.168.12.2 2,048 - unknown 0 (86) 51M8 0 0.00 % 0.00ms
o T 192.168.12.2 8,797 - 192.168.15.200  4,085- PeopleSoftPayroll™* 0 (BE) 48MB 0 0.00 % 0.00 ms S
O M 192.168.12.2 - 192.168.15.200 -- unknown 0(6) 2M8 0 0.00% 0.00ms
O e 192.168.15.200 | 23,030 - 192.168.12.2 55,542 - Peoplesofi_GL** 0(@6) 56 M8 1347903890 0.00% 300.25ms
O e 192.168.15.200 1,729 - 192.168.12.2 2,342- RTP=E 0(86) 53MB 0 0.00% 0.00ms
O e 10.254.20.88 2,001~ 10.254.100.2 5,004 - RTP-CAMPUS-VIDEO3** 0 (BE) 26MB 2221342720 0.00 % 83.81ms
I e 10.254.20.88 23,030 - 10.254.100.2 55,542 - RTP-CAMPUS-VOICE2** 0 (BE) 2MB| 1347903890 0.00 % 445.25ms
O uwoe 10.254.100.2 55,542 - 10.254,20.88 23,030 - RTP-CAMPUS-VOICE2** 0 (BE) 1MB 4080166714 15.21 % 261,10 ms | EER
H e 192.168.12.2 52,761- 11111 5,004 S US/United States CiscoRTP-Video™ 08 10MB| 2778728223 0.00% 3.63ms
[ 192.168.12.2 54,628 - 11111111 5,004 = US/United States CiscoRTP-Video™ 0 BE) 8MB 616057781 0.00% 1.86ms
H e 192.168.12.2 55,105 - JERTREREY 5,004 S US/United States CiscoRTP-Video™ 08 3MB 4051806226 0.00% 265ms
O e 192.168.12.2 2,392- 192.168.15.200 1,729- RTP> 0 BE) 9MB| 1921471849 0.00% 105.905
O e 192.168.15.200 24,404~ 192.168.12.2 24,576 - RTP=* 46 (EF) 5MB 1699594607 0.00 % 98.83ms
O we 10.254.100.2 55,542 - John-Doe (10.... 23,030 - RTP-CAMPUS-VOICE2™* 0 (BE) 283KB 4080166714 16.94 %] 164.89 ms| 106
O e 10.254.20.88 24,404~ 10.254,100.2 24,576 - RTP-CAMPUS-VOICE™* 46 (EF) 120KB 1699594607 0.00% 101.68ms
O e 10.254.100.2 24,576 10.254.20.88 24,404 - RTP-CAMPUS-VOICE™ 0 (BE) 115KB 1929191128 0.00 % 101.25ms
O we 10.254.100.2 24,576 - John-Doe (10....|  24,404- RTP-CAMPUS-VOICE™* 0 (BE) 115K8 1929191128 0.00% 94.22ms
[ 10.254.100.2 55,542 - 10.254.20.88 23,030 RTP-CAMPUS-VOICE2*> 0 (BE) 2K8 0 0.00 % 0.00ms
H  we 10.254.100.2 55,542 - John-Doe (10....| 23,030 - RTP-CAMPUS-VOICE2** 0 (BE) 2K8 0 0.00 % 0.00ms
(S 10.254.20.88 23,030 10.254,100.2 55,542 - RTP-CAMPUS-VOICE2*> 0 (BE) 2Kk8 0 0.00 % 0.00ms
O we 10.254,100.2 24,576 - John-Doe (10....| 24,404~ RTP-CAMPUS-VOICE** 0 (BE) 4808 0 0.00 % 0.00ms
O e 10.254,100.2 24,576 - 10.254,20.88 24,404 - RTP-CAMPUS-VOICE** 0 (BE) 4308 0 0.00 % 0.00ms
O e 10.254.20.88 24,404 - 10.254,100.2 24,576 - RTP-CAMPUS-VOICE** 46 (EF) 4808 0 0.00% 0.00ms
O e 10.254.20.88 24,404 - 10.254,100.2 24,576 - RTP-CAMPUS-VOICE** 0 (BE) 0B 0 0.00 % 0.00ms
b
< >

NOTE: Since the System Flow Table deals with aggregated data, some of the PerfMon fields are not displayed. The Device Flow Table
includes a more detailed view of various PerfMon attributes.

LiveNX can help quickly determine a problematic location with easy to understand color differentiation. Green indicates no
issue while red will help determine an issue, like packet loss. It will also help in tracking down the path a conversation takes
across the network.
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Device Flow Table

LiveNX’s Device Flow Table only outputs device-specific Medianet flow data in contrast to the aggregated flow data
displayed by the System Flow Table. This allows for a more in-depth view into the media flow and projects a wider range of
flow metrics. Utilizing the configured alert threshold shows the offending media flow highlighted in pink, while the attribute
is highlighted in red. The main purpose of the Device Flow Table is to provide real-time monitoring capability to the user.

WU 1o demo server? - o x
Fle View Users Qo5 Flow Routing PSLA LAN Tools Reports Window De Help
Daoind | Hanage (B Exomd G5 P | R | BRA[ W | -
& @ QB Eubereteg 57 ase vy | Medoret | B [ Detatiteton | 9 [Deploy Fiter Coors | EndPois P Address. | (D Playback NetFiow Colectr Poling : 10 seconds ]
T ok | e = Crcage) w8 o = ey x - [
oo~ Scpam schat Capre  oeent Watn ScCaniy | DaCarty | RPSRC  brecn FovadrgSahs MemsEwnt | MedaBartsin 0507 B Packet o
koo s seo waan s oo - msdss. R DGRESS Fovacted teml 0068) w A
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Historical Playback

Another functionality specific to the Device View is the ability to perform Historical Playback on flows traversing the

device. This is not limited to Medianet PerfMon flows, but also includes Basic Flows, AVC, Firewall, Wireless, PfR, and

other unspecified flow types. Historical Playback provides the ability to inspect the changes to flow behavior within a given
timeframe, with a scrollbar. The following screenshots represent the time period before and after the addition of RTP traffic
into the network.

(© Historcl Playbock of 2521-£5-T3testcom = B iR
Q Q[hams LB Je B . <] | sow secnts ] rame ?
DA D repeckreiet | | oottens, 16~ cnonsoml os000mm | 070030
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we P i s Cacnre e Wauspessst. s dewess " ol oce w A
we i sz 2 R o ecness Fowcsd  Noma ooea i A
we 230 sz 17 ae oumee  nees Fnies Nomsl coes 2 ams
e S w4 R ey Eoness Fanoted  Nomal 06w © bre
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Medianet Reports

While the Device View displays real-time flow data, the Medianet Report section provides historical data on a specific
device. The user can specify the various flow types and time periods for which to run the report. By default, a report for
the last 15 minutes is selected, but a Custom time range can also be used which spans across multiple days, weeks, or

even months.
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NOTE: A larger time frame requires LiveNX to process more flows, which will take longer to process.
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Other reports are also available for the user under the Medianet Reports section. This allows historical visibility for the
Jitter/Loss and Round Trip Time related data for any specific device. Reports can also be scheduled, which allows for storage
and email notification of reports in a centralized location. Both Time Series and Aggregation modes can be selected as well
as flow direction.
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CAVEATS AND LIMITATIONS
Catalyst 3750/3560 Egress Interface Index

The Catalyst 3560/3750 platforms suffer from a known limitation which does not properly display the exit interface. This
prevents LiveNX from properly drawing and connecting the flow lines between devices participating in PerfMon and is
depicted by an Out IF value of NullO.
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cat3560X-67_107#show performance monitor status | include (output]|Match)

Match: ipv4 src addr = 192.0.2.35, ipv4 dst addr = 10.0.2.25, ipv4 prot = udp, trns src port = 3446,
trns dst port = 5004, SSRC = 2221342720

interface output : NA

APPENDIX A
Notes on Catalyst 3750/3560 NetFlow Operation

Performance Monitor imparts a CPU and memory performance impact. Test the impact for your specific environment in the
lab before wide scale deployments. Performance Monitor impact depends on factors such as number of flows monitored
and the complexity of the classification. As an estimate, you can budget about:

® 3% CPU utilization for every 200 flows

e 5 MB initial memory usage and about 3 MB for every 500 flows monitored

Using Cisco Medianet Performance Monitor with LiveNX liveaction.com 13
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CONCLUSION

Cisco’s PerfMon is a helpful tool for Network Administrators in modern networks who are asked to deliver high-quality voice
and video conversations. Using LiveNX to configure PerfMon simplifies the procedure for these capabilities. By leveraging
PerfMon within LiveNX, an administrator is able to gain insight into key metrics via visualization and reporting that were
previously unavailable.

MORE INFORMATION

Network Performance Monitoring
For further details about network performance monitoring, check out LiveNX'’s Product Page.

SaaS/Cloud Performance Monitoring
Find out why—and how—SaaS/Cloud Monitoring can accelerate problem resolution and simplify your application
performance monitoring challenges.

Upcoming Webinars
Check out our updated webinar schedule—gain insights from our special presenters about topics like QoS, Hybrid WAN
Management, Capacity Planning and more.

Additional Resources
Case studies, white papers, eBooks and more are available for your learning on the LiveAction resources page.

LiveNX and LiveUX Downloads
Free downloads of LiveNX and LiveUX are available now. Visit our webpage to discover more details and benefits of LiveNX
and LiveUX.

ABOUT LIVEACTION

LiveAction provides comprehensive and robust solutions for Network Performance Management. Key capabilities include
Cisco Intelligent WAN visualization and service assurance, best-practice QoS policy management, and application-aware
network performance management. LiveAction software’s rich GUI and visualization provide IT teams with a deep
understanding of the network while simplifying and accelerating management and troubleshooting tasks.
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